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Opportunities for Assurance Services in the 21st Century:
A Progress Report of the Special Committee on Assurance Services

_ ' ' Riphard Lea
alifornia date University. Ehico. and Member of 3cA%

BACKGRQUND AND FOCUS OF THE PAPER
BACKGROUND AND FOCUS OF THE PAPER

The Special Committee on Assurance Services (SCAS) was established in 1994 to develop
new opportunities for the accounting profession to provide value-added assurance services. The
Committee is composed of 14 members: six partners from the Big 6, one partner from a regional
firm and two from local firms, a corporate financial executive, a representative from the GAO, two
academies, and one communications consultant. In addition, SCAS has an Executive Director and
oiher support staff provided by the AICPA. The Committee is scheduled io complete its
deliberations and issue its final report at the end of 1996.

The stimuli leading to the formation of SCAS included the following:*

Flat revenues earned for accounting and audiiting services for the six years 1989 to 1994.
Loss in market share of decision useful information covered by an audit.

Ongoing concerns regarding the “tough problems™ (for example, detection of fraud and
illegal acts, financial distress and business failure, choice of generally accepted
accounting principles).

Dramatic developments in information technology that are leading to profound changes
in how decision-makers deal with information (for example, format, content, timing,
sources).

Jenkins Committee fimdings and recommendations imvolving @ mew business reporting
model and possible auditor involvement.?

Imcreasingly contentious litigation problems.

The charge given to SCAS by the Board of Directors of the AICPA is to:

Assess the current and futwre (i.e., 5-10 years out) needs of users of decision- making
information and related needs for audit/assurance services.

Examine the trends shaping the audit/assurance environment.

Consider the definition of the audit/assurance functionm and the need for adiditional
concepts.

Identify opportunities for new ar improved assurance services.

Consider implications for potential changes in independence, professional skills, and
professional education.

SCAS's plan for addressing this charge involves three phases containing the following major tasks:

See: Elliott, R. K., 11394, Confronting the Future: Choices for the Attest Function, Accountiingz Horizons 8 (3): 106-
124; Elliott, R. K., 1994, The Future of Audits, The Jourmall of Accountaneyy (September): 74-82.

See: Special Committee on Financial Reporting, 1994, Improvimg Business Reportimg - A Customer Feaus,
American Institute of Certified Public Accountants.



Phase I (completed):

o Identification of customer needs (44 interviews were conducted by an ouiside
consulting firm with senior management and boards of directors of corporations,
institutional investors, banks, educational institutions, governmental agencies, etc.).

o Identification of current competencies (sources included human resource representatives
of selected CPA firms as well as research by the AICPA and a recent New Zealand
study).

o Idemtification of sigmificant developments in the political, social, economic and
technological environments (SCAS was assisted by experts in trend assessment,
economic forecasting, and information technology).

o Establishment of a communication and change management fuinction, which began the
process of making contacts with all interested audiences, stakeholders, and
constituencies (for example, CPA firms, regulatory agencies, financial executives, state
CPA societies, etc.).

Phase II (in process):

o Consideration of the future of the current audit. This involves a scenario buwilding
exercise that looks at various prototype audits such as: i) a large, publicly held,
multinational, financially sophisticated client; ii) a small, privately held, domestic,
financially less sophisticated client; and iii) a small governmental unit.

o ldentification of additional assurance services representing “close-in” extensions of the
current audit. This involves, among other things, a survey of firms to assess the types of
“close-in" extensions presently being conducted in today’s market.

o Identification of new assurance services. This involves both the development of an
institutional process for the ongoing identification and development of new assurance
services and the development of illustrative business plans for introducing new
assurance services.

o Identification of alternative approaches for dealing with legal liability issues.

* ldentification of alternative approaches for dealing with legal liability issues.

Phase III (not vet started):
Phase TIT (not vet started):

o Identification of new competencies required for new types of assurance services that
may be offered in the next ten years.

o Development of an appropriate conceptual framework for new assurance services. This
task began in Phase 1 with the development of a working definition of “assurance
services” - see further below.

o Testing of proposed assurance services with customer and business panels.

o Identification of barriers to the introduction of additional assurance services and ways to
deal with them.

The remainder of this paper will focus on four areas of SCAS'’s work: i) a proposed definition of
assurance services; ii) an outline of a proposed scenario for the future of the current audit; iii) a
brief. overview of a proposed process for the ongoing identification and development of new
assurance services; and iv) an example of an identified opportunity for extending assurance services
to a new area. In reviewing the remainder of this paper, the reader should keep in mind that the next
four sections represent “work in process.” All of these proposals are presently in the process of



development. Accordingly, SCAS is very eager to receive feedback from participants at this
symposium as it completes Phase 11 and moves on to Phase I11.2

I -PROPOSED DEFINITION OF ASSURANCE SERVICES

The committee is proposing the following definition of assurance services:

Assurance services are independent professional services that
improve the quality of information, or its context, for decision-

makers.

Several aspects of this definition are worthy of comment. First, and most importantly, the
definition adopts a customer focus by explicitly identifying the decision-maker as the intended
beneficiary of assurance services. A customer focus is introduced for three reasons:

1- Over the past 115 years, virtually all imdustries Ihave ssen @ diramatic shiifft im power from
producers (suppliers, preparers) to customers (consumers, users). This shift is due to
advances in technology, which have created the means for efficient and effective diclivery of
highly custornized (demassified) products and services.

2- The explosive growth in networking of organizations and individuals is providing
customers with increasingly rapid communications regarding customization possibilities.
This connectivity fuels die power dhiifit firaun producers to comsumers.

3- Just as customers elsewhere have gained power, the customers for “decision-useful™
information can be expected to do the same. Information technology is quickly providing
opportunities for information users to receive the information they need any time, any place,
and in any format.

In short, information is rapidly becoming a “buyers’ market,” and the proposed definition of
assurance services explicitly recognizes this trend.

A second element of the proposed definition deals with the nature of the benefit that an assurance
service provides to decision-makers, namely, improvement in the quality of (decision-making)
information, or its context. Relevance and reliability are the two primary qualities that make
information useful for decision making.* To date, the audit function has focused almost exclusively
on enhancement of reliability for the benefit of users. 1n contrast, relevance enhancement has
remained within the domain of the Financial Accounting Standards Board and its predecessor
organizations (GASB is also charged with relevance enhancement).

% Written comments may be sent to SCAS's Executive Director, Don Pallais: 14 Dahlgren Road, Richmond VA
23233 (fax: 804/784-0885; e-mail: T5471.162@compuserve.com).

“ See: Financial Accounting Standards Board, 1980, Statement of Financial Accounting Concepts No. 2: Qualitative
Charactariitiéss of Accountingg Ihffovmaetion.


mailto:75471.162@compuserve.com

SCAS predicts that assurance services will experience a dramatic shift in the next ten years in the
relative emphasis given to reliability versus relevance. Relevance will become the primary benefit
offered to users of assurance services. This shift in benefits to users is expected to occur for the
following reasons:

1L Information systems are becoming increasingly reliable as designs exploit
developments in software technology (object programming, extensive beta testing, code
generators, etc.)

2. Information system reliability is further enhanced by the development of: i)
electronic sensors and software agents that are capable of identifying unusual events or
relationships; ii) fail-safe measures that exploit the rapid decrease in cost to performance
ratios by building in massive redundancies.

3. The explosive growth in on-line information sources places a premium on the
ability of decision makers to identify what is relevant. In short, on-line information has
the capacity to: “drown them [decision makers] in data... CPAs have a natural
advantage in helping business decision makers navigate these seas of data and gather
what will best support their decision needs.”

A Closer Look at Relevance

One way in which relevance is likely to be established will be through information technology.
Users (individuals and groups) will explicitly state their information needs by their inquiries of
preparer data bases and by their direct feedback addressed to preparers (and/or assurers). In short,
the test for relevance under this scenario will become: If the user asks for the data, the data are
relevant.

A more penetrating analysis of relevance for a particular user will involve an exploration of
various facets of the user’s decision modeling activities and the role of information in those
activities. SCAS predicts that assurance regarding relevance will quickly move in this direction, in
which case various modeling activities, such as those shown in Figure 1, will need to be explored.

®Elliott, R. K. 1994, The Future of Audits, Jourmail of Accountanasy (September), 78.



Figure 1

User Decision-Modeling Activities

Problem Decision Model Decision Model
Definition Specification Information
Requirements
Evaluation of Information Information
Alternatives and Analysis and Sourcing/Finding
Tradeoffs Interpretation
Implementation Outcome Feedback
of (feedback to
Actions previous activities)

Table 1 ppraseritsabiidf ddeseijpiion affttetiypasoff assurancetthatmigihtte poovitist ttoaappartocu bar
user with respect to each of the decision-making activities identified in Figure 1. The table also
identifies information technology developments that will have an impact on the various types of
assurance.

Several points about the content of the Table 1 should be emphasized. First, many of the
“assurances” identified in the middle column represent services that, in today’s market, would
involve adding an assurance component to present consulting services. (See the Appendix for
additional comments on the boundaries of assurance services vs. consulting services). In short, a
very broad perspective is being taken regarding assurance services, namely, assurance services are
any services that assist information users in improving the quality of their decision-making
information, including thelr decision model.®

® When viewed broadly, “decision-making information" includes a user's decision model, which is simply a set of
information organized in a particular way for the purpose of making a decision. In this sense, issues regarding the
quality of information extend naturally to the quality of decision models.



Table 1

User Decision-Modeling Assurance

Decision Activity Nature of Assurance Information Technology
Provided Considerations
Overview of assurers’ Extensive involvement Users will need much more

involvement with specific
users:

with specific users will
become the norm.

assistance from assurers
because of:

-Vast amounts of available
information

-Increased electronic access
-Rapid degradation in value
-Widespread availability
and use of computer
decision models.

1L - Problem definition

-Problems will involve a
broad range of economic
and social issues faced by
information users/decision
makers; assurance may be
given regarding the
appropriateness of problem
definition,

A broader range of issues
may be identified and
monitored through efficient
and effective electronic
Sensors.

2 - Decision model
specification

-Specific decision models
tailored to specific user
needs will become the norm;
assurance may be given
regarding the
appropriateness of the
model, given the problem
definition.

Computer decision models
used to model a broad range
of economic and social
decision problems will
become widely available.




Table 1 - Cont.

User Decision-Modeling Assurance

Decision Activity

Nature of Assurance
Provided

Information Technology
Considerations

3 - Decision model
information requirements

Information requirements
will be identified in the
context of the specific
decision model that has
been selected by the user.

Complexity of computer
decision models may require
specialized skills in
determining appropriate
information required to run

Assurance may be given the models.
regarding relevance of
proposed Information,
4 - Information -Users may need assistance | Search processes will be

sourcing/finding

in searching through vast
quantities of information;
assurance may be given
regarding completeness of
search,

influenced by:

-Vast volume of available
data

-Increased electronic access
-Development of efficient
and effective sofffware
agents (perhaps controlled
by assurers).

5 - Information analysis
and interpretation

-Users will continue to seek
assistance in analysis and
interpretation from
“information
intermediaries,” which may
include assurers.

Even in contexts of formal
computer decision models,
users will need assistance in
analysis/interpretation
because:

-Data may be in multimedia
format, much of which will
not fit neatly into formal
decision models

-Much data will not be
"controlled” by standards
enforced on preparers

-Vast quantities of data will
be available.




Table 1 - Cont.

User Decision-Modeling Assurance

Decision Actlvity

Nature of Assurance
Provided

Information Technology
Considerations

6 - Evaluation of
alternatives and tradeoffs

- Users will continue to
seek assistance in weighing
alternatives and tradeoffs

Computerized decision
models may do much of
this, but significant

from “information judgments may be still be
intermediaries,” which may | left to the decision-maker.
include assurers.
7 - Implementation of -Users may seek greater Expertise will be needed in
actions assistance in the design of electronic

implementation, including
assurance regarding
appropriateness of
implementation reporting
activities.

sensors to monitor
implementation activities,
which may be provided by
assurers.

8 - Outcome feedback:
-Feedback to preparers
-Feedback to assurers

-Users will provide
increasing feedback directly
to preparers because of
extensive user-preparer
linkages and to assurers
because of greater assurer
involvement in user
decision-making activities.

Emergence/proliferation of
user “chat groups” will
enhance communication
links among users and
between users, preparers,
and assurers.

Second, other parties besides members of the profession are (or may become) involved in the
delivery of assurance services identified Table L. The profession will not have a monopoly on any
of these services and must compete with others on the basis of perceived independence and
competence. Third, many of the “assurances” involve issues for which standards are unlikely to
provide detailed guidance; consequently, delivery of these types of assurances will involve high
degrees of professional judgment. Fourth, even though many of the decision activities identified in
Table 1 are assumed to take place within the context of a formal, well-defined computerized
decision model ( a rapid increase in the availability of such models is expected ), considerable
“expert judgment” outside of formal model boundaries will continue to be required.

Independence and Professional Judgment

Returning to the above proposed definition of assurance services, the third and final element
of the definition that deserves comment involves the two adjectives in the phrase “independent
professional services.” Both adjectives were briefly mentioned in the above discussion of
relevance.

Historically, independence has been the foundation stone upon which the audit function has been
erected: “Independence is the cornerstone of the accounting profession and one of its most precious



assets.””” SCAS believes that independence should remain a “bedrock” concept for all assurance
services. 1In their roles as decision makers, information users must draw upon a wide range of
information prepared by others, which immediately introduees the possibility that preparer and user
interests are not congruent. Recognizing this possibility, users may want to seek the assistance of an
assurer, who is recognized as independent of the preparer. Indeed, users will tuen to assurers only if
they believe that assurers have no stake in the outcome, other than to assist users in improving the
quality of information (and decision models) entering into the user's decision-making process.

SCAS's purpose in including the second adjective, "professiomd); id3donddessoore amapjo e Rlamant
involved in the delivery of virtually all assurance services, namely the high level of professional
judgment involved. As indicated above, providing "assurance” involves numerous judgmment calls
for which standards are unlikely to provide detailed guidance. Even in those cases in which the
user’s decision has been captured in a formal computerized decision model, considerable “expert
judgment” is generally required outside of formal model boundaries. Hence, professional judgment
is now, and will continue to be, an essential ingredient of assurance serviees.

" Mednick, Robert, 1991, “Reinventing the Audit,” Journall of Accountancyy, August, 75.



11 - A SCENARIO FOR THE FUTURE OF THE CURRENT AUDIT

SCAS is presently (Phase II) developing scenarios regarding the future of the current audit
for various types of reporting entities. The scenarios reflect a SWOT (strengths, weaknesses,
opportunities, threats) analysis of the current audit process. The intention of the scemario-building
exercise is to develop a coherent picture of the future of the current audit that reflects expected
developments in the audit environment identified in Phase 1. These scenarios will then be the basis
for making recommendations regarding changes in professional skills, education, etc..

To illustrate ideas, this section will present an outline of a proposed scenario (currently in
development) involving a large, publicly-held, multinational, financially sophisticated company
operating in the year 2006. SCAS also is in the process of developing other scenarios involving
other types of entities.

Large, Publicly-held Company

The large, publicly-held company scenario provides “views” of users, preparers and audits
(and auditors) in the year 2006. Two basic assumptions underlie this scenario:

1L Historical financial information (GAAP) will continue to be reported. In addition,
significant “enrichment” of the information set encompassed by GAAP will occur along
the lines of the Jenkins Committee recommendations. The scenario presented below
deals only with GAAP information. Extensions to this information set and the resulting
impacts on the scenario are presently under consideration by SCAS.

2. The SEC will continue to require audits of public companies. SCAS is presently
addressing the question of how this scenario would be altered if this assumption is
dropped.

Given these basic assumptions, SCAS has developed “2006 views” of users, prepares, and audits
(and auditors) which are presented in detail in Table 2 and briefly summarized below.
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Large, Publicly- held Company - 2006 Views
Based on the detailed analysis presented in Table 2, SCAS expects the following:

Users willl...

¢ Continue to want and need audits
Exert increasing power vis-a-vis preparers
Demand real time access to financial information
Increase their competence in information technology
Hiave rising expectations regarding audits

Preparers willl...
¢ Adopt a customer (user) focus

Face increasing complexity

Seek timely auditor imvolvement

Develop highly reliable systems for the “routine™

Experiment with a range of disclosure options enabled by information
technology

® o o o

Audits will...

e Continue as the primary “check and balance™ on the integrity of financial
reporting in public markets
Provide preparers with timely assurance for the “nom-routine™
Redirect resources away from bookkeeping to the “tough problems™
Attack the tough problems with new information technology weapons and
sharpened existing weapons
Be conducted by teams with more varied skill sets
Remain the “bedrock™ wpon which other assurance services will be built.

- OVERVIEW OF A “NEW LINES” DEVELOPMENT PROCESS

SCAS and its various subcommittees are in the process of identifying new opportunities for
the accounting profession involving extensions of existing assurance services and new assurance
services. We hope that many of these identified opportunities will lead to the implementation of
new services that will add value to users in their various decision-making activities. SCAS
recognizes, however, that the real solution for the profession in the long run is not simply to identify
a list of today’s opportunities. Such a list will inevitably have a very limited useful life. Jnstead a
process is needed that will: i) continuously monitor long-term trends affecting assurance services;
il) assess new mmarket needs: and iii) convert those needs into new assurance services.

SCAS believes that such a process should reside within the AICPA. The AICPA has considerable
strengths that can be used to identify and validate new assurance service opportunities. The Institute
has standard-setting power, and it can play an important role in positioning new assurance services
as "CPA services” in the marketplace. The AICPA benefits from a diverse and involved
membership that has daily contact with the marketplace. The Institute also has a large membership
that buys CPA assurance services (CPAs in industry and government). Finally, as an organization
that represents many financial executives in the aforementioned groups, the AICPA has access to
governmental agencies, regulators, other associations of professionals, and a variety of resources
that are not generally accessible to individual CPA firms.
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SCAS recognizes, however, that the AICPA presently has certain inherent limitations that makes it
less than an ideal organization for jdentifying new market opportunities and quickly develeping
responsive assurance services.. Table 3 identifies sorme of the limitations in the AICPA that must be
set aside or changed in order to adopt a mere aggressive role in service development aetivities.

Table 3
Limitations in Present AICPA Process
AICPA Process Desired Process
Generally reacts to practice problems Early identification of customer needs
Consensus is good for standards Early release of business development
development but not for innovation information without standards
developrment or consensus

Limited access to capital for product Ability to bring necessary effort to bear to
development create new services
New opportunities do not benefit all Ability to target markets
members equally
Slow, open process avails information to Timely development of standards,
competitors training, and practice guides
Multiple review and approval processes Partnering with CPA and non-CPA
limit innovation and delay product enterprises for service development and
introduction delivery

Associations like the AICPA, by their nature, are intended to be inclusive, consensus-driven
organizations. The professional staff, especially those responsible for standards seiting operations,
are encouraged to seek consensus from the membership and prevent unauthorized members from
making statements or pronouncements that appear to be linked to the AICPA. The association staff
must please all of the members, control the members, and protect the association infrastruciure from
criticlsm. This is not a particularly nurturlng environment for fasi-irack development of new
services that might, for example, benefit some firms more than others.

The AICPA also has very limited capital with which to develop new service oppottunities. It is also
not likely to be the principal beneficiary of revenues from new service opportunities. Individual
firms that develop markets for the new services will be the primary beneficiaries and so will be
willing to invest talent and capital to develop and bring them to market,

Some prospective new assurance lines can only be developed by the largest CPA firms. Others offer
opportunities to small and medium-sized fiems. There may also be new assurances services that
benefit the entire spectrum of AICPA members in practice. While it might be in the profession’s
interest for all such opportunities to be developed under the AICPA’s umbrella, it probably will net
happen if they are subjected to a multi-level review and approval process.

In sum, if the AICPA is to be successful in pursuing assurance services development on behalf of its
membership, then it must introduce some changes in its own organization and approaches.

SCAS Proposal for a New Lines Development Process
SCAS believes that the AICPA should appoint a standing committee - the Assurance

Services Development Committee (see Figure 2) - comprised of a mix of market-oriented senior
partners of local, regional, and national firms that are actively involved in providing assurance
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services. In addition, the Committee should include others within the profession whe are knewn for
their vision and future orientation. The Cemimitiee’s charge would be to continueusly eelleet and
sift through information from a variety of sourees to identify new or growing needs for assuranes
serviees,

As it seeks to monitor trends, the Committee would monitor the activities of the AICPA Washington
office, the Strategic Planning Committee, Private Companies Practice Section (PCPS), seniof
technical committees, the Management of an Accounting Practice Committee (MAP), industry
committees, the Accountants Forum, professional associations, such as those serving internal
auditors and chief financial officers, and trends monitoring services. The Committee might alse
monitor developments in technology, government regulation, demographics, world trade, public
policy, and a vatiety of other factors that could have leng-term effects on assurance needs. The
Comtnittee would sift through mmassive and seemingly disconnected information in atiempts t6 find
meaningful and significant trends that show promise of giving rise {6 assurance needs. The
Comrmittee would make a preliminary assessment of which possibilities show the greatest potential
for near-term development. Considerations would include market size, market aitractiveness, the
CPA’s competitive advantages, the need for AICPA developed standards, and a variety of ether
issues.

For service areas that show great promise, the AICPA would create task forces to develop those
services. A particular task force would bring together firms or individual CPAs who want to
develop the identified service for their own practices. The task force might also create sirategic
alliances with industry or other specialized groups to create standards or market access.

Each task force would be charged with the development of a business plan for refining the
identified service opportunity into a delivery mode. A business plan would address the various
items listed in Figure 2 (see the Health Care example, below).

Members of a task force would be entitled to use the information developed by the task force in
formulating new service strategies for their own practice units. Task forces would be obligated to
develop business plans to a sufficient level where they can be shared with other practitioners who
may wish to implement the new assurance services. If members of a task force decide to pilot the
proposed new service in their own firms, they would be obligated to share the results of their efforts
with the task force and other interested practitioners.

While individual CPAs or firms could develop new services on their own, task forces have the
following advantages:

Costs of development can be shared

The Institute provides a forum for standards development

A coordinated effort can help create a market through development of a critical mass of service
providers

The new service can be institutionalized under the CPA brand name.

If standards are required, a task force would communicate with and cooperate with appropriate
senior technical committees or other working task forces to assist in their formulation. Also, a task
force would develop the procedures and any reporting guidance in sufficient detail for practitioners
to be able to understand and implement the services on their own. In addition, the AICPA would
offer education, practice guides, and practice aids as appropriate.

Distribution to small firms would be accomplished through a variety of already established
channels. Many smaller firms and sole practitioners might have limited ability to acquire the
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competencies necessary to provide the new services. The AICPA would encourage development of
appropriate training materials and practice aids through CPA associations (such as TAG, AAFI, and
CPA Associates), state societies, CPA-oriented publishing houses, and franchisers. Wherever
appropriate, the AICPA would follow along with standards and practice guides to assist
practitioners and institutionalize the service as a “CPA service.”

As with the development of any new products or services in any industry, it is probable that many
proposed assurance services will fail. We hope that some will soar. The AICPA should establish
measurement systems to assess how broadly new service opportunities are disseminated through its
membership and the size of markets developed through the new assurance services model. The
Institute may also wish to monitor public acceptance of new assurance services developed through
this process. This will provide further information as to how frarket permission is obtained for new
services.

1V - AN EXAMPLE OF AN OPPORTUNITY FOR EXTENDING ASSURANCE
SERVICES

As a result of the research performed in phase 1, patticularly the 44 customer needs
interviews that covered a broad spectrum of decision makers, SCAS has been able to identify a long
list of potential unmet needs for assurance services. Some of the most promising possibilities are
listed in Table 4. 1n addition, selected possibilities are briefly analyzed in Table 5.

If the “New Lines Development Process™” was presently in place (see Figure 2, above), each of the
opportunities described in Tables 4 and 5 (and possibly others identified by SCAS) would
immediately be passed off to various New Lines Task Forces that would begin the development of
appropriate business plans. To assist such future task forces in getting started, SCAS is in the
process of developing a series of “first-cut™ business plans for several of the opportunities identified
in Tables 4 and 5. An example of one of those proposed *“first cut” business plans (work in
process) is described in the following paragraphs.
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Table 4

Promising Customer Needs

The Information/Assurance Need

Potential Customers

Better information about business risk | ¢ Boards of directors

e Senior management
Information about product quality o Individuals
Nonfinancial measures of o Senior management
performance o Individuals
Quality of information reported tothe | ¢ Board of directors
board e Institutional investors
Quality of processes and controls Board of directors

e  Senior management

s Investors
Information about strategic plan e Board of directors
execution o Institutional investors
Information about government e Public (individuals and groups)
performance
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“First-cut” Business Plan for Non-finaneial Performance Measuires - Health Care

Presently, the health care industry accounts for one-seventh of the US economy; total
expenditures exceed one trillion dollars per year. The industry is in a state of transition. In the past,
a large portion of individuals' health services were provided through fee-for-serviice affangements
involving employer-paid health insurance companies or government-sponsored programs (Medicare
and Medicald). Presently, a dramatic shift towards managed care networks is taking place. In this
new “model,” networks negotiate on behalf of consumers with health eare providers io establish
cost and terms of coverage. Since “cost” (i.e., revenue o the health eare provider) becores fixed in
advance, the incentive for health care providers becories one of reducing their service expenses,
which may lead to reductions in quality of service.

Assurance Service Definition

CPAs would report on a set (yet to be established - see below) of “quality measures”
deemed to be important to consumers of health care services. Measures might include global
outcomes, such as mortality statistics, length of stay, patient satisfaction scores, and specific
outcomes related to specific diseases (see further below). The health care provider might
accumulate and present the data on which the CPA reporis (as in current audits and attestation
services). Aliernatively, the CPA might accumulate relevant data on an entity’s performance and
report directly.

Who Pays

Although CPAs might be paid by individual consumers, it is more likely that the health care
provider would pay for assurance services. Since an obvious conflict of interest arises when
providers make claims about the quality of their services, users may demand that providers obtain
outside assurance with respect to those claims.  Even if not forced to offer outside assurance,
providers may find it in their best interests to obtain assurance on their “quality of care” reports
because it gives them a competitive advantage in the market place.

Market Size

SCAS is in the process of developing estimates of the revenue potential for assurance
services in this market.

Measurement Standards

Measurement standards for the quality of health care are being developed by various
organizations. For example, a group of major purchasers of health services recently formed an
alliance to evaluate the quality of services provided by health-maintenance organizations (HMOs).
Participants include the Health Care Financing Administration, which oversees Medicare and
Medicaid, the Federal Employees Health Benefits Plan, the California Public Employees Retirement
System, and several large private corporations. Altogether, the alliance represents 80 million
Americans. The participants have formed an organization called the Foundation for Accountability
that will develop a new generation of measures for evaluating the performance of health plans. The
new measures will move away from existing input or process measures (e.g., frequency of
emergency room visits, mammography-screening rates) and towards outcome measures that will
track the impact of a disease on a person's productivity and quality of life. In short, the new
measures will atterpt to identify whether HMO services are having a positive impact on the health
of people. The first few medieal conditions for which outcome measures will be developed include
breast cancer, asthma, diabetes, cardiovascular disease, low-back pain, and depression.
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The National Committee on Quality Assurance has also developed some rudimentary criteria for
measuring the quality of care provided by HMOs. This committee reviews the data provided by
HMOs through location visits and examination of patient records.

Market Permission and Market Access

CPAs would appear to face serious permission problems. On the positive side, CPAs may
be recognized as having integrity and objectivity as well as being competent in testing and reporting
results, On the negative side, CPAs will certainly be viewed as lacking subject matter expertise.
As the above discussion of measurement standards indicates, performance measures in health care
are beginning to focus on specific diseases and will attempt to measure a health care provider's
impact in treating those diseases.

CPAs might attack the “permission™ problem and gain access to the market by: i) leveraging their
present expertise in the health care consulting area; ii) getting involved in the health care
performance standard-setting process and thereby become recognized as a “player” in this arena; iii)
outright hiring of MDs to work on health care assurance engagements; and iv) forming alliances
with health care entities that would bring the necessary subject matter expertise to the assurance
function. Another entry point for individual CPA firms might be based on current audit services and
other services presently provided to hospitals and other health care entities

Competition

Other players besides the Foundation for Accountability and The National Committee on
Quality Assurance (see above) have recognized this market and are moving quickly to fill demand.
The Joint Commission for Accreditation of Health Care Organizations, which was established by
the American Medical Assoclation and various hospital groups, performs a similar function for
hespitals and reports on more than 11,000 organizations in a three-year cycle. In some areas, local
providers have also emerged. For example, in Cleveland, hospitals have joined together in
providing an anaual report: Cleveland Heaakih Qualiy Ohoites, /iheTdeskladd Are ddgspitbOQukkty
Ouicome Measurements and Patient Satisfaction Repert. 1n sum, competition appears to be
substantial. Hewever, the range of proposed solutions and the infancy of proposed outcome
theasurernents suggests that the market is fluid and that no organization has yet established a
deminant pesitien.

Competencies
CPA competencies in business processes, model building, measurement, analysis, and
reporting would be helpful in entering the health care performance market. As indicated above, the

primary new requirement would be to add subject matter expertise, either by outright hiring or by
forming alliances.
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V - Summary of Paper

SCAS is approximately two-thirds of its way towards completion of its charge. This paper
provides brief overviews of several items that represent “work in process” of the committee.
Although much work remains, this paper highlights some of the major ideas that are beginning to

take shape:

The future demand for assurance regarding the quality of information used in decision-
making appears to be very strong.

Information technology will provide decision makers with ready access to vast amounts
of information (much of it derived from systems of high reliability), which will create
major user needs for assurance regarding relevance.

The cuirrent audit is expected to change significantly and, at the same time, will provide
the foundation upon which a range of new assurance services will be built.

The profession needs to put in place a process for the orderly identification and
development of new assurance services.

The health care industry appears to be a very promising arena for the introduction of new
assurance services.
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Appendix
Assurance vs. Consulting Services

Professional standards define consulting services as:®

Professional services that employ the practitioner’s technical skills, education, observations,
experiences, and knowledge of the analytical approach and procedures used in a consulting
engagement. [Those procedures may involve determining client objectives, fact-finding,
definition of problems or opportunities, evaluation of alternatives, formulation of proposed
action, communication of results, implementation, and follow-up.]

A comparison of the procedures involved in consulting with the types of assurance shown in the
middle column of Table I, above, indicates considerable potential overlap. Indeed, there are many
similarities between consulting and assurance services since both are delivered using similar
knowledge and skills. However, the two services may be distinguished as follows:

o Parties involved - Consulting services typically involve two parties, the consultant and
client. An assurance service involves three parties, the preparer, the user, and the assurer
(the preparer and user may be members of the same entity, e.g., top management vs.
middle management). Moreover, the need for the assurer arises because of the user's
perception that user and preparer interests are in direct conflict, or are not completely
congruent.

¢ Engagement focus - Consulting services focus on outcomes. Assurance services focus
on the quality of information (including decision models) used in decision making.

¢ Prim ut - A consulting engagement generally leads to a set of
recommendations. An assurance engagement results in the assurer providing some level
of assurance regarding the quality of information used by the decision maker.

The “universe” of CPA services, involving assurance, consulting, tax and other services may be
graphically represented as shown in Figure 3, below. In this figure, the largest rectangle represents
the “universe of CPA services.” The left and right circles represent the totality of assurance and
consulting services, respectively. The rectangles within the assurance circle explicitly identify
currently offered assurance services. The areas of overlap between the assurance and consulting
circles, as well as the overlap between the attestation rectangle and the consulting circle represent
service possibilities that, if structured one way, represent assurance, and, if structured differently,
represent consulting.

AICPAPCHfAsSirnfeb Stmmlasdan SR e@®sdéion 100.
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Figure 3

The Universe of CPA Services
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Discussion of “Opportunities for Assurance Serviees i the 21st Century:
A Progress Report of the Special Committee 6n Assurance Services”

Katherine Schipper
University of Chicago

INTRODUCTION

Conventionally, a discussant’s task is to comment on a research paper which typically
contains a statement of the research question and its importance, a design for answering that
question, a description of methods used and approaches taken, and a presentation and interpretation
of results. The progress report which 1 have been asked to discuss does not fit this paitern; instead
of being a research papet, it is a description of an ongoing process or a set of as-yet uncompleted
activities. Therefore, a conventional discussion would not be appropriate, and my discussion will
take the unorthodox approach of commenting on the processes and preliminary recommendations of
the AICPA Special Committee on Assurance Services (the Special Committee) as they are laid out
in Richard Lea’s paper.

As linterpret the assignment of the Special Committee, it is to provide answers to two
questions:

(1) What new lines of business should CPA firms enter?

(2) What threats and opportunities are likely to be encountered in doing so?

It is noteworthy that these questions are being addressed at the level of the accounting professiam—it
is not easy to imagine similar activities occurring in most industries. Would we, for example, expect
to see the major U.S. airlines or the major U.S. auto manufacturers jointly sponsoring research into
how they could extend their current lines of business? Attempting to carry out this inquiry at the
level of the profession (as opposed to the level of the individual firm) clearly has advantages and
disadvantages, which are commented on in Professor Lea’s report and which 1 will address in
section 3 of this discussion. Sections IL aab2ZocnidnmyyceonmneeniscenteSpredidl Comnmniiitesss
proposals for answering the two questions posed in this paragraph as those proposals are reported in
Professor Lea’s paper.

WHAT NEW LINES OF BUSINESS SHOULD CPA’S ENTER?
What is the appropriate definition of “assurance services’*?

In answer to the first questiom—what new lines of business should CPA firms ente—it would
appear that the Special Committee will recommend that CPA firms become providers of “assurance
services.” Under the proposed definition provided by Professor Lea in section I of his report,
"Assurance services are independent professional services that improve the quality of information or
its context for decision-makers.” In the text discussion accompanying table 1 iinHiésregots,
however, Professor Lea broadens this definition to include “any services that assist information
users in improving the quality of their decision-making information, including their decision
model.” Relative to the first definition, the second drops the notion of
professionalism/independence and adds the idea of improving users' decision models.

Both definitions of assurance services provided in Professor Lea’s report are expansive
relative to that provided by a group whose 1993 conference was the impetus for the formation of the
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Special Committee; the definition provided by the conference participants is: “An assurance service
involves the expression of a written or oral conclusion on the reliability and/or relevance of
information and/or information systems” (The CPA Jawnal (1996). IRdbative to the diefititiansiin
Professor Lea's report, this definition is restrictive in that it confines assurance to opining o
information (of an information system), without taking actions to alter either one.

While in all cases the purpose of the definition is to guide CPAs in expanding their
professional services beyond the provision of traditional audits, the form of the guidance and the
kinds of activities implied differs cansidierabily aaxass the tivse didfiniians. The two didiimidicns im
Professor Lea’s report focus on quality of information; the 1993 conference definition focuses on
relevance and reliability of information. Do these have the same implications for the expansion of
CPA firms’ lines of business?

Professor Lea’s report gives relevance and reliability as the two primary characteristics that
make information useful for decision making, so it would appear that quality is measured by some
combination of these two characteristics. This does not mean, however, that all would agree that
these two characteristics exhaustively measure the quality of information, given the implications of
other portions of Professor Lea’s repott. That is, if the assurance services which CPA firms might
offer would focus on a variety of financial and nonfinancial information (and it appears from the
report that they would), it is by no means clear that quality would be appropriately measured by just
these two atiributes.

Other quality measures that in my view are implied by Professor Lea’'s discussion of specific
forms assurance services might assume include conformity to rules and procedures; if it is assumed
that a system is set up to maximize some objective (which might but need not involve a combination
of relevance and reliability) then quality might increase with the degree of conformity to the
specifications of that system (for example, 1ISO9000 guidelines). A second example is fineness; if
aggregation destroys information, then quality might be increasing the fineness of the information
(as is alleged, for example, in the case of activity-based-costing systems). A third example is
timeliness; some of those who believe that accounting information is losing market share in the
competition for investors' attention would focus on timeliness--perhaps even if it meant some
sacrifice in reliabilityy—as a quality aftribute.

The point of these examples is that if CPA firms are to offer assurance services which
improve on the quality of financial and nonfinancial information it may be necessary to take an
expansive (relative to the conventional accounting view which measures quality in terms of
relevance and reliability) view of the attributes which measure quality.> Defining quality metrics
has implications for choosing which types of assurance services activities would be likely to
improve quality. Since it is these activities which will define the new lines of business for CPA
firms, the choice of measures of quality will have an important influence on this definition.

Is there any internal inconsistency about which lines of business are appropriate?
This is another way of asking: Can a person who improves information quality also attest to

the resulting quality? This question arises because the 1993 conference definition implies the
expression of an opinion about information quality while the two definitions in Professor Lea’s

1. In May of 1993 the AICPA sponsored a conference whose participants included representatives of the
practicing profession (including small and medium-sized CPA firms), regulators and academic accountants.
The purpose of the conference was to consider the future of the attest function. Among other things, the
conference participants proposed that the phrase “assurance” be used to describe the collection of activities
envisaged for CPA firms in the future.

2. A more expansive attribute list of high quality information is found in Elliott (1994), who lists reliability,

relevance, credibility and timeliness. This list is of interest because Robert Elliott is the chairman of the
Special Committee.
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report imply taking actions which are intended to alter (ifprove) information quality. (The guestion
can also be viewed as raising the issue of auditor independenee, a matter which is not the subject of
this discussion.®)

My objective in raising this question is to comment on the distinction between consulting
(which might very often involve the improvement of information quality) and assurance. In making
these comments, 1 am focusing primarily on ihe first of three distinctions between consulting and
assurance drawn by Professor Lea in the Appendix ("Assuranee vs, Consulting Services”) i6 his
report. In a consulting arrangement, there is a eonsultant and a recipient of his repert (the eliity==
no other party is involved and there is no assumption of a conflict of interest. In contrast, assuranee
services are intended io solve or at least mitigate an agency problem-thiee parties are invelved
(preparer, user and aitestor); because the user perceives that his interests and these of the preparer
are not congruent he is concerried about ihe information provided by the preparer; the attestor
reduces this conflict by providing assurances abeut the informatien developed by the preparer. If
the attestor gathers the information or is substantially invelved in improving its guality, then the
agengy relationship fio lenger invelves three distinet parties; partially or whelly merging the aitestor
tole with the preparer role undermines the ability of the aitestation funetien te selve the ageney
problem. 1t appears to me that sueh a ferger is eontemplated by the Special Committes; in the text
diseussion aceempanying table 1 cifihisregratt eatessanlensnmhasizestatimany off e assanes
serviees eonsidered by the Special Commitiee “weuld invelve adding an assuranee eempenent 6
present eensulting servises”’

The potential for confusion of roles is visible in the presentation of a “first cut” business
plan for nonfinancial performance measures in the health care industry; the plan appears in section
IV of Professor Lea’s report. The definition of assurance services for this business plan notes that
the health care provider might accumulate and present the data and the CPA might report on the
data or the CPA might perform both tasks. This definition does not sharply distinguish the preparer
from the attestor role as (I argue) is required to distinguish attestation from consulting=—how then
can sharp distinctions be expected in practice?

While some may argue that sharp distinctions between preparation (involvement in
developing the information) and attestation (opining on some attributes of the information) are
unnecessary as a practical matter, 1 believe those arguments have to rest on a view of the attestation
function which differs iin flundiammeatttal ways fiarn the traditional Wiew, in wihich atestation exists to
solve an agency problem. Absent a full exploration of that alternative view and its implications for
the accounting profession, I think it would be premature o dismiss the practical implications of
mixing the preparer role with the attestation role.

Are some assurance service lines of business less attractive or less suitable for CPA firms than
others?

There are numerous forms of assurance services and the definitions provided in Professor
Lea’s report do not provide guidance as to which are most suitable for CPA ffirms. 1 believe there is
some possibility that the Special Committee has not in fact been able to distinguish assurance
services where CPAs have a comparative advantage from certain other types of assurance services.
Specifically, table 4 of Professor Lea’s report lists “Promising Consumer Needs” for assurance
services which include better information about business risk, information about product quality,
and information about quality of processes and controls (among other things). To provide some
idea of how existing service providts—who are usually not CPAs— meet these customer needs, if a
way that fits the expanded definition of assurance services given in Professor Lea’s report, 1 will
provide four examples.

3. For two quite different perspectives on auditor independence,seeSutton (forthcoming) andWallman
(1996).
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Example 1 isshoorbirsatingaggentiss, wiloescobljectiecidstboppooniie: iddepertiant)jidigments
about one component of bond valuation models, namely, default risk. Example 2 is sell-side equity
analysts, whose objectives include (among other things) providing information about the business
risk of public companies. Example 3 is accreditation services (e.g., the AACSB) whose objectives
include attesting to the extent to which accredited institutions meet specifie benchmarks whieh are
intended to capture product quality. Example 4 is consumer rating agencies whieh provide direet
assessrnents of product quality (e.g., Consurhers Unien, Bests Insuranee Ratings). 1n all these
cases, external parties take actions o improve the guality of information on whieh reseuree
allocation decisions are based; thus, they are providing assuranee serviees.

The point of these examples is not to argue whether CPAs should or should not offer certain
types of assurance services. The point is to note that since there are already providers of some
assurance-like services, it is essential to consider very carefully what are the opportunities in a given
line of business, what is the comparative advantage of ihe CPA felative io other serviee providers in
this line of business, and what are the threats to entry (of which existing service providers is just one
example).

WHAT THREATS AND OPPORTUNITIES ARE CPA’S LIKELY TO FACE?

In a 1994 article in the Journal of Accountancy, Robert Elliott, the chairman of the Special
Committee, provided a short sketch of his vision of the future for assurance services. In speaking of
the desirability of extending lines of business, Elliott pointed to the notion that dealing with all
kinds of information is the CPA's natural domain: "CPA’s have a natural advantage in helping
business decision makers navigate these seas of data [created by on-line information sources) and
gather what will best suppot their decision needs” (Elliott (1994), p. 78). The question arises as to
what precisely are the determinants of this natural advantage, relative to existing providees of
services that increase information quality, such as investment bankers and consultants? Absent a
full consideration of just where the CPA's competitive advantage lies, it is not cleat that entry into
certain assurance lines of business weuld be sueeessful.

In my view, the most important advantage of the CPA in extending into assurance services is
not expertise; it is the existence of substantial amounts of “brand capital” associated with the CPA
certification~imiegrity, objectivity, high professional standards of conduct. 1argue that a substantial
portion of this brand capital arises from the existerice and enforcement of tight regulations (e.g.,
licensing requirements, CPE requirements, GAAS). Some might argue that a portion of the capital
also arises from a careful demarcation between preparing financial statements and attesting to thern,
with CPA brand capital supported by ihie ability of CPAs to defrionstrate the independence of their
aftestation activities from preparation; 1 do not consider this source of brand capital in ihese
comments, except insofar as independence from preparation is caused by regulation.

The question arises: does it make sense to extend the notion of regulaticsn—which gives rise
to brand capitali—to the provision of assurance services that may already exist in some wholly or
largely unregulated form? The answer is not clear. 1t may be that regulation will only hamper
CPAs in competing with less-regulated providers of assurances (e.g., analysts, investment bankers,
consultants). It may also be that the value of the CPA’s brand capital could be damaged by
combining regulated and unregulated assurance activities in the same firm: the severity of whatever
darriage could ensue is of course an empirical guestion.' The question facing the profession as it
considers expansion into assurance serviees is whether and how the brand capital developed in large
part frem the provision of mandatory audits of financial statements-viriwed by some as a low-
growth, price-sensitive businres—can be extended profitably into assuranee serviees witheut

4. This again raises the notion of auditor independence; operational measures of auditor independence have
been debated for years in the context of CPA firms providing management advisory (consulting) services
separate from their audit services.
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destroying the capital.’
THE AICPA’S ROLE IN DEVELOPING NEW ASSURANCE SERVICES

Professor Lea’s report contains a proposal that new product development should occur at the
level of the profession (i.e., it should be undertaken by the AICPA). This proposal raises three
questions. First, will the largest firms (those with the internal capability of generating new
products) participate? Second, given the AICPA's fole as a professional association, is it useful and
appropriate to add to this role a set of activities which are in sofme sense directly in conflict with the
Institute’s traditional core activities? 1n other words, would it be more useful to have the AICPA
develop standards for products developed by individual firms? Third, does the fact that finaneial
staterments are standardized and regulated at ifie level of ihe profession imply that product
development should take place at the sarme level?

In answer to the first question, it is no secret to anyone familiar with the activities of Big 6
accounting firms that they are already extending their lines of business. 1n some instances, the
activity is described as “re-engineering the audit” or "adding value to the audit”; a common element,
however, is the introduction of activities that are close to if not eompletely within the scope of the
definition of assurance services provided in Professor Lea's report.® Given their own within-fiem
activities, it then becormes an econorie decision within each large CPA firm whether to devete
resources (in the form of financial support, ideas and expertise) to the AICPA’s efforts as well.
Clearly, there is an seonemic incentive for large-firm defections from any profession-wide Aew
product develeprment proeess, and it is net elear that the AICPA ean develep a pfaetieable
erganizational structure for developing Rew products that weuld Reutralize this ineentive.’

The second question concerns the perils and advantages of combining professional
association activities with new product development activities. 1believe that table 3 of Professor
Lea’s report lays out the conflict clearly. In particular, professional associations with self-regulatory
functions must be characterized by consensus development, open processes, and multiple review
and approval processes if they are to develop effective standards. These three features in particular
are in direct conflict with the desired specifications (also in table 3) of a new product development
process. While Professor Lea’s report seems to be quite firm on the suggestion that the AICPA
modify itself as necessary to accommodate the new product development process, the report does
not seer to me to make a compelling case that the accounting profession as a whole is sure to be
better off in the long run if some aspects of the self-regulatory function were sacrificed to put a new
product developrient process in place. 1n the diseussion of this issue in Professor Lea's report, [
found insufficient weight placed on the role of the self-regulatory function in developing CPA
brand capital and relatively too mueh weight placed or the value of having new product
development oceur within a professional association; others might have different views, but the
point is that making this choice will have profound effects on the future of the profession.

5. The point that providing mandatory audits is a low-growth, price-sensitive line of business has been made
in many places; for one such example, see Elliott (1995).

6. For a summary of selected activities among Big 6 firms, seeEmerson’s Professional Services Review
(May-June, 11996), “Coopers &Lybrand: Creating a “"Whole New Ball Game" for Business Assurance
Services.” While the focus of the article is on Coopers &lLybrand, certain activities of Arthur Andersen,
Price Waterhouse, Deloitte & Touche, and KPMG Peat Marwick are also touched upon.

7. Section 111 of Professor Lea’s report ("Overview of a ‘New Lines’ Development Process™) lays out the basis
for the committee’s recommendation that the AICPA undertake new product development for the profession,
diseusses certain strengths and weaknesses of the AICPA in this role, and notes that the AICPA must change
some of its approaches and structures if the development efforts are to succeed.
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The third question draws an analogy between financial statements (an “industry-level”
product) and new assurance servicess—if the former is regulated at the industry level then new
product developrents should occur there too. This analogy appears in Robert Ellioft’s comments at
The CPA Journal Symposium on the Future of Assurance Services (The CPA Jawunial (KB85)):

The accounting profession and typical market-driven business activity are different. Our
product design takes place at the industry level. For example, my firm cannot design its own
financial statement presentation using its own GAAP... We have a standardized product...and
our research and development takes place at the industry level, not the company one.

In my view, this analogy depends on the assumption that whatever new assurance services are
provided by CPA firms will be regulated and standardized along the same lines as financial reports.
1t is not clear to me, given the diverse ways that Big 6 firms have begun to extend into business
assurances, whether such standardization and regulation are currently in place. However, the
extensions so far have been relatively modest compared to those apparently envisaged by the
Special Committee and the possibility remains that the most appropriate approach might be to fold
assurance services into the same type of regulatory framework that is currently provided by GAAS.
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The CPAS / CCM! experiences:
Prospectives for AI/ES research in Accounting

Miklos A. Vasarhelyi
Rutgers University

INTRODUCTION

This paper discusses the findings from the Continuous Process Audit System? (CPAS) and
Continuous Control Monitoring (CCM) efforts and extrapolates into areas of potential research in
Al & ES in Accounting. First we describe the motivation and key factors in the CPAS efforts, then
we show how an effort a la CCM” can be applied onto the basic framework. In the next section we
discuss sorrie technological features and problems. Then the prospective approaches for ihe
problems found are discussed. Finally the conclusions section summarizes the discussion and
proposes some additional routes for future research.

ELEMENTS OF THE CPAS EFFORT

The CPAS project was motivated by a survey of an Internal Audit organization that
identified large corporate systems as potentially a very large exposure for the corporation. The
CPAS methodology was developed to measure and detect any major problems that may be
occurring during the day-to-day operation of large corporate computer systems. The methodology
initially focused on very large main-framed corporate legacy systems where more than one copies of
a system ran in multiple data-centers around the country. Later developments allowed for the
conceptualization of the process in disiributed and client-server environments.

Basic concepts

The placement of software probes into large operational systems for monitoring purposes
may be an intrusion on the system and can result in performance deterioration. The installation of
these monitoring devices must be planned to coincide with natural life-cycle changes of major
software systems. Interim measures should be implemented to prepare for online monitoring.

The CPAS effort consisted of a data provisioning system and an advanced decision support system.
Data can be gathered from tailored reports (files) from the application, reports from the application,
and direct monitoring data. The approach used in CPAS is dual, evolving from a measurement
phase without intrusion and minor system overhead, to a monitoring phase where intrusion is
necessary” but audit capability is substantially expanded.

L CPAS stands for Continuous Process Auditing, CCM stands for Continuous Control Monitoring

2 Vasarhelyi, M. A. & Halper, F. B., “The Continuous Audit on Online Systems,” Auditing: A Journal of Practice & Theory.
Vol. 10, No. 1, Spring 1991, pp. 11-125.

3 Vasarhelyi, M. A. & Halper, F. B., “Continous Control Monitoring.” a monograph submitted to the Institute of Internal
Auditors, forthcoming, 1996,

* Intrusion and system overhead may be limited by utilizing database backup and recovery traces as the main source of wansaction
data, dumping a copy of these traces onto a local workstation, loading the werkstation with some expert software and having it as
a local interchange device.
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Measurement

Copies of key management reports are issued and transported through a data network to an
independent audit workstation at a central location. These reports are stored in raw form and data
are extracted from these reports and placed in a database. The fields in the database, map with a
symbolic algebraic representation of the system that is used to define the analysis. The database is
placed on a workstation and analysis is performed at the workstation using the information obtained
from the database.

Monitoring

In the monitoring phase, audit modules will be impounded into the auditee system. This will
allow the auditor to continuously monitor the system and provide sufficient control and monitoring
points for management retracing of transactions. The level of aggregation and difficulties of balance
and transaction tracing that are prevalent in current systems will decrease in the future as processing
economies that dictated the limited trace-ability of transactions will not be needed as systemns
become more powerful.

The Continuous Process Audit System (CPAS) used the “"measurement” strategy of data
procurement. This is illustrated in Figure 1. The auditor logs into CPAS and selects the system to be
audited. The front end of CPAS allows the auditor to look at copies of actual reports used as the
source of data for the analysis.

Figure 1:
CPAS system architecture

[ Auditee Computer-based System ]

Reports from auditee
Report | Report Repart | Repart | por;ystem

) Advanced Decision Support
‘ ’ System

From here the auditor can move into the actual analysis portion of CPAS. In CPAS, the system
being audited is represented as flowcharts on the workstation monitor. A high level view of the
system (called data flow 0- DF level O in Figure 2) is linked hierarchically to other flowcharts
representing more detail about the system modules being audited. This tree oriented view-of-the-
world which allows the user to drill down into the details of a graphical representation is
conceptually similar to the Hypertext approach [Gessner, 1990]° ® The analysis is structured along
these flowcharts leading the auditor to think hierarchically.

% Gessner, R., "Building A Hypertext System,” Dr. Dobb's Journal, (June 1990), pp.22-33.

© The Hypertext approach is not new being traceable to the 1960s work of Ted Nelson. It is currently quite popular due to its
implementatiom in personal computers, the World Wide Web, its affinity to object-oriented thinking and many implementations both
in commercial and public domains.
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Figure 2: Hypertext hierarchies

An integrated view of the system is available at
DF level 0. This logical view of the system can be
associated to diagnostic analytics that count the
number of exceptions and/or alarms current in the
system. Detailed information about each main
module is available at the lower levels. This type
of thinking is similar (o “hypertext”
conceptualization where symbolic and relational
links can be specified across levels.

This information is presented primarily as metrics and analytics.

Metrics

Metrics are defined as direct measurements of the system, drawn from reports, in the
measurement stage. These metrics are compared against system standards. If a standard is exceeded,
an alarm appears on the screen. For example, in the auditing of a billing system, the number of bills
to be invoiced is extracted from a user report. The number of bills not issued due to a high severity
error in the data is captured as well as the total dollar amount of bills issued. These three numbers
are meirics that relate to the overall billing process.

Analytics and Alarms

Analytics are defined as functional (natural flow), logical (key interaction), and empirical
(e.g. it has been observed that ....) relationships among meitrics. Specific analytics, related to a
particular system module, can be defived from the auditor, management, user experience, or
historical data from the system. Each analytic may have a minimurn of three dimensions:
* iits algebraic structure,

o the relationships and contingencies that determine iits numeric value at differemt times and
situations and

o rules-of-thumb or optimal rules on the magnitude and mature of variance that may be deemed as
"real variance" to the extreme of alarms.

For example, a billing analytic would state that dollars billed should be equal to invoices received,
minus values of failed edits plus (or minus) the change of the number of dollars in retained invoices.
The threshold number of expected invoices for that particular day or week (allowing for seasonality)
must be established to determine whether an alarm should be fired.

Actual experience with these issues indicates that several levels of alarms are desirable:

I minor alarms dealing with the functioning of the auditing system,

2. low level operational alarms to call to the attention of operating management,
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3. higher level alarms to call the attention of the auditor and trigger “exception audits" and
4. high level alarms to warn auditing and top management of serious crisis.

Establishing these alarm thresholds is a second harmonic development. The data and experience
needed to understand the phenomena being measured to the level of specification of alarm standards
are probably not available in most organizations. Experience with a CPAS-like system will aid in
their development.

In Continuous Process Auditing, data flowing through the system are monitored and analyzed
continuously (i.e., daily) using a set of auditor defined rules. System alarms and reports call the
auditor's attention to any deterioration or anomalies in the system. Continuous Process Auditing
then, is really an analytical review technique since constantly analyzing a system allows the auditor
to improve the focus and scope of the audit.

Furthermore, it is also often related to controls as it can be considered as a meta form of control
(audit by exception) and can also be used in monitoring control (compliance) either directly, by
looking for electronic signatures, or indirectly by scanning for the occurrence of certain events. The
accounting literature has suggested other forms of supplementing traditional control techniques by
creating a formal methodology of internal control representation and analysis [Bailey et al., 1985';
Bailey et al., 1986°) or by using the entity-relationship approach [McCarthy 1979°, 1982'] The
technology used in the CPAS effort is described by Vasarhelyi et all."

Auditor and knowledge issues

The set of analytics and heuristics used in CPAS included a wide variety of algorithms
ranging from flow-based rules to expert algorithms drawn using techniques in knowledge
engineering. These algorithms will be used both in the auditor platform, as analytical supplements,
as well as impounded into software probes in the monitoring stage.

Expert systems techniques have been examined by several auditing researchers [see Kelly et al,
1988] as well as implemented in practice on a limited basis dealing with certain tax (tax accruals)
and financial accounting issues (e.g. bank loan portfolio estimation) (Hansen and Messier, 19872
Vasarhelyi, 1988"]. Audit knowledge is needed to supplement the simple comprehension of the
system being audited and to deal with the very complex stage of data gathering, analysis and

7 Bailey, A. D., G. L. Duke, G. E. Gerlach, C. E. Ko, R. D. Meservy and A, B. Whinston. *TICOM and the Analysis of Internal
Controls,” The Accounting Review,(April 1985), pp. 1%6-201.

BaileyBAildY, aad R.aBd Meszrwyleferiy, JohsoHstecnaln@onstol Byababivatuti Comp@ationatavbodt] Mo dbe BettievRRrizesfiocess,”
Auditing: A Journal of Practice and Theory, (Autumn 1986), pp. 44-74.

¥ McCarthy, W. E., "An Entity-relationship View of Accounting Models, “The Accounting Review, (October 1979), pp. 667-86.

Y McCarthy, W. E., “The REA Accounting Model: A G lized Fr rk for Acc ing Systems in a Shared Data
Environment,” The Accounting Review, (July 1982), pp. $54-578
VashthelydaMelii, . B\ Halfer HadeK . d8dBea®aFZfha CoffitnGontiRiocss £ vhodit SystimSyAtENIX LBviked- Baxdidi op@iody. Tdad". The
EDP Audittrr Jowmat/, 1991, vol. 3, PP 85-91.

2 Hansen, J. V. and W. F. Messier Jr., “Expert Systems in Auditing,” Auditing: A Journal of Theory and Practice, (Autumn
1987), pp. 94-105.
Vasdrhelsavel i, , VE ¥pert Syseerryisteodnimiong anidnd wdidi nd isinti fickadtIfi e Hi genek ifre Aoecommignguanih A nditing diMragkuMarkus
Wiener Publishing Company, 1988), Vols. 2 & 3, 1994..
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knowledge organization [Buchanan and Shortliffe, 1984'] necessary for programming the auditing
probes.

The CPAS prototype was tested on two very large financial systems. The first application of the
CPAS technology was an evolving syster whose features changed rapidly. The idea was to put a
prototype in place that contained basic analytics and then work with the auditofs, as they used
CPAS, to build more expertise into the syster. The audit knowledge elicitation process focused in
three areas: archival recording, heuristic discovery, and methodelogical development.

Archival Recording:

Interviews with auditors and examination of working papers and audit reports for
identification of current audit steps, items of data being examined, specific rules concerning
required audit evidence; and any actual procedures of data gathering, search and analysis.
This process is analogous to the work that tries to establish descriptive models of auditor
behavior. For example “think aloud" techniques [Biggs and Mock, 1983"] provide some
insight on the auditor's thought processes.

Heuristic Discovery:

Application of knowledge engineering techniques to identify non-formulated rules, desired
tooling, types of inference, methods of fuzzy set resolution, etc. (Shimura and George,
1973"; Shank and Abelson, 1977""; Hayes-Roth, 1978")

Methodological Develogpment:

Working with auditors to further develop the "Continuous Process Audit" methodology,
monitoring the usage of the auditor workstation in the measurerment phase, and impoundin
moreuaudit expertise into the audited system. [Shaw and Simon, 1958": Simon 1973%,
19797)

The problem domain in question tended to be one with "diffiuise knowledge" [Halper et al., 1989],
where a large set of sources of knowledge were necessary and knowledge was ultimately captured
from a much wider set of experts than originally conceived. The issue of startup cost to impound
the system description into the CPAS platform and the maintenance of the knowledge base becarme
very important. However, the process of knowledge acquisition and recording used under CPAS is

" Buchanan, B. G. and E. H. Shortliffe, Rule-Based Expert Systems, (Addison-Wesley Publishing Company, 1984)

% Biggs, S. F. and T. J. Mock, “An Investigation of Auditor Decision Processes in the Evaluation of Internal Controls and Audit
Scope Decisions,” Journal of Accounting Research, (Spring 1983), pp. 234-255.

16 Shimura, M and F. H. George, "Rule-Oriented Methods in Problem Solving”, Artificial Intelligence, (Vol.4 1973) pp.203-223.
17 Schank, R. G. & Abelson, R. P., Scrips Plans & Understanding, (Lawrance Erlbaum Associates Publishers, 1977).

' Hayes-Roth, B., "Implications of Human Pattern Processing for the Design of Artificial Knowledge Systems”, (Academic Press,
Inc., 1978).

Y Shaw, A. N. and H. A. Simon, “Elements of a Theory of Human Problem Solving®, Psychology Review, (Vol.65 No. 3 1958)
pp.151-166.

2 Simon, H., "The Structure of I Structured Problems”, Artificial Intelligence, North-Holland Publishing Company, (Vol.4 1973)
pp. 181-201.

2 Simon, H, “Information Processing Models of Cognition”, Annual Review Psychology, (Vol.30 1979), pp.363-396.
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not unlike the phases of internal control evaluation and documentation for workpapers that an
auditor has to perform. The level of auditor comprehension of the system tends to be deeper under
this approach if the auditor (not a system analyst) is to perform knowledge capture.??

Consequently, the CPAS approach probably requires a higher audit startup cost than the traditional
audit but the level of audit examination is also consequently deeper and more reliable. The CPAS
approach is substantially different from the traditional one and requires balancing of audit evidence
and timing of the audit process. Given this, the issue of resistance to change may arise. This can be
handled by the issuance of an audit manual that describes how to audit with CPAS and extensive
training and technical support of the auditors in the engagement, to represent accounting events.

Ultimately, if a system is monitored over time using a set of auditor heuristics, the audit can rely
purely on exception reporting and the auditor is called in only when exceptions arise. Impounding
auditor knowledge into the system means that tests that would normally be performed once a year
are repeated daily. This methodology will change the nature of evidence, timing, procedures and
effort involved in audit work. The auditor will place an increased level of reliance on the evaluation
of flow data (while accounting operations are being performed) instead of evidence from related
activities (e.g. preparedness audits). Audit work would be focused on audit by exception with the
system gathering knowledge exceptions on a continuous basis.

ELEMENTS OF THE CCM EFFORT

Levels of Monitoring

While auditing is a form of ex-post-facto monitoring, it does not satisfy the three basic
axioms of monitoring:

a. that a process is constantly measured
b. that standards exist of system functioning

c. that variances are observed and management is given opportunity for prompt and close-to-
the-event intervention.

1t was desirable to differentiate between measurement and monitoring: Measurement entailed
drawing metrics and actuals using the actual systems-cycle related data®® to gather measurement.
Real-time-monitoring implies status-checks through the process with the ability to interrupt or
alter the process during its execution. These are actual extremes in the range of monitoring that
must be explored as alternatives to the design on monitoring systems.

% 1n the long range much of this work can be linked to the use of CASE type tools were the knowledge is captured at design and
could be easily transported, if not directly used, to the platform,

2 For instance, drawing copies of regular operational daily reports, at the end of each day, to measure what is happening to the
system.
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Definitions

Both COSO* and SAC® present a comprehensive view of a framework for the study,
understanding and review of internal controls. On the other hand substantial degree of
operationalization is necessary for their use in practice. Consequently, most large audit firms and
internal audit departments have developed operational manuals for internal control work. Auditing
textbooks * tend to ofganize these proceduiies at a higher level with emphasis on qualitative
assessment.

Figure 3: COSO, SAC & CCM

Unit A
Unit B
Entity 1
Entity 2
| Entity 3

Metrics Basic set of Controls

Analytics Control reports :

Alarms Control Metrics !

Standards Control Evaluation rules

Continuity equations

Technology is substantively changing the architecture of data processing systems. They are
evolving from large batch oriented mainframes to a more distributed, relational-databased
environment. Eventually they will evolve towards hardware using massive parallelism on a
distributed basis, with intelligent sharing of data and processes across a flexible network.

2 Internal Control- An Integrated Framework. Committee of Sponsoring Organizations of the Treadway Commissiom, 1992, pp.
13-18.

2% Institute of Internal Auditors, Systems Auditability and Control: module 2, audit and control environment, Altamonte
Springs, Florida, 1991. (Page 2-1)

2 See Wallace, W. A., Auditing, PWS-Kent , Boston, 1991, chapter 8 or Arens, A. A., & Loebbecke, J. K., Auditing: An
Integrated Approach, Prentice Hall, Englewood CIliffs, N. J.., 1991, Chapter 9.
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Nevertheless, the intrinsic nature of the business transaction will continue to rely on two main
elements; (1) a "batch” transaction” representing an economic activity, and (2) the updating of a
"master status” file. Furthermore, it will be essential to keep records of the individual transactions
on a one-by-one basis (for accountability), and be able to trace the path of a transaction through the
business processing entities.

On the other hand, financial system architectures are progressively forcing upward and downward
integration among systems through its main elements. Data transfers are the hinges among many
modules. The modules are patt of a diverse set of business functions that may or may not belong to
the same division, department, organization, or company. Figure 4 illustrates a fictitious system for
billing long distance telephone calls and their intrinsic elements.

Figure 4: Continuity Equations

Continuity Equations / LLamg) Misstemse Bl img
—_—

Posting from one
biller file to accounts
in sevaral billing

Continuity Equations (continued)

aD

OiD)

Application of Bill print &
special tarif ¢ distriButien

7 An online posting can be seen as a nearly immediate “batch posting™ of one (or more) records.
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The point being made in this rathier detailed deseription, is the need fer eentrol aleng multiple
variables, and the progressive change of which esntrel variable en whieh te feeus. This example
will be continued in termms of the develeprent ef the esneepts of CPAS and €CM. Table 1
eontinues this discussion linking steps and eentrel variables.

Table 1
Steps, Process, and Control variables

S
v er—— Com—

p Process ¢ Control variables

tape management number of tapes
dataset management number of datasets
call detail separation number of datasets
number of messages
call-minutes

4 account posting number of messages i
call-minutes

number of accounts

5 rating & matching call-minutes

dollars

number of accounts

6 special tariff application modified dollar unit
dollars

minutes / messages

7 bill print & distributions number of bills printed
number of customers
messages / dollars/ mod. dollars ]

ri—"# e~

Key control variables, Transition ratlos, and Stability

Once processes are defined in terms of key control variables, transition ratios and their
stability must be specified. For example, step # 1L measures manually the number of tapes received
each day. Tapes are manually labeled, read for heading labels and placed in holding racks. The
location of these racks is encoded into the system, of a process code-based location used.

Key control variables are the ones deemed by the auditor/analysis as key to the measurement
process. Transition ratios are the standards of conversion between the key control variables between
stages (vertically and horizontally). Stability ratios are the variance siandards expected between
stages.

The ensuing step # 2 encompasses reading the tapes into the system and creating "datasets.” The
key control variable in this stage is datasets, and the transition ratio may be estimated to be 2.3,
where on average for every 2.3 tapes one dataset it received. This transition ratlo of 2.3 creates a
more specific and usable standard than something like average number of datasets for the 7th day of
the month. If the transition ratios vary between 1.8 and 2.8 the process is considered more stable
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than a process whose ratio (for one standard deviation as an example) varies between 1.6 and 3.0.
While, for example, generic transition ratios may be adequate, further information about the process
may divide suppliers of data into 10Cs (independent operating companies) where the transition ratio
is .7 and BOCs (Bell Operating Cormpanies) where the transition ratios tend to be 2.7.

The same reasoning may follow between steps #2 and #3 where it may be formulated that each
dataset has in average 130,000 messages. Consequently for every tape in step 1L one should expect
130,000/2.3 messages. The chained extension of the argument continues. If each message is rated in
average at $.71 and volume discount plans draw 25% discount to 47% of the population, each tape
may entail billing of 130,000/2.3 x .71 - 130,000/2.3 x.71 x .25 x .47.

Integrating manual and Automatic controls

While the evolution of information processing technology has clearly affected operations,
management and auditing, little attention has been given to the conceptual evolution of automation
integration.

For example, in the front-end processing of receivables, several controls may take place:

L sequential numbering of sale invoices;

2. batch headers in their transmission;

3. recalculation by a clerk;

4. supervision by a supervisor of the clerk with sign-off.

If this process gets automated, with a hand-held sale receipt device collecting the data, basically all
these four functions will be replaced by computer processing.

1L Transactions may be automatically numbered (does not perform a control function but
may help in tracking).

2. Batch headers may disappear if online processing is being performed.

3. Recalculations are not necessary, but their function is replaced both by reviews in
system approval and system audits of general controls.

4. Supervision disaPpears, and with it the "sniff test" ability, which entail the detection of
the very unusual® transactions or activities.

The above example illustrates the problems, changes and opportunities that arise therefore with
automation and integration of corporate recording activities. While the development of integrated
transaction processing systems and its simultaneous reengineering® are highly desirable events from
the control standpoint, the most common occurrence is partial automation where a particular
process, say creation of sale invoices, is automated.

Spot automation leaves us, typically, with inadequate controls as controls are considered and created
for the new automated process, but its complementary elements are not reviewed.

28 Advanced techniques of pattern recognition, may in the future create software, with the ability of performing "sniff tests* or to
replace the human ability of recognizing the I without anticipation by the prog

» Davenport & Short, * The New Industrial Engineering: Information Technology and Busi Process Redesign,” Sloan
Managememt Review, Summer 1990.
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Continuous Control Monitoring defined

Continuous Control Monitoring is a management methodology aifed at facilitating
corporate operations, supervision, and mefa-supervision, through the constant measurement of
corporate activity, its comparison against siandards, and the reporting of discrepancies, leading to
corrective management action. Continuous Control Menitoring puts the emphasis on contrals and
formalizes the control monitoring process. CCM adds focus to the rele of eonirels in CPAS By
viewing monitoring data from a contrel framewerk.

Continuous Control Monitoring entails audit involvement from cradle-to-grave if the design,
operation and modification of corporate controls, Its main steps entail:

L involvement in the design of corporate/system controls both of manual and computerized
nature;

2. involvement in the setting of standards for control and operations;
3. development of a system of monitoring the operation of controls;
4. development of a system of reporting control functioning;

5. interfaces and support of the internal/external audit activity.

For control monitoring an expanded set of systems features is desirable. The basic concepts
necessary to create the expanded features are:

basic-set of controls: the knowledge engineering process defines key-controls to be monitored.
While the total set of controls in a system is a fuzzy set, as the human component allows for open-
concept, open-ended observation and scrutiny, experience tends to dictate the key controls to be
defined and monitored.

For control monitoring, an expanded set of systems features is desirable. These include a basic-set
of controls to be monitored, a series of control reports, a macro-schema of control indices
aggregation rules, a schema of contrel relationships and ultimately a set of control metrics that
aggregate control performance, leading to a final conitrol evaluation measure. The idea of a meia
control number is similar to various quality measures that certala wotld-class companies use, For
example, Federal Express uses a Service Quality Indicator (SQI) to manage the quality of its
delivery process. The measure consists of twelve components that relate to customer dissatisfaction
which are weighted based on customer feedback.®

. control reports, specific reports that contain information on particular control(s)
. control indices aggregation rules, particular rules on how to niix controls
. control relationships: formal specification of the relationship among conirols; for example if

a control is redundant if another control is in place, or it is complementary o another
control.

S mainig § 0000 AT B TQabiliyyPRblikatioan 13992
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. control metrics: particular measures relative to a control, typically contained in a control
repott

. control evaluation measure: the result of the aggregation of existing controls upon a process

While CCM can be accomplished in purely manual systems with actual manual CCM procedures,
the cost/benefits of the approach indicate the need of at least a CCM system even on mainly manual
customer systems.

The Continuous Control Monitoring System (CCMS)

The CPAS® system allowed for continuous process audit at AT&T financial systems. An
overview of this system was described in Figure I abloowe. THiisfTéguree ddsseibbhingthee PSS sgysten;,
shows the auditee system, electronic copies of operational reports being extracted for audit
purposes, and a hierarchical analysis and reporting system, for audit and review. The knowledge
engineering process identifies system features, flowcharts system flows, defines metrics and
analyties, defines reports and alarms, and requires the information provisioning. Auditor reports and
feconeiliations are “wired-in" for audit by exception.

As stated above, for control monitoring, an expanded set of systems features is desirable. These
include a baslc-set of controls to be monitored, a series of control reports, a macro-schema of
control indices aggregation rules, a schema of control relationships and ultimately a set of
control metrics that aggregate control performance, leading to a final control evaluation measure.

A system for such an approach could be designed with a modified version of the CPA system..
Figure 5 below summarizes such a system:

CCM as a modified CPAS system architecture

t dddiee Conputtertzaset System ]

Report | [Report | [Report | Report | Reporsti sftrgnr? auditee
Fomelreports ) Advanced Decision Support
control aggregztiion rules ’ l S ystem
ICEM=control evaluation measures

Figure 5

The schema for controls works similarly to the basic CPAS concepts. Control metrics are drawn
from manual or automated systems. While in traditional systems reports focus on transactions, in a
CCM application, obedience to controls and control performance are metered, reports issued, an

Vasarhelyi, M. A. , Halper, F. B. & Ezawa, K. J., “The Continuous Process Audit Systems: A UNIX-based Auditing Tool,” The
EDP Auditor Journal, Vol. 3, pp. 85-91, 1991.



aggregation schema concocted and control evaluation measures issued for different eyeles and for
the systern / organization in its entirety.

Measuring Manual Control

The term “manual controls” is a misnomer. It describes processes like authorizations,
segregation of duties and supervision which do not imply actual “manual" activity, but the existence
of a particular process, activity or organizational structure. A better nomenclature would divide
controls into “automatic™ and "non-autormatic.” We will use these terms interchangeably.

The ensuing control measurement procedures illustrate methods of capturing the use/effectiveness of
a particular manual control to be entered into the CCM system.

a. authorizations: a program of systematic review and count of authorization signatures and
the preparation of a report into the system. Verification of electronic sighatures or manual
review of signatures.

b. validity: systematic review of validation procedures into the Continuous Control
Monitoring System (CCMS)

¢. population controls: counts entered and matching number of entries into the CCMS

d. process controls: manual reconciliations recorded, their variances recorded and these
results entered into the overall control scores.

e. coverage: periodic review thorough observation and ftrial testing of issues such as
segregation of duties, supervision, obedience to rules and procedures, and insurance.
Coverage controls relate to human processes that potentially decrease the incidence of
discrepancies. Issuing a rating to these measures and recording into the CCMS.

f. access: periodic review, review drills, voluntary reporting by the controlee and recording
into the CCMS. These relate to physical access to computer facilities, warehouses, etc.

g. audit: not necessary unless the other measures are not performed or report problems.

h. compliance with GAAP: independent peer reviews and or by accounting standards units
in the organization. Use attested financial statements as references and look for changes to
be reviewed.

i. management controls: selection of key manual systems (or analyses) that management
relies to run the company, review of these with an eye towards accuracy, regularity and what
they are saying. Draw on key economic health indicators, use these as “going concern"
warning lights.

Measuring in Automatic Controls

The naive view of data processing control assumes that once a system is thoroughly
reviewed and tested, its computations are correct and the data flow reliable. An exception to this
reasoning are the well publicized events of computer fraud with "Trojan horses," “"backdoors™ of
"exemption blocks" created by fraudulent system developers, which are difficult to detect in the
voluminous maze of large extant application systems. The reality, however, is that no matter how
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thoroughly a system is tested, not all combinations of potential problems can be identified. The
combinatorics of the paths that data may travel are numerous. All exceptions cannot be accounted
for. Furthermore, even if a system is (1) thoroughly tested, (2) has not been changed and (3) has
operated for many years, weaknesses may exist. For example, upstream systems may have been
changed, manual controls prior to the automated portion modified and/or data capture systems
automated. These lead to the often observed strange data occurrences, freaky data variances and
crashes that fay wipe out systems.

The following control measurement procedures illustrate methods of capturing the use/effectiveness
of a particular automated control to be routed into the CCM system. Procedures marked with a
double asterisk (**) are reasonably similarly evaluated both in manual and non-manual systems.

a. authorizations: are programs of systematic review and count of electronic authorization
signatures. Spot-checks on these authorization and range tests on the allowability of particular
authorization. Maintenance of statistics on the actual approval helps avoid opportunistic approval
circumventing corporate authorization policy™. High level statistics on overrides of standard system
controls should also be maintained.

b. validity: is a systematic review of validation procedures entered on a random review basis into the
Continuous Control Monitoring System (CCMS) (**)

¢. population controls: are automatic population counts extended by time-series comparisons over
time of population counts, values and other control variables that are part of the continuity
equations.

d. process controls: are automatic reconciliations, and their variances recorded, and these results
entered into the overall control scores.

e. coverage: is a periodic review t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>