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OU R p r i n c i p a l c o n c e r n these past f ew year s w i t h respect to elec
t r o n i c da ta-proces s ing sys tems has been w i t h the p r o b l e m s of 

s h i f t i n g f r o m the p l a n n i n g stage to the d e v e l o p i n g a n d u s i n g stage. 
W h e r e w e f o r m e r l y s t r u g g l e d to l e a r n a l l about e l ec t ron ic e q u i p m e n t 
a n d its capab i l i t i e s , w e are n o w a t t e m p t i n g to u t i l i z e th i s k n o w l e d g e i n 
o u r p a r t i c u l a r a c c o u n t i n g a n d m a n a g e m e n t a p p l i c a t i o n s . 

T o n i g h t w e s h a l l a s sume tha t everyone here has a w o r k i n g 
k n o w l e d g e of c o m p u t e r sys tems . A c c o r d i n g l y , w e s h a l l conf ine the 
theme of our r e m a r k s to the t e c h n i c a l p r o b l e m s c o n f r o n t i n g the i n 
t e r n a l a u d i t o r as a re su l t of the d e v e l o p m e n t a n d a p p l i c a t i o n of elec
t r o n i c da ta-proces s ing sys tems i n bus iness . 

W h e n w e speak of p r o g r a m m i n g for the i n t e r n a l a u d i t o r , w e are 
u s i n g the t e r m programming i n i ts b r o a d sense. W e are s e l e c t i n g the 
c o n t r o l phase of the e l ec t ron ic da ta-proces s ing p r o b l e m i n o rder to 
concentra te o u r a t t e n t i o n on those mat ter s that s h o u l d be of p a r t i c u l a r 
interes t t o — a n d the p a r t i c u l a r r e s p o n s i b i l i t y o f—the i n t e r n a l a u d i t o r . 
W e are g o i n g to focus a t t e n t i o n o n the a u d i t o r s ' c o n t r i b u t i o n s to 
the p r o g r a m m i n g effort. 

A s w e e x a m i n e o u r subject m o r e c lo se ly w e f ind one fac tor w h i c h 
a ids i n p i n - p o i n t i n g the areas r e q u i r i n g s t u d y . T h i s f ac tor is the re ten
t i o n of a l l of o u r t r a d i t i o n a l a u d i t i n g methods a n d s tandards . E l e c 
t r o n i c data p r o c e s s i n g cha l lenges us o n l y i n the m a t t e r of m o d i f i c a t i o n 
of o u r c u s t o m a r y a u d i t i n g techniques . T h e s e techniques , there fore , 
m u s t be shaped to fit the e l ec t ron ic s y s t e m i n s u c h a w a y tha t there 
w i l l be no ques t ion as to the v a l i d i t y of the tests or the degree of v e r i f i 
c a t i o n o b t a i n e d . 

I n mos t of the present i n s t a l l a t i o n s the e l ec t ron ic s y s t e m e m 
braces a r e l a t i v e l y s m a l l segment of the t o t a l w o r k area for w h i c h 
the i n t e r n a l a u d i t o r is n o r m a l l y re spons ib le . I t is i n th i s s m a l l segment 
of w o r k tha t there m u s t be a r e s h a p i n g of t echniques . I n t h i s p a r t 
of h i s w o r k the a u d i t o r w i l l have to change hi s a p p r o a c h a n d a l ter 
his a u d i t i n g procedures to meet the r e q u i r e m e n t s of e l ec t ron ic ac
c o u n t i n g methods . 

I n c a r r y i n g out the i n t e r n a l aud i t r e spons ib i l i t i e s for the w o r k 
w i t h i n the e l ec t ron ic s y s t e m , i t is o n l y necessary to c l a r i f y tha t w h i c h 



m a y safe ly not be done a n d tha t w h i c h m u s t be done. T h e extent to 
w h i c h a u d i t i n g procedures m a y safe ly not be done is dependent u p o n 
t h e degree of i n t e r n a l c o n t r o l — w h i c h m i g h t be t e r m e d automatic 
auditing. O n the o ther h a n d , the w o r k that m u s t be done is dependent 
u p o n the exi s tence of a n aud i t t r a i l to p e r m i t i ts a c c o m p l i s h m e n t . 
A c c o r d i n g l y , w e m a y d i v i d e our c o n s i d e r a t i o n of a p r o g r a m for aud i t 
i n t o t w o m a j o r s e g m e n t s : (1) i n t e r n a l c o n t r o l a n d (2) a u d i t t r a i l . 
W e s h a l l see h o w e v e r , tha t there is even a n i n t e r r e l a t i o n s h i p b e t w e e n 
these t w o segments s ince w e are u s u a l l y w i l l i n g to sacri f ice a n aud i t 
t r a i l i f w e are able to g a i n bet ter i n t e r n a l c o n t r o l . T h i s is e spec ia l ly 
t rue w i t h respect to m e c h a n i z e d a c c o u n t i n g procedures . 

I N T E R N A L C O N T R O L 

A s w e t u r n o u r a t t e n t i o n to those c o n t r o l s tha t s h o u l d be present 
w i t h i n the e l ec t ron ic s y s t e m , let us f irst cons ider the bas ic , o r f o u n 
d a t i o n , c o n t r o l for the ent i re e l ec t ron ic da ta -proces s ing f u n c t i o n . 
T h i s is the e x t e r n a l m a n u a l c o n t r o l tha t establ ishes the quant i t i e s 
a n d ba lances for w h i c h the m e c h a n i c a l s y s t e m is re spons ib le . U s u a l l y 
these a m o u n t s are e s tab l i shed i n the aggregate f r o m a d d i n g m a c h i n e 
tapes o r f r o m tota l s deve loped i n p r e l i m i n a r y opera t ions d u r i n g the 
d a t a - g a t h e r i n g phase of the w o r k . 

T h i s m a n u a l c o n t r o l f u n c t i o n is best l oca ted i n the p r o x i m i t y of 
the m a c h i n e r o o m so tha t a l l d o c u m e n t s to be processed can be l o g g e d 
a l o n g w i t h p e r t i n e n t dates a n d a m o u n t s connec ted w i t h t h e m . T h i s 
r e c o r d is the means for c o n t r o l l i n g a l l ba lances of a c c o u n t i n g s i g n i 
f icance, e spec ia l ly those balances re jec ted b y the e l ec t ron ic s y s t e m 
because of f a i l u r e of a r e c o r d to pass one or m o r e of the m a n y i n 
t e r n a l v a l i d i t y tests. T h i s m a n u a l c o n t r o l is a lso the c h e c k p o i n t for 
d e t e r m i n i n g that the o u t p u t data of the e l ec t ron ic s y s t e m is i n ba lance 
w i t h p r e d e t e r m i n e d tota l s . 

F r o m th i s d e s c r i p t i o n i t m u s t be apparent to y o u tha t th i s m a n u a l 
c o n t r o l is the same type as the one used for a c o n v e n t i o n a l p u n c h e d -
c a r d t a b u l a t i n g depar tment , except that a f ew e m b e l l i s h m e n t s have 
been added to a c c o m m o d a t e some a d d i t i o n a l c o m p l e x i t i e s p e c u l i a r to 
e l ec t ron ic data p roce s s ing . I t m u s t a lso be apparent to the i n t e r n a l 
a u d i t o r tha t the m a n u a l c o n t r o l can be h i s reference p o i n t i n e v a l u 
a t i n g the f u n c t i o n i n g of the p r o c e s s i n g c o n t r o l s w i t h i n the s y s t e m . 

I N P U T CONTROL 

O n c e a s a t i s f ac tory m a n u a l c o n t r o l has been es tab l i shed , a l l a u d i t 

efforts w i t h i n the e l ec t ron ic da ta -proces s ing s y s t e m can be d i r e c t e d 
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t o w a r d s m a i n t e n a n c e of abso lute a c c u r a c y w i t h i n the s y s t e m . T h i s 

p h i l o s o p h y presupposes tha t i n p u t data , as r e c o r d e d b y the m a n u a l 

c o n t r o l , is accurate . 

T h e f irst p r o b l e m of a u d i t s ign i f i cance f a c i n g the da ta-proces s ing 

center u s u a l l y is the t r a n s c r i p t i o n of r a w data i n t o a l anguage readable 

b y the m e c h a n i c a l e q u i p m e n t . F r e q u e n t l y there is a d u a l step i n th i s 

phase i n o rder to o b t a i n h i g h e s t pos s ib le s t andards of a c c u r a c y . F i r s t , 

t a b u l a t i n g cards are p u n c h e d . T h e n these cards are v e r i f i e d before 

c o n v e r s i o n to m a g n e t i c tape. T h i s d u a l step p r e s e n t l y offers e c o n o m i c 

advantages tha t m a y e v e n t u a l l y be n u l l i f i e d t h r o u g h the d e v e l o p m e n t 

of r e l i ab le p o i n t - o f - t r a n s a c t i o n recorders , charac ter s e n s i n g devices , 

o r l o w e r cost m a g n e t i c tape t y p e w r i t e r - v e r i f i e r c o m b i n a t i o n u n i t s . 

W h e r e the p u n c h e d cards are u sed as the da ta e n t r y means , 
the cards m a y be sub jec ted to v e r i f i c a t i o n at c o m p a r a t i v e l y l o w cost 
i n the same m a n n e r as i n the s t r i c t l y p u n c h e d - c a r d s y s t e m . T h e 
i n t e r n a l a u d i t o r s h o u l d a l so k n o w about a n o t h e r m o r e p o w e r f u l 
c o n t r o l dev ice ava i l ab le f r o m I n t e r n a t i o n a l B u s i n e s s M a c h i n e s C o r 
p o r a t i o n at r e l a t i v e l y l o w r e n t a l cost . T h i s is the T y p e 101 s t a t i s t i c a l 
sorter . T h i s m a c h i n e w i l l a r range p u n c h e d cards i n t o selected g r o u p s , 
s u m m a r i z e a m o u n t s f r o m des i red fields of the cards , a n d c o u n t the 
n u m b e r of c a r d records . S ince these f u n c t i o n s are p e r f o r m e d at 
the rate of 450 cards a m i n u t e , t h i s e q u i p m e n t is a bet ter m a t c h 
for the h igh-speed e l e c t r o n i c m a c h i n e s t h a n the t abu la to r s w i t h t h e i r 
top speed of 150 cards a m i n u t e . T h e s e features m a k e th i s e q u i p m e n t 
idea l for p r o c e s s i n g p u n c h e d cards before t r a n s c r i p t i o n to m a g n e t i c 
tape, b a l a n c i n g t h e m to p r e v i o u s l y d e t e r m i n e d g r o u p tota l s , estab
l i s h i n g r e c o r d count s for subsequent proo f to tape count s , a n d 
p r o v i d i n g a p r i n t e d r e c o r d of these c o n t r o l n u m b e r s for use i n the 
m a n u a l c o n t r o l f u n c t i o n . 

W h e r e an e l ec t ron ic s y s t e m p r o v i d e s for da ta e n t r y v e r i f i c a t i o n 
of th i s type , the i n t e r n a l a u d i t o r can l i m i t his tests of th i s phase 
to a r e v i e w of the procedures to a scer ta in tha t t h e y c o n f o r m to the 
p l a n and to a n e x a m i n a t i o n of the c o n t r o l s to acqu i re an i m p r e s s i o n 
of the levels of a c c u r a c y b e i n g m a i n t a i n e d . 

O n c e cards are d e t e r m i n e d to reflect a c c u r a t e l y the i n p u t data , 
t h e y m a y be p l aced i n a card reader for t r a n s c r i p t i o n to m a g n e t i c 
tape or for e n t r y d i r e c t l y i n t o the s y s t e m . A t th i s stage, the c a r d 
reader can be equ ipped w i t h a r e c o r d counter a n d th i s c o u n t can be 
checked to the c o u n t p r e v i o u s l y es tabl i shed on the T y p e 101 sor ter 
or o ther dev ice . I n the process of t r a n s c r i b i n g to tapes i t is des i rab le 
to enter o n the tape file the ba lance of the ca rd g r o u p as w e l l as 
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the r e c o r d count . T h i s p e r m i t s a b a l a n c i n g to these a m o u n t s d u r i n g 
the e n t r y of the tape data i n t o the c e n t r a l processor . T h i s c o n t r o l 
feature comple tes the c o n t i n u o u s c h a i n of p roo f f r o m the m a n u a l 
c o n t r o l to the i n t e r n a l h a r d w a r e of the c o m p u t e r s y s t e m . 

I n some E D P sys tems there is a d i rec t e n t r y f r o m the source 
r e c o r d to m a g n e t i c tape. V e r i f i c a t i o n i n th i s ins tance is a c c o m p l i s h e d 
b y r e p r o c e s s i n g th i s tape t h r o u g h a tape ver i f i e r w h i c h p r o v i d e s for 
r e p e t i t i o n of the en t ry process b y a second operator . T h i s is s i m i l a r 
to the p u n c h i n g and v e r i f y i n g process used for p u n c h e d cards . B y 
the e n t r y of a c o n t r o l a m o u n t as a f ina l r e c o r d o n the tape, the c e n t r a l 
processor can balance the tape a m o u n t s on the f irst pass of that 
tape t h r o u g h the e q u i p m e n t . A s far as cont ro l s are concerned , the 
p r i n c i p a l di f ference b e t w e e n th i s d i rec t e n t r y m e t h o d a n d the one 
p r e v i o u s l y descr ibed is that i n th i s l a t ter m e t h o d the i n i t i a l m e c h a n i c a l 
proof takes place w i t h i n the cen t ra l processor . I n the f o r m e r m e t h o d , 
the i n i t i a l p r o o f is a c c o m p l i s h e d "off l i n e " o n a u x i l i a r y equ ipment . 

A l t h o u g h m u c h has been sa id about the r a n d o m e n t r y of mi s 
ce l laneous i n d i v i d u a l d o c u m e n t s i n t o the e l ec t ron ic s y s t e m , i t appears 
that b a t c h i n g , or g r o u p i n g , the d o c u m e n t s affords the o n l y p r a c t i c a b l e 
means of e s t a b l i s h i n g i n p u t c o n t r o l . M e t h o d s u s i n g r a n d o m d o c u 
m e n t e n t r y m u s t r e l y on a m o r e deta i led h u m a n s c r u t i n y of the 
o u t p u t d o c u m e n t s for v e r i f i c a t i o n . 

PROCESSING CONTROL 

If y o u have been sat is f ied that adequate i n t e r n a l cont ro l s h a v e 
been i n c o r p o r a t e d in to the i n p u t procedures , the next c o n c e r n m u s t 
be for the safeguards p r o v i d e d for the p r o c e s s i n g w i t h i n the elec
t r o n i c e q u i p m e n t . I t is i n th i s area of s t u d y tha t the i n t e r n a l a u d i t o r 
m u s t use h i s a c c u m u l a t e d k n o w l e d g e of m a c h i n e charac ter i s t i c s , 
p r o g r a m m i n g techniques , a n d p r o c e s s i n g l o g i c . A s s u r a n c e of ade
quate c o n t r o l rests u p o n a m a x i m u m u n d e r s t a n d i n g of the a u t o m a t i c 
c h e c k i n g features b u i l t i n t o the c i r c u i t r y of the e q u i p m e n t ; u p o n 
an u n d e r s t a n d i n g of the v a r i o u s rou t ine s ava i l ab le to the p r o g r a m m e r 
for d e t e c t i n g data loss or d i s t o r t i o n ; and u p o n an u n d e r s t a n d i n g 
and ana ly s i s of the l o g i c on w h i c h the p r o c e d u r e d e s i g n is based. 

Because of the v a r i e t y of e l ec t ron ic sys tems n o w a v a i l a b l e a n d 
the d i v e r s i t y of p r o b l e m s a p p l i e d to the sys tems , perhaps i t w o u l d 
be adv i sab le to confine o u r present c o n s i d e r a t i o n to a f e w of the 
t y p i c a l p r o c e s s i n g cont ro l s . G e n e r a l l y , p r o c e s s i n g c o n t r o l s m a y be 
t h o u g h t of i n three c a t e g o r i e s : 

• M e c h a n i c a l cont ro l s p r o v i d e d b y the m a n u f a c t u r e r of the 
e q u i p m e n t for de tec t ion of s y s t e m a b n o r m a l i t i e s . 
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• C o n t r o l s i n c o r p o r a t e d i n t o the p r o c e s s i n g rou t ine s b y the 

p r o g r a m m e r s for c h e c k i n g v a l i d i t y of da ta a n d agreement 
of ba lances w i t h p r e d e t e r m i n e d tota l s . 

• C o n t r o l s e x i s t i n g as pa r t of the sy s t em l o g i c for v e r i f i c a t i o n 

of a m o u n t s deve loped w i t h i n the s y s t e m a n d for a s s u r i n g 
c o m p l i a n c e w i t h p l a n n e d o p e r a t i o n of an i n t e r n a l l y s tored 
p r o g r a m . 

M E C H A N I C A L CONTROLS 

T h e r e have been b u i l t i n t o mos t of the e l ec t ron ic p r o c e s s i n g 
e q u i p m e n t m a n y i n g e n i o u s cont ro l s for d e t e c t i n g m a l f u n c t i o n of 
c e r t a i n devices or for d e t e c t i n g t r ans i ent di f f icul t ies a r i s i n g f r o m 
dust or i n t e r m i t t e n t c o m p o n e n t f a i lu re . S o m e of these cont ro l s are 
actuated d u r i n g p l a n n e d m a i n t e n a n c e b y serv ice e n g i n e e r s ; others 
depend u p o n the s e t t i n g of s w i t c h e s b y the console o p e r a t o r ; a n d 
s t i l l o thers are energ ized as a re su l t of the i n t e r n a l l y s tored p r o g r a m . 

T h e i n t e r n a l a u d i t o r s h o u l d not feel tha t he has a n y genera l 
r e s p o n s i b i l i t y w i t h respect to the m e c h a n i c a l checks . T h e s e are i n 
the na ture of test r u n s d u r i n g w h i c h o p e r a t i n g p o w e r i n the equ ip
m e n t is reduced to m a r g i n a l thre sho ld s so as to i n d u c e fa i lure of 
a n y component s tha t m i g h t be a p p r o a c h i n g a c r i t i c a l f u n c t i o n i n g 
p o i n t . T h e m a n u f a c t u r e r s have specif ied rou t ine s for these m a i n t e 
nance tests a n d i t is suff icient that the a u d i t o r a scer ta in tha t s chedu led 
m a i n t e n a n c e is b e i n g p e r f o r m e d at p r e s c r i b e d i n t e r v a l s . 

S o m e of the m e c h a n i c a l types of c o n t r o l s w i t h w h i c h the a u d i t o r 
s h o u l d be a c q u a i n t e d are e i ther e n t i r e l y a u t o m a t i c w i t h i n the s y s t e m 
or are caused to f u n c t i o n b y the i n t e r n a l l y s tored p r o g r a m . T h e s e 
are s u c h c o n t r o l s as the f o l l o w i n g : 

• I n s t r u c t i o n check. T h i s c o n t r o l detects er rors or miss-reads 

i n the i n s t r u c t i o n p r o g r a m m e d to cause the m a c h i n e to 
f u n c t i o n i n a prec i se m a n n e r . 

• M a c h i n e check. T h i s c o n t r o l detects an er ror i n a n y charac ter 
d u r i n g i t s t rans fer w i t h i n the sy s tem. U s u a l l y a second 

device is used to c o n t r o l the de tec t ion of charac ter er rors 

d u r i n g a r e a d i n g or w r i t i n g f u n c t i o n i n the s y s t e m . 

• R e c o r d check. T h i s c o n t r o l ind ica tes w h e n the p u n c h e d data 

or p r i n t e d data o u t p u t does not agree w i t h the data t rans
m i t t e d to the o u t p u t device . 

• O v e r f l o w check. T h i s c o n t r o l is des igned to become opera t ive 
w h e n e v e r an a r i t h m e t i c f u n c t i o n causes the data to o v e r f l o w 
the c a p a c i t y of a counte r or a c c u m u l a t o r . T h i s p revent s loss 
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of s i gn i f i cant d i g i t s t h r o u g h u n a n t i c i p a t e d use of a b n o r m a l l y 
large a m o u n t s d u r i n g a p a r t i c u l a r process . 

• S i g n check. T h i s c o n t r o l is used as an i n d i c a t o r w h e n e v e r a n 
a r i t h m e t i c a l f u n c t i o n ca l l s for an o p e r a t i o n o n an a m o u n t 
tha t does not c a r r y a d e s i g n a t i o n as to w h e t h e r i t is p o s i t i v e 
or nega t ive . 

S i n c e some of these cont ro l s are sub ject to se lec t ion a n d used 
b y the console operator , the a u d i t o r m a y w i s h to a scer ta in the m a n 
ner i n w h i c h the cont ro l s are b e i n g e m p l o y e d . A s t u d y of a c t i o n 
t a k e n as a re su l t of the a c t i v a t i o n of each c o n t r o l w o u l d p r o v i d e a 
measure of the f r e q u e n c y a n d t y p e of e r rors i n the s y s t e m . A c c o r d 
i n g l y , the genera l l e v e l of a c c u r a c y and care i n p r o c e s s i n g w o u l d 
be revea led . 

P R O G R A M M E D CONTROLS 

P e r h a p s the mos t c h a l l e n g i n g c o n t r o l s are those w h i c h m a y be 
des igned b y the p r o g r a m m e r as pa r t of the p r o c e s s i n g r o u t i n e for 
c h e c k i n g v a l i d i t y of data . F o r t u n a t e l y , the m a c h i n e compan ie s have 
a v a i l a b l e c e r t a i n l i b r a r y tapes tha t a c c o m p l i s h some of the des i red 
c o n t r o l s . 

O n e of these is a p r e l i m i n a r y c h e c k i n g r o u t i n e de s i gned for use 
at the s tar t of a t ape-proces s ing job . T h i s r o u t i n e checks a l l tape 
un i t s for p r o p e r p o s i t i o n i n g of each tape to be processed a n d inc ludes 
procedures for s e t t i n g a l l i n t e r n a l m a c h i n e areas to b l a n k s o r zeros 
p r i o r to s t a r t i n g the m a i n p r o c e s s i n g p r o g r a m . 

I n a d d i t i o n to s tock rou t ine s s u c h as th i s , there are p r o g r a m m i n g 
rou t ine s o r i g i n a t e d b y the p e r s o n re spons ib le for i n s e r t i o n of c o n 
t ro l s i n the s tored p r o g r a m . T h e i n t e r n a l a u d i t o r s h o u l d expect to 
f ind s u c h p r o g r a m m e d cont ro l s as the f o l l o w i n g : 

• T a p e - l a b e l check. I n th i s r o u t i n e the f irst r e c o r d is c h e c k e d 

to a scer ta in tha t i t is a tape l a b e l . W i t h i n the l a b e l the j o b 
a n d r u n n u m b e r s are ver i f i ed a n d usage data is inspec ted . 
T h e date w r i t t e n is in spec ted to check tha t the c u r r e n t tape 
is m o u n t e d on the u n i t . 

• C h e c k p o i n t . B e f o r e the p r o c e s s i n g s tarts th i s r o u t i n e u s u a l l y 

p r o v i d e s for a test of a l l a r i t h m e t i c a l f u n c t i o n s to be per
f o r m e d d u r i n g the p a r t i c u l a r process . T h e n a series of check 
p o i n t s are e s tab l i shed at w h i c h the se t t ings of a l l a ccu 
m u l a t o r s a n d content s of a l l s torage areas are r e c o r d e d o n 
a tape. T h i s r o u t i n e p r o v i d e s for a r e t u r n to the mos t re
cent check p o i n t a n d re -e s t ab l i sh ing the se t t ings as soc ia ted 
w i t h tha t c h e c k p o i n t . T h i s m a y be necessary if subsequent 
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e r r o r c o n d i t i o n s o r c o m p o n e n t fa i lures r e q u i r e a res tar t 

of the p r o c e s s i n g . 

• E r r o r rou t ine s . W h e n e v e r a " c o m p a r e " i n s t r u c t i o n is executed 

i n the p r o c e s s i n g of data there is a p r o g r a m for a n a ly s i s 
of a n y r e s u l t i n g " e r r o r " or " i m p o s s i b l e " c o n d i t i o n . 

• B a l a n c i n g rout ines . T h e p r o g r a m m e r u s u a l l y has a comple te 

reper to i re of b a l a n c i n g rou t ine s so that a n a p p r o p r i a t e one 
m a y be se lected for each v a r y i n g c i r c u m s t a n c e . W h e r e 
p o s t i n g to tape records has o c c u r r e d , p r o v i s i o n is u s u a l l y 
made for a c ro s s - foo t ing o p e r a t i o n s i m i l a r to that used b y 
a bookkeeper . T h i s is s i m p l y a v e r i f i c a t i o n tha t p r i o r ba lance 
p l u s c u r r e n t t r ansac t ions equa l c u r r e n t ba lance . W h e r e i t 
is des i red to check that pure d e s c r i p t i v e m a t t e r has been 
read i n t o the m a c h i n e c o r r e c t l y , h a s h tota l s are used. T h e s e 
are tota l s of s e r i a l n u m b e r s , o rder n u m b e r s , etc., tha t have 
no m e a n i n g o ther t h a n for de tec t ion of t r a n s c r i p t i o n errors . 
R e c o r d count s , p r e v i o u s l y m e n t i o n e d , are g e n e r a l l y used 
o n e v e r y tape a n d appear as par t of the f ina l r e c o r d o n each 
ree l . R e c o r d count s s h o u l d be p r i n t e d out a n d r e c o n c i l e d 
w h e r e there are m u l t i p l e o u t p u t reels i n a p r o c e s s i n g r u n . 
W h e r e upper a n d l o w e r l i m i t s are k n o w n for sets of resu l t s , 
these are s tored i n the e q u i p m e n t a n d u t i l i z e d as a c h e c k i n g 
device . I n a d d i t i o n to some of these u n i q u e rou t ine s , there 
is u s u a l l y p r o v i s i o n for s t o r i n g p r e - d e t e r m i n e d balances o n 
each job tape a n d p r o v i n g to these ba lances i n t e r n a l l y d u r i n g 
the v a r i o u s p r o c e s s i n g cyc le s . I t is c u s t o m a r y to p r i n t ou t 
o n l y those records that do not ba lance so tha t c l e r i c a l t i m e 
w i l l no t be r e q u i r e d to check to ta l s a l r eady c h e c k e d b y the 
e l ec t ron ic s y s t e m . 

• Sequence check. M u c h of the p r o c e s s i n g w i t h i n a n e l ec t ron ic 
s y s t e m uses records i n n u m e r i c a l sequence. A sequence 
c h e c k i n g r o u t i n e , therefore , u s u a l l y precedes a p r o c e s s i n g 
r o u t i n e so as to ferret out records tha t m i g h t be out of se
quence , i n e r ror , or i n v a l i d . 

K n o w l e d g e of c o n t r o l t echniques s u c h as these s h o u l d enable 
a n i n t e r n a l a u d i t o r to assist i n the d e v e l o p m e n t of the m a x i m u m p r o 
t e c t i o n w i t h i n a da ta-proces s ing s y s t e m . H i s b a c k g r o u n d is u s u a l l y 
qu i te v a l u a b l e to the p r o g r a m m e r s ince he has been t r a i n e d to be 
a w a r e of the d e s i r a b i l i t y for i n t e r n a l cont ro l s . T h e i n t e r n a l a u d i t o r is 
u s u a l l y s y s t e m a t i c i n h i s a p p r o a c h to a p r o b l e m a n d , i n e lec t ron ic s , 
th i s o f ten u n c o v e r s m a n y c o n t r o l po s s ib i l i t i e s not apparent to the 
e lec t ronic s t e c h n i c i a n . 
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LOGIC CONTROLS 

L o g i c cont ro l s are those re l a ted to the methods se lected w i t h i n 

the e l ec t ron ic s y s t e m for v e r i f i c a t i o n of p o r t i o n s of the r o u t i n e not 

r e a d i l y sub ject to out s ide c h e c k i n g . T h e s e cont ro l s are a lso used to 

g a i n m a x i m u m assurance that the mach ine s are f u n c t i o n i n g i n exact 

c o m p l i a n c e w i t h the i n t e r n a l l y s to red i n s t r u c t i o n s b y w h i c h the r o u 

t ine is b e i n g g u i d e d . 

A n e x a m p l e of th i s t y p e of c o n t r o l w o u l d be the one u sed w h e n 

p r o c e s s i n g depends u p o n reference to a table of rates or pr ices for 

c o m p l e t i o n of a n a r i t h m e t i c a l r o u t i n e . S ince th i s tab le is c o n t a i n e d 

w i t h i n the c o m p u t e r a n d reference thereto is b e i n g made at e l ec t ron ic 

speed, a l o g i c a l check of th i s a c t i v i t y s h o u l d be m a d e p e r i o d i c a l l y b y 

the c o m p u t e r i n o rder to detect e i ther a t r ans i en t o r p e r m a n e n t c o m 

ponent f a i lu re i n tha t p o r t i o n of the c i r c u i t r y . 

O n e m e t h o d of a c h i e v i n g a r e a s o n a b l y re l i ab le c o n t r o l is to store 

q u a n t i t y un i t s of k n o w n m a g n i t u d e as a l ead r e c o r d a n d , i f des i red , as 

a t r a i l e r r e c o r d to a sec t ion of data r e q u i r i n g r a t i n g o r p r i c i n g . A f t e r 

these test u n i t s have been processed i n a " t a b l e l o o k - u p " r o u t i n e , the 

r e s u l t i n g ex tended a m o u n t s are c o m p a r e d w i t h a p r e d e t e r m i n e d ex ten

s ion—al so s tored as par t of the test r e c o r d . T h i s p r o c e d u r e s h o u l d 

a f ford adequate c o n t r o l for th i s t y p e of i n t e r n a l - p r o c e s s i n g p r o b l e m . 

A p r o g r a m m e d p r i n t - o u t of ins tances of e r r o r de tec t ion w o u l d s u p p l y 

the a u d i t o r w i t h a means of i n v e s t i g a t i n g the a c t i o n t a k e n for each t y p e 

of e r ror . 

A n o t h e r l o g i c c o n t r o l s i m i l a r to th i s one w o u l d be used w h e r e i t 

is des i red to v e r i f y a m u l t i p l i c a t i o n , d i v i s i o n , or series of m a t h e m a t i c a l 

f u n c t i o n s . T h e r e are v a r i o u s approaches to th i s c o n t r o l r o u t i n e b u t a l l 

depend u p o n a second c o m p u t a t i o n . U s u a l l y i n a m u l t i p l i c a t i o n the 

m u l t i p l i e r a n d m u l t i p l i c a n d are. r ever sed o n the second pass. I n a 

d i v i s i o n , the proo f of ten is made b y m u l t i p l y i n g the quot i en t b y the 

d i v i s o r a n d c o m p a r i n g the p r o d u c t w i t h the o r i g i n a l d i v i d e n d . I n a 

series of m a t h e m a t i c a l func t ions there is u s u a l l y a s u b t r a c t i o n of 

a m o u n t s p r e v i o u s l y added so as to achieve the effect of a r e v e r s a l of 

p r e v i o u s l y used factors . W h e r e th i s c o n t r o l resul t s i n d i s c o v e r y of a n 

er ror , there is a p r o v i s i o n for the e q u i p m e n t to t r y the c a l c u l a t i o n a 

f ew m o r e t imes . T h i s r e p e t i t i o n is qu i te r a p i d a n d u s u a l l y resul t s i n 

o b t a i n i n g a correct s o l u t i o n w i t h o u t a n y apparent de lay i n the proc

e s s ing r o u t i n e . 

O t h e r types of l o g i c c o n t r o l s are t a i l o r e d to fit the p a r t i c u l a r p roc

e s s ing r e q u i r e m e n t a n d depend p r i n c i p a l l y o n the i n g e n u i t y of the 

p r o g r a m m e r or codes. T h e ob jec t ive of each of these cont ro l s is a l w a y s 
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to b u i l d i n t o the s y s t e m l o g i c e n o u g h safeguards so tha t even the 

dec i s ions p r o g r a m m e d i n t o the e q u i p m e n t are sub jec ted to m e c h a n i c a l 

s c r u t i n y often e n o u g h to g i v e as surance of r e l i a b i l i t y . 

T h e s e v a r i o u s types of p r o c e s s i n g c o n t r o l s — m e c h a n i c a l , p r o 

g r a m m e d , a n d l o g i c — s h o u l d be u n d e r s t o o d b y the i n t e r n a l a u d i t o r . 

H e s h o u l d be i n a p o s i t i o n to j u d g e w h e t h e r a g i v e n s y s t e m has i n c o r 

p o r a t e d i n t o i t a l l of the pos s ib le cont ro l s tha t w e r e ava i l ab le to the 

p r o g r a m m e r . H e s h o u l d also be i n a p o s i t i o n to j u d g e w h e t h e r there is 

a t e n d e n c y to o v e r c o n t r o l the s y s t e m to a n extent tha t o p e r a t i n g effi

c i e n c y is b e i n g sacr i f iced . 

O U T P U T CONTROL 

U p o n the t e r m i n a t i o n of the p r o c e s s i n g rout ines , the o u t p u t re
por t s a n d d o c u m e n t s b e g i n to f low f r o m the e l ec t ron ic s y s t e m . O u t p u t 
m a y be t r a n s f e r r e d d i r e c t l y onto a p r i n t e r , b u t u s u a l l y the r e q u i r e m e n t s 
for speed d e m a n d that the s y s t e m e x p e l the o u t p u t data i n some f o r m 
of m a c h i n e l anguage s u c h as p u n c h e d cards , paper tape, o r m a g n e t i c 
tape. T h i s creates c o n t r o l p r o b l e m s s i m i l a r to those of the i n p u t stage 
i n a s m u c h as a t r a n s l a t i o n or t r a n s c r i p t i o n process m u s t t ake place 
before the ed i ted d o c u m e n t is r e a d y for h u m a n use. 

I n the c o n v e r s i o n of data f r o m m a c h i n e l anguage to p r i n t e d f o r m a t 
there are the same h a z a r d s of los t records , i n c o r r e c t a m o u n t s , i n v a l i d 
charac ter s , m i s i n t e r p r e t a t i o n s , a n d s i m i l a r i tems n e e d i n g c o n t r o l 
measures fo r t h e i r de tec t ion . T h e use of r e c o r d counts , c o n t r o l to ta l s , 
or ha sh tota l s as p a r t of the o u t p u t r e c o r d p e r m i t s the use of the T y p e 
101 s t a t i s t i ca l sor ter as a p r o v i n g device for a n y p u n c h e d - c a r d o u t p u t . 
F o r p r i n t e d o u t p u t the r e c o r d count s a n d a c c o u n t i n g c o n t r o l a m o u n t s 
p e r m i t b a l a n c i n g to the m a n u a l c o n t r o l s . 

W h e r e the o u t p u t is i n the f o r m of p u n c h e d cards c o n t a i n i n g 
p r i n t i n g , s u c h as checks or c u s t o m e r b i l l s , there is a need for a d d i t i o n a l 
o u t p u t c o n t r o l to a scer t a in that the p u n c h e d data agrees w i t h the 
p r i n t e d da ta o n a c a r d . T h i s is a n o p e r a t i o n a l p r o b l e m s ince present 
e q u i p m e n t does n o t p e r m i t s i m u l t a n e o u s p u n c h i n g a n d p r i n t i n g o n a 
t a b u l a t i n g ca r d . C a r e f u l h a n d l i n g a n d f requent v i s u a l c h e c k i n g seem 
to be the o n l y cont ro l s ava i l ab le u n t i l charac ter s e n s i n g devices reach a 
c o m m e r c i a l stage. W h e n these m a c h i n e s become ava i l ab le , there w i l l 
not be a need for the p u n c h e d holes i n the o u t p u t d o c u m e n t s . P u n c h e d -
card o u t p u t d o c u m e n t s are u s u a l l y i n t e n d e d for r e e n t r y i n t o the elec
t r o n i c s y s t e m at some fu ture t i m e . T h e use of charac te r - sens ing de
v ices w i l l e l i m i n a t e a c o n t r o l p r o b l e m not p r e v i o u s l y subject to 
m e c h a n i c a l a i d . 
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T h e subject m a t t e r to th i s p o i n t has been re l a ted to some of the 
i n t e r n a l - c o n t r o l features b e i n g used i n present e l e c t r o n i c data-process
i n g sys tems . T h e s e are the cont ro l s that m u s t be cons idered a n d 
eva lua ted b y the i n t e r n a l a u d i t o r i n d e t e r m i n i n g h o w m u c h deta i l ed 
c h e c k i n g a n d v e r i f i c a t i o n m a y be e l i m i n a t e d f r o m hi s p r o g r a m . T h e 
a u d i t o r w i l l p r o b a b l y f ind m a n y a u d i t i n g processes have been u t i l i z e d 
w i t h i n the e l ec t ron ic s y s t e m because of the na ture of t h i s e q u i p m e n t . 
T h e m a c h i n e - r o o m operators have h a d to r e l y o n a m a x i m u m of 
i n t e r n a l cont ro l s i n o rder to m a k e the e q u i p m e n t f u n c t i o n w i t h a n 
acceptable l e v e l of r e l i a b i l i t y . A c c o r d i n g l y , there is u s u a l l y a l a rge 
a m o u n t of a u t o m a t i c a u d i t i n g i n c l u d e d i n every c o m p u t e r p r o g r a m . 

A U D I T T R A I L 

W h e n the i n t e r n a l a u d i t o r is faced w i t h the p r o b l e m of r e v i s i n g 
some of h i s aud i t p r o g r a m s to a c c o m m o d a t e a n e w e lec t ron ic sy s t em, 
he is o r d i n a r i l y concerned w i t h the apparent d i sappearance of a n 
a u d i t t r a i l . A d i s c o n t i n u a n c e of f a m i l i a r records a nd fo rms makes 
the e lec t ron ic s y s t e m baf f l ing . T h e exi s tence of c o n t r o l s i n a n e w 
f o r m a t requ i re s e v a l u a t i o n . T h e i m p o s i n g e l ec t ron ic h a r d w a r e a n d 
records o n m a g n e t i c tape do not seem to offer the a u d i t o r a n y place 
to get a f o o t h o l d f r o m w h i c h he can s tart a n e w a u d i t t r a i l . 

F o r t h i s reason I s h o u l d l i k e to o u t l i n e an a p p r o a c h to t h i s 
p r o b l e m that s h o u l d p e r m i t the i n t e r n a l a u d i t o r to d i s c o v e r the 
e l ec t ron ic aud i t t r a i l . A s a m a t t e r of fact, i t s h o u l d a l so p e r m i t 
h i m to assist i n the c o n s t r u c t i o n of the t r a i l . 

T h e i n t e r n a l a u d i t o r s h o u l d p a r t i c i p a t e i n the e l ec t ron ic data-
p r o c e s s i n g p r o g r a m as e a r l y as poss ib le . I t has been f o u n d m o s t 
des i rab le to i n c l u d e an i n t e r n a l a u d i t o r o n the e l ec t ron ic sy s tems 
t e a m . A s a m i n i m u m p r o g r a m , the a u d i t o r s h o u l d be present at a 
w e e k l y , or p e r i o d i c , c o o r d i n a t i o n m e e t i n g of the sys tems staff. H i s 
p a r t i c i p a t i o n d u r i n g the s y s t e m des ign stage w o u l d have t w o objec
t ives . H e c an m a k e v a l u a b l e sugges t ions as to c o n t r o l s that s h o u l d 
be i n c l u d e d i n the n e w s y s t e m . H e w i l l become f a m i l i a r w i t h the 
n e w s y s t e m d e s i g n as i t is b e i n g f o r m u l a t e d and , a c c o r d i n g l y , w i l l 
be i n a n exce l lent p o s i t i o n to p l a n a u d i t s t ra tegy based o n t h i s 
k n o w l e d g e . 

I f the a u d i t o r has h a d c o n t i n u o u s exposure to the e l ec t ron ic 
s y s t e m d u r i n g its d e v e l o p m e n t a n d observes i ts o p e r a t i o n d u r i n g test, 
he s h o u l d have o p p o r t u n i t y to c o m p i l e an d i n a u g u r a t e a n adequate 
a u d i t p r o g r a m . W i t h o u t th i s b a c k g r o u n d , the a u d i t o r w o u l d not be 
i n a p o s i t i o n to c a r r y ou t h i s r e s p o n s i b i l i t i e s to m a n a g e m e n t . 
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W h e r e i t has n o t been poss ib le for the i n t e r n a l a u d i t o r to par
t i c ipa te i n the e lec t ronic d e v e l o p m e n t p r o g r a m , he m a y s t i l l a cqu i re 
a w o r k i n g k n o w l e d g e of the n e w s y s t e m after i ts d e s i g n or i n s t a l l a 
t i o n . T o do th i s i t w i l l be necessary to have the ass i s tance of a 
s y s t e m a n a l y s t w h o is t h o r o u g h l y f a m i l i a r w i t h a l l phases of the 
e lec t ron ic s y s t e m . 

Because of the c o m p l e x i t i e s of e l ec t ron ic data p r o c e s s i n g , the 
i n t e r n a l a u d i t o r s h o u l d c o m p i l e a n ana l y s i s of the s y s t e m for use as 
reference m a t e r i a l . T h i s a n a l y s i s s h o u l d be des igned to f u l f i l l the 
needs of the a u d i t staff o n a c o n t i n u i n g basis . F o r t h i s reason, it 
s h o u l d be c o m p i l e d i n a m e t h o d i c a l and t h o r o u g h m a n n e r . A d e s i g n 
for t h i s a n a l y s i s has been deve loped w h i c h has been f o u n d to s u p p l y 
a l l needed data . 

A s m o s t a p p l i c a t i o n s to e l ec t ron ic data p r o c e s s i n g are too 
i n v o l v e d to process as a s ing le pass t h r o u g h the e q u i p m e n t , these 
a p p l i c a t i o n s are g e n e r a l l y d i v i d e d i n t o segments . E a c h segment 
m a y be a comple te o r p a r t i a l p r o c e s s i n g of a g r o u p of data . T h e s e 
segments are t e r m e d runs. F o r c l a r i t y , i t is best to d i v i d e the s y s t e m 
ana ly s i s i n t o these n a t u r a l run g r o u p i n g s . 

E a c h run ana l y s i s s h o u l d c o n t a i n the f o l l o w i n g : 

• A l i s t of i n p u t s w i t h a shor t d e s c r i p t i o n of t h e i r na tures a n d 

a d e s i g n a t i o n of the source of the i n p u t d a t a — ( w h e t h e r o r 
n o t i t i s the o u t p u t of a p r i o r r u n ) . 

• A l i s t of o u t p u t s w i t h a shor t d e s c r i p t i o n of t h e i r na tures 

a n d a d e s i g n a t i o n of the n e x t use of these data . 
• A comple te d e s c r i p t i o n of the p r o c e s s i n g tha t takes p lace 

d u r i n g the r u n . T h i s s h o u l d rec i te a l l features of the proces
s i n g a n d l i s t a l l except ions cons idered i n the process . It 
s h o u l d also i n c l u d e a d e s c r i p t i o n of the v a r i o u s tape records . 

• L o g i c char t s a n d tape r e c o r d l a y o u t s . 
• E x t e r n a l c o n t r o l s d i r e c t l y re la ted to the r u n data . 
• C o p i e s of m a n u a l c o n t r o l f o r m s . 

• I n t e r n a l c o n t r o l s of the s y s t e m . T h i s s h o u l d i n c l u d e descr ip
t ions of m e c h a n i c a l , p r o g r a m , a n d l o g i c cont ro l s a n d the 
a c t i o n t a k e n u p o n a c t i v a t i o n of a c o n t r o l check. 

• F o r m u l a s for c o n t r o l b a l a n c i n g . 
• C o m m e n t s of a u d i t o r r e g a r d i n g effectiveness of c o n t r o l s . 

• C o p y of a l l o u t p u t document s . 

I n o rder to prepare th i s run ana ly s i s , i t is necessary to s t u d y 

the l o g i c char t s p r e p a r e d b y the sy s tems g r o u p . I t is g e n e r a l l y n o t 

necessary to r e v i e w the m o r e deta i led process char t s a n d i t i s n e v e r 
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necessary to s t u d y the m a c h i n e c o d i n g of the p r o g r a m . F r e q u e n t l y , 
the sy s tems g r o u p w i l l p repare a b o o k d e s c r i b i n g each r u n a n d 
c o n t a i n i n g the v a r i o u s tests made of i n p u t a n d o u t p u t da ta i n the 
r u n . T h i s book , s u p p l e m e n t e d b y d i scus s ions w i t h a sy s tems ana lys t , 
u s u a l l y suppl ie s suff icient i n f o r m a t i o n to a c c o m p l i s h the aud i tor ' s 
r e v i e w . 

A f t e r c o m p l e t i n g the r e v i e w , the c o m m e n t s i n the ana ly s i s 
r e g a r d i n g c o n t r o l s s h o u l d be s u m m a r i z e d . T h i s s u m m a r y , together 
w i t h copies of o u t p u t d o c u m e n t s , s h o u l d be used to devi se a n a u d i t 
p r o g r a m . I f t h i s s t u d y re su l t s i n a need for some b y - p r o d u c t of the 
v a r i o u s r u n s such as m o r e de ta i l ed p r i n t - o u t or ed i ted data for c o n 
firmation of ba lances , the a u d i t o r s h o u l d d i scuss th i s w i t h the 
ana ly s t s . I t is o r d i n a r i l y poss ib le to sat i s fy a l l spec ia l aud i t r equ i re 
m e n t s w i t h o u t a d d i n g m a t e r i a l l y to a n y of the e s tab l i shed c o m p u t e r 
p r o g r a m s . 

U p o n the c o m p l e t i o n of the r e v i e w of the e l ec t ron ic s y s t e m 
a n d the de s ign of the n e w audi t p r o g r a m , y o u w i l l p r o b a b l y conc lude 
that there is a n exce l l ent aud i t t r a i l i n th i s n e w p r o c e s s i n g m e t h o d . 
S o m e of th i s t r a i l m a y d i sappear m o m e n t a r i l y i n t o the e q u i p m e n t 
b u t y o u w i l l have assurance that the m e c h a n i c a l a u d i t t a k i n g place 
t h e r e i n is p r o b a b l y m o r e t h o r o u g h t h a n a n y y o u w o u l d p e r f o r m . 
Y o u w i l l find, therefore , that a u d i t i n g the n e w i n t e g r a t e d s y s t e m 
s h o u l d be s i m p l e r t h a n a u d i t i n g the m a n y d e p a r t m e n t a l i z a t i o n s of 
da ta u n d e r the o l d s y s t e m . Y o u w i l l be able safely to t ransfer some 
of y o u r f o r m e r aud i t r e spons ib i l i t i e s to the e l ec t ron ic data processor . 

T o a r r i v e at these c o n c l u s i o n s , y o u m u s t be possessed of suffi
c ient t r a i n i n g i n c o m p u t e r s to re so lve i n y o u r o w n m i n d the degree 
o f r e l i a b i l i t y y o u m a y i m p u t e to the e lec t ron ic e q u i p m e n t . E v e r y 
i n t e r n a l a u d i t o r m u s t acqu i re some k n o w l e d g e of e l ec t ron ic equ ip
m e n t i f he is to r e t a in h i s s ta ture i n the field of a u d i t i n g . 

D u r i n g the past few years , there has been a s ign i f i cant b roaden
i n g of the role of the i n t e r n a l a u d i t o r as a n i n s t r u m e n t of bus iness 
m a n a g e m e n t . T h e r e w i l l be a c o n t i n u a t i o n of t h i s t r e n d as the a u d i t o r 
as sumes h i s p lace as a v i t a l pa r t of the e l ec t ron ic da ta-proces s ing 
p r o g r a m . 
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