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CHAPTER 1
INTRODUCTION
1.

The objectives of this guide are to:
•

Describe audit tools and techniques available
to the auditor when a client uses electronic
data processing

•

(EDP) to process accounting data.

Relate EDP audit tools and techniques to audit
objectives

(for example, understanding the

system, compliance tests of controls, tests of
details of transactions and balances, and
analytical review).
•

Describe an approach to planning and implementing the various tools and techniques.

Overview
2.

This guide is intended for an independent auditor having

an understanding of EDP fundamentals, EDP controls, and fundamental
of automated accounting systems.

It is not intended to be a basic

educational tool in data processing concepts.

Where appropriate,

however, certain elements of EDP systems have been explained in the
guide for purposes of clarification.

Although this guide may be

helpful in planning audit procedures, it does not establish a
standard by which performance of audits can be measured.
The EDP Audit Environment
3.

The auditor's objectives do not change when a client uses

a computer for accounting applications; however, the audit procedures used to accomplish these objectives may differ for several

- 5 reasons:
•

The nature of the audit evidence may change
because certain information might be readable
only by electronic or mechanical means.

•

Many of the client's internal control procedures may differ from those applied in a
manual environment.

•

The use of computer-assisted audit techniques
may permit new audit tests which were not
practical using manual testing procedures.

4.

SAS No. 1, section 320.33, states:
Since the definition and related basic concepts of accounting control are expressed in
terms of objectives, they are independent of
the method of data processing used; consequently, they apply equally to manual, mechanical,
and electronic data processing systems. However,
the organization and procedures required to
accomplish those objectives may be influenced
by the method of data processing used.

Approaching the Audit
5.

The AICPA's audit and accounting guide, The Auditor's Study

and Evaluation of Internal Control in EDP Systems illustrates a
possible approach to the study and evaluation of EDP-based applications. (See Exhibit 1-2.)

Certain of the steps can be performed

using computer-assisted audit techniques.

Similarly, the auditor

may wish to use computer-assisted audit techniques to perform some

- 6substantive tests.

The following table relates the audit techniques

discussed in Chapters 2 and 3 of this guide to the audit procedures.

X
X
X
X

X
X
X
X

Utility Programs

Specialized Audit Programs

Timesharing Programs

Additional Techniques

X

Review of Program Logic

X

X

X

Test Data, including use of an
integrated test facility and
program tracing

X

Tests of
Compliance

X

X

X

X

X

Tests of
Details of
Transactions
and Balances

X

X

X

X

Analytical
Review

Substantive Audit Procedures

7

Program Comparisons

X

Understanding
the System

Generalized Audit Software

AUDIT TECHNIQUES

1-1

Study and Evaluation
of Internal Control

TABLE

-

-
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EXHIBIT

1-2

Study and Evaluation of EDP-Based Applications
(This chart is a simplified illustration and does not portray all possible
decision paths)
START

PRELIMINARY
PHASE O F
REVIEW
(1)

(1) Preliminary Phase of the
Review
Purpose
Understand accounting system
including both EDP and nonEDP segments:
• Flow of transactions and
significance of output.
• Extent to which EDP is used
in significant accounting applications.
• Basic structure of accounting
control, including both EDP
and user controls.
Methods
Inquiry and discussion; observation; review of documentation;
tracing of transactions; control
questionnaires and checklists.

PRELIMINARY
REVIEWASSESSMENT
(2)

RELY ON
NO
SOME EDP
D
ACCOUNTING
CONTROLS? CONTINUED
PAGE 1 1
YES
A

CONTINUED

(2) Preliminary Phase of the
Review—Assessment
Purpose
• Assess significance of EDP and
non-EDP accounting controls.
• Determine extent of additional
review within EDP.
Method
Judgment

- 9 -

Study and Evaluation of EDP-Based Applications (cont.)
A

COMPLETION OF
REVIEW —
GENERAL CONTROLS
(3)

(3) Completion of R e v i e w General Controls
Purpose
• Identify general controls on
which reliance is planned and
determine how they operate.
• Determine the effect of
strengths and weaknesses on
application controls.
• Consider tests of compliance
that may be performed.
Methods
Detailed examination of documentation; interviewing internal
auditors, EDP and user department personnel; observing
operation of general controls.

COMPLETION OF
REVIEW —
APPLICATION CONTROLS
(4)

(4) Completion of Review—
Application Controls
Purpose
• Identify application controls
on which reliance is planned,
and determine how the controls
operate.
• Consider tests of compliance
that may be performed.
• Consider the potential effect of
identified strengths and weaknesses on tests of compliance.
Methods

B CONTINUED

Detailed examination of documentation; interviewing internal
auditors, EDP, and user department personnel; observing operation of application controls.

- 10 -

Study and Evaluation of EDP-Based Applications (cont.)
B

COMPLETION OF
REVIEW —
ASSESSMENT
(5)

RELY ON
NO
SOME EDP
D
ACCOUNTING
CONTROLS? CONTINUED
PAGE 11

(5) Completion of ReviewAssessment
Purpose
For each significant accounting
application
• Consider the types of errors or
irregularities that could occur.
• Determine the accounting
control procedures that prevent
or detect such errors and
irregularities.
• Assess effectiveness of EDP and
non-EDP accounting controls.
Method
Judgment.

YES

TESTS OF
COMPLIANCE
(6)

(6) Tests of Compliance
Purpose
• Determine whether the necessary control procedures are prescribed and followed satisfactorily.
• Provide reasonable assurance
that controls are functioning
properly.
• Consider and, to the extent
appropriate, document when,
how, and by whom controls are
provided.
Methods
Examination of records; test of
control procedures; inquiry;
observation.

C CONTINUED
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Study and Evaluation of EDP-Based Applications (cont.)
C

(7) Evaluation of Accounting
Control

EVALUATION OF
ACCOUNTING
CONTROL
(7)
DETERMINE THE
EXTENT OF
RELIANCE ON
EDP ACCOUNTING
CONTROL

D

RELY ON
SOME USER
CONTROLS?

NO

YES
REVIEW, TEST
AND EVALUATE
USER CONTROLS

Purpose
For each significant accounting
application
• Consider the types of errors or
irregularities that could occur.
• Determine the accounting control procedures that prevent or
detect such errors and irregularities.
• Determine whether the necessary control procedures are
prescribed and followed satisfactorily.
• Evaluate weaknesses and assess
their effect on the nature,
timing, and extent of auditing
procedures to be applied.
Method
Judgment.

COMPLETE THE
DESIGN OF
SUBSTANTIVE
AUDIT TESTS
END

At any point after the preliminary phase of the review, the
auditor may decide not to rely
on EDP accounting controls for
all or some applications (see SAS
No. 3, paragraph 26). The auditor
would then complete the design
of the substantive audit tests.
According to SAS No. 1, Section
NOTE:

320.70, substantive tests consist
of the following classes of audit
procedures: (1) tests of details of
transactions and balances and
(2) analytical review of significant ratios and trends and resulting investigation of unusual
fluctuations and questionable
items.

- 12 CHAPTER 2
GENERALIZED AUDIT SOFTWARE

Overview
1.

A generalized audit software package is a computer

program or series of programs specifically designed to perform
certain data processing functions useful to auditors.

These

functions include reading computer files, selecting desired
information, performing calculations, and printing reports in
a format specified by the auditor.

It is the most prevalently

used computer-assisted audit technique and many such software
packages are available to auditors today.

Generalized audit

software packages are distinguished from programming languages
in several ways:
•

Auditors can write programs using a coding
technique that can be learned and used proficiently in a relatively short time.

•

Functions that are particularly directed
toward accomplishing audit tasks are provided.

•

Audit documentation is usually produced as
a regular by-product of its use.

2.

This chapter discusses (.1) reasons for using generalized

audit software, (2) audit tasks for which it can be used, and (3)
management of the development of a generalized audit software application.

The approach to planning, designing, coding, processing the

application is presented to assist the auditor in the use of generalized audit software.

It is offered as an aid for the auditor's

consideration and does not imply that the auditor must perform

these

- 13 tasks.

1

Reasons for Using Generalized Audit Software

2

3.
software.

There are two major reasons for using generalized audit
First, it enables the auditor to use a large variety of

data in making audit decisions.

The nature of computer systems is to

3
4
5

capture large quantities of data and store it in machine-readable

6

form on cards, magnetic tapes and/or disks.

7

Periodically, certain

data are printed for specific persons and purposes.
portions of the data may never be printed.

In some systems,

Instead, the data is

8
9

aggregated with other data before it is reported, and may lose its

10

original identity; or, the details may be maintained only for a

11

short period of time.

12

Thus, potentially valuable audit information

may exist only temporarily and only in machine-readable form.

Even

13

when the information is available in printed form, the auditor may

14

find it awkward to use if it must be reformatted or consolidated

15

from several reports.

16

Audit software can be used to access the data

and to present it in a manner more meaningful and convenient to the

17

auditor.

18

4.

The second major reason to use generalized audit software

19

is its ability to deal effectively with large quantities of data.

20

Audit software can scan, test, and summarize all of the data on a

21

computer file almost as easily as a sample of the data.

22

Thus, many

procedures like footings and mathematical computations are more

23

readily performed by the use of audit software.

24

The auditor can

use sampling techniques for those procedures that require examination 25
of underlying documentation, outside confirmation, physical obser-

26

vation, or other supporting manual techniques.

27

- 14 5.
•

Other reasons for using generalized audit software are
To lessen the auditor's dependence on client
EDP personnel.

•

To produce economies in the audit, as well as
increase audit quality.

This is particularly

true where applications can be used in ensuing
years with little or no modification.
•

To further the auditor's understanding of the
client's automated systems and operations.

Audit Tasks Performed by Generalized Audit Software
6.

In general terms, audit software is used to accomplish six

basic types of audit tasks.
1)

These are:

Examining records for quality, completeness,
consistency, and correctness.

In auditing a

manual system, the auditor as a matter of
routine examines the accounting records
for propriety.

Because the records are

visible, the auditor can observe inconsistencies or inaccuracies without difficulty.
When audit software is used to process data
files, the auditor can instruct the software
to scan the records for propriety in terms of
specified criteria while it performs other
tasks.

The auditor can instruct the audit soft-

ware to print those records that are exceptions to certain criteria, so that follow-up
action can be taken.

- 15 -

Examples of this task are:

1

•

Reviewing accounts receivable balances

2

for amounts over the credit limit

3

Reviewing inventory quantities for nega-

4

tive and unreasonably large balances

5

Reviewing payroll files for terminated

6

employees

7

Reviewing bank demand deposit files for

8

unusually large deposits or withdrawals.

9

•

•

•

2)

Testing calculations and making computations.

10

auditor can use audit software to test the ac-

11

curacy of computations and to perform quantitative

12

analyses to evaluate the reasonableness of client

13

representations:

14

Examples are:

15

•

3)

The

Recalculating the extensions of inventory

16

items

17

•

Recalculating depreciation amounts

18

•

Recalculating the accuracy of sales dis-

19

counts

20

•

Recalculating interest

21

•

Determining the accuracy of employees' net

22

pay computations.

23

Comparing data on separate files.

Where records

24

on separate files should contain compatible in-

25

formation, audit software can be used to deter-

26

mine if the information agrees.

27
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Examples are:
•

Comparing changes in accounts receivable
balances between two dates with details of
sales and cash receipts on transaction
files

•

Comparing payroll details with personnel
records

•

Comparing current and prior period inventory files to assist in reviewing for
obsolete or slow-moving items.

4)

Selecting and printing audit samples.

Many audit

software packages have the capability to select
samples in several ways, such as random sampling.
Multiple criteria may be used for selection, e.g.
judgmental sampling of high-dollar and old items
and random sampling of all other items.

Selected

items can be printed in the auditor's working
paper format or on special confirmation forms.
Examples include:
•

Accounts receivable confirmations

•

Inventory items for observation

•

Fixed asset additions for vouching

•

Vendors for accounts payable circularization.

5)

Summarizing or resequencing data and performing
analyses. Audit software can reformat and aggregate

- 17 -

data in a variety of ways.

2

client's data processing systems to determine

3

the reasonableness of the client's results.1

4

Examples are:

5

•

Re-footing account files

6

•

Testing accounts receivable aging

7

•

Preparing general ledger trial balances

8

•

Summarizing inventory turnover statistics

9

for obsolescence analysis

10

Resequencing inventory items by location

11

to facilitate physical observations

12

Comparing data obtained through other audit pro-

13

cedures with company records. Audit evidence

14

gathered manually can be converted to machine-

15

readable form (i.e., keypunched) and compared to

16

other machine-readable data.

17

Examples are:

18

•

•

Comparison of inventory test counts with

19

perpetual records.

20

Comparison of creditor statements with

21

accounts payable files.

22

Examples of Generalized Audit Software Applications
7.

1

auditor to prepare analyses and to simulate the

•

6)

This allows the

The following two examples are presented to give an idea of

the range and flexibility of audit software:
1

23
24
25
26

See further discussion of simulation in "Additional Techniques,"
27

Chapter 3, pages 106 to 107.
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Inventories
- Determine the inventory items that should be reduced for quick sale, according to company
policy.
- Merge last year's inventory file with this year's
and list those items with unit costs of more than
$100 which have increased by more than 10%.
- List possible obsolete inventory items by testing
for quantities on hand in excess of units sold
during a specified period.
- Select a sample of inventory items for a physical
count and reconciliation to perpetual
records.
- Scan the sequence of inventory tag numbers and
print a listing of any missing numbers.
- Select a random sample of inventory items for
price testing on a dollar-value basis, and list
all items with an extended value in excess
of a specified amount, such as $50,000.
- Perform a net-realizable-value test on year-end
inventory quantities, using unit selling price
data, and list any items where inventory cost
exceeds net realizable value.
Accounts Receivable
- Select and list accounts with user defined pastdue conditions, such as those over $10,000 and
more than 90 days past-due.

- 19 -

- List a random sample of past-due accounts to deter-

1

mine if follow-up procedures conform to company

2

policy.

3

- Select a sample of customers for confirming account

4

balances on a dollar-value basis, saving clerical

5

time by using the computer to print confirmation

6

requests.

7

- Determine if the master accounts receivable file
balance agrees with the general ledger, and independently prove a company prepared aging of accounts.
- Match subsequent cash collections with accounts

8
9
10
11

receivable records and independently age receiv-

12

ables not yet paid several weeks after the

13

trial balance date.

14

- Compare amounts due from individual customers with

15

their approved credit limits and print a listing

16

of customers with balances in excess of their

17

authorized amounts.

18

- Print for review and follow-up a listing of ac-

19

counts for which collection efforts have been

20

temporarily suspended (such as customer accounts

21

in excess of $500 which are noted as being in

22

dispute)•

23

8. To assist the auditor in planning audit procedures, Appendix 24
A lists additional applications the auditor may wish to consider.

25

Appendix B is a case study illustrating the use of generalized audit

26

software for an inventory application.

27

- 20 FEASIBILITY AND PLANNING
9.

1
2

The feasibility of using generalized audit software should

be considered in two ways.

3

First, is it the only practical way to

accomplish a necessary audit task?

4

And, second, if audit software

is one of several alternatives, what are the practical and economic

5

considerations?

6

Six feasibility factors are discussed

7

in the following paragraphs:
•

Nature of the audit area and audit approach

8

•

Significance of audit effort and timing

9

•

Availability and sequence of data

10

•

Degree of client cooperation

11

•

Availability of qualified staff personnel

12

•

Economic considerations

13

10.

Nature of the Audit Area and Audit Approach - In some

14

situations, audit software may be the only practical way to achieve

15

an audit objective.

16

This situation may exist where very large

quantities of audit information make manual techniques impractical,
or where there is a significant loss of visible audit information.

17
18

Where such loss of information constitutes a major portion of the

19

audit trail, the audit objectives may have to be satisfied by

2C

simulating the client's system.

2]

An example of this is the re-aging

of accounts receivable when the client's system does not maintain
individual customer aging details.
11.

Audit software is usually not the only way to achieve an

audit objective.

For example, a check of computations for all records

in a file or a selective sample of that file could be done either
manually or with audit software.

Depending upon the circumstances,

- 21 -

the use of audit software could be the more efficient alternative.
12.

Audit software can also be used to obtain additional audit

assurance where internal control is weak, where the audit area is
highly sensitive, or because of other concerns.
13.

Significance of Audit Effort and Timing - Audit resources

should be carefully allocated to achieve more effective audit results.
Accordingly, the auditor should consider using audit software when
the audit tasks to be performed are especially time consuming.

Using

audit software, the auditor may be able to complete audit procedures
more quickly by a specific date. Another consideration is whether
the audit test will be performed once, or periodically throughout the
year.

Audit software is often effective for repeated audit tasks.
14.

Availability of Data - Certain files, such as detailed

transaction files, are frequently retained only for a short time.
Occasionally, desirable audit information is not available in
machine-readable form.

When these conditions exist, planning is

especially critical since special data conversion or file retention
arrangements may have to be made before the beginning of the year to
be audited.

The auditor should consider the contents, accessibility,

sequence and format of the data.
15.

Degree of Client Cooperation - Generally, client personnel

will not object to the use of audit software and will commit the
necessary resources to assist the auditor.

If client concerns do

arise, they can usually be alleviated by explaining professional
responsibilities and the nature and planned use of audit software.
16.

Availability of Qualified Staff Personnel - Simple appli-

cations processed on conventional computers can be performed by
auditors with little experience beyond the basic training in the
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specific audit software package.

However, only auditors experienced

in the use of audit software should attempt applications involving
several data files, complex logic, or processing on relatively
complex computer systems.

Staff with the appropriate level

of experience should be designated early enough to allow their
participation in the planning process.
17.

Economic Considerations - Cost estimation and control

are especially important because audit software related costs can
accumulate rapidly.

If planning and testing prove inadequate, costs

will rise as repeated processing attempts are made.

Also, if the

auditor cannot successfully complete an application, it may be
difficult to achieve the original audit objectives manually on an
economical and timely basis.
18.

Elements of cost that can be involved in an application

include:

©

Staff hours

•

Technical review hours

•

Technical assistance hours

•

Confirmations and other forms

•

Keypunch and verification expense

•

Computer time

19.

Although few absolute guidelines for estimating costs

exist, the experienced auditor will normally be able to develop
reasonable cost estimates at the completion of the planning phase.
The major cost variables are staff hours and computer costs.

Staff

- 23 hours fluctuate according to application complexity and the auditor's

1

experience level.

Computer costs fluctuate according to the number

2

of steps in the application, the. size of files, required test time,

3

and the rates for computer resources at the appropriate time of day.

4

If an auditor inexperienced in the use of audit software develops

5

the application, technical assistance may also be a significant cost

6

element.

7

20.

Examples of estimating costs for a simple and a complex

application are provided on pages 29 to 33.

Significant timing

differences should be noted between these two examples.

In the

8
9
10

simple situation (Example 1), design, coding, and testing were

11

scheduled late in the audit cycle.

In the second example, however,

12

these phases were completed much earlier because the complexity and

13

critical nature of the application required adequate recovery time

14

if the auditor encountered difficulties.

15

21.

After considering the factors listed above, the auditor

can decide whether to use audit software.

If the audit software

16
17

application or a manual alternative is to be used only once and

18

both perform the same functions, the decision is generally the

19

selection of the least expensive method.

The decision process,

20

Frequently, the cost of

21

however, is seldom so straight-forward.

using audit software is high for the first use because of design,

22

coding, testing, and other start-up costs

23

(including, possibly,

costs of using less experienced staff). In this situation, the esti-

24

mated lower average costs in future years should be considered.

25

Experience indicates that although future recurring costs are

26

usually significantly lower, some ongoing annual cost is incurred to

27

- 24 keep the application up-to-date, and to compensate for normal staff

1

Other benefits from the use of audit software, such as addi- 2

turnover.

tional or new tests that may be performed, should also be considered.

3

Steps in Planning the Application

4

22.

When the auditor decides to use generalized audit software,

5

he would normally (1) determine specifically how it will be used,

6

(2) refine the estimates of costs and benefits, (3) determine the

7

necessary degree of control over application design, coding, testing,

8

and processing, and (4) arrange the logistic and administrative

9

matters.

The check list provided in Appendix C may be helpful in

planning an audit software application.

The following application

planning tasks are considered below:

10
11
12

•

Set application objectives

13

•

Determine reports and other output requirements

14

•

Review content, accessibility, etc., of client

15

data files

16

Identify personnel who may provide administrative

17

or technical services

18

•

Determine equipment and supplies needs

19

•

Determine the degree of audit control needed

20

•

Prepare application budgets and timetables

21

•

23.

Application Objectives - The first step in the planning pro- 22

cess is to determine the specific audit objectives and tasks to be per- 23
formed, and to group them into as few individual applications as
practicable.

If available, the prior year's working papers, audit docu-25

mentation, audit program and staff personnel may aid in this process.
24.

24

To illustrate, an auditor might use audit software to test

26
27

-

2 5

-

payroll transactions and the labor distribution.

The audit ob-

1

jectives are: (1) to test whether the data on the employee master file 2
and the payroll transaction file are adequately supported; and (2) to

3

determine whether the payroll transactions and labor distribution were 4
properly classified, aggregated, and posted to the job cost file.
25.
•

The audit tasks could include:

5
6

Selecting a sample of transactions for manual

7

vouching.

8

•

Testing calculations of gross and net pay.

9

•

Printing an exception list of employees in the

10

master file that have no current transactions,

11

and current transactions that have no employee

12

record on the master file.

13

Listing payroll disbursements over a specified

14

maximum amount .

15

Printing a summary listing of gross pay,

16

deductions, and net pay,for comparison to

17

the payroll reimbursement voucher and support-

18

ing reports.

19

Printing an analysis of gross pay by job cost

20

code.

21

•

•

•

Clearly stated application objectives and tasks are the
substance of the entire planning process.
26.

23

Reports and Other Output Requirements - Effective design

of reports is important for two reasons.

22

First, they are working

papers and should facilitate subsequent use.

Second and more

24
25
26

important, if report contents are not carefully specified, substantive 27

- 26 audit information may be omitted.

The auditor should relate the pro-

posed report contents to specific audit tasks, and should review
the data file description to assure that important information is
not overlooked.
27.

Non-report outputs could be confirmation forms, punched

cards, or computer files on tape or disk.

Punched cards are often use

to update a confirmations control file with response data.

Magnetic

tape and disk files are most frequently produced when several applications use the same information, or when copies of a file are
compared at two different dates.
28.

Client Data Files - The feasibility of using audit soft-

ware for a specific application may depend on the characteristics
of the data files.

The auditor should consider whether the data is

appropriate to the specified audit objectives, whether records are
in an accessible format, and whether files will be available when
required.
29.

The auditor may gather file information as part of the pre-

liminary phase of the internal control review.

It is usually avail-

able in the form of descriptive write-ups, record layouts, computer
program listings, or other client documentation.

While this type of

file information is usually sufficient for preliminary planning,
specific application planning might require an analysis of file contents using a file dump utility program.
30.

Personnel Who May Provide Administrative or Technical Ser-

vices - Since the client's EDP staff often helps with technical
questions and scheduling, the auditor should identify key individuals
and consider their time requirements.

Implementation could be
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delayed and the client inconvenienced if the auditor does not know

1

the right person to contact.

2

31.

Equipment and Supplies - Normally the auditor would identify 3

equipment and supplies needs early in the application development

4

process to assure that implementation could proceed on a timely basis. 5
This process includes: (1) determining whether the audit software

6

could be readily installed on the available computer (or whether a

7

service center is needed); (2) identifying the version of the software 8
needed and confirming its availability, and (3) determining the avail- 9
ability of required supplies.

Most supply items, such as cards and

magnetic tapes, can be obtained without difficulty.

Confirmations

and other forms, however, may require a longer lead time.

Six to

10
11
12
13

eight weeks is not an unusual requirement.
Audit Control Considerations - The auditor should be con-

14

cerned about audit control of generalized audit software to prevent

15

errors or irregularities in its processing and in resulting reports.

16

The auditor should determine, for example whether the appropriate

17

input data files are used, whether correct output files are
2
created and whether the job accounting information accurately

18
19

reflects the proper processing steps (e.g., without evidence

20

of unplanned interventions).

21

32.

The control question is especially

important during planning for two reasons:

(1)

the auditor

22

should be satisfied as to the accuracy of results of the audit

23

software application, and (2) the control techniques selected

24

will have a direct impact on project workplans, staff hours,

25

and schedules.

26

33.

27

The auditor should consider his evaluation of the client's

2
Job accounting information is discussed in Chapter 3 (see
page 109) .,

28
29
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general and application controls before he uses audit
software on the client's computer.

If, in the auditor's

judgment, the client's general controls are weak, the
auditor may wish to adopt additional control procedures during
processing of the audit software.

Alternatively, the auditor may

decide to request copies of appropriate data files to process at a
service center or other available computer installation.
34.

A third audit control consideration is the relative

complexity of the audit application.

The relative complexity depends

both on audit objectives and the techniques used to achieve them.
More complex applications would generally require more extensive control procedures.
35.

The concept of a "self-proving application" is an aid to

distinguish simple from complex applications.

In essence, a "self-

proving application" is one in which the correctness of an auditsoftware-produced report is obvious.

Characteristics of self-

proving applications are:
•

Application control totals are reconcilable
to corresponding accounting record totals.

•

Application logic is simple, straightforward,
and readily understandable.

•

The auditor may build controls into the application to detect logic errors that could inadvertently eliminate records that should not
have been eliminated, or summarize records that
the auditor did not want to summarize, or
select the wrong records for exception reports.

- 29 36.

An application that is not self-proving may require

more control than one that is.

Additional control may come

1
2

from additional control routines in the application from testing,

3

or from a technical review by someone experienced in the use

4

of the audit software.

5

For relatively complex applications,

technical reviews should be considered at the end of the design,

6

testing, and processing phases.

7

For very complex audit

applications, the auditor should consider interim reviews to

8

assure that objectives and schedules are being met.

9

37.

The auditor should consider the following additional

10

factors in his evaluation of audit control over the accuracy

11

of audit software results:

12

•

Proficiency of the auditor

13

•

Time frame for application development and

14

execution
•
•
38.

15
16

Cost of the application
Consequences of failure

17

Application Budgets and Timetables - Best results are

18

generally achieved when planning for generalized audit software is

19

included in regular audit planning.

This permits detailed appli-

20

cation design to begin a reasonable time period before the appli-

21

cation processing date. The auditor can use cost projections

22

and target dates to reaffirm feasibility and to control costs as

23

the application progresses.

24

Application Work Plan - Example 1

25

39.

During the preparation of the audit program, the auditor

26

decided that generalized audit software would be useful in the audit

27

of fixed assets.

28

Specifically, it would be used to test computations
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and to produce two reports to be used during physical observation:

1

A report of the most expensive items that

2

cumulatively equal 8 0% of the value of all

3

•

fixed asset additions, sequenced by physical
•

40.

location.

4

A report of all additions, sequenced by asset

5

type.

6

The application was self-proving, and an auditor experienced 7

in the use of generalized audit software was assigned to the audit.

8

During the review of the client's data processing system, the auditor

9

determined that a single tape file with all the necessary data was
available.

The client provided up-to-date documentation.

10

The avail- 11

able version of the audit software was compatible with the client's

12

computer, and the client made reasonable computer time available at

13

no cost.

The

14

estimates and workplan for this audit application are shown on the

15

following page.

16

The client also provided limited keypunch services.

minimal time.

Based on these conditions, the application required
This example contrasts with Example 2 (page 33

) in

which the conditions require much more time for the application.

17
18
19
20
21
22
23
24
25
26
27
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FIGURE 2-1

APPLICATION WORK PLAN FOR EXAMPLE 1 - FIXED ASSETS

Date
July

Oct.

Oct.

Task
Planning phase:
-define objectives and
reports
-review client's files
-determine data processing center
logistics
-obtain copy of audit
software program
-review plan
Design phase:
-define report layouts
-define how it is
self-proving
-desk check logic

Audit
Supervision
Hours

3

½

Client Computer
Hours
Hours
Expenses

1

Coding and testing
phase:
-install audit software
at data processing
center
-code specifications
-keypunch and verify
-make two edit runs
-make test run of last
year's file (200 records only)
-review test results

Dec.

Staff
Hours

Processing phase:
-reconfirm file format
-schedule
-process
-perform on-site control
procedures
-review results
Application wrap-up
tasks

TOTAL

1

1

1½

1

1

2

2

4

3

2½

½

1

l

10

2

none
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Application Work Plan - Example 2

1

41. During a preliminary planning meeting, the auditor decided

2

that audit software might be useful in the accounts receivable area.

3

If feasible, audit software would be used to perform the following

4

tasks:

5
•

Foot the file

6

•

Review contents for reasonableness

7

•

Test aging computations

8

•

Prepare a frequency analysis of account balances

9

•

Select and prepare positive and negative confirmation

10

requests

11

Control responses

12

•

42. The application would not be self-proving.

The primary

13

supervisory control elected was technical review by a second auditor

14

experienced in the use of generalized audit software.

15

The client's

computer could not be used, and accordingly, the auditor decided

16

to process the application at a service center.

17

The estimates and

workplan for this application are on the following page.

18
19
20
21
22
23
24
25
26
27
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APPLICATION WORKPLAN FOR EXAMPLES - ACCOUNTS RECEIVABLE

Date
July

July

August

December

January

Staff
Hours

Task
Planning phase:
-define objectives and reports
-review client's files
-review client's equipment
-identify personnel
-determine service center
logistics
-order confirmations
-obtain a copy of audit
software package
-review the plan

Design phase:
-develop controls
-prepare logic narratives
& flowcharts
-obtain or prepare code
tables
-desk check logic
-review design phase results
Coding and testing phase:
-install audit software at
service center
-code specifications
-desk check specifications
-keypunch and verify
-make five diagnostic runs
-run 20% test of old client
file
-review test results
-review progress to date
Processing phase:
-reconfirm file format
-reaffirm scheduling &
logistics
-process
-perform on-site control
procedures
-review confirmations
-perform other control
procedures
-perform technical review

Technical
Review
Hours

TOTAL

Client Computer
Hours
Hours

Expenses

2

8
2
1

2

Version tape
6

2

1

2

Confirmation
forms

2
4

1

1
2
2

4

2

•

1
10
2
2

8
2
2
2

Keypunch
Computer time
Computer time

1
2
2

2

1
2
5
8
8
1
6
8

Wrap-up tasks:
10% allowance for other

Audit
Supervision.
Hours

9

2

86

18

EXHIBIT 2-2

1
2
1
12

1
12

1
10

Computer time
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1

43. The purpose of the application design phase is to expand

2

the conceptual ideas developed during planning into the detailed

3

descriptions, of application features necessary for coding.

4

The end products of the design effort might include an application

5

flowchart, logic descriptions, detailed report descriptions, control

6

points and procedures, code tables, file formats, and a test plan.

7

If the auditor has not

8

obtained a dump of the client's key data

files previously, he may want to obtain one during the design phase

9

to assure that application flow, logic, and subsequent coding are

10

based on accurate information.

11

44. Audit Software Application Flowcharts - The auditor should
consider preparing an application flowchart.

Application flowcharts

12
13

provide evidence of the auditor's overall understanding of inputs,

14

file interaction, and outputs, and normally highlight the overall

15

processing flow.

16

In addition, these flowcharts may be useful

during the testing and processing phases to illustrate and

17

describe:

18

•

Steps within the application

19

•

Sequence of the files and changes to sequence

20

•

Major processing functions in each step

21

•

Output points indicating the identification

22

and type of output (reports, saved files,

23

cards, generated files, etc.)

24

Anticipated use of outputs including retention

25

requirements or use in other applications.

26

•

Exhibit 2-3 is an example of an application flowchart.

27
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Details of Application Logic - Once the auditor has de-

1

fined the overall application flow, he would normally define the logic 2
details before coding.

Simple applications generally require only a

3

A detailed logic narrative or flowchart could be

4

prepared to provide additional explanation for more complex logic.

5

Coding without the aid of any logic narrative or flowchart can easily

6

lead to errors which may go undetected until the processing phase.

7

An example of a program logic narrative is included as Exhibit 2-4.

8

46. Reports - Although the general content of reports is con-

9

sidered in the planning phase, the auditor may want to prepare more

10

precise report specifications during the application design phase.

11

This procedure: (1) assures that desired report contents will fit on

12

each report, (2) facilitates coding, and (3) provides a vehicle for

13

reviewing the work performed.

14

brief narrative.

One example of the many formats

suitable for report design is shown in Exhibit 2-5.
47.

Control Points - An audit software application, like any

15
16

automated system, should be controlled to assure it performs as

17

intended.

18

Input should be reconciled to control totals, processing

logic should be tested, and output should be reconciled to the

19

original input.

20

In addition, the auditor should consider designing

controls that would facilitate reconciliation of record counts and

21

amounts to predetermined totals.

22
23
24
25
26
27
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Exhibit 2-5
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48.

The degree of control and the control techniques

1

should be defined during the application design phase, because

2

controls are often coded directly into the application.

3

A

simple application might be controlled by reconciling report totals

4

to accounting system totals or to other manually prepared control

5

totals.

6

Alternatively, more complex applications may require re-

conciliation of numerous input record values and testing of complex

7

processing logic and calculations.

8

49.

When designing audit software application controls, the

auditor should include consideration of the following common errors:
•

•

•

•

•
50.
•

•

9
10

Data file records may not match client docu-

11

mentation.

12

Intermediate work file records may be unin-

13

tentionally dropped before they are completely

14

processed.

15

Certain audit software functions may not per-

16

form as anticipated.

17

Calculations or selection routines may be

18

inadvertently bypassed.

19

Application logic may be incorrect.

20

Where appropriate, these control features can be

used:

21

Significant fields may be totalled at the

22

beginning of each step.

23

When records can flow through one of several

24

different processing paths, significant fields

25

may be totalled immediately before

26

the junction of alternative paths, and again

27
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•

•

•

at the end of each path.

1

Significant fields may be totalled before a

2

record is dropped.

3

Significant fields and records that meet

4

selection criteria may be totalled at the

5

point in the processing where they are identi-

6

fied.

7

The auditor should consider accounting for all

8

possible paths.

9

exist.

51.

Open-ended logic should not

For example, if the auditor is testing

10

for three code values (A, X, and Z ) , he should

11

not assume that only A, X, and Z are possible;

12

he should develop logic so that records with

13

any other codes are totalled, counted, and

14

printed on an exception report.

15

Occasionally, the auditor may need to control a data file

16

created from original source documents.

In this situation, the

17

auditor should maintain control over both the data conversion

18

process and subsequent file use.

19

The following procedure is one

possible way to control data conversion:

20

Group documents into small, manageable

21

batches and develop control totals on key

22

dollar and quantity fields.

23

Maintain a register which includes batch

24

identification and batch totals.

25

•

Keypunch and verify the data.

26

•

Process batches through an application

27

•

•
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•

52.

that produces a listing of the input and

1

batch totals.

2

Proof batch totals and where required, re-

3

solve and correct differences.

4

Code Tables - Code tables are normally used to explain

5

application codes.

Without a code table, the meaning of code in-

formation can easily become obscured or forgotten.

The auditor may

have to spend additional time to redefine codes before processing or
in subsequent years.

6
7
8

A code table should describe the general purpose 9

of the codes, list each code and its meaning, and indicate the

10

procedures performed if a code is encountered that is not in the

11

table.

12

53.

Formulation of Test Plans - Most audit software appli-

13

cations will require testing to assure that the proper results will

14

be produced.

15

A test plan should include the testing technique to

be used, and the files and equipment required on the test date.

16

Whenever possible, test files should be copies of files (perhaps

17

prior versions of the files) that will be used in the actual

18

processing.

19

54.

Testing an application is a critical development step

20

which should be thoroughly planned, documented, and reviewed.

21

Ideally, the auditor would develop the test plan during the planning

22

phase and complete it during the design phase.
for this suggested timing.

There are two reasons 23

First, early consideration of test require-24

ments frequently identifies new areas where control may be needed;

25

and second, testing may be facilitated by routines that could be

26

designed and coded into the application.

27
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55.

Testing usually includes one or more of the following

techniques:

1
2

•

Desk check

3

•

Computer testing using auditor-created

4

test data

5

Computer testing using records from a

6

prior version of the actual data file

7

Computer testing using records from the

8

actual data file

9

•

•

•

56.

Computer testing using modified records

10

from a prior version of the actual file

11

The desk check approach is simple and relatively inexpensive 12

and frequently detects logic problems before the processing

13

phase.

14

It is, however, a limited preliminary test that would be

used in conjunction with some other testing technique in all but the

15

simplest applications.

16

The test is accomplished by creating

a table of data values or sample records and then manually pro-

17

cessing the data through the application logic.

18

While a desk check

may be useful at any time in the application development process,

19

the technique is most effective when used to test the final coding.

20

The value of this technique is enhanced if the test is performed by

21

an individual other than the one who prepared the code for the

22

audit software application.

23

57.

When preparing to test on the computer, the auditor should

24

select a test data approach that will be both effective and

25

economical.3

26

Test data alternatives include use of auditor-created

test data, actual client file records, actual records from a prior
3

The use of test data is discussed in more detail in Chapter 3 (pages
56 to 80).

27
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file version, or modified actual file records.

The auditor also

decides the number of test records needed.
58.

The approach and number of records depends primarily upon

1
2
3

the availability of an actual file, and on the range of values

4

present in existing records.

5

For example, if a test re-

quires accounts receivable items over $5,000, and this value occurs

6

infrequently in existing records, special auditor-created test data

7

might be required.

8

Before using an actual file, the auditor should

establish the data content of records, and should calculate the
anticipated test results.

9

The auditor can determine the data content 10

of a file using a file dump utility program, reports produced by

11

utility programs, regular client programs, a simple audit software

12

application, or by special reports included in the application being

13

tested.

14

59.

The procedures to test an application using an actual

15

data file, auditor-created test data, or a modified actual file are

16

outlined in the following examples.

17

The test situation for the

examples follows:
•

•

18

The application to be tested involves

19

several reports printed from the client's

20

accounts receivable file. Most items in-

21

cluded in the expected results are self-

22

proving (i.e. they can be compared to

23

client-produced reports or balanced to

24

other accounting records).

25

Those features to be tested include:

26

- aging calculations

27
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- exception reporting of items over
$5,000

1
2

- exception reporting of items coded

3

"CA" which have been referred to a

4

collection agency.

5

Example 1 - Actual Data File (Prior Version)
60. Because the client regularly produces a receivables detail

6
7

file, the auditor obtained a copy of an old file and used it for

8

testing.

9

•

•

•

•

•

The steps are as follows:
The auditor printed the first 1,000 records

10

of the file using a utility program.

11

An analysis of the file indicated that the

12-

first 150 records would test each aging

13

calculation and the cases of exception

14

reporting.

15

A file item representing each aging

16

situation was selected and aged manually.

17

Items in the first 150 records over $5,000

18

or with status code equal to "CA" were

19

listed manually.

20

The first 150 records were processed by

21

the application, and the results were com-

22

pared to manually prepared anticipated

23

results.

24

Example 2 - Auditor-Created Test Data
61. The client maintains the files on disk and cannot provide
a copy for testing.

The application will be developed and initially

25
26
27
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tested at a service center, but final processing will be on the

1

client's computer.

2

The auditor created a test deck for initial test-

ing as follows:

3

•

The auditor developed a card format con-

4

taining only the date, status code, and amount.

5

He created a test card for each aging condition,

6

for several items over and under $5,000, and

7

for several items with and without status

8

code equal to "CA".

9

•

•

Anticipated results were prepared manually.

10

•

The auditor modified the audit software to

11

accept the card test data.

12

The test deck was processed, and the results

13

were compared to anticipated results.

14

The auditor then modified the specifications

15

to read the client's disk file.

16

•

•

17

Example 3 - Modified Actual Data File
62. The auditor obtained a copy of the client's data file and

18

listed the first 1,000 records. An analysis of the data

19

indicated that in the first 1,000 records there were no items over

20

$5,000 and only one item with status code "CA."

Conversations with

21

client personnel indicated that a test of over 10,000 records might

22

be required to satisfy test conditions.

23

The auditor therefore

decided to test the application using 200 actual records, of which

24

approximately 40 records would be modified to provide adequate test

25

values.

26

This was accomplished as follows:
•

The auditor used generalized audit software

27

to develop the following test

28

- 46 data creation routine:

1

- A temporary counter was set up to
count each record.

$5,000 was added

4

record.

5

•

•

•

6

and the status code was set to "CA"

7

for the customer numbers ending in "9".

8

- Two report specifications

•

3

to the amount field of every tenth

- The routine tested the customer number,

•

2

9

were added to print reports that would

10

display the record's amount and status

11

code values before and after their

12

modification.

13

The auditor inserted the above specifications in

14

the regular application immediately after the

15

input specifications.

16

Using a listing of the first 200 records and

17

the data modification specifications, antici-

18

pated test results were prepared manually.

19

The application was processed using 200 records,

20

as modified.

21

Test results were compared to anticipated re-

22

sults.

23

The auditor removed the test data specifications

24

to permit regular application processing.
63. Review

- If a technical review is performed at the end of

the application design phase, it could:

25
26
27
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•

Challenge the design in terms of the original

1

objectives.

2

•

Determine if planned controls are adequate.

3

•

Identify potential technical problems.

4

•

Determine if application efficiency could be

5

improved.

6

Determine that appropriate working papers

7

were prepared.

8

•

The auditor's at this point could:

9

Challenge any changes to his original audit ob-

10

jectives.

11

•

Consider the results of the technical review.

12

•

Review any changes in estimated costs or

13

schedules.

14

Reaffirm that continued development is ap-

15

propriate.

16

•

•

CODING AND TESTING
64.

After the planning and design phases are completed, the

application is coded and tested.

Throughout the coding and testing

17
18
19

effort, the auditor may rechallenge application logic and efficiency. 20
65.

Coding and Desk Check of Logic - Specification coding

21

converts the application design to the specific operational require-

22

ments of the audit software used.

23

The coded specifications would

normally be desk checked if this had not been done

24

during the design phase. When extensive or complex logic is involved, 25
desk checking may be advisable in both phases.
66.

Keypunching and Desk Check of Cards - When specifications

26
27
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are keypunched, they are normally key-verified and interpreted.

1

The punched cards should be examined in detail for the following

2

types of errors:

3

•

Incorrect card sequence

4

•

Missing cards

5

•

Extra cards

6

•

Incorrect punching of ambiguous char-

7

acters (numeric 0 and the letter 0, etc.)

8

Proper card column alignment

9

•

If this check is not completed, key punching errors may go un-

10

detected until the initial diagnostic run, thereby wasting computer

11

time.

12

67.

Editing and Testing - Most audit software packages have

13

an edit (diagnostic) step that analyzes specifications for coding

14

errors, but does not identify logic errors. Many edit programs print 15
error messages and the instructions to be executed, and some programs 16
produce a processing flowchart.

Certain edit errors require cor-

rection and rerun of the edit program.

17

More minor edit errors result 18

in warning messages for the auditor to investigate before proceeding. 19
68.

Regardless of the specifications or other previously

20

developed working papers, the most valid definition of the appli-

21

cation is the printout produced during the actual processing run.

22

This final edit listing should be reviewed at a level commensurate

23

with the degree of control desired.

24

69.

At the time the diagnostic tests are run, the auditor

25

should simulate the environment of the actual audit processing as

26

closely as practicable.

27

Accordingly, the following items would
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normally be available:

1

•

Application working papers

2

•

Confirmation forms and supplies

3

•

Scratch tapes and disks

4

•

Copies of the data files needed

5

•

Anticipated control totals.

6

The auditor should consider developing and maintaining a

7

70.

log of machine time to confirm estimated run time requirements.

8

Successful completion of testing generally confirms

9

the accessibility of the required data files and the adequacy of the

10

computer processing facility for the application.

11

71. Final Processing Time Schedule - Upon completion of

12

testing, the auditor normally confirms the availability of required

13

data files and computer facilities on the scheduled processing

14

dates.

15

If there is a significant time period between the testing

and processing dates, the schedule would normally be reconfirmed

16

before processing.

17

72. Review - Completion of the coding and testing phase is a
key point for review.

19

Technical review at this point

would again include the considerations listed on page 46.

18

However,

20

reports produced by the diagnostic program and by testing will

21

permit a more critical review.

22

PROCESSING
73. The processing phase involves confirmation of current file

23
24

status, processing, review of results, update of final working

25

papers, and retention of files. At the beginning of this phase,

26

the auditor would normally reaffirm the final processing time

27
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74.

1
Current Status of Data Files - Occasionally, a client will

2

change the format of a data file during the period between testing

3

and processing.

4

The auditor should make a file status inquiry to

confirm that the current file status is the same as that defined in

5

the specifications.

6

If there is a question about the contents of a

data file, the auditor should obtain and review a current file dump.
75.

Processing and Review of Results - The auditor should

carefully supervise processing and control the outputs.

Care should

7
8
9

be taken to load the audit software package to a controlled library

10

to prevent inadvertent or intentional overlay or modification. The

11

control procedures established during the design phase should test

12

the accuracy of the results.

13 ,

The auditor should review the results

for reasonableness and, where possible, compare application output

14

to similar client output.

15

In addition, the auditor would normally

update the application log which was begun during

16

testing.

17

76.

If confirmation requests are produced, they should normally 18

be reviewed for accuracy and alignment by both the auditor and the

19

client.

20

This review usually includes the following procedures:
- Reconcile control totals.

21

- Scan the beginning and end of the run plus

22

other random groups of forms for blank or

23

obviously incorrect addresses.

24

- Check for clarity of printing on all parts
of multi-part forms.

25
26

- After bursting, check for torn or damaged forms.

27

- Compare on a test basis individual confirmation

28

requests to copies of documents that the client

29
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sends to customers.

This process is helpful

1

in a computer environment to detect certain

2

common errors that may occur when data processing

3

techniques (such as the use of codes for address

4

information) are used.

5

77-. Updating Working Papers - Working papers should reflect the

6

final status of the audit application to avoid confusion during the

7

final review and in subsequent years.

8

The auditor, therefore, should

update those materials which constitute final working papers to re-

9

flect final application status. Where appropriate, edit reports are

10

normally annotated with explanations of major processing procedures.

11

In addition, the auditor may wish to reference the working papers to

12

other audit working papers, and discard extraneous materials.

13

78. Saving Files - Application results frequently highlight

14

client internal control problems, information deficiences, recon-

15

ciliation problems to be resolved through further analysis, op-

16

portunities for additional analytical review, or possible uses of cer- 17
tain data in future audits. When this occurs, the auditor may want to 18
save client data files and audit files resulting from the appli-

19

cation for later processing (e.g. retain the standard cost inventory

20

file, for "last year vs. current year" comparison).

21

If these files

are returned to client control, they may be routinely destroyed.
79. Audit Control Procedures - If the auditor believes there

22
23

is a possibility of unauthorized use or modification of the audit

24

software, he should remove the audit software program

25

from the client's library when he leaves the installation.

In

addition, the auditor should consider removing the audit software

26
27

- 52 from backup libraries, if backup has taken place while the package

1

was on the library.

2

The auditor may also consider reviewing

the appropriate job accounting information to insure that

3

no unplanned interventions have occurred during processing, and that

4

the appropriate routines were used.

5

APPLICATION WRAP-UP
80.

Application results may be summarized in memoranda.

6

These

might include:
•

•

•

•

81.

7
8

A statement of whether the application ob-

9

jectives were met.

10

A description of significant problems en-

11

countered and their resolution.

12

Special features of the audit software appli-

13

cation.

14

Comments that would be helpful in using the

15

application in future years.

16

Budget data may also be updated to determine final appli-

17

cation cost. Additionally, relevant comments about the client's

18

system may be documented for inclusion in a letter containing con-

19

4
structive suggestions as to the system of internal accounting control. 20
82. Audit software application-related working papers should

21

be reviewed for completeness, accuracy, reasonableness of the con-

22

clusions reached, and their consistency with other audit evidence.

23

The auditor should determine that all steps were performed and that

24

the review was complete and documented.

25

WORKING PAPERS

26

83. Most generalized audit software packages are designed to
4
See also SAS No. 20, "Required Communication of Material
Weaknesses in Internal Accounting Control."

27
28
29
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be relatively self-documenting.

Therefore, the working papers for

1

an application could consist of the output reports and the final edit

2

report, if any.

3

More complex applications will generally have sup-

porting working papers which can be categorized as either the current

4

year's audit working papers or other documents.

5

34. Audit working papers in this case would normally include
some of the following:
•

•

•

6
7

Supporting memoranda documenting: appli-

8

cation objectives, planning, performance,

9

conclusions, supervison, and review.

10

The approach to the application as docu-

11

mented in narratives, application flowcharts,

12

analyses of record and file contents, code

13

tables, and control procedures.

14

The application results as evidenced by the

15

final edit and output reports, and recon-

16

ciliations to client's control total and

17

general ledger balances.

18

85 . Other documents may or may not be part of the audit

19

working papers, but may be retained to facilitate running the appli-

20

cation in future years.

21

They may include;

•

Detailed logic flowcharts

22

•

Saved files

23

•

Completed coding forms

24

•

Punched cards

25

•

Test results

26

•

Administrative information

27
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86.

Section 338 of SAS No. 1 provides guidance as to

1

the factors affecting the quantity, type, and content of

2

working papers desirable for a particular engagement.

3

87.

Early agreement on working paper requirements will

4

minimize rework during the wrap-up phase as working papers

5

are most easily produced as the application progresses.

6
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CHAPTER 3

1

OTHER COMPUTER-ASSISTED AUDIT TECHNIQUES

2

Overview
1.

3
Although generalized audit software is the most commonly

4

used computer-assisted audit technique, many others have been

5

developed.

6

The independent auditor or internal auditor may find

them useful in special situations.

In this chapter, the following

techniques are discussed:
•

7
8

Test data, including use of an integrated

9

test facility and program tracing

10

•

Review of program logic

11

•

Program comparisons

12

•

Utility programs

13

•

Specialized audit programs

14

•

Timesharing programs

15

•

Additional techniques

16

Each technique will be described and related to its audit function;

17

and considerations for its use will be discussed.

18

Many of these

techniques have several names and variations. Although not all

19

the names and variations are mentioned, each section will indicate

20

some of the more common ones.

21

2.
practice

Each technique is discussed individually, although in
they are often used together.

For example, review of

22
23

program logic is presented here as a way to enhance the auditor's

24

understanding of a client's application.

The auditor usually re-

25

views program logic in conjunction with use of another technique,

26
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3.

A characteristic of several of the techniques discussed

in this chapter is that in each, the auditor creates data to test
an application, i.e. the use of test data.

The following discussion

includes two variations of test data: (1) Integrated Test Facility
(ITF) and (2) Program Tracing.
TEST DATA
Description
4.

To compliance test programmed controls, the auditor obtains

evidence that the controls are functioning properly.

A common

means is to manually review the edit listing or error reports from
various application programs.

The auditor notes the various errors

detected by the program and compares them to the transaction input
to see if the program handled each transaction properly.

This manual

process works well to test those types of errors present and detected
in the transaction population for that particular period of time.
However, if a particular error condition was not present in the
population or if a particular programmed control was not functioning
properly, the edit report will not evidence any detection of those
errors.

Consequently, the auditor will not be able to use the

manual process to perform a satisfactory compliance test of controls
in this situation.
5.

"Test data" is a set of transactions processed by the

auditor to test the programmed controls and procedural operations
of the client's computerized applications.

The test transactions

can be selected from previously processed transactions, or transactions can be created by the auditor.

The test data are
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processed using the client's application program(s), and the actual
results of processing are compared to the expected results.

The

auditor determines the expected results by
independently calculating the results on the assumption that the
application being tested contains effective programmed controls
and will perform as specified in its documentation.

If actual re-

sults match expected results, the test provides reasonable assurance
that the program is functioning as designed and that the programmed
controls are present and functioning effectively for those conditions tested.
Evaluating the Use of Test Data
6.

As stated above, one reason for using test data is to

perform compliance tests of programmed controls.

The auditor is

generally interested in the following:
•

Determining if correct transactions are
processed correctly.

•

Determining if invalid, illogical, incomplete and incorrect transactions are
detected by the programmed controls and
logged for subsequent correction.

7.

Another reason to use test data is that it is an effective

way of confirming the auditor's understanding of a complex system.
The auditor may want to use test data to supplement his understanding
of an application system after the preliminary phase of the study
and evaluation of internal control, when he is completing the review of those controls that appear to
1

provide a basis for reliance.1

See Chapter 1, Exhibit 1-2, illustrating the steps in the auditor's

study and evaluation of internal control in EDP systems.

-58The use of test data to supplement the auditor's understanding

1

differs from its use in tests of compliance only in the extent of

2

the testing.

3

8.

Although test data can be effective for compliance testing

4

and for confirming the auditor's understanding of a system, it also

5

has some drawbacks.

6

For example, the auditor may find it impractical

to be as thoroughly familiar with the details of the logic in an

7

application program as this technique may require.

8

9.

The most significant shortcoming of test data is that it

9

tests only preconceived situations and may incorporate the same

10

oversights that exist in the documentation of the application

11

programs.

12

The approach may lack objectivity in that the tests are

oriented to documented controls only.
10.

13

In addition, the preparation of comprehensive test data may

14

be time-consuming, and this factor should be considered in choosing

15

among alternative techniques to satisfy audit objectives.

16

Audit Control

17

11.

18

The auditor should obtain reasonable assurance that the

program being tested is the one actually used for regular processing. 19
A different program could be substituted for the regular one to

20

satisfy the auditor and appear to be proper.

21

Even without a

deliberate attempt to deceive, the regular production program could

22

differ from the tested one because of maintenance changes, program

23

The auditor may wish to consider review- 24
2
25
ing controls over system approval, file and program changes , and
26
2
General Control Nos. 7-9, p. 33, The Auditor's Study and Evaluation
27
of Internal Control in EDP Systems.
"patches", or carelessness.

- 59 access to files, programs, and documentation.3

In addition, the audi- 1

tor may consider running test data through the application programs at 2
various times during the audit year to ascertain whether the tested

3

programmed controls functioned effectively throughout the year under

4

audit.

5

Example of a Test Data Application

6

12.

This section illustrates the use of test data in tests of

compliance.

It deals with tests of the programmed

controls of a

payroll file maintenance program, in a batch processing environment.
In this example, the objectives of the use of test data are to:
a.

b.

c.

d.

7
8
9
10

Enhance understanding of the program

11

and its controls.

12

Determine whether missing, duplicated or

13

inaccurate data would be detected by the

14

program, by compliance testing the

15

functioning of various controls within

16

the program.

17

Determine whether detected errors would

18

be identified on the file maintenance

19

change report for supervisory review and

20

correction.

21

Determine whether correct file maintenance

22

transactions would update the master file

23

properly.

24
25

3

General Control Nos. 13-14, pp. 40-41, The Auditor's Study and

Evaluation of Internal Control in EDP Systems.

26
27
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e.

f.

Determine whether the "before" and "after"

1

condition of the data elements on the master

2

file changed by file maintenance transactions

3

would print out for supervisory review.

4

Determine whether the hash totals on the

5

master file change report (for review and

6

control by supervisory employees) would

7

properly reflect new employees and wage

8

rate changes.

9
10

The data elements contained on the payroll master file are defined

11

below:

12
13

Element
Number
1
2
3
4
5
6
7
8
9
10
12
13
14
15

Description of Contents

14

Employee Number
Employee Name
Employee Address
Social Security Number
Sex
Marital Status
Job Classification
Date Employed
Hourly Rate of Pay
Salaried Rate of Pay
YTD Gross Pay
YTD Federal Withholding
YTD FICA Withholding
Last Transaction Date
Employee Status

15
16
17
18
19
20
21
22
23
24
25
26
27
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1

processing:

2

1)

2)

3)

4)

5)

Completed file maintenance change forms for

3

test transactions as specified above.

4

Converted the completed forms to punched

5

cards for processing.

6

Obtained a copy of the payroll master file

7

to use in processing the test transactions.

8

Ascertained that the authorized payroll file

9

maintenance program was in the program library.

10

Scheduled computer access time and operator

11

assistance with the operations supervisor.

12

The objectives of the test were met as follows:
1)

2)

13

The results of the test transactions were

14

the same as the predetermined results, thereby

15

confirming the auditors' understanding of the

16

program and its controls. (See Exhibit 3-1.)

17

The programmed controls that were tested

18

functioned properly.

19

As an adjunct to the use of the test data, the auditor should con-

20

sider:

21
Processing the test data at various times

22

during the year under audit, depending on

23

the degree of reliance the auditor can

24

place on the client's controls over pro4
gram changes.
The compliance test con-

25

These controls are discussed in The Auditor's Study and Evaluation

27

a.

4

of Internal Control in EDP Systems, AICPA, 1977.

26
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Test Data Characteristics
and Predetermined Results
Test
Transaction
Number

Transaction
Description

Programmed
Control

Predetermined
Result

Actual
Result

001

Add new employee with an
hourly rate of $5.00,
all other data elements
complete and correct.

Recalculation of hash
control totals

The employee master file information is printed on the
file maintenance change report and the master file
hash totals are increased
as follows:
No. of employees 1
Composite hourly
rate
$5.00

Same

002

Add a new employee with
an existing employee
number, all other data
elements complete and
correct.

Compare new employee
number with numbers
present on master
file.

Duplicate employee number
detected, error message
printed on file maintenance
change report, new employee
record not updated on master
file.

Same

003

Add a new employee
Compare input record
omitting the social
for completeness of
security number (a
mandatory data elemandatory data element), ments .
all other data elements
complete and correct.

Incomplete transaction detected,
error message printed on file
maintenance change report, new
employee record not updated
on master file.

Same

004

Add a new employee with
both an hourly rate of
pay and a salaried rate
of pay, all other data
elements complete and
correct.

Compare data elements
of input record for
illogical relationships.

Erroneous data detected, error
message printed on file
maintenance change report,
new employee record not updated on master file.

Same

005

Increase hourly rate of
pay for an active employee $1.00, all
other data elements
complete and correct.

Recalculation of hash Wage rate before and after the
control totals; print change printed on the file
data elements changed . maintenance report and the
master file hash total of
composite hourly rate increased $1.00, number of employees remained unchanged.

Same

006

Increase the hourly rate Compare data elements
for an active employee
of input record with
from $5.00 to $10.00
range of allowable
per hour in the clerical values of sensitive
department where the
data elements connormal range of pay is
tained in program
$2.30 to $8.50 per
value table.
hour.

Excessive hourly rate detected,
error message printed or file
maintenance report, rate
change not updated on master
file.

Same
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b.

c.

d.

firms proper functioning of the speci-

1

fied programmed controls only at the time

2

tested.

3

Reviewing the access controls over the

4

program library to ascertain the procedures

5

established to assure that the authorized payroll

6

file maintenance program was used.

7

Reviewing the error correction process to

8

ascertain client procedures for handling

9

the exceptions printed on the payroll file

10

maintenance change report during normal

11

processing.

12

Reviewing the authorization procedures to

13

ascertain that only properly

14

approved input, prepared in accordance

15

with management's general or specific

16

authorization, is accepted for processing

17

by EDP.

18

Extent and Source of Test Data
13.
•

•

19

The auditor will generally use test data in one of two ways: 20
System test data to test specified programmed

21

controls in a total application system, which

22

may consist of numerous application programs,

23

to determine whether they are functioning

24

properly, and

25

Program test data to test specified programmed

26

controls in individual programs to determine

27
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14.

whether they are functioning properly.

1

Because test data containing improper transactions

2

are needed to test specific programmed controls, it may be more

3

efficient to construct those transactions than to find historical

4

transactions containing the desired error conditions.

5

Appendix D

contains a list of some programmed controls with the errors or

6

irregularities they are designed to prevent or detect.

7

15.

Reliable application documentation, including thorough

and comprehensive documentation of transaction types, transaction

8
9

formats, master file formats, processing terms and controls must

10

be available to design comprehensive test data.

11

The time required

to develop test data is usually inversely proportionate to the

12

availability of documentation from the client.

Advance planning to

13

determine whether reliable documentation exists is critical because

14

updating or creating the documentation is time-consuming.

15

16.

Even if reliable, comprehensive documentation is available

16

from the client, the auditor is still confronted with the task of

17

obtaining test data with a variety of file conditions and trans-

18

actions . The auditor may obtain the test data in one

19

or a combination of the following ways:

20
21

a.

Client-prepared test data

22

One requirement of a system development project

23

for a new application is the testing of programs

24

before implementation.

25

Part of the application

development effort calls for the creation of test

26

data to debug newly written programs.

27

The client's
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b.

internal staff may also have developed

1

test data to test new systems, production
5
programs or program maintenance.
If such

2

test data is retained, the auditor may wish

4

to use it as part of his test data.

5

The

use of client-prepared test data is usually

6

an expedient method because the auditor is

7

working from a client-developed base of

8

knowledge.

9

The auditor should review the

availability of test data with the client's

10

internal auditor and systems personnel

11

during audit planning.

12

Auditor-prepared test data

13

The auditor may develop test data in several

14

ways.

15

He could manually prepare the test data

using the client's standard input forms for

16

transaction and master file records.

17

Alter-

natively, he could use records from a portion

18

of the actual client data file or a prior

19

version of the file.

20

Third, he could use a

modified actual data approach.

In this ap-

21

proach, the auditor uses generalized audit

22

software to modify a duplicate copy of an

23

actual file to provide data values that will

24

check a full range of test conditions.

25

5 This use of test data is sometimes called "Base Case System
Evaluation."

3

26
27
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c.

17.

Software-generated test data

]

A test data generator is a software package

2

or system that can be used to create test

3

transactions.

4

The auditor uses parameter

cards to indicate the format and requirements

5

of the test data to be created.

6

Use of this

software helps eliminate some of the dis-

7

advantages of test data, such as the time-

8

consuming nature of manual preparation of

9

test data, the difficulty in identifying all

10

exception situations, and the problems of

11

writing the test transactions on the proper

12

media in the correct format.

13

However, be-

cause of the possible high volume of software-

14

created data, the time to manually calculate

15

the predetermined results may be a signi-

16

ficant cost consideration.

17

In addition, the

cost to acquire and use test data generator

18

software may be significant.

19

The test data approach can be further classified into

20

techniques requiring the client's application program to be processed 21
in a "test" mode and those processed in a "live" mode.

The auditor

should consider the mode in assessing the impact of the test.
18.

Test data can be used in a "test" mode by using duplicate

copies of files during processing.

In this case, the auditor should

22
23
24
25

determine that the application program is the current, authorized

26

version used in regular processing.

27

If "live" files are used, the
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auditor should exercise particular care to reverse the effects

1

of the test data on the files, including the statistical and

2

quantitive data that the client may maintain.

3

The integrated

test facility approach discussed below is a "live" file test data

4

technique.

5

Integrated Test Facility (ITF)

6

19.

Description - ITF is the establishment of a "dummy" entity

7

through which data can be processed, e.g., a fictitious division, store, 8
dealer, department, customer, employee, subsidiary, account, or any
other basis of accumulation of accounting information.

9

After the entity 10

is established, the auditor can process transactions against this

11

entity using the client's regular system.

12

The ITF data is entered

into the system with live data and they are processed in the same

13

way.

14

Consequently, the auditor should remove the test transactions

from the system at some point.

The auditor determines the trans-

15

action or master file conditions to be tested and, as with any

16

test data approach, compares the actual results of processing the

17

ITF data to the predetermined processing results.6

18

20.

ITF can be implemented by two general methods.

They vary

19

only in the way the auditor's transactions are filtered out of the

20

system.

21

The methods are:
•

Processing of the test transactions through

22

the complete financial processing cycle to

23

ultimate outputs.

The test transactions

24

will work their way through the client's

25

records to the general ledger.

26

At this

point, journal entries should be prepared
6
If the client is a financial institution, the auditor should be
aware that state and federal regulatory authorities may not
allow the establishment of fictitious accounts under some
circumstances.

27
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•

21.

to reverse the effects of the test data.

1

Other actions may be required, such as pre-

2

venting products from being shipped or

3

checks written, as a. result of the test

4

transactions.

5

The method selected in a

particular situation would depend to a large

6

degree on the nature of the application.

7

Modification of one or more programs within

8

the application to filter out the test

9

transactions prior to their inclusion in any

10

corporate financial report or other signi-

11

ficant output.

12

In considering this ap-

proach, the auditor should recognize that

13

modification of the application programs

14

may be difficult and costly unless the in-

15

tegrated test facility is included in the

16

system design phase of application de-

17

velopment.

18

In addition, the auditor should

consider the audit control aspects of the ITF

19

data, under this approach, being identified

20

and processed somewhat differently than

21

other data.

22

Evaluating the Use of ITF - The primary reason to use ITF

23

is that the whole system can be tested, the manual procedures as

24

well as the EDP.

25

The auditor can monitor test data from the point

of its authorization and input into the system, to its final dis-

26

position in output.

27

The resultant transaction and file inter-
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actions caused by the test data can be reviewed, as well as the

1

manual procedures applied.

2

22.

Because ITF transactions are processed with regular input,

3

this approach may be more economical than applying other test data

4

approaches.

5

Since the auditor uses the company's normal docu-

mentation and input stream for entering transactions, the technique

6

tends to be easier to explain to client management and therefore may

7

be more readily accepted than some other computer audit techniques.

8

However, for the ITF technique to be most effective, the client

9

personnel who are aware that test data is being introduced into the

10

processing cycle should be limited on a "need-to-know" basis.

11

23.

Although other test data approaches may be used to enhance

12

the auditor's understanding of the system, the auditor should have a

13

thorough understanding of the system before undertaking the ITF ap-

14

proach.

15

Less than a thorough understanding may result in a failure

of the technique as an audit test.
24.

16

Example of an ITF Application - This section illustrates

the use of ITF for compliance testing.

The example deals with an

on-line savings deposit application.
The objectives of this audit application are to:
a.

b.

17
18
19
20

Determine whether missing, duplicated,

21

or inaccurate data would be detected by

22

the system, by compliance testing the

23

functioning of various controls within

24

the system.

25

Determine whether data initiated in-

26

ternally by the system are accurate by

27
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c.

d.

e.

f.

comparing data generated with results of

1

manual computations.

2

Determine whether detected errors are dis-

3

played on the CRT for teller review and

4

correction.

5

Determine whether administrative policy and

6

manual procedural controls are being carried

7

out by employees.

8

Determine whether teller terminal trans-

9

action amount control totals are generated

10

for teller balancing and supervisory review.

11

Determine whether daily report totals pro-

12

duced off-line agree with teller cash report

13

and terminal transaction totals.

14

The data elements contained on the On-Line Savings Master File
are defined below:

16
17

Element
Number
1
2
3
4
5
6
7
8
9
10
11
12
13

15

Description of Contents

18

Account Number
Customer Name
Customer Address
Social Security Number
Account Balance
Share Loan Balance
Uncollected Funds Hold
Miscellaneous Hold Code
Passbook Balance
Unposted Item Count
No/Book Withdrawal
Date Last Monetary Activity
Date Last Non-Monetary Activity

19
20
21
22
23
24
25
26
27
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Test Data Characteristics
and Predetermined Results

Audit
Step

Transaction
Description

Manual Control/
Programmed Control

Predetermined
Result

Actual
Result

January 10, 19XX
1

Complete new account information sheets for
five new deposit accounts and present to
new accounts department.

Visual review and approval
by new accounts department.

New account form initialled
by new account supervisor.

Same

Assignment of account numPreparation of passbooks
ber from predetermined
with magstripe enclosed
list of logical numbers
account number.
meeting check digit formula.

Same

Transaction authorization
for new accounts.

Sign signature card for
each account.

Same

2

New account clerk enters
new account information
on non-financial terminal.

Compare data format to prescribed format for data
elements.

Visual display of information on CRT for visual
verification.

Same

3

Deposit $1,000 to each
account by check
- present passbooks.

Compare data format to prescribed format for data
elements.

Visual display of transaction on CRT for visual
verification.
Visual display of account
balance on CRT to verify
account balance after transaction is posted.

Same

Transaction posted in passbook.

Same

Transaction rejected and
error message displayed on
CRT "Uncollected Funds
Hold."
Teller informs you that you
will need to go to the main
office to get a withdrawal.

Same

4

5

Go to branch facility
immediately and withdraw $500 from one of
the accounts established.

Compare data elements of
input transaction with
account holds in effect.

Teller daily closeout
procedures.

Terminal summarization of
deposits, withdrawals,
net cash change, etc.

Same

Same

Cash drawer balances with ter- Same
minal summarized activity.

Teller manual preparation
of daily cash reconciliation report and cash
count.
January 11, 19XX
6

'7

8

Compare financial transactions processed to
daily teller transaction report for
January 11, 19xx
produced off-line.

Supervisory review of daily Supervisory approval on reteller transaction report
port.
and comparison with teller
daily cash report.
Recalculation of amount con- Daily report totals agree
with teller cash report.
trol totals.

Same

Compare non-financial
transactions (new
account setup) processed to new account
report and "before"
and "after" file maintenance report.

Comparison of new account
information sheet to new
account and file maintenance report.

Supervisory approval of
report.

Same

Recalculate account number
check digit to determine
if valid account and compare current passbook
balance with balance on
file.

Visual display of account
number, passbook balance
on CRT for verification.

Same

Determine number of unposted items on file.

Post unposted transactions
including quarterly interest earned to passbook.
Visual display on CRT of
passbook balance after
posting for visual verification.

Same

April 1, 19XX
Present passbook to have
quarterly interest
posted.

Same
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Various other files are used in processing the total application

1

which are not defined here, i.e., transaction history file.

2

To prepare the ITF data for processing, the following steps were

3

taken:

4
1)

2)

Reviewed with appropriate client per-

5

sonnel the testing procedures to be per-

6

formed and determined: (1) the financial

7

impact of the test data, and (2) how the

8

test data's impact was to be handled in

9

interim financial statements.

10

Scheduled client personnel to assist in

11

processing the test data and handling

12

of the results.

13

The objectives of the test were met as follows:
1)

2)

14

The results of the test data were the same

15

as the predetermined results thereby con-

16

firming the auditor's understanding of the

17

program and its controls. (See Exhibit 3-2.)

18

The controls that were tested functioned

19

properly.

20

As an adjunct to the use of the test data, the auditor should con-

21

sider:

22
a.

Processing the test data at various

23

times during the year under audit,

24

depending on the degree of reliance

25

the auditor can place on the client's

26
2
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controls over program

b.

c.

d.

changes.7

The

1

compliance test confirmed proper

2

functioning of the specified controls

3

only at the time tested.

4

Reviewing access controls over the

5

program library to ascertain the procedures

6

to assure that the authorized operating

7

versions of the savings deposit production

8

programs were used.

9

Reviewing access controls over teller

10

terminal, teller and supervisor over-

11

ride keys to ascertain the control over

12

the transaction input medium and account

13

holds.

14

Reviewing the supervisory review of

15

teller balancing and reconciliation to

16

daily reports of savings deposit trans-

17

actions.

18

Program Tracing
25.

19

Description - Program tracing is another technique using

test data.

In a manual environment, the auditor can track the flow

of a transaction from one processing step to the next.

By obser-

20
21
22

vation and inquiry, the auditor may determine the actions taken

23

at each step of the processing cycle for the given transaction.

24

In an automated environment, many of the functions previously per-

25

formed by people are performed by a computer program.

26

7

Tracing is

These controls are discussed in The Auditor's Study and Evaluation

of Internal Control in EDP Systems, AICPA, 1977.

27
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a technique in which an auditor follows the processing steps per-

1

formed by a computer program for a given transaction.8

2

The auditor

can either obtain a source code listing and manually follow the pro-

3

cessing, or he can use tracing software.

Tracing software displays

4

a list of the program steps executed for each transaction processed

5

by a program.

6

26.

7

Two levels of detail are common when tracing software is

used:

8
•

•

27.

At the greatest level of detail, the trace

9

listing shows each machine-level instruction

10

executed with the condition codes and internal

11

program values (register contents).

12

When implemented with a higher-level language

13

such as COBOL, the trace listing will be less

14

detailed.

15

Normally the paragraph names of those

paragraphs (groups of instructions) which were

16

executed are displayed.

17

The capability to perform a trace is usually provided as

18

a function of a computer vendor's software.

It may be implemented

19

either as a separate program, or as a function within a given language20
translator (e.g. COBOL compiler).

When the trace is a separate

21

program, the application program to be traced becomes a subset of

22

the trace program.

When the trace is a function of the compiler,

23

the tracing capability is implemented when the subject program is

24

compiled.

25

This technique is frequently used by programmers during

the development and testing of programs.
8

This technique is used in conjunction with the review of program
logic (pages 80 to 86) .

26
27
28
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28.

Evaluating the Use of Program Tracing - Like other test

1

data techniques, program tracing allows the auditor to compliance

2

test the programmed controls in client application programs.

3

It also

enhances the auditor's understanding of how the transactions flow

4

through the system.

5

Program tracing provides this understanding,

however, at a greater level of detail than other test data techniques. 6
29.

The primary reason to use the trace technique is that it

7

provides a method of determining the actual instructions executed

8

for a specific transaction or transactions.

In some instances, the

9

information would be impossible or impractical to obtain by another

10

method.

11

30.

Before deciding to use this procedure, the auditor should

consider the following limitations:
•

•

•

31.

12
13

The auditor should have a detailed know-

14

ledge of the language in which the program

15

is written.

16

A knowledge of the instruction

repertoire and principles of operation of

17

the computer involved may also be required.

18

Whether under the control of another program,

19

or compiled within the given program, the

20

use of tracing software will degrade normal

21

operating performance of the program.

22

Time required to learn the details of the

23

given program, perform the trace procedure,

24

and analyze the results may make the

25

technique uneconomical.

26

Example of a Tracing Application - The following example

27
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is a simplistic application showing a higher level language program
in which a trace function is implemented.

The example used is

"Example of the Use of Test Data" from pages 59 to 62.
INPUT TRANSACTIONS
EMP. #

DEPT.

RATE

TRANSACTION 1

12345

C

5.50

TRANSACTION 2

12346

C

10.00

MASTER FILE RECORDS

EMPLOYEE MASTER 1

10
12345

C

11

5.00

12
EMPLOYEE MASTER 2

12346

C

13

8.00

14

32.

Computer Program - The f o l l o w i n g e x h i b i t

p o r t i o n s of t h e c l i e n t ' s COBOL p r o g r a m f o r p a y r o l l f i l e
and u s e s t h e TRACE v e r b .
trace are

shown.

15

represents
maintenance,

Only t h o s e s t a t e m e n t s a p p r o p r i a t e f o r

the

16
17
18
19
20
21
22
23
24
25
26
27
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1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
33.

The purpose is to demonstrate how tracing works.

In

16

practice, tracing software would usually be used with more complex

17

applications where logic and calculations may be difficult to follow

18

manually (e.g., algorithms for overhead allocation, account distri-

19

bution, etc.).

20

In this example, the COBOL DISPLAY verb is used to
In simple applications

21

such as this one, manual tracing, test data or some other technique

22

would probably be a preferable approach.

23

print the contents of selected data fields.

Transaction 006 (from page 62) is used to determine whether

24

the pay rate for an employee in a clerical department can be

25

updated with a new rate outside the range of $2.30 to $8.50.

26

The second transaction is in error.

27

By reviewing the trace

listing (page 7 8 ) , the auditor can determine whether this

28

transaction has been processed properly.

29
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34.

Trace Listing

the program i s

executed.

- The t r a c e

listing

The l i s t i n g

graphs which were executed while

Trace

is

normally printed

shows t h e names of

the trace

function

was

all

as

para-

operative.

Listing

READ-TRANS-PARA
TRANS-EMP-NO=12345

(Printed by the COBOL DISPLAY verb)

READ-MASTER-PARA
CHECK-RATE-PARA
UPDATE-RATE-PARA
READ-TRANS-PARA
TRANS-EMP-NO=12346

(Printed by the COBOL DISPLAY verb)

READ-MASTER-PARA
CHECK-RATE-PARA
RATE-ERROR-PARA
RATE-ERROR FOR EMPLOYEE NO 12346
RATE=10.00
READ-TRANS-PARA

(Printed by the COBOL DISPLAY verb)
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35.

The steps to trace this program were the same as those

1

listed for test data on page 62 , with the following additional

2

steps.

3

The auditor:
•

Reviewed and understood a copy of the

4

source program, and modified it to include

5

the TRACE statement, and DISPLAY state-

6

ments.

7

•

Compiled the modified program.

8

•

Executed the test program with trace

9

option to obtain the output and related

10

trace listing.

11

The objectives of the trace were met as follows:
1) The actual results of the test trans-

12
13

actions and trace were the same as the

14

predetermined results, thereby con-

15

firming the auditors' understanding of

16

the program and its controls.

17

2) The

controls that were tested functioned

19

properly.
As an adjunct to the use of the trace, the auditor should consider:
a.

18

20

Processing the trace at various times

21

during the year under audit, depending

22

on the degree of reliance the auditor

23

can place on the client's control over

24

program changes.

25

The compliance test

confirms proper functioning of the

26

specified programmed controls only at

27
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the time tested.

Some trace functions

allow the auditor to turn on the trace
through the input.

The auditor can then

selectively trace an area of a program
or trace specific transactions through
the system.
b.

Reviewing the access controls over the program
library to ascertain the procedures to assure that
the authorized, operating version of the payroll file maintenance program was used.

c.

Reviewing error correction procedures to
ascertain how the client handles the
exceptions printed on the payroll file
maintenance change report during normal
processing.
REVIEW OF PROGRAM LOGIC

Description
36.

Review of program logic is a technique to enhance the

auditor's understanding of a particular program.

The review would

normally include the following steps:
•

Gather the available documentation for
the program or application under review.

•

Review the documentation including the
source program, if necessary, to
develop a sufficient understanding of
the subject program or application to
meet the audit objective.
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37.

Other methods to obtain this understanding exist: review

of system descriptions, flowcharts and file layouts and inquiry
of data processing personnel and users, etc.

A review of program

logic would be useful, however, when documentation and client
personnel do not provide the auditor with an adequate understanding
of the system, or when possible errors or irregularities come to
the auditor's attention and he wishes to, investigate the application
in detail.

The detailed understanding of all of the source program

logic will not ordinarily be practical in an independent audit.
38.

The auditor should note that a review of program logic

alone is not a compliance test of programmed controls.

However,

this technique is often used in conjunction with other techniques
which, together, form a compliance test.
39.

A review of program logic should be done within the con-

text of the application.

Before using this technique, the auditor

should first review the overall application to which the program
relates, and be familiar with the function of the program within
the application.
Evaluating the Use of Review of Program Logic
40.

The auditor might choose to use this procedure for any

or all of the following reasons:
•

To enhance understanding of a relatively
simple program or series of programs in
an application.

•

To review a specific programmed algorithm
or limited group of statements which might
be used in other programs.
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• To review for certain programmed controls

1

in the application, and determine that docu-

2

mented controls do, in fact, exist in the

3

source code.

4

• To determine that the program was coded in

5

accordance with documented specifications

6

and the standards in effect at the in-

7

stallation.

8

41.

The effectiveness of this procedure as an audit technique

is largely dependent upon:

9
10

• The quality of the application documentation

11

for the program under review and the degree

12

of assurance that the auditor has that the

13

documentation accurately reflects the current

14

production program.

15

• The complexity of the program under review.

16

• The

17

manner or style in which the program is

written.
• The auditor's proficiency in the programming
language.
42.

Documentation - For the purposes of the review, the docu-

mentation may consist of:

18
19
20
21
22

• A narrative description of the application.

23

• The process flow of the application.

24

• The logic flow of the application.

25

• Source program listings.

26

43.

The auditor should consider the possibility that the docu-

27
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mentation may not accurately reflect the production program in current. 1
use.

In practice, program modifications are often not included in

the documentation.
program

Also, the auditor should not assume that a

remains static over time. A program may remain unchanged only

2
3
4

for a short period of time, and the auditor should consider how this

5

might affect the review.

6

44.

If the available documentation is insufficent or out-

7

dated for the auditor's purpose, the auditor may want to develop

8

adequate documentation for the purpose of the review.

9

The auditor

may develop an understanding of the program and its controls by

10

discussion with users, programmers, or system analysts familiar

11

with the given application.

The auditor may then prepare a program

12

narrative or program logic flowchart to aid in reviewing the source

13

program.

14

In some situations, a decision table may complement or

replace the program logic flowchart.
45.
create

15

The auditor may have access to a software package to

a detailed logic flowchart from the source program.

Several of these packages are commercially available.

The soft-

16
17
18

ware package accepts the application source program as input

19

and produces various printed reports.

20

46.

Complexity - Developing a detailed understanding of a

large, complex program can be time-consuming.

This technique will

21
22

not ordinarily be practical in an independent audit unless the

23

subject program is simple or the audit objectives call for an un-

24

usually detailed understanding of the application.

25

47.

There is an alternative to reviewing all the logic in a

source program.

If the auditor's interest is in one part of a

26
27
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program, he could use this technique in concert with a sorted crossreference listing.

A cross-reference listing of data-name references

can be used to indicate each line of code that
data-name.

contain a specific

If the auditor can identify a limited number of data-

names or data items in which he is interested, he can reduce the
amount and complexity of the material reviewed by looking at only the
portion of the program that contain those data names he has chosen.
48.

Programming Style - The review can be facilitated if the

program is written in a relatively self-documenting language such as
COBOL, and if descriptive names are used for data items.

In addi-

tion, programs coded using structured programming techniques are
easier for the auditor to review.

Structured programming involves

the use of programming rules and restrictions that force the program
to follow a strict form, thereby eliminating much of the unreadability and complexity.

When considering the use of this technique,

the auditor should determine the manner in which the program is
coded.
49.

Auditor's Proficiency - To perform a review of program

logic, the auditor should have sufficient knowledge of the language
in which the program is written.

If it is written in a higher-level

language such as COBOL, the code may provide a high degree of
readability, especially if the programmer has used data-names that
are descriptive.

If it is written in machine-oriented language

(Assembly) or a symbolic language (BASIC), the task of reviewing
the logic may be much more difficult.
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Audit Control in the Review of Program Logic
50.

The auditor should obtain reasonable assurance that the

1
2

program reviewed is the current, authorized version used in

3

normal operations.

4

•

Techniques to obtain this assurance include:

review of controls over program changes,

5

access controls, and documentation

6

9
•

proceduresreview of the librarian log, if available

•

program comparison (see "Program
Comparison," pp. 86

•

to 89)

2)

9
10
11

if available (see "Additonal Techniques,"

12

P. 106)

13

The following is an example of a review of program logic

using a cross-reference list:
1)

8

review of job accounting information,

Example of Review of Program Logic
51.

7

14
15
16

The auditor has identified a data item

17

(Gross Pay) for which he plans to deter-

18

mine how the value is derived by the

19

payroll program.

20

The auditor obtains a source listing of

21

the payroll program, and a sorted cross-

22

reference listing of all the data items

23

used.

24

The cross-reference listing will

show all source program line numbers
9

25
26

For a discussion of these controls, see The Auditor's Study and
27

Evaluation of Internal Control in EDP Systems.
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which reference the item, Gross Pay.
3) The auditor reviews all the source program
statements which reference Gross Pay.

In

this case, the auditor finds that he can
satisfy the audit objectives by reviewing
only a small portion of the entire program.
PROGRAM COMPARISON
Description
52.

In a manual system, the auditor may determine through ob-

servation, inquiry, or by review of existing documentation, when
changes have occurred in a transaction processing cycle.

When an

automated system is involved, the auditor may not be able to determine as easily that changes have been made to a program and the
effect of those changes.
in this determination.

Software for program comparison can aid
It allows the auditor to compare two

15

separate versions of a program to determine whether changes have

16

been made and what those changes do.

17

Generally one version

should be under the auditor's control and the other should be

18

the version currently used in processing.

19

Use of comparison

software is sometimes referred to as "program mapping."
53. Two approaches are possible.

The first is a comparison

of two different copies of a source program.

The source program

20
21
22

consists of the source statements prepared by the programmer in a

23

relatively high-level language such as COBOL, FORTRAN, or PL/1.

24

The second approach is the comparison of two copies of the object

25

program.10

26

Object code is more difficult and time-consuming to

interpret.
10

A source program is translated by a compiler into an object pro-

gram so that it can be executed by the computer.

27
28
29
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With the first approach, the source programs compared are

1

not executed directly and, therefore, the comparison is less reliable.

2

Source code programs are, however, more understandable than the

3

object programs so the auditor can determine relatively easily the

4

effects of the program differences.

5

Results obtained from

comparison of object programs where discrepancies are found may

6

be time-consuming to translate to a form in which the auditor can

7

deal with them effectively.

8

Evaluating the Use of Program Comparison

9

55.

There are two major reasons why the auditor may decide to

use this technique.

The first is to compliance test certain general

controls in the data processing environment.

Normally during a

10
11
12

review of EDP internal control, the auditor is concerned with pro-

13

cedures to insure that:

14

•

•

•

•

•

no unauthorized changes are made to

15

production programs.

16

controls exist to insure that all author-

17

ized changes are properly made.

18

documentation exists to define reasons

19

for changes and intended effects.

20

the existing documentation is properly

21

updated to reflect changes.

22

to determine if program library procedures

23

are being followed correctly.

24

Program comparison provides a technique to compliance test these

25

procedures.

26

56.

The second reason is that it provides the auditor with

27
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the opportunity to enhance his understanding of the system or application under review.
57.

The auditor should note that program comparison software

cannot determine the legitimacy of the functions of the programs
affected by changes identified.

The analysis required by an auditor

to determine if the changes made are appropriate may be timeconsuming and require that the auditor have highly developed EDP
skills.
Audit Control of Program Comparison
58.

Like the auditor using test data and the review of program

logic, the auditor using program comparison should obtain reasonable
assurance that the subject program is the current, authorized
version used in normal processing.

Techniques to help the auditor

obtain this assurance are discussed under "Audit Control in the
Review of Program Logic," p. 85.
Example of Program Comparison
59.

The. auditor previously reviewed a program on July 17 and

wishes to determine whether all changes documented in the change
control log for the program since July 17 have been made.

On

December 31, the auditor obtains a copy of the current source program.

The procedures to perform the test are as follows:
•

The auditor obtains software to make the
comparison.

Several such programs are

commercially available.
•

The auditor schedules the computer time
needed and processes the program comparison application.
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•

•

The differences are examined and re-

1

conciled with the program change control

2

log to determine that only authorized

3

changes have been made.

4

The auditor

documents the differences and their

5

respective resolution.

6

The auditor may wish to retain the

7

December 31 copy of the program for

8

future comparisons.

9

UTILITY PROGRAMS
Description
60.

10
11

Most computer manufacturers provide software called

12

utility programs to perform some or all of the following types of

13

common data processing functions:

14

Change of the media of a file (e.g.

15

tape to disc) .

16

Modify the data by changing or de-

17

leting records within a file.

18

•

Create or destroy a file.

19

•

Change the name or password of a file.

20

•

Print the file so that it may be

21

visually inspected.

22

Resequence the file by sorting.

23

•

•

•

These functions may be useful to the auditor in compliance testing,

24

substantive testing and understanding the system.

25

61.

The primary purpose of utility programs is to support the

computer user's applications.

These programs usually require para-

26
27
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meters to direct their functions,.

A user's guide will normally be

available to describe the use of the various utility programs.
62.

One way an auditor can use utility programs is to support

an audit software application.

The following list briefly describes

several examples of these uses:
•

•

1
2
3
4
5

To sort a file into a specific sequence

6

before using it as input.

7

To copy a representative sample of records

8

from a. file, to be used as a test file.

9

•

To delete work files created on disc.

10

•

To print the label of a file to be used to

11

determine whether the correct file had been

12

obtained.

13

To print a portion or all of the records on

14

a specific file so that they could be visually

15

inspected.

16

To copy a disc file to tape so that it could

17

be processed at another installation.

18

•

•

Evaluating the Use of Utility Programs
63.

19

Some utility programs may duplicate many of the capa-

20

bilities of a generalized audit software package and may be available 21
when generalized audit software is not.

However, utility programs

22

are usually written for use by a programmer, and the auditor may find 23
them more difficult to use than a generalized audit software package. 24
64.

One advantage of using utility programs is that they

25

may reduce or eliminate steps involved in using a generalized

26

audit software package.

27

The auditor may accomplish some tasks
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solely with a vendor-provided utility program.
65.
•

•

1

The auditor should be aware of the following limitations:

2

The control parameters to execute a utility

3

program may be described in terms not

4

familiar to the auditor.

5

The utility program may produce little or

6

no audit trail of its use.

7

Audit Control of Utility Programs
66.

8

When utility programs are used in lieu of generalized

9

audit software, the auditor would have the same audit control con-

10

siderations as discussed in Chapter 2, pp. 27.

11

The auditor

could review the utility program user manual or the source code

12

to determine the capabilities of the utility program.

13

67.

To help ensure that no unplanned interventions have

14

taken place during processing and that the utility routines have

15

been obtained from the appropriate library, the auditor could check

16

the system's job accounting information, if available.

17

Example of the Use of Utility Programs

18

68.

The following examples illustrate how utility programs

20

might be used to achieve audit objectives:
A.

Utility used to print items in a file.

19

The

21

auditor could use a utility program to print all of the

22

records on a given file.

23

This may not be feasible if the

total number of records is large.

The auditor would then

visually scan the records to identify unusual items.
B.

Utility used to test for an account balance greater

than a given amount.

A utility program may be used to

24
25
26
27
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search a file for items having a value in a given field

1

greater than a specific amount.

2

All of the records

greater than the given amount would be printed.
C.

Utility program used to enhance the auditor's under-

standing of an application.

A utility program could be

4
5

used to print the source programs from a disk library for

6

a given application so that the auditor could review the

7

current copy of the source code.

8

SPECIALIZED AUDIT PROGRAMS

9
10

Description
69.

3

Specialized audit programs are computer programs written

to perform specific audit tasks.

The programs are written by or

11
12

for the auditor in a computer programming language such as COBOL,

13

FORTRAN, PL/1, or RPG.

The development and use of specialized audit

14

programs is usually more difficult than the use of generalized audit

15

software because it requires the auditor to have greater technical

16

ability.

17

70.

Specialized audit programs are available to the auditor

from several sources:
•

•

18
19

Auditor prepared - If the auditor has train-

20

ing and experience in using a computer program-

21

ming language, the auditor may choose to de-

22

sign, code, test and debug the specialized

23

audit program.

24

Client prepared - The client may have per-

25

sonnel available to write the program for the

26

auditor.

27

If client personnel are used, the
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•

•

•

auditor should determine what involvement

1

they may have had in developing and writing

2

the application programs related to the

3

audit objectives of the specialized audit

4

program.

5

Their familiarity with the system

may provide client personnel with the op-

6

portunity to make modifications to the

7

specialized audit program that could alter

8

the processing results.

9

Outside Programmer Prepared - The auditor

10

may engage an outside programmer or software

11

vendor to write specialized audit programs.11

12

Existing Client Programs - In some cases, the

13

client may be performing many of the same

14

analyses that the auditor performs.

15

If the

client has already written a computer pro-

16

gram to perform the audit function (such as

17

a confirmations program), the auditor may find

18

it convenient to use the existing client pro-

19

gram, as long as other means exist to vali-

20

date the processing results.

21

Modified Client Programs - In some cases,

22

existing application programs may perform

23

most but not all of the functions needed for

24

the audit objective.

A monthly billing pro-

25

gram, for example, would perform most of the

26
27

11 SAS No. 11, Using the Work of a Specialist
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71.

tasks required to send out confirmations.

1

The auditor could simply obtain a copy of

2

the application program and modify it to

3

select accounts, print confirmation wording

4

on the face of the bill, and print a

5

list of the selected accounts.

The result

6

would be a specialized audit program with-

7

out the auditor having to write the entire

8

program.

9

Regardless of the source of the specialized audit program,

10

the auditor should define the objectives of the program and, where

11

necessary, provide the program logic flow.

12

The auditor should be

involved in and control the testing of the program
tests.

and control

those 13

If client personnel write the audit program or existing or

14

modified client programs are used, the auditor should not only deter- 15
mine that the program is performing the audit objectives but also

16

that no additional program code has been introduced that could alter

17

the processing results.

18

The auditor should consider the controls

discussed in the AICPA audit and accounting guide, The Auditor's

19

Study and Evaluation of Internal Control in EDP Systems and per-

20

form tests he considers appropriate in the circumstances.

21

He

should also consider reviewing program logic (see page 81)
controlling compilation.

and

Only after the auditor is satisfied that

22
23

the specialized audit program will perform the audit function

24

should reliance be placed on its output.

25

Evaluating the Use of Specialized Audit Programs

26

72.

The reasons for using specialized audit programs and the

27
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audit tasks performed are basically the same as those described in

1

Chapter 2 for generalized audit software.

2

In addition, the auditor

can perform tasks that are difficult or impossible for generalized

3

audit software.

4

The following are the major advantages of use of a

specialized audit program:
•

•

•

•

73.

5

It may enable the auditor to use a larger

6

variety of data in making audit decisions

7

by permitting the audit of files not

8

accessible by generalized audit software.

9

A specialized audit program may deal more

10

effectively with a large quantity of data.

11

A specialized audit program may prove more

12

economical in some cases.

13

Its use may help the auditor obtain an

14

understanding of the client's system and

15

operations.

16

Although specialized audit programs are not usually de-

17

veloped when generalized audit software is available to accomplish

18

the objective, the auditor should consider developing a specialized

19

audit program in the following types of situations:

20

•

•

Specialized audit programs may be written

21

to process more efficiently than generalized

22

audit software.

23

In some cases, processing

efficiency may outweigh the "ease of use"

24

advantage of generalized audit software.

25

A specialized audit program may be useful

26

for more than one application, one audit or

27
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1

could be economical when a number of uses

2

are planned.

3

If the program can only be

used one time it may be uneconomical.

•

•

74.

If

the audit client is planning a major re-

5

vision to a system or application, such

6

revisions could make a specialized audit

7

program obsolete before it is used initially

8

or after only a few uses.

9

Therefore, the

auditor should consider how many times the

10

specialized audit program can be processed be-

11

fore major modifications will be needed.

12

A specialized audit program can be developed

13

to handle complex logic and calculations which

14

might be difficult to perform with generalized

15

audit software.

16

A specialized audit program may be developed

17

to handle complex data structures not access-

18

ible by generalized audit software.

19

Compared to generalized audit software, specialized audit

20
21

programs:
•

•

4

require the auditor to have a more detailed

22

knowledge of coding in a programming language

23

than that needed to use generalized audit

24

software.

25

may require the auditor to make a special

26

effort to produce documentation, whereas

27
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•

many generalized audit software packages

1

are designed to produce some documentation.

2

may require the auditor to code control

3

features in the specialized audit programs.

4

These control features may be built into

5

many generalized audit software packages.

6

Audit Control of Specialized Audit Programs
75.

The control considerations and planning tasks discussed in

7
8

Chapter 2 are also applicable to specialized audit programs, since

9

the programs are simply audit software from a different source and

10

for a specific function.

11

The auditor should employ the design and

testing techniques described in Chapter 2 (pages 34 to 39)
76.

If extended periods of time elapse between executions of

these programs, the auditor might consider the use of the following

12
13
14

mechanisms to help insure that the program has not been inadvertently 15
or intentionally modified:
•

•

•

16

Recompile or reload the auditor's control

17

copy of the program before execution.

18

If a generalized library control program

19

is used in the installation, review the

20

log or other control mechanisms used by the

21

library program to determine whether the

22

specialized audit program has been accessed

23

during the intervening period.

24

Make use of program comparison software (if

25

available) to compare the program stored by

26

the client to a copy of the same program

27
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retained by the auditor, and determine the
differences.12
77.

When the auditor uses existing or modified client programs

which have been reviewed, the major concern is to insure that the
version of the program that the auditor reviewed is the version of
the program that is executed.

In deciding whether to rely on these

programs, the auditor should consider the client's general controls
over file and program changes and implementation of these changes13
and controls over access to files, programs and documentation.14
Also, the auditor should consider reviewing the control language
used to govern the order in which the programs are executed and the
libraries accessed, comparing planned and actual execution, to
insure the desired programs were used.
Examples of the Use of Specialized Audit Programs
78.

The following examples illustrate some ways that an auditor

might use specialized audit programs:
•

Test footings and extensions requiring
more complex calculations than generalized audit software can handle effectively.

•

Select audit samples by a technique not
available in the generalized audit soft-

12

A

more detailed description of this technique is provided under

"Program Comparisons" on pages 8 6
13

to 87.

General Control Nos. 8-9, pp. 34-36, The Auditor's Study and

Evaluation of Internal Control in EDP Systems.
14
General Control No.s 13-14, pp. 40-41, Ibid.
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ware package.

1

•

Print specialized confirmation requests.

2

•

Convert data from one computer manu-

3

facturer's internal coding structure to

4

another computer manufacturer's structure

5

by modifying computer records and/or

6

making changes to the format of the data.

7

Often such modifications and conversions

8

are made to enable use of generalized

9

audit software.

10

TIMESHARING PROGRAMS

12

Description
79.

11

Timesharing is

many users.

the simultaneous access to a computer by

As such, it is a type of computer service rather

13
14

It is included here because many of

15

the major timesharing vendors have libraries of programs that

16

can be helpful to auditors.

17

than an audit technique.

The programs of interest to auditors

fall into the following general categories:

80.

18

•

Analytical review

19

•

Statistical sampling

20

•

Recalculation

21

•

Generalized audit software

22

•

Specialized audit programs

23

To use these programs, the auditor would:
•

24

own, lease, or have access to a time-

25

sharing terminal.

26

Many are available

- 100 for as little as $100 per month.
•

contract with the timesharing vendor for
use of the computer services and the programs .

•

understand how to use the timesharing
system and the programs by reading the
vendor's documentation or attending a
course.

•

gather the data needed for the audit application.

Evaluating the Use of Timesharing Programs
79.

Many of the programs available are useful to perform

manual calculations more quickly, precisely, and efficiently.
service centers and minicomputer software vendors have similar
programs available.

The auditor may want to consider those

alternatives.
80.

Advantages of the timesharing approach are:

1)

the initial investment is relatively small

2)

the auditor may be able to use the available programs and need not write his own
audit application programs

3)

little training may be required to use
the system and the programs

4)

the auditor can access more than one
timesharing service from the standard
terminal

5)

the auditor may be able to obtain quick

Some
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results because of the fast "turnaround."
81.

Before using the timesharing approach, the auditor should

be aware of the following considerations:
•

•

•

•

1
2
3

The client may not want, for security

4

reasons, confidential company data to

5

be present on a timesharing system.

6

Although many of the major vendors now

7

have good controls to prevent data access

8

by unauthorized parties, security is an

9

important factor for the auditor to con-

10

sider in choosing a timesharing vendor.

11

The auditor will have to conform to the

12

requirements of the standard programs

13

available, unless he wishes to develop his

14

own programs.

15

All of the programs the auditor wishes to

16

use may not be available from one timesharing

17

vendor.

18

Although standard timesharing ter-

minals are compatible with many systems, the

19

auditor would have to learn a new set of

20

system commands for each vendor's system he

21

wishes to use.

22

Additonal factors the auditor should consider

23

in choosing a vendor include the reliability

24

of the service, general reputation and

25

financial stability of the vendor, and the

26

quality of support provided.

27
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Audit Control over Timesharing Programs
82.

The auditor should test timesharing programs before

relying on their output.

Many of the control considerations are

the same as those mentioned for specialized audit programs written
by outside programmers (see page 98 ).

Because the timesharing

program is run on a computer that is not operated by the client, the
auditor's concern over controls over program changes and access controls may be reduced to some extent.
Examples of Timesharing Programs Used for Audit Functions
83.

Analytical Review -

Analytical review is recognized

as one way to obtain the evidential matter required by the third
standard of field work.

Examples of the programs that many

major timesharing vendors have in this area are:
•

Balance sheet analysis - calculates and
displays the historical ratios
between categories of balance sheet accounts (e.g. current assets/non-current
assets) and between balance sheet accounts
and sales, for each period.

•

Operating analysis - calculates for each
account

the turnover, percentage of total,

ratio to a specified account, change from
one period to the next, percent period
change, compound growth rate, etc.
•

Financial analysis - aids in evaluating a
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•

•

84.

company's return on assets (ROA) for each

1

time period (years, quarters, months), cal-

2

culates growth rates, changes in assets and

3

operating cost accounts, analyzes the

4

sensitivity of the ROA to variations in the

5

asset and operating cost accounts.

6

Ratio analysis - calculates the ratios of

7

any two variables for up to 50 time periods

8

and provides the mean, standard deviation,

9

highs and lows for each ratio.

10

Regression analysis - fits data in a time

11

series to lines or curves, with the index of

12

"fit" and standard error of the estimate.

13

Statistical Sampling - SAS No. 1

14

states that both com-

pliance tests and substantive tests may be applied on either a

15

subjective or statistical basis.

"Statistical sampling may be a

16

practical means for expressing in quantitive terms the auditor's

17

judgment concerning the reliance to be derived from such tests and

18

for determining sample size and evaluating sample results on that

19

basis."15

20

Examples of timesharing programs available for these types of
audit applications are:
•

21
22

Random number generation - producing random

23

days for a given period, random page and

24

line numbers, or random document numbers

25

from a population of broken sequences.

26

15 SAS No. 1, section 3 20.75.

27
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•

•

•

Mean-per-unit estimation - determination

1

of sample size; evaluation of sample re-

2

sults (with or without stratification).

3

Ratio and/or difference estimation - deter-

4

mination of sample size; evaluation of sample

5

results (with or without stratification).

6

Dollar unit sample selection and sample

7

analysis.

8

Stratification of a series of data into a

9
10

cumulative frequency distribution.
85.

Recalculation - Recalculation is one of the most widely used 11

audit techniques.

It provides the auditor with reliable evidence

of the mathematical accuracy of the result.

Examples of these

programs are:
•

•

•

86.

12
13
14

Depreciation computations - straight line,

15

125%, 150% or 200% declining balance,

16

or sum-of-the-years digits

17

methods.

18

Earnings-per-share calculations - primary

19

and fully-diluted amounts.

20

Accounting for leases as required by

21

FASB No. 13.

22

Generalized Audit Software - Chapter 2 described the use

23

of generalized audit software on the client's computer system or

24

the auditor's own system with copies of the client's files.

25

Generalized audit software is also available on a few timesharing

26

systems.

The approach is the same as described in Chapter 2, but the 27
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steps the auditor takes differ in some ways.
87.

1

There are two approaches to using generalized audit software 2

on a timesharing system.
1)

2)

3

The auditor inputs the client's data into

4

the timesharing system, either by trans-

5

mitting it from a remote terminal, or by

6

obtaining copies of the client's files on

7

tape, disc, or some other machine-readable

8

media and sending them to the timesharing

9

installation.

10

At a timesharing terminal, the auditor

11

accesses the generalized audit software

12

program.

13

The timesharing system prints

questions at the terminal, such as "What

14

kind of hardware does the client have?"

15

and "What kind of operating system?"

16

The

auditor answers these questions and enters

17

the audit software specifications in answer

18

to additional prompts from the terminal.

19

With this information, the audit software

20

system would generate a program (in COBOL,

21

RPG, etc.) to perform the functions

22

specified by the auditor.

23

The generated

program is punched on cards or written on

24

tape or disc.

25

The auditor then takes the

generated program to the client's computer

26

installation or a service center to pro-

27
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88.

1

Specialized Audit Programs - Most timesharing systems

allow the users to write specialized programs.
COBOL are commonly available languages.

BASIC, FORTRAN and

The approach is the same as

2
3
4

that described in "Specialized Audit Programs," pages 9 3 to 100.

5

ADDITIONAL TECHNIQUES

6
7

Parallel Simulation (Modeling)
89.

Description - The auditor develops a program to perform

the same key functions as the application to be tested.

The auditor

8
9

processes the same data using the client's application program

10

and his own simulation program.

11

The results are compared.

All

discrepancies in the output of the two programs should be in-

12

vestigated.

13

If the output is the same, or differences are satis-

factorily explained, the auditor's understanding of the system

14

is confirmed and he has some assurance that the client's program

15

is processing data as intended.

16

The auditor need not simulate

all of the functions of a program, only the ones in which he is

17

interested.

18

90.

Evaluating the Use of Parallel Simulation - An advantage

19

of the parallel simulation technique is that the auditor uses

2C

actual client data.

21

91.

Parallel simulation has several disadvantages.

A complex

22

simulation program can be time-consuming and costly to create.

22

The auditor should obtain a detailed understanding of the client's

24

application program.

25

The auditor may choose to use generalized

audit software (Chapter 2) to create the simulation program or

26
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take a specialized audit program approach (page 9 3 ) .

The auditor

1

should recognize that when the client application program is modi-

2

fied, the auditor may have to update the simulation program. In

3

choosing an application to simulate, the auditor should look for a

4

relatively simple application with a low probability of substantial

5

change.

For example, the auditor could reprocess the client's

6

payroll periodically and compare his results with the client's

7

output.

8

Embedded Audit Modules

9

92.

Description - Embedded audit modules are sections of

10

program code to perform audit functions, that are incorporated into

11

the client's application program.

12

•

•

They may be of several types:

Audit modules that are not usually

13

processed when the application program

14

is run.

15

The auditor activates the audit

module periodically when he wishes to

16

perform that audit task.

An example of

17

this type of audit module is a confirm-

18

ation program embedded in a monthly

19

billing program.

20

Audit modules that provide continuous

21

monitoring at specific points in the

22

program.

23

This technique is sometimes

referred to as System Control Audit

24

Review File (SCARF).

25

The auditor could,

for example, write an audit module to

26

monitor all transactions that involve

27
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overrides of controls or errors that fall
within tolerances established in client's
policy.

Each transaction that meets the

criteria set by the auditor will be written
onto a special file for later analysis by
the auditor.
•

Audit modules using extended transaction
records.

The client's transaction file

is modified to allow the auditor to mark
transactions with a special code as the data
is input to the system.

At specific points

in the system, certain marked records are
written on a special file for later review
by the auditor.

Variations of this technique

are "snapshot," use of an "audit indicator"
and "tagging."
93.

Evaluation of the Use of Embedded Audit Modules - This

technique can be useful for both monitoring sensitive control
points in an application and tracing particular transactions
through the application program.

Embedded audit modules are

generally used infrequently because, to be a practicable technique,
the auditor should be involved in systems design.

In addition,

the audit files generated by the modules may require more continuous
review than the independent auditor can generally provide.

When

considering the use of this technique, the auditor may want to
review controls over program changes and access controls.
These controls are discussed in The Auditor's Study and Evaluation
of Internal Control in EDP Systems.
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Use of Job Accounting Data
94.

1

Description - Many computer manufacturers provide software

2

to generate utilization reports of the resources used by the computer 3
system.

The information this software generates is usually used for

4

EDP department accounting purposes and to improve operations ef-

5

ficiency.

6

However, because it provides a record of the activity of

the computer

system, the auditor may be able to use job accounting

7

software to review the work processed to determine that unauthorized

8

applications were not processed and that authorized applications

9

were processed properly.

For example, the auditor could use job

10

accounting data to determine whether production programs were run

11

at the correct time, and the correct number of times according to

12

the schedule set up in the client's control procedures.

13

95.

Evaluating the Use of Job Accounting Software - Depending

14

on the type of job accounting software, the auditor can (1) review

15

the reports produced by the client in normal processing, (2) use

16

it to generate special reports directly, or (3) use it to create

17

a file of requested utilization data that he can analyze selectively.18
Analysis of the job accounting files may be aided by the use of

19

generalized audit software, specialized audit programs, or

20

additional software packages developed specifically for this

21

purpose.

22
23
24
25
26
27
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APPENDIX A
POTENTIAL GENERALIZED AUDIT SOFTWARE APPLICATIONS
The following list of potential applications has been prepared
to assist the auditor in planning uses of a generalized audit software system. The list is not a comprehensive summary of all possible
applications. It was designed to be a point of departure for the
auditor to consider how generalized audit software might be used
to supplement or strengthen other audit procedures. These potential
applications can also be performed using specialized programs or,
in some cases, utilities.

1.

2.

Cash Receipts
A.

Print and foot cash receipts journal.

B.

Summarize cash receipts by the respective account
distribution for reconciliation to the general
ledger posting.

C.

Select sample for compliance or attribute testing.

D.

Summarize/segregate by the type of receipts.

E.

Match
cash receipts to cash payments applied to
the accounts receivable file.

F.

Test for unusually large receipts, unusual classifications, or unusual allowances or discounts.

Cash Disbursements
A.

Print and foot cash disbursements journal.

B.

Summarize cash disbursements by the respective account
distribution for reconciliation to the general ledger
posting.

C.

Select sample for compliance or substantive testing.

D.

Summarize/segregate by the type of disbursement.

E.

Match
cash disbursements to the disbursements
applied in the accounts payable file.
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3.

4.

F.

Test for unusually large disbursements or unusual
disbursement classifications.

G.

Test for missing or duplicate check numbers.

H.

Test for duplicate payments on. invoice numbers or
purchase order numbers.

General Ledger and/or Journal Entry System
A.

Match
general ledger amounts to the totals summarized
in the cash receipts and cash disbursements tests for
the respective account classification.

B.

Test for unusual journal entry codes.

C.

Test for unusually large journal entries.

D.

Select sample of journal entries for compliance
or substantive testing.

E.

Print and foot general ledger trial balance.

F.

Print the standard, monthly journal entries.

Payrolls
A.

Print and foot payroll transactions.

B.

Summarize payroll transactions by the respective
account distribution for reconciliation to the general
ledger and inventory charges.

C.

Test

D.

Merge the payroll transaction files with the payroll
master files, and test for exceptions:
i.
ii.
iii.
iv.
v.
vi.
vii.
viii.

computation extensions and deductions.

Difference in the number of exemptions.
Gross pay in excess of $XX.
Differing hourly/salary rates.
FICA differing from the authorized tax rate.
Maximum FICA earnings exceeded.
Duplicate or missing records (employee numbers) .
Hours worked greater than XX.
Flagging or purging of master records for terminated employees.
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5.

Sales
A.

Print and foot sales journal.

B.

Summarize sales by the respective account distribution for reconciliation to the general ledger
posting and accounts receivable file.

C.

Match
sales records to the accounts receivable
file sales posting.

D.

Test for unusually large amounts.

E.

Test for missing or duplicate invoice numbers.

F.

Compare shipping dates to the month recorded and flag
potential cutoff problems.

G.

Test sales invoices for:
i.
ii.

iii.

6.

Arithmetical Accuracy
Unit Price
—

Range of allowable prices.

—

Match to the master file.

Discount Allowed

H.

Analyze by market, product line, customer, cost, sales
commission, etc.

I.

Select sample for compliance or substantive testing.

Accounts Receivable
A.

Test for clerical accuracy—footings and extensions.

B.

Print trial balance or aging.

C.

Age

D.

Print accounts (or invoices) within specific aging
categories and over specific dollar limits.

E.

Print unusual invoices, refunds, debit memos, etc.

F.

Test for new large dollar volume accounts.

using client's method or auditor-defined method.
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7.

G.

Print account balances exceeding the credit limits
by a specific percentage.

H.

Print accounts with large past-due amounts.

I.

Select accounts or invoices for circularization using
sampling and confirmation programs.

J.

Sort and summarize by customer number or type of
account, type of collaterial, or sales terms.

K.

Using weekly/monthly update files (if available) move
accounts receivable from date of circularization to
year-end. Select transactions for additional testing
from these update files.

L.

Test sales, including cutoff ratios (turnover, etc.) and
discounts allowed.

M.

Apply cash receipts subsequent to the confirmation date
to accounts receivable to determine uncollected receivables or receipts for which no receivable was recorded.

N.

Merge interim balances with year-end balances and print
a comparative trial balance, or accounts with changes
greater than X%.

Inventory
A.

Test the clerical accuracy of footings and extensions and
merge the quantity file with pricing/cost files.

B.

Select a sample for price testing using large dollar
balances, systematic sample, and/or dollar value
estimation.

C. Using physical count files :
i.
ii.

iii.
D.

Test for duplicate or missing tag numbers.
Match test counts obtained during physical
inventory observation to the inventory file
(via card file input of test counts).
Summarize by product number.

For a perpetual inventory, use sampling programs to
stratify, select, and print a sample for physical
testing.
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Using the master cost file:
i.

Test for duplicate part/item numbers.

ii.

Test reasonableness of unit costs.

iii.

Segregate unusual increases/decreases in
standard costs. Merge updated file with prior
period files and print unusual variances.

iv.

Merge with year-end inventory file for pricing
test.

F.

Test for lower of cost or market (based on average selling
price, current year standard costs, etc.).

G.

Test for obsolete/slow-moving items—"excess inventory":
i.
ii.

iii.

Use the client's method (if it is considered
reasonable).
Use the date of the last shipment or convert the
current year's sales dollars to quantities and
isolate quantities on hand in excess of the normal
turnover.
Merge the inventory file with the sales files and
calculate the supply on-hand and compare
to the prior usage.

H.

Perform a turnover analysis.

I.

Calculate gross profit or potential gross profit
by product line or in total.

J.

For LIFO inventories:
i.
ii.
iii.
iv.

8.

Calculate the base and current year extensions.
Summarize and compute the current year index.
Compute the LIFO value for each LIFO pool.
Compare base prices to prices from prior year's
files.

Property, Plant, and Equipment
A.

Test the clerical accuracy of footings and extensions,
and print a trial balance of the account.

B.

Calculate depreciation (book and tax), comparing them
to the installation figures, and print exceptions.
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9.

C.

Compare to determine that accumulated depreciation
does not exceed cost for any assets.

D.

Summarize activity for the year by type.

E.

Summarize by classification, location, etc.

F.

Compute the investment tax credit and recapture
for the year's transactions.

G.

Select samples for testing—additions, retirements, etc.

H.

Test for obsolescence. Set standards for average lives
and compare them with the current actual lives.

I.

Test for duplicate or missing asset numbers.

J.

Compute amortization for intangibles.

K.

Select sample disbursements for repairs and maintenance
for testing.

L.

Summarize leases by type, and calculate footnote information required.

Payables
A.

Print and foot trial balance.

B.

Test expense computations/groupings (i.e., account
distribution).

C.

Select vendors for vendor request (based on
frequency, large dollar volume, etc.).

D.

Develop or test history by vendor (using 12 month
files).

E.

Search for unrecorded liabilities:
i.
ii.

10.

Sample additions to accounts payable subsequent
to the cutoff date.
Merge cash disbursements subsequent to the cutoff
date with accounts payable, and investigate unmatched disbursements.

Notes Payable/Short-Term Debt
A.

Foot and summarize the year's activity.
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For 10-K purposes, calculate the following:
i.
ii.
iii.
iv.

11.

Average interest rate during the year.
Average short-term debt outstanding during
the year.
Weighted average interest rate.
Largest month-end balance.

General Ledger
A.

Print and foot a summary.

B.

Merge with the prior year and print a comparative
trial balance. Also, consider a print-out of significant operating account changes by calculating percentage changes.

C.

Calculate various ratios.

D.

Select journal entries for testing.

E.

Print the year's activity for selected operating
accounts (for example, rent, taxes, repairs
and maintenance, and legal and professional fees).

F.

Print the activity for related party transactions.
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APPENDIX B
INVENTORY AUDIT CASE STUDY
PURPOSE
The purpose of this case study is to demonstrate how generalized
audit software can be used to accomplish a typical audit objective.
The example's package is merely representative of many audit software packages; it does not actually exist. In addition, the example
is not a complete application; it shows only representative input to
the package and sample output reports.
The auditor's objective is to determine that the client's
inventory at December 31, 19X2 is stated at cost (computed on the
first-in, first-out method) but is not in excess of market value.
AUDIT OBJECTIVES
The example generalized audit software package is used to
analyze and test data on the client's 19X2 physical inventory and
year-to-date sales files, which are maintained on magnetic tapes.
The audit team has decided to use the audit software to perform the
following procedures:
1.

Extend the 19X2 physical inventory counts at both the
current and the previous year's standard costs and calculate the percentage change of standard costs in 19X2.

2.

Analyze the client's physical inventory file at 19X2
standard costs and list details by part number, and subtotals by product type.

3.

Select inventory part numbers for subsequent verification
of unit cost and valuation under the lower of cost or
market method. Selection parameters 1 are:
•

Select every part with an extended value greater than
$100,000, and

•

On a random basis, sample 10% of all parts not selected
above.

CLIENT DATA FILE
The 19X2 physical inventory is on a magnetic tape file created from
1

These selection parameters are presented only to illustrate the
audit software application. The audit circumstances are not
sufficiently described to evaluate whether or not they are
appropriate.
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the client's physical inventory count tickets. Each record on
the file contains 80 bytes of information. Each record represents
one physical inventory count ticket and the file has been sorted
into ascending sequence by ticket number. The records in this file
are organized as follows:
Field Description
Count ticket
Count team
Part number
Description
Quantity at
12-31-X2
19X1 Standard
Unit Cost
19X2 S t a n d a r d
Unit Cost
Filler
LOGIC FLOWCHART

Position on Record
Starting
Length

Field Type

Number of
Decimal Places

1
7
10
15

6
3
5
40

Character
Character
Character
Character

55

8

Numeric

0

6633

7
7

Numeric
Numeric

3

70
70
77

7
7
4

Numeric
Numeric
Character

3

The flowchart on page B-4 was used to assist the auditor in preparing the generalized audit software instructions necessary to
accomplish the audit objectives.
OUTPUT REPORTS
Using the audit software program's instructions, the auditor
specifies which records he would like printed and the format of each
report. Two printed output reports are shown in this illustration:
Report Name
Duplicate inventory count tickets
19X2 inventory by part number
In
cessing
produce
reports

Report
Number

Page

1
2

122
122

addition to the reports the auditor specifies in the profunction, some audit software packages may automatically
several control reports at the end of each pass. Two such
are shown in this illustration:
Report Name

Missing or duplicate records
Record counts

Page
123
12 3

VALIDATION REPORTS
Some audit software packages may produce several validation
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reports to help the auditor debug, document and review and application. One such report is shown in this illustration:
Report Name
Logic documentation

Page
12 3

The report translates the audit package instructions into
readable sentences.
The following are examples of some of the coding and reports
for a typical audit software package.
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(See page 122 )

(Not shown)

(See page 122)

-

INPUT FUNCTION

ROCESS1NG FUNCTION

OUTPUT FUNCTION-REPORT (SYSTEM FORMATTED)

121

-
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OUTPUT FUNCTION-REPORT (AUDITOR FORMATTED)
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APPENDIX C
GENERALIZED AUDIT SOFTWARE APPLICATION PHASES AND TASKS
The following list suggests tasks which the auditor may want
to consider when using generalized audit software. The list is
offered as an aid and does not imply that the auditor should perform any or all these tasks.

A.

Feasibility and Planning Phase
1.

Determine if technique use appears desirable. (See
"Factors," pp. 20 to ?A) .

2.

State which specific audit objectives and
tasks are to be accomplished.

3.

Determine the specific reports and other outputs
required, and the general flow of processing.

4.

Review the content, accessibility, sequence, format,
and retention of pertinent client data files or
programs.

5.

Identify personnel who will provide administrative
or technical services.

6.

Determine equipment needs including the availability
of a compatible computer, the appropriate software
and necessary supplies.

7.

Determine, for each application planned, whether the
application will be self-proving. If not, or if there
are other reasons for specific controls, indicate the
required degree of control.

8.

Prepare a schedule of target dates, and time and
expense estimates.

9.

Decide whether to proceed.

10.

B.

If the application is implemented, summarize the plan
and discuss the plan with all involved audit team and
client personnel.

Application Design Phase
1.

Obtain a dump of pertinent client files and compare
to file layout.
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C.

D.

2.

Prepare a flowchart of the overall application.

3.

Define logic operations in narrative or flowchart
form.

4.

Define in detail all reports and other outputs.

5.

Define control totals or other controls.

6.

Obtain or prepare code tables for all codes used.

7.

Define all fields needed in the current and subsequent applications.

8.

Formulate a test plan, or describe in detail how
the application is self-proving.

9.

Desk check logic for errors and to assure that
audit objectives will be met.

10.

Obtain technical review of design.

11.

Review design results and budget status
before proceeding.

Coding and Testing Phase
1.

Code specifications as required.

2.

Desk check logic of specifications.

3.

Key in data.

4.

Check keyed data for punching and sequencing errors.

5.

Run tests until error free.

6.

Execute specified testing procedures.

7.

Establish final processing schedules.

8.

Obtain technical review of diagnostic and tests.

9.

Review coding and testing results and budget status
before proceeding.

Processing Phase
1.

Reaffirm final processing time schedule.

2.

Determine that data file formats or programs have
not changed since testing.
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E.

3.

Process the application, and review and reconcile
results.

4.

If applicable, have client review confirmations.

5.

Update application documentation to reflect final
results.

6.

Retain appropriate copies of data and work files.

7.

Obtain technical review of all outputs.

Application Wrap-Up
1.

Incorporate results, diagnostics, and other pertinent
documentation into working papers.

2.

Using supplemental memoranda as necessary, summarize
application results including audit conclusions and
suggested changes for future years.

3.

Review application audit results, and time and expense
data .
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APPENDIX D
ERRORS OR IRREGULARITIES AND SOME PROGRAMMED
CONTROLS WHICH MAY PREVENT OR DETECT THEM
The following list relates some programmed controls to the
types of errors or irregularities they are designed to prevent or
detect. The list is offered as an aid for the auditor's consideration. The auditor is not expected to perform tests of
compliance for every control listed, but only for those controls
that will serve as a basis for audit reliance.
Errors or
Irregularities

Programmed Control
Technique to Prevent or Detect

Input Phase
a.

Lost or duplicated
data

Check sequence of prenumbered batch
serial numbers.
Check sequence of prenumbered transactions .
Recalculation of amount control totals.
Recalculation of document control count.
Recalculation of hash control totals.

b.

Inaccurate data

Recalculation of amount control totals.
Recalculation of hash control totals.
Compare data format to prescribed
format for data fields.
Recalculate check digit.
Compare data field values to prescribed
values, limits or range or values per
program table.
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Irregularities
c.

Missing data

Programmed Control
Technique to Prevent or Detect
Test completeness of data record.

Processing Phase
a.

Wrong data file

Check file labels, including block
and/or record length.
Check sequence of prenumbered batch
serial numbers.
Recalculation of amount control totals.
Recalculation of document control count.
Recalculation of hash control totals.
Check sequence of prenumbered transactions.

b.

Wrong record

Check sequence of prenumbered transactions.
Check for presence of overflow condition
in data fields or control records.
Compare data format to prescribed format
for data fields.
Test completeness of data record.
Compare data field values to prescribed
values, limits or range of values per
program table.

c.

Incomplete data/or
incorrect data

Recalculation of amount control totals.
Recalculation of hash control totals.
Check sequence of prenumbered transactions.
Check for presence of overflow condition
in data fields or control records.
Test completeness of data record.
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Irregularities

Programmed Control
Technique to Prevent or Detect
Compare data field values to prescribed
values, limits or range of values per
program table.

d.

Erroneous data
initiated internally

Compare data field values to prescribed
values, limits or range of values per
program table.

Output Phase
a.

Erroneous output

Test completeness of output record.
Compare data field values to prescribed
values, limits or range of values per
program table.
Check trailer labels.
Balance control totals.
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