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Preface

PREFACE

The CPA’s Handbook of Fraud and Commercial Crime Prevention (Fraud Handbook) provides CPAs
with practical information, checklists, and examples to help identify and respond to fraud in the
workplace. Although it is impossible to eliminate the risk of fraud completely, effective prevention
policies can reduce opportunities for fraud to occur. At the same time, sophisticated detection
methods can help uncover fraud in the early stages, minimize losses, and enable those affected by
fraud, particularly CPAs or financial managers responsible for fraud prevention, to react to fraud in
a way that could solve or mitigate the problem rather than contributing to it.

FRAUD HANDBOOK

The focus of this Handbook is fraud prevention and is written by CPAs for CPAs. Since prevention
cannot be realized without understanding how fraud is perpetrated and concealed, the material in
this Handbook has been written to explain to CPAs the nature and extent of fraud and to provide
fraud prevention techniques. In addition to the core topics of fraud prevention and methods of
combating specific kinds of fraud, two chapters are devoted to computer security and the unique
kinds of crimes and criminals related to computer crimes.

This Handbook has been carefully designed to address not only the “whys” or reasons that fraud
exists, but also the “hows” or the methods by which fraud takes place. The Fraud Handbook
provides invaluable guidance and tools for preventing fraud from ever occurring in the first place.
Highlights of the Handbook’s coverage are outlined below.

Managing the Risk of Fraud (Chapter 1)

Chapter 1, “Managing the Risk of Fraud,” describes fraud risk: understanding it and guarding
against the threat posed by it. The specific factors that affect fraud risk are addressed, including the
key internal controls—basic, supervisory and audit—that help prevent fraud. Since detecting and
preventing fraud in books of account is key to any prevention strategy, there is a section devoted
exclusively to this topic, with fraud and AICPA Statement on Auditing Standards (SAS) No. 99,
Consideration of Fraud in a Financial Statement Audit (AICPA, Professional Standards, vol. 1, AU sec.
316) covered in relation to fraud auditing.

Appendix B, a complete text version of the current SAS No. 99, is provided on the Fraud Prevention
Checklists CD-ROM 2004-2005 included with the Handbook. An overview of SAS No. 99’s content

includes the following:

Description and characteristics of fraud

The importance of exercising professional skepticism

Discussion among engagement personnel regarding the risks of material misstatement due to fraud
Obtaining the information needed to identify risks of material misstatement due to fraud
Identifying risks that may result in a material misstatement due to fraud

Assessing the identified risks afler taking into account an evaluation of the entity’s programs and
controls

Responding to the results of the assessment

Fraud Supp. 4—3/04 x1
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® FEvaluating audit evidence
® Communicating about fraud to management, the audit committee, and others
® Documenting the auditor’s consideration of fraud

In addition, SAS No. 99 amends SAS No. 1, Codification of Auditing Standards and Procedures (AICPA,
Professional Standards, vol. 1, AU sec. 230, “Due Professional Care in the Performance of Work”), and
SAS No. 85, Management Representations (AICPA, Professional Standards, vol. 1, AU sec. 333).

A comprehensive and practical “Risk Management Checklist” is included at the end of the chapter
with specific risk factors as they relate to internal control.

Promoting an Ethical Environment (Chapter 2)

Because an ethical environment is a key element in any effective prevention strategy, this chapter
includes the steps that can be taken to promote an ethical environment within an organization, and
thereby reduce the risk of fraud. A sample code of ethics and business conduct, which can be
reproduced and/or adapted for use in any organization, is included on the CD-ROM, along with
an ethical environment checklist.

In addition, Additional Fraud Resources have been added to the CD-ROM to further
guidance in this chapter: Resource 1: “Implementing An Ethics Strategy,” Resource 2: “Designing An
Ethics Training Program,” “Ethics and Fraud In Business: Cases and Commentary,” and

Resource 3: the AICPA/CICA Privacy Framework , which provides criteria and related materials
for protecting the privacy of personal information—both On and Off-Line, to help manage fraud-
related risks.

Insurance Against Fraud (formerly Risk Financing and Fidelity Insurance)
(Chapter 3)

Risk management is a key component of fraud awareness and is essential for providing protection
against potentially catastrophic risks, including fraud-related losses. Every organization must
identify its risks and implement a strategy that balances the cost of potential losses with the cost of
an acceptable level of risk management. Chapter 3, “Insurance Against Fraud,” examines risk
financing and reviews the kinds of insurance coverage generally available against employee fraud
and dishonesty. It also highlights some of the issues found in insurance policies, common
exemptions, and some of the important duties of the insured.

In addition, the chapter provides a step-by-step guide to making a claim after the discovery of the
dishonest act. A “Fraud Insurance Checklist” is included as well.
Computer Security and System Recovery (Chapter 4)

Adequate computer security is an indispensable fraud prevention tool. Chapter 4, “Computer
Security and System Recovery,” provides a comprehensive overview of computer security,
including physical security, logical security, and system recovery. A checklist is also included with
this chapter.

Internal Fraud (Chapter 5)

Chapter 5, “Internal Fraud,” addresses the various ways fraud is committed against an organization
by a perpetrator from within that organization, meaning, by officers, managers, or employees—the
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most common form of fraud. Frauds are classified according to the various accounting cycles to
which they relate: sales and collection, acquisition and payment, payroll and personnel, inventory
and warehousing, and capital acquisition and repayment. Since cash is the focal point of most
entities, a separate section is devoted to cash misappropriation.

External Fraud for Personal Gain (Chapter 6)

Fraud can also be committed against organizations by suppliers, professional con artists and other
outside perpetrators. Chapter 6, “External Fraud for Personal Gain,” covers the various ways
frauds are committed against small businesses and individuals, the government, and financial
institutions, such as banks and insurance companies. Case studies are included to clarify the
various kinds of fraud perpetrated by outsiders.

Commercial Crime (Chapter 7)

In addition to being victimized by fraud, organizations can also be the perpetrators of fraud.
Chapter 7, “Commercial Crime,” provides the various forms of commercial crime and methods of
preventing them. The crimes considered include false advertising, industrial espionage and trade
secret theft, insider trading, securities fraud, organizational bribe giving. Interesting and
informative case studies are included to exemplify the different kinds of commercial crime.

Computer Crime and Computer Criminals (Chapter 8)

Although it has created very few genuinely “new” frauds, the computer has dramatically changed
the environment in which fraud is committed. Chapter 8, “Computer Crime and Computer
Criminals,” describes the nature of computer crimes and computer criminals and details the
controls that prevent and detect fraud. The section, “Fraud and the Internet” describes the
characteristics of the Internet that make it an inadvertent facilitator of fraud as well as steps to take
to avoid being victimized. The topic of computer forensics and making the best use of it in
investigations is covered. A “Computer Crime Checklist” appears at the end of the chapter.

Dealing With a Known or Suspected Fraud (Chapter 9)

Despite the best prevention strategies, fraud may occur. Chapter 9 familiarizes CPAs with forensic
accounting and the techniques of fraud investigation. Beginning with the fundamental concepts of
forensic accounting, this chapter details a straightforward five-step investigative process to help
CPAs understand the role of forensic accountants and others involved in fraud investigations. A
comprehensive checklist of steps to be followed in a fraud investigation is included at the end of
the chapter.

Reducing the Risk of Financial Statement Fraud (Chapter 10)

The costs of financial statement fraud have been realized with the revelations in the marketplace
and the media that once respected companies (and the darlings of Wall Street) were built on
fraudulent manipulation of their financial statements. The resulting aftermath has included stock
market upheaval, huge financial losses for investors and employees, and additional oversight
demands and actions from regulatory agencies. The costs of financial statement fraud have never
been more in focus than now.

Fraud Supp. 4—3/04 ' xiii
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In this atmosphere, it is more important than ever for financial professionals to understand
financial statement fraud and how it might be used to deceive boards of directors and audit
committees members, senior management, auditors, and investors.

Chapter 10 focuses on the pervasive nature and special areas of financial statement fraud, the
impact of SAS 99, and the new regulatory environment. A comprehensive Financial Statement
Fraud Checklist is included at the end of the chapter.

Resource 4, “Evaluating the Independent Auditor: Questions to Consider” has been added to the
CD-ROM and includes a series of questions that the audit committee should answer about its
relationship with the independent auditor, and also questions that it should ask of key executives in
the organization in order to receive their comments as well.

Corporate Security: Threat and Crisis Management (Chapter 11)

Although most corporations have formal plans for fire and systems disasters, many would be
forced to improvise if confronted by an emergency, whether man-made or natural. Chapter 11,
“Corporate Security: Threat and Crisis Management” identifies the types of threats a business faces
and addresses the primary issues involved in preventing or detecting such threats. Since there are
certain threats that no plan can anticipate, this chapter also includes emergency, business
resumption, and physical security planning. This comprehensive chapter concludes with a useful
checklist.

Bankruptcy Fraud (Chapter 12)

For CPAs to understand bankruptcy fraud, it is necessary to understand the bankruptcy process.
Chapter 12, “Bankruptcy Fraud” begins with a discussion of insolvency, the filing process and the
bankruptcy petition, then identifies fraud in bankruptcy filings, provides thorough descriptions of
the elements of bankruptcy fraud and details various kinds of bankruptcy fraud. In addition, this
invaluable chapter discusses punishment provisions and the necessity of the mandatory referral
report. The comprehensive checklist at the end of the chapter is organized according to elements
and kinds of bankruptcy fraud. Selected bankruptcy forms are available on the Fraud Prevention
Checklists CD-ROM.

Detecting Procurement Fraud (Chapter 13)

Procurement fraud is one of the most difficult white-collar crimes to detect. All too many
companies refuse to entertain the thought that their team of loyal employees could harbor
fraudsters. When fraud strikes the management team is taken by surprise. Regrettably, it is only
after the insurance company has refused to pay the employee fidelity claim, that it decides to
implement tighter controls and actively seek to deter fraud among its employees. Much of the
damage caused by procurement fraud can be easily combated by separation of employee duties
coupled with surprise audits and continuing management oversight.

Chapter 13 provides the specific tasks and controls needed to combat it: Screening Procurement
Contracts, Scrutinizing Suspect Procurement Contracts, In-depth Examination of Suspect
Procurement Contracts, and Reporting Fraud in Procurement Contracts. Also, the chapter includes
red flags in various areas under scrutiny.
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Identity Theft and Corporate Identity Fraud (Chapter 14)

Identify theft is now being touted as “. . . . A Critical National and Global Threat.” According to
the FTC the most common cases of ID Theft involved credit card fraud, followed by phone or
utility fraud; bank fraud; employment-related fraud; government document or benefit fraud and
loan fraud. It is a growing problem both for consumers and businesses. Chapter 14 is a practical
guide to ID theft. The Appendix offers a useful checklist to detect personal and corporate identity
theft and fraud.

Though fraud experts estimate that more than 75 percent of frauds are undetected, it’s difficult to
reach a precise number because fraud not only evades detection by company management, but
also goes unreported or underreported in many instances. Firms do not disclose their losses
resulting from fraud for many reasons, including that they are embarrassed that they have been
defrauded, or they want to keep the bad news from investors, clients, and customers.

It is with this in mind that the Fraud Handbook is written. Perhaps because fraud is so under-
reported, many companies think it will never happen to them. Unfortunately, an organization
unwilling to consider that its personnel, agents or vendors could act dishonestly is a fraudster’s
dream. What better environment to exploit than one in which the guard is down?

The Fraud Handbook is an invaluable, practical guide to assist you in preventing fraud from ever
occurring in the first place.

APPENDIX

A—Fraud Sector-By-Sector

This comprehensive section outlines a breakdown of fraud in the different sectors, complete with

checklists and fraud vulnerability grids for each of the following sectors:
® Construction

Financial services

Government

High technology

Manufacturing

Media and communications

Nonprofit

Professional services

Real estate

Recreation

Natural resources

Retail

Small business

Transportation

Wholesale
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B—Statement on Auditing Standards (SAS) No. 99, Consideration of Fraud
in a Financial Statement Audit

Appendix B, the complete text version of the current SAS No. 99, is provided on the Fraud

Prevention Checklists CD-ROM 2004-2005 included with the Handbook. SAS No. 99 is provided in
portable document format (PDF) and is readable with Adobe Acrobat Reader. You can download
the reader from http://www.adobe.com/products/acrobat/readstep.html if you do already have it
installed on your computer.

REFERENCES

This alphabetical listing of the most current and relevant sources of information, including a
separate section for Web sites and books, pertaining to fraud, commercial crime, and other closely
related topics is included for further reading.

GLOSSARY

The comprehensive glossary is an effective quick-reference tool that provides an alphabetically
arranged listing of definitions and explanations for all fraud-related terms and kinds of fraud.
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CHAPTER 1:
Managing the Risk of Fraud

1.1 THE NATURE AND EXTENT OF FRAUD

1.1.1 Definitions

The key word used in most dictionaries to define fraud is deception. In the broadest sense of
the word fraud, this definition may be sufficient. However, in the context of this Handbook, a
slightly more restrictive definition is appropriate. Fraud is criminal deception intended to
benefit the deceiver financially. Both of the qualifiers in this definition are necessary—that is,
the deception must be c¢riminal in nature and involve financial benefit.

Criminal Deception

The qualifier ¢riminal is necessary to exclude certain deceptions that may financially benefit
the deceiver—for example, the mild overstatement of one’s skills on a job application;
however, this kind of transgression will not be examined in this Handbook. Although such
an overstatement could be labeled fraudulent in the broadest sense of the word, it can
hardly be described as criminal.

Note that, for purposes of this definition, the word c¢riminal is not used in a strict legal sense.
Rather, it refers to a seriously “wrong” action taken with malicious intent. Thus, even if
perpetrators of fraud are able to avoid successful criminal prosecution—for example,
because a particular jurisdiction has lax laws or enforcement, or because of some legal
technicality—their actions are still considered “criminal” for purposes of this Handbook.

Financial Benefit

The qualifier financial benefit is necessary to exclude certain types of criminal deception that
we do not commonly think of as fraud and therefore, are not addressed in this Handbook—
for example, a wealthy bigamist failing to disclose a previous marriage.

The financial benefit accruing to the fraudster from an action need not be direct for that
action to be considered fraudulent. Indirect financial benefits are also possible, for
example, environmental criminals (fraudsters) who dump toxic waste into rivers to avoid
higher disposal costs and falsify records to conceal their actions.

1.1.2 Magnitude of the Threat

Because the essence of fraud is deception, determining its prevalence is problematic. Many
frauds go undetected—probably more than 75 percent—and many frauds that are detected
are not reported. It is virtually impossible to compile reliable statistics under these
circumstances.

Fraud Supp. 3—3/03 3



The CPA’s Handbook of Fraud

Simply based on the largest reported frauds—for example, the recent corporate scandals
(Enron, Worldcom, et al), the U.S. savings and loan scandal, BCCI, Ivan Boesky, and
Michael Milken—it is safe to say that fraud in the United States runs into the billions of
dollars. In its 2002 Report to the Nation: Occupational Fraud and Abuse, the Association of
Certified Fraud Examiners estimates $600 billion in revenues or 6 percent of GDP will
have been lost to fraud in the United States in 2002."

Macro statistics are not particularly meaningful, however, even if you could obtain accurate
statistics. The fact is that the threat of fraud depends largely on the circumstances, that is,
the environment in which it takes place. Let’s begin with a view of personal integrity, as
illustrated by Figure 1-1, “One View of Personal Integrity.”

Figure 1-1. One View of Personal Integrity

One View of Personal Integrity

PAY

Honest

20%

Dishonest

Views of commitment to personal integrity vary, and the percentage figures shown are not
definitive. Some views suggest a more even split between the three categories, while others
state that the honest and dishonest categories may be as low as 10 percent each. However,
all of these views point to one important conclusion: Exclusive reliance on the honesty of
individuals is the surest way to be victimized. More than half the population—actually,
probably more than two-thirds—is quite capable of committing dishonest acts in the right
(or should we say wrong?) environment.

The importance of creating an environment that discourages fraud brings us back to the
question, What is the magnitude of the threat? The answer is: the threat of fraud is as big as it
is allowed to be.

' http://www.cfenet.com/media/statistics.asp
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1.1.3 Sources of the Threat

The magnitude of the fraud threat is only one dimension contributing to the extent of the
problem. The breadth of the fraud threat—that is, the various sources of fraud—must also
be considered. A truly comprehensive prevention strategy must address the full spectrum
of fraud sources.

You can classify the sources of the fraud threat as either internal or external These threats
may or may not involve collusion, which can be defined as an agreement between two or
more persons to defraud another or to obtain something forbidden by law. A brief
description of the two sources of fraud threat follows.

Internal Sources

Internal opportunities to commit fraud differ from company to company. Some typical
examples, which illustrate the broad nature of these internal opportunities, include the
following:

® Officers of a company create false financial reports to improve their own performance
measurement.

® Managers inflate their expense accounts or turn a blind eye to supplier fraud in
exchange for kickbacks.

® Other employees commit fraud such as embezzlement, cash skimming, or accounts
receivable lapping.

® Corporate directors defraud a company’s shareholders through fraudulent financial
reporting, stock market manipulation, or insider trading.

® Employee theft/misappropriation of assets, which may involve collusion with outside
vendors or suppliers.

External Sources

Typical examples of external opportunities to commit fraud include the following.

® Suppliers falsify or duplicate invoices.
® Competitors victimize a company through industrial espionage or price fixing.

® Con artists defraud a company with schemes involving products, services, or investment
opportunities that never materialize.

® Customers commit fraud through false credits posted to their accounts or through rebate
coupon frauds.

See Figure 1-2, “How a Company Can Be Victimized,” for a depiction of the various
internal and external sources of fraud.

1.1.4 The Causes of White Collar Crime

The theory of differential association is undoubtedly the best known among all explanations
offered to account for crime. Although it applies to all forms of crime—not just white collar
crime—it is nevertheless useful for the purposes of this Handbook.
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This theory first appeared in 1939 in the third edition of Edwin H. Sutherland’s Principles of
Criminology. Later, Sutherland would make his best-known contribution to criminology by
coining the phrase white-collar crime and writing a monograph on the subject.

Based on nine concepts or points, the theory of differential association begins by asserting
that criminal behavior is learned. Expanding on that assertion, Sutherland specifies as a
second point that criminal behavior is learned in interaction with other people in a process
of communication. If individuals acquiring criminal habits or propensities were exposed to
situations, circumstances, and interactions totally of a criminal nature, it would be relatively
easy to comprehend how this process of communication operates. In view of the enormous
variation in standards and personalities to which any individual in our society is exposed, it
becomes exceedingly difficult to discern the elements that induce criminal behavior
without some additional principles.

Sutherland’s third point is that criminal behavior is acquired through participation within
intimate personal groups. This suggests that the roots of crime are in the socializing
experiences of the individual. Unfortunately, the process of socialization is far from
adequately understood. Sutherland’s fourth point indicates that the criminal learning

Figure 1-2. How a Company Can Be Victimized

How a Company Can Be Victimized
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process includes not only techniques of committing crime but also the shaping of motives,
drives, rationalizations, and attitudes. Crime techniques often can involve a high degree of
skill. For example, picking pockets (and not getting caught) demands considerable
adroitness.

Fifth, Sutherland stipulates that legal codes define the specific direction of motives and
drives as favorable or unfavorable.

Sixth, Sutherland establishes the principle of differential association. According to this
postulate, a person becomes a criminal because of an excess of definitions favorable to
violation of the law over definitions unfavorable to violation of the law. Sutherland states in
his seventh point that differential association may vary in frequency, duration, priority, and
intensity. But he does not suggest which of these elements is apt to be more important than
the others.

Sutherland’s eighth point is that learning criminal and delinquent behavior involves all the
mechanisms that are involved in any other learning. As his next to last proposition,
Sutherland stresses that learning differs from pure imitation.

The last point is a worthwhile reminder that while criminal behavior is an expression of
general needs and values, it is not explained by these general needs and values because
noncriminal behavior is an expression of the same needs and values. This means that the
generalizations sometimes employed to account for crime—that people steal because they
crave “esteem” or are “greedy” or kill because they are “unhappy”—have little scientific
merit.

In other words, much of the same needs and values motivate criminals and noncriminals
alike. People become or do not become criminals on the basis of their unique responses to
common drives for prestige, happiness, success, power, wealth, and other human
aspirations. One person with a pressing need for money may take an extra weekend job
pumping gas, or try to borrow from a friend. Another person, feeling the same need, may
hold up a fast food outlet.

1.1.5 Understanding the Risk

Of the two available ways to combat fraud—prevention and detection—a prevention
strategy is obviously the preferred approach. Such a strategy can be either general or
specific in its objective. General prevention techniques for risk management involve two
main elements:

1. Understanding the risk

2. Guarding against the threat
Fraud Versus Theft

Resolved: Fraud is not the same as thefi.

In a debate, most people would choose to defend the above statement. They might win by
arguing that:

® Theft is like robbing a bank; fraud is like cooking the books to create the impression of
improvement in the financial results of the enterprise.
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® People committing theft do so at night, wearing masks; people committing fraud do so
during the day, wearing suits.

® Theft is direct; fraud is indirect.
® Theft is what lower-class criminals commit; fraud is what upper-class criminals commit.

Few people, if any, however, will point out what is perhaps the most important difference
between fraud and theft: The risk of fraud is much greater.

With an increasingly high media profile given to crime, particularly in large cities, most
people are acutely aware of the need to protect themselves against crime’s overt forms. In a
bad neighborhood, for example, you would not leave the keys in your car or the doors
unlocked. In fact you probably would not want to be there at all. In this case the risk of
theft, a more overt and direct form of criminal act than fraud, is easy to assess and deal
with.

Now consider a different scenario. If you were to leave your wallet briefly on your desk at
work, you would also be exposing yourself to a risk. However, assuming that access to your
workplace is restricted to other employees, in all likelihood, you would consider this risk
very small. Presumably, the people you work with are not criminals and would never pick
up your wallet in a direct act of theft. The risk of being detected, as perceived by a
perpetrator, would be relatively high. You would certainly know that your wallet had been
stolen and a thorough investigation would ensue, possibly implicating a coworker.

Herein lies the first of two pillars on which the greater threat of fraud is built. One pillar is
based on the premise that most people believe that those who are relatively close to
them—their friends and coworkers—are basically honest. Potential victims may rationalize
about those around them: “They would never steal. As long as we lock the doors at night to
keep out the ‘real crooks,” we’ll be safe.”

The other pillar is based on the perception that fraud is in some sense an indirect form of
theft. Although a criminal act, people who perpetrate fraud will in many cases rationalize
their behavior, believing that because it’s indirect, it’s victimless. Alternatively, the
perpetrator may rationalize that the victim deserves it, or where the amount involved in the
fraud is low in relation to the total assets available, that the victim can afford it and/or
won’t even miss it. And so the second pillar is formed from the rationalizations of most
fraudsters—the denial that the fraud is morally wrong: “No one will be hurt by this. The
company won’t even miss it. Besides, they deserve it for the lousy way they treat me.”

These two pillars—low perception of the threat of fraud by potential victims, and a high
degree of rationalization by potential perpetrators—combine to make fraud a much more
insidious threat than ordinary theft. A further illustration of this greater risk: according to a
report in a 1999 Federal Bureau of Investigation (FBI) Law Enforcement Bulletin, check fraud
in 1994 was estimated to have an impact on financial institutions, private business, and the
public that ranged from $815 million up to $10 billion. Further, according to bank
executives, check fraud is the major crime problem facing the financial community. The
enormity of the fraud problem is illustrated by another FBI report that indicated that about
$60 billion in mortgage loans processed annually involved some degree of fraud, and that
in 1996, 35 percent of the $3.3 billion of reported losses in the financial institution fraud
criminal referrals the FBI received involved some type of loan fraud or false statement.
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Generic Versus Individual Risk Factors

A large number of factors can determine the risk of fraud. This Handbook contains an
approach—a system of categorization that facilitates the understanding of fraud risk and the
development of an appropriate strategy to manage it.

The literature is filled with many different systems of categorizing fraud risk. The system
developed for this Handbook splits the risk factors into two groups:

1. Generic
2. Individual

Generic risk factors remain relatively constant in their impact on any subject individual or
group of individuals. They are largely within the control of the organization or entity that is
protecting itself, and largely outside the control of potential perpetrators. Because these risk
factors apply in the same way to any employee, they can be set and manipulated by an
organization without considering individual differences among employees. Employee
turnover has virtually no effect on these risk factors. For example, if there is no dollar limit
on checks that employees in the accounting department can issue, this risk would exist no
matter who is employed in the accounting department.

Individual risk factors change from person to person and can even change for the same
individual over time. They are only partially within the control of the organization or entity
that is protecting itself, and this control is more difficult to exercise because it applies to
each individual separately. Whenever turnover occurs, the individual risk factors change
and must be managed. Even worse, whenever an individual’s personality, state of mind,
circumstance, or motivation changes—which, after all, is a constant process—the associated
risk factors may also change.

See Sections 1.2.1, “Generic Risk Factors,” and 1.2.2, “Individual Risk Factors,” for a more
detailed discussion of generic and individual risk factors.

1.1.6 Guarding Against the Threat

On understanding the risk of fraud, you must develop an appropriate strategy and
implement policies to guard against the threat. The main elements of this process are:
1. Choosing acceptable risk levels

Developing and implementing internal controls

Promoting an ethical environment

Arranging appropriate risk financing (insurance)

Al

. Ensuring adequate computer security

Choosing Acceptable Risk Levels

The risk of fraud can never be completely eliminated. Even if this were possible, it would
probably not be desirable because of prohibitive costs and extremely tight controls that
would stifle creativity and make employee morale suffer. The first step in a fraud-
prevention strategy is to determine the acceptable level of risk.

Choosing acceptable risk levels intertwines with assessing the various risk factors. For
example, one of the generic risk factors is the opportunity risk available to potential
perpetrators. Assessing this opportunity risk enables you to make other decisions, such as:
“Do we need to lower this risk, and if so, by how much?”
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Developing and Implementing Internal Controls

Internal controls—consisting of basic controls, supervisory controls, and audit—represent
the cornerstone of any fraud prevention strategy.

To ensure complete and accurate reporting, an internal control system must be designed
and implemented regardless of the risk of fraud. However, a system should never disregard
the risk of fraud; such disregard would amount to a virtual invitation to potential
perpetrators.

See Section 1.3, Internal Controls and “Fraud-Proofing,” for a detailed discussion of
internal controls.

Promoting an Ethical Environment

Promoting an ethical environment is another key element in a prevention strategy. In
particular implementing a formal code of ethics and business conduct helps set the tone for
all employees within an organization. See Chapter 2, “Promoting an Ethical Environment,”
for further discussion.

Arranging Appropriate Insurance

Recognizing that there will always be some risk of fraud, organizations must finance this
risk either externally and explicitly (fidelity insurance) or internally and implicitly (self-
insurance). See Chapter 3, “Risk Financing and Fidelity Insurance,” for further discussion.

Ensuring Adequate Computer Security

Computers and information technology play an increasingly important role in business and
society in general. The pervasive nature of these technologies demands that adequate
computer security be an integral part of any prevention strategy. Although computer
security may be considered a subset of internal control, it is still an important aspect. See
Chapter 4, “Computer Security and System Recovery,” for details.

1.2 FRAUD RISK FACTORS

10

Several factors contribute to the risk of fraud. Organizations use various systems for
categorizing these factors; however, under most systems, the elements that combine to
determine fraud risk are largely the same.

For example, one classification system is known as the GONE theory, an acronym for
greed, opportunity, need, and exposure. Under this system, the greed and need factors relate
largely to the individual (that is, the potential perpetrator), while the opportunity and
exposure factors relate largely to the organization (that is, the potential victim). The four
elements of the GONE theory interact to determine the level of fraud risk, and no one
factor is universally more important than another. Each of the factors is unfavorable, to
some extent, in virtually all situations. However, an organization that allows a sufficiently
unfavorable or an out-of-balance combination of all four factors may face serious troubles.
As one fraud investigator observed, “You can consider your money GONE.”

In this Handbook we use a slightly different system that groups the risk factors into generic
or individual, as previously defined. However, as described below, many of the same
elements of the GONE theory apply under this system as well.
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1.2.1 Generic Risk Factors

Generic risk factors—those largely under the control of the organization or entity that is
protecting itself—include:

@ The opportunity given to potential perpetrators
® The likelihood of discovering a fraud that was committed

® The nature and extent of the punishment a perpetrator will receive once the fraud is
uncovered and the perpetrator is caught

Note that the first factor corresponds to the O or opportunity in the GONE theory, while
the second and third factors correspond to the E or exposure risk element. The exposure
risk under the GONE theory is a product of two generic factors, which are the likelihood of
getting caught and the subsequent consequences.

A brief description of each generic risk factor follows.

Opportunity to Commit Fraud

The opportunity to commit fraud refers primarily to allowing a potential perpetrator access
to the assets of the organization, the accounting system or the object of the fraud. No
organization can completely eliminate opportunity; experts consider such attempts
uneconomical and counterproductive. As long as organizations have assets of value and
these assets flow, are traded or come under the control of others—such as employees,
customers, and suppliers—the opportunity to commit fraud will always exist.

For organizations the challenge in fraud prevention is ensuring that the opportunity risk
level is minimal under the circumstances, that is:

1. Assign, either explicitly or implicitly, to each employee an appropriate maximum
opportunity level. For example, limit a junior clerk’s opportunity level to certain smaller
fixed assets not bolted down in the office. Allow a more senior clerk’s maximum
opportunity level to include an additional $500 petty cash fund, or the day’s cash
receipts. Allow a senior executive an additional $5,000 check-signing limit. Consider
similar limits regarding level of access to the accounting system.

2. Prohibit catastrophic opportunity levels. The definition of a catastrophic level depends
on the circumstances—in particular, the size of the organization. For example, a small
business with $50,000 in cash should probably not allow anyone but its owner(s) access
to the full amount.

Likelihood of Discovery

If an opportunity to commit fraud exists, making the chances of discovery high reduces the
risk. In fact, even the perception that the chances of discovery are high can act as a deterrent.
Of course, if a fraud does occur, discovery may result in recovery of some of the lost assets.

The likelihood of discovery stems primarily from the system of internal controls. Although
these controls can never be so tight as to preclude any fraud from taking place, ideally they
should be sufficient to prevent most material frauds from going undetected for any length
of time.
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Another factor that could increase the chance of discovery is encouraging employees to
take an active role in reporting suspected fraud activities. Publicizing the negative impact of
fraud on the stock price, employer profitability, and employee profit-sharing or retirement
benefits has worked to stimulate employee efforts to curtail fraud.

See Section 1.3 for a closer look at internal controls.

Nature and Extent of Punishment

Discovery of a fraud is, in itself, insufficient to act as a deterrent against future fraud.
Organizations must put in place some adverse consequences for potential perpetrators,
who, most importantly, must understand these adverse consequences.

Although research has not provided proof, conventional wisdom holds that the nature and
extent of punishment can be a deterrent.

Organizations or entities wishing to protect themselves from fraud should have clear
policies regarding the nature and extent of the consequences of getting caught; for
example:

® Anyone who commits a fraud will be dismissed.

@ All frauds will be reported to the authorities, and charges will be laid.

1.2.2 Individual Risk Factors

Individual risk factors—those that vary from employee to employee largely outside the
control of the organization or entity that is protecting itself—fall into two categories:

1. Moral character
2. Motivation

Moral character corresponds to the G or greed factor in the GONE theory, while
motivation is equivalent to the N or need factor. Each of these categories is described
below.

Moral Character (Greed Factor)

Greed represents broad concepts, such as ethics and moral character, or the lack thereof.
Moreover greed and ethics essentially relate to the internal or personality attributes of an
individual, as do character, integrity, honesty, and the like. You cannot know whether an
individual possesses these attributes without the ability to read that individual’s mind. Even
if this were possible, personal interpretation would still come into play.

Social values also have an impact on moral character. Many sociologists lamented a trend
in Western societies during the 1980s, namely the pursuit of wealth as an overriding
objective. The Me Generation and the Decade of Greed were phrases coined in connection
with this trend, which was perhaps best epitomized by the memorable speech made by
Michael Douglas when he played the character of Gordon Gekko in the 1987 movie, Wall
Street: “Greed is right. Greed is good. . . .”

In fact, Gordon Gekko’s philosophy may hold some element of truth. A certain amount of
greed, tough-mindedness, and competitive instinct could greatly enhance the chances of

success for an organization or an individual in a free enterprise society. Regardless of one’s
own value judgment, there is no doubt that these attributes do exist in society. This poses a
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problem, however. Greed may not necessarily preclude the existence of ethics and good
moral character, but, if left unchecked or promoted to a great extent, it can have an adverse
impact vis-a-vis the risk of fraud. This leads to the essential question at issue here: What can
or should an organization do to minimize the risk of fraud posed by greed and other
negative attributes? Consider the following:

1. Corporate mission statement. Set the goals of an organization in a corporate mission
statement and communicate it to all managers and other employees. The primary goal
of most businesses is to maximize profits, presumably over the long term in order to
survive. Other objectives might include maintaining either a high market share,
leadership in an industry, or both. However, businesses must pursue these goals in a
manner consistent with good corporate citizenship and standing in the community. This
emphasis on corporate responsibility sets the tone for management and employees, and
encourages personal responsibility. Conversely, business should discourage
irresponsible actions—and by extension, fraud.

2. Weritten codes of business conduct. “Good moral character” means different things to
different people. An organization must define this term and relate it to particular types
of behavior. For example, does your organization consider it moral and ethical for its
employees to accept gifts from customers and, if so, is there a specified value or limit? A
written code of ethics and business conduct can help translate the relative concepts of
greed, ethics, and morality into more specific behaviors that are either acceptable or
unacceptable.

3. Management style and role models. Management must set the right example for employees
by acting responsibly and living up to the spirit of the corporate mission statement and
code of business conduct. Moreover, management must clearly and visibly appear to do
so in its dealings and communications with employees. Policy statements mean nothing
if they are undermined by management’s actions. In fact, such a situation may be worse
than having no policy at all because management’s failure to adhere to its own
guidelines would foster a kind of cynicism and “rules are made to be broken”
philosophy that might potentially encourage fraud and commercial crime.

4. Hiring practices. Regardless of corporate mission statements, codes of business conduct,
and good role models, moral character ultimately depends on the individual employee.
To the extent possible, set hiring practices that weed out prospects with low moral
character. See chapter 3 for further discussion.

Motivation (Need Factor)

Why do people commit fraud? There is obviously no single, specific answer. People
commit fraud for a variety of reasons.

Probably the most common group of fraud motivations relates to economic need. For
example, the perpetrator may be experiencing an actual or perceived cash emergency;
there is a mortgage to pay, drugs to purchase to satisfy an addiction, or gambling losses to
win back. Alternatively, there may be no emergency but simply an unchecked desire for
the good life, meaning the expenses of upscale restaurants, clothes, furs, jewelry, vacations,
cars, homes, and summer cottages.
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In addition, there are several motivations for managers to commit financial statement
fraud. For instance, managers could have bonuses or incentives tied to revenue or earnings-
per-share figures. Also, managers who own a large portion of company stock may be
motivated to falsify financial statements to meet earnings-per-share projections and
maintain or raise the company’s stock price.

Less frequently, there might be other reasons, such as disenchantment, revenge, or simply
the perception that everyone else seems to do it. Even more rarely, the motives could be
eccentric: a sense of challenge or thrill. Finally, the cause may be some form of
psychological illness, such as compulsion, anxiety, paranoia, or outright psychosis.

What can be done about all of these complex motives, seemingly locked up in the
Pandora’s box of an employee’s mind? Admittedly, the options are limited but they
include:

1. A favorable environment. Creating the right environment can reduce the motivation
among employees to commit fraud. In an unfavorable environment, morale suffers and
feelings of disenchantment—even hate and the desire for revenge—may take hold. Try
to promote the right environment by treating employees fairly, keeping communication
lines open, and providing mechanisms for discussing and resolving grievances.

2. Performance appraisal and reward systems. Measure each employee’s work fairly by
implementing a performance appraisal and reward system.

3. Employee assistance programs. Many enlightened employers provide free counseling and
other assistance to employees facing personal problems, for example, alcohol and drug
abuse. From the point of view of fraud prevention, this approach is preferable to
keeping these problems “bottled up.” This approach helps prevent resentment that
could ultimately lead to the commission of fraud.

4. Employee testing and screening. As part of their hiring practices and sometimes on a regular
basis thereafter, some employers use testing and screening procedures to identify and
weed out high-risk individuals, or form the basis for remedial action, or both.
Procedures include psychological testing, drug testing, and even honesty testing in the
form of lie detector tests where not prohibited by law. Highly controversial, these tests,
in some instances, could cause more harm than good, for example, to employee morale,
the organization’s reputation among prospective employees, and so on. Nevertheless, in
especially sensitive occupations or circumstances, employers might find this testing
appropriate and even necessary.

5. Common sense and a watchful eye. Although motives are not observable, the result of
certain motives often is. An employee with a drug or gambling problem may not be
able to keep it a secret. And beware the $25,000-a-year bookkeeper who drives to work
in a Mercedes or who, wary of getting caught, never takes a vacation.

Profiles of Fraud Perpetrators

Although external pressures do play a major role in whether or not an individual commits
fraud, internal characteristics can affect a potential fraud perpetrator as well. Gwynn Nettler
in his book, Lying, Cheating and Stealing, makes the following observations:

® People who have experienced failure are more likely to cheat.

® People who are disliked and who dislike themselves tend to be more deceitful.
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® People who are impulsive, distractible, and unable to postpone gratification are more
likely to engage in deceitful crimes.

® People who have a conscience (fear, apprehension, and punishment) are more resistant
to the temptation to deceive.

® Intelligent people tend to be more honest than ignorant people.

The easier it is to cheat and steal, the more people will do so.

® Individuals have different needs and therefore different levels at which they will be
moved to lie, cheat, or steal.

® Lying, cheating, and stealing increase when people are under great pressure to achieve
important objectives.
® The struggle to survive generates deceit.

The highly publicized cases in recent years of computer hackers committing high-tech
crimes have resulted in a public perception that individuals who are highly knowledgeable
about computers are more likely to commit fraud; however, there is no evidence to support
this premise.

1.2.3 High Fraud-Low Fraud Environments

Employee fraud, theft, financial statement fraud, and embezzlement are more likely to
occur in some organizations than others. The most vulnerable organizations are usually
hampered by weak management and inadequate accounting and security controls.
Solutions often proposed include:

1. Tight accounting and audit controls

2. Thorough screening of applicants for employment

3. Close supervision and monitoring of employee performance and behavior

4. Explicit rules against theft, financial statement fraud, embezzlement, sabotage, and

information piracy

Other considerations also affect the likelihood of employee crime. See Table 1.1, “A
Comparison of the Environments and Cultures of Organizations With High and Low
Fraud Potential,” for a comparison of the environment and culture of organizations with
high fraud potential and organizations with low fraud potential.

TABLE 1.1 A COMPARISON OF THE ENVIRONMENTS AND CULTURES OF ORGANIZATIONS
WITH HIGH AND LOW FRAUD POTENTIAL

Variable High Fraud Potential Low Fraud Potential
Management style Autocratic Participative
Management orientation Low trust High trust
Power-driven Achievement-driven
Distribution of authority Centralized, reserved by top Decentralized, dispersed to all
management levels, delegated
(continued)
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TABLE 1.1 (continued)

Variable High Fraud Potential Low Fraud Potential
Planning Centralized Decentralized
Short range Long range
Performance Measured quantitatively and on a | Measured both quantitatively and
short-term basis qualitatively and on a long-
term basis
Business focus Profit-focused Customer-focused
Management strategy Management by crisis Management by objectives
Reporting Reporting by routine Reporting by exception

Policies and rules

Rigid and inflexible, strongly
policed

Reasonable, fairly enforced

Primary management concern

Capital assets

Human, then capital and
technological assets

Reward system

Punitive
Penurious

Politically administered

Generous
Reinforcing

Fairly administered

Feedback on performance

Critical

Negative

Positive

Stroking

Interaction mode

Issues and personal differences
are skirted or repressed

Issues and personal differences
are confronted and addressed
openly

Payoffs for good behavior

Mainly monetary

Recognition, promotion, added
responsibility, choice
assignments, plus money

Business ethics

Ambivalent, rides the tide

Clearly defined and regularly
followed

Internal relationships

Highly competitive, hostile

Friendly, competitive, supportive

Values and beliefs Economic, political, self-centered | Social, spiritual, group-centered
Success formula Works harder Works smarter
Human resources Burnout Not enough promotional
opportunities for all the
talent
High turnover Low turnover
Grievances Job satisfaction
Company loyalty Low High

Major financial concern

Cash-flow shortage

Opportunities for new investment
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Variable High Fraud Potential Low Fraud Potential
Growth pattern Sporadic Consistent
Relationship with competitors Hostile Professional

Innovativeness

Copy cat, reactive

Leader, proactive

CEO characteristics

Braggart, self-interested, driver,
insensitive to people, feared,
insecure, gambler, impulsive,
tight-fisted, numbers-oriented,
materialistic, profit-seeker,
vain, bombastic, highly
emotional, partial

Professional; decisive; fast-
paced; respected by peers;
secure risk-taker; thoughtful;
generous with personal time
and money; people- products-
and market-oriented; builder-
helper; self-confident;
composed; calm; deliberate;
fair; and know who and what
he or she is, and where he or
she is going

Management structure, systems
and controls

Bureaucratic

Regimented

Inflexible

Imposed controls

Many-tiered structure, vertical

Everything is documented, and
there is a rule for everything,.

Collegial

Systematic

Open to change
Self-controlled

Flat structure, horizontal

Documentation is adequate but
not burdensome, and some
discretion is afforded.

Internal communication

Formal, written, stiff, pompous,
ambiguous

Informal, oral, clear, friendly,
open, candid

Peer relationships

Hostile, aggressive, rivalrous

Cooperative, friendly, trusting

1.3 INTERNAL CONTROLS AND “FRAUD-PROOFING”

Developing an understanding of the various factors that contribute to the risk of fraud is
only the first step in a fraud prevention strategy. Following this, it is necessary to
implement policies that will help to reduce the threat.

Some of the measures that can guard against the threat of fraud were explained previously
in this chapter. Consider what is perhaps the main, and certainly the most common,
prevention tool, namely, a good system of internal controls.

1.3.1 Defining Internal Control Objectives

Fraud-proofing is a term that can be used to describe an effective system of internal controls.
However, this term is somewhat misleading because no internal control system can
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completely eliminate the risk of fraud. What fraud-proofing should do, in theory, is reduce
the risk of fraud to an acceptable level. If you have suffered from a fraud attack, consider
interviewing the fraudster after the case is closed. Many fraudsters have a bit of
braggadocio in them and, as a result, are only too willing to let you in on the very holes in
your control system they exploited.

The risk of fraud is not the only factor in defining internal control objectives. For example,
management information and reporting requirements are important considerations as well.
However, the acceptable levels of risk and opportunity, as defined in Section 1.1.6,
“Guarding Against the Threat,” should also be considered. This means effectively
combining the three levels of internal control to limit the risk of fraud to acceptable levels.
See the discussion that follows in Section 1.3.2, “Basic Controls,” Section 1.3.3,
“Supervision,” and Section 1.3.4, “Audit.”

1.3.2 Basic Controls

A variety of basic controls exist in a typical system of internal controls. The most relevant
basic controls are grouped into three categories:

1. Physical access
2. Job descriptions
3. Accounting reconciliations and analyses

Physical Access

Most people acknowledge the need to control physical access to valuable assets, including
intangible assets such as information. Measures to control physical access include the
obvious practice of locking doors, desks, and file cabinets so that unauthorized personnel,
either within or outside the organization, cannot gain access. Other measures include
employee IDs and passwords, computerized security systems (for example, access cards
that record time of entry and exit), and electronic surveillance systems, which should
include every new innovation, such as biometrics—including, for example, iris scans and
voice recognition—that the business can afford.

As a general rule, organizations should restrict physical access to those who require it to
perform their job function. Of course, controlling physical access in this way will not
completely reduce the risk of fraud. However, it will help to reduce the risk in the following
ways:

1. Many frauds require that the perpetrator come into physical contact with either the asset
being misappropriated, or the related asset records, in order to conceal the fraud.
Reducing physical access reduces opportunity.

2. Physical access controls are often the most visible to potential perpetrators. Strong
controls in this area send a powerful deterrent message vis-a-vis the other controls in the
system. Conversely, loose physical controls invite challenge.
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