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Preface

PREFACE

The CPA’s Handbook of Fraud and Commercial Crime Prevention (Fraud Handbook) provides CPAs
with practical information, checklists, and examples to help identify and respond to fraud in the
workplace. Although it is impossible to eliminate the risk of fraud completely, effective prevention
policies can reduce opportunities for fraud to occur. At the same time, sophisticated detection
methods can help uncover fraud in the early stages, minimize losses, and enable those affected by
fraud, particularly CPAs or financial managers responsible for fraud prevention, to react to fraud in
a way that could solve or mitigate the problem rather than contributing to it.

FRAUD HANDBOOK

The focus of this Handbook is fraud prevention and is written by CPAs for CPAs. Since prevention
cannot be realized without understanding how fraud is perpetrated and concealed, the material in
this Handbook has been written to explain to CPAs the nature and extent of fraud and to provide
fraud prevention techniques. In addition to the core topics of fraud prevention and methods of
combating specific kinds of fraud, two chapters are devoted to computer security and the unique
kinds of crimes and criminals related to computer crimes.

This Handbook has been carefully designed to address not only the “whys” or reasons that fraud
exists, but also the “hows” or the methods by which fraud takes place. The Fraud Handbook
provides invaluable guidance and tools for preventing fraud from ever occurring in the first place.
Highlights of the Handbook’s coverage are outlined below.

Managing the Risk of Fraud (Chapter 1)

Chapter 1, “Managing the Risk of Fraud,” describes fraud risk: understanding it and guarding
against the threat posed by it. The specific factors that affect fraud risk are addressed, including the
key internal controls—basic, supervisory and audit—that help prevent fraud. Since detecting and
preventing fraud in books of account is key to any prevention strategy, there is a section devoted
exclusively to this topic, with fraud and AICPA Statement on Auditing Standards (SAS) No. 99,
Consideration of Fraud in a Financial Statement Audit (AICPA, Professional Standards, vol. 1, AU sec.
316) covered in relation to fraud auditing.

Appendix B, a complete text version of the current SAS No. 99, is provided on the Fraud Prevention
Checklists CD-ROM 2004-2005 included with the Handbook. An overview of SAS No. 99’s content

includes the following:

Description and characteristics of fraud

The importance of exercising professional skepticism

Discussion among engagement personnel regarding the risks of material misstatement due to fraud
Obtaining the information needed to identify risks of material misstatement due to fraud
Identifying risks that may result in a material misstatement due to fraud

Assessing the identified risks afler taking into account an evaluation of the entity’s programs and
controls

Responding to the results of the assessment

Fraud Supp. 4—3/04 x1
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® FEvaluating audit evidence
® Communicating about fraud to management, the audit committee, and others
® Documenting the auditor’s consideration of fraud

In addition, SAS No. 99 amends SAS No. 1, Codification of Auditing Standards and Procedures (AICPA,
Professional Standards, vol. 1, AU sec. 230, “Due Professional Care in the Performance of Work”), and
SAS No. 85, Management Representations (AICPA, Professional Standards, vol. 1, AU sec. 333).

A comprehensive and practical “Risk Management Checklist” is included at the end of the chapter
with specific risk factors as they relate to internal control.

Promoting an Ethical Environment (Chapter 2)

Because an ethical environment is a key element in any effective prevention strategy, this chapter
includes the steps that can be taken to promote an ethical environment within an organization, and
thereby reduce the risk of fraud. A sample code of ethics and business conduct, which can be
reproduced and/or adapted for use in any organization, is included on the CD-ROM, along with
an ethical environment checklist.

In addition, Additional Fraud Resources have been added to the CD-ROM to further
guidance in this chapter: Resource 1: “Implementing An Ethics Strategy,” Resource 2: “Designing An
Ethics Training Program,” “Ethics and Fraud In Business: Cases and Commentary,” and

Resource 3: the AICPA/CICA Privacy Framework , which provides criteria and related materials
for protecting the privacy of personal information—both On and Off-Line, to help manage fraud-
related risks.

Insurance Against Fraud (formerly Risk Financing and Fidelity Insurance)
(Chapter 3)

Risk management is a key component of fraud awareness and is essential for providing protection
against potentially catastrophic risks, including fraud-related losses. Every organization must
identify its risks and implement a strategy that balances the cost of potential losses with the cost of
an acceptable level of risk management. Chapter 3, “Insurance Against Fraud,” examines risk
financing and reviews the kinds of insurance coverage generally available against employee fraud
and dishonesty. It also highlights some of the issues found in insurance policies, common
exemptions, and some of the important duties of the insured.

In addition, the chapter provides a step-by-step guide to making a claim after the discovery of the
dishonest act. A “Fraud Insurance Checklist” is included as well.
Computer Security and System Recovery (Chapter 4)

Adequate computer security is an indispensable fraud prevention tool. Chapter 4, “Computer
Security and System Recovery,” provides a comprehensive overview of computer security,
including physical security, logical security, and system recovery. A checklist is also included with
this chapter.

Internal Fraud (Chapter 5)

Chapter 5, “Internal Fraud,” addresses the various ways fraud is committed against an organization
by a perpetrator from within that organization, meaning, by officers, managers, or employees—the
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most common form of fraud. Frauds are classified according to the various accounting cycles to
which they relate: sales and collection, acquisition and payment, payroll and personnel, inventory
and warehousing, and capital acquisition and repayment. Since cash is the focal point of most
entities, a separate section is devoted to cash misappropriation.

External Fraud for Personal Gain (Chapter 6)

Fraud can also be committed against organizations by suppliers, professional con artists and other
outside perpetrators. Chapter 6, “External Fraud for Personal Gain,” covers the various ways
frauds are committed against small businesses and individuals, the government, and financial
institutions, such as banks and insurance companies. Case studies are included to clarify the
various kinds of fraud perpetrated by outsiders.

Commercial Crime (Chapter 7)

In addition to being victimized by fraud, organizations can also be the perpetrators of fraud.
Chapter 7, “Commercial Crime,” provides the various forms of commercial crime and methods of
preventing them. The crimes considered include false advertising, industrial espionage and trade
secret theft, insider trading, securities fraud, organizational bribe giving. Interesting and
informative case studies are included to exemplify the different kinds of commercial crime.

Computer Crime and Computer Criminals (Chapter 8)

Although it has created very few genuinely “new” frauds, the computer has dramatically changed
the environment in which fraud is committed. Chapter 8, “Computer Crime and Computer
Criminals,” describes the nature of computer crimes and computer criminals and details the
controls that prevent and detect fraud. The section, “Fraud and the Internet” describes the
characteristics of the Internet that make it an inadvertent facilitator of fraud as well as steps to take
to avoid being victimized. The topic of computer forensics and making the best use of it in
investigations is covered. A “Computer Crime Checklist” appears at the end of the chapter.

Dealing With a Known or Suspected Fraud (Chapter 9)

Despite the best prevention strategies, fraud may occur. Chapter 9 familiarizes CPAs with forensic
accounting and the techniques of fraud investigation. Beginning with the fundamental concepts of
forensic accounting, this chapter details a straightforward five-step investigative process to help
CPAs understand the role of forensic accountants and others involved in fraud investigations. A
comprehensive checklist of steps to be followed in a fraud investigation is included at the end of
the chapter.

Reducing the Risk of Financial Statement Fraud (Chapter 10)

The costs of financial statement fraud have been realized with the revelations in the marketplace
and the media that once respected companies (and the darlings of Wall Street) were built on
fraudulent manipulation of their financial statements. The resulting aftermath has included stock
market upheaval, huge financial losses for investors and employees, and additional oversight
demands and actions from regulatory agencies. The costs of financial statement fraud have never
been more in focus than now.

Fraud Supp. 4—3/04 ' xiii
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In this atmosphere, it is more important than ever for financial professionals to understand
financial statement fraud and how it might be used to deceive boards of directors and audit
committees members, senior management, auditors, and investors.

Chapter 10 focuses on the pervasive nature and special areas of financial statement fraud, the
impact of SAS 99, and the new regulatory environment. A comprehensive Financial Statement
Fraud Checklist is included at the end of the chapter.

Resource 4, “Evaluating the Independent Auditor: Questions to Consider” has been added to the
CD-ROM and includes a series of questions that the audit committee should answer about its
relationship with the independent auditor, and also questions that it should ask of key executives in
the organization in order to receive their comments as well.

Corporate Security: Threat and Crisis Management (Chapter 11)

Although most corporations have formal plans for fire and systems disasters, many would be
forced to improvise if confronted by an emergency, whether man-made or natural. Chapter 11,
“Corporate Security: Threat and Crisis Management” identifies the types of threats a business faces
and addresses the primary issues involved in preventing or detecting such threats. Since there are
certain threats that no plan can anticipate, this chapter also includes emergency, business
resumption, and physical security planning. This comprehensive chapter concludes with a useful
checklist.

Bankruptcy Fraud (Chapter 12)

For CPAs to understand bankruptcy fraud, it is necessary to understand the bankruptcy process.
Chapter 12, “Bankruptcy Fraud” begins with a discussion of insolvency, the filing process and the
bankruptcy petition, then identifies fraud in bankruptcy filings, provides thorough descriptions of
the elements of bankruptcy fraud and details various kinds of bankruptcy fraud. In addition, this
invaluable chapter discusses punishment provisions and the necessity of the mandatory referral
report. The comprehensive checklist at the end of the chapter is organized according to elements
and kinds of bankruptcy fraud. Selected bankruptcy forms are available on the Fraud Prevention
Checklists CD-ROM.

Detecting Procurement Fraud (Chapter 13)

Procurement fraud is one of the most difficult white-collar crimes to detect. All too many
companies refuse to entertain the thought that their team of loyal employees could harbor
fraudsters. When fraud strikes the management team is taken by surprise. Regrettably, it is only
after the insurance company has refused to pay the employee fidelity claim, that it decides to
implement tighter controls and actively seek to deter fraud among its employees. Much of the
damage caused by procurement fraud can be easily combated by separation of employee duties
coupled with surprise audits and continuing management oversight.

Chapter 13 provides the specific tasks and controls needed to combat it: Screening Procurement
Contracts, Scrutinizing Suspect Procurement Contracts, In-depth Examination of Suspect
Procurement Contracts, and Reporting Fraud in Procurement Contracts. Also, the chapter includes
red flags in various areas under scrutiny.
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Identity Theft and Corporate Identity Fraud (Chapter 14)

Identify theft is now being touted as “. . . . A Critical National and Global Threat.” According to
the FTC the most common cases of ID Theft involved credit card fraud, followed by phone or
utility fraud; bank fraud; employment-related fraud; government document or benefit fraud and
loan fraud. It is a growing problem both for consumers and businesses. Chapter 14 is a practical
guide to ID theft. The Appendix offers a useful checklist to detect personal and corporate identity
theft and fraud.

Though fraud experts estimate that more than 75 percent of frauds are undetected, it’s difficult to
reach a precise number because fraud not only evades detection by company management, but
also goes unreported or underreported in many instances. Firms do not disclose their losses
resulting from fraud for many reasons, including that they are embarrassed that they have been
defrauded, or they want to keep the bad news from investors, clients, and customers.

It is with this in mind that the Fraud Handbook is written. Perhaps because fraud is so under-
reported, many companies think it will never happen to them. Unfortunately, an organization
unwilling to consider that its personnel, agents or vendors could act dishonestly is a fraudster’s
dream. What better environment to exploit than one in which the guard is down?

The Fraud Handbook is an invaluable, practical guide to assist you in preventing fraud from ever
occurring in the first place.

APPENDIX

A—Fraud Sector-By-Sector

This comprehensive section outlines a breakdown of fraud in the different sectors, complete with

checklists and fraud vulnerability grids for each of the following sectors:
® Construction

Financial services

Government

High technology

Manufacturing

Media and communications

Nonprofit

Professional services

Real estate

Recreation

Natural resources

Retail

Small business

Transportation

Wholesale
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B—Statement on Auditing Standards (SAS) No. 99, Consideration of Fraud
in a Financial Statement Audit

Appendix B, the complete text version of the current SAS No. 99, is provided on the Fraud

Prevention Checklists CD-ROM 2004-2005 included with the Handbook. SAS No. 99 is provided in
portable document format (PDF) and is readable with Adobe Acrobat Reader. You can download
the reader from http://www.adobe.com/products/acrobat/readstep.html if you do already have it
installed on your computer.

REFERENCES

This alphabetical listing of the most current and relevant sources of information, including a
separate section for Web sites and books, pertaining to fraud, commercial crime, and other closely
related topics is included for further reading.

GLOSSARY

The comprehensive glossary is an effective quick-reference tool that provides an alphabetically
arranged listing of definitions and explanations for all fraud-related terms and kinds of fraud.
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CHAPTER 1:
Managing the Risk of Fraud

1.1 THE NATURE AND EXTENT OF FRAUD

1.1.1 Definitions

The key word used in most dictionaries to define fraud is deception. In the broadest sense of
the word fraud, this definition may be sufficient. However, in the context of this Handbook, a
slightly more restrictive definition is appropriate. Fraud is criminal deception intended to
benefit the deceiver financially. Both of the qualifiers in this definition are necessary—that is,
the deception must be c¢riminal in nature and involve financial benefit.

Criminal Deception

The qualifier ¢riminal is necessary to exclude certain deceptions that may financially benefit
the deceiver—for example, the mild overstatement of one’s skills on a job application;
however, this kind of transgression will not be examined in this Handbook. Although such
an overstatement could be labeled fraudulent in the broadest sense of the word, it can
hardly be described as criminal.

Note that, for purposes of this definition, the word c¢riminal is not used in a strict legal sense.
Rather, it refers to a seriously “wrong” action taken with malicious intent. Thus, even if
perpetrators of fraud are able to avoid successful criminal prosecution—for example,
because a particular jurisdiction has lax laws or enforcement, or because of some legal
technicality—their actions are still considered “criminal” for purposes of this Handbook.

Financial Benefit

The qualifier financial benefit is necessary to exclude certain types of criminal deception that
we do not commonly think of as fraud and therefore, are not addressed in this Handbook—
for example, a wealthy bigamist failing to disclose a previous marriage.

The financial benefit accruing to the fraudster from an action need not be direct for that
action to be considered fraudulent. Indirect financial benefits are also possible, for
example, environmental criminals (fraudsters) who dump toxic waste into rivers to avoid
higher disposal costs and falsify records to conceal their actions.

1.1.2 Magnitude of the Threat

Because the essence of fraud is deception, determining its prevalence is problematic. Many
frauds go undetected—probably more than 75 percent—and many frauds that are detected
are not reported. It is virtually impossible to compile reliable statistics under these
circumstances.
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Simply based on the largest reported frauds—for example, the recent corporate scandals
(Enron, Worldcom, et al), the U.S. savings and loan scandal, BCCI, Ivan Boesky, and
Michael Milken—it is safe to say that fraud in the United States runs into the billions of
dollars. In its 2002 Report to the Nation: Occupational Fraud and Abuse, the Association of
Certified Fraud Examiners estimates $600 billion in revenues or 6 percent of GDP will
have been lost to fraud in the United States in 2002."

Macro statistics are not particularly meaningful, however, even if you could obtain accurate
statistics. The fact is that the threat of fraud depends largely on the circumstances, that is,
the environment in which it takes place. Let’s begin with a view of personal integrity, as
illustrated by Figure 1-1, “One View of Personal Integrity.”

Figure 1-1. One View of Personal Integrity

One View of Personal Integrity

PAY

Honest

20%

Dishonest

Views of commitment to personal integrity vary, and the percentage figures shown are not
definitive. Some views suggest a more even split between the three categories, while others
state that the honest and dishonest categories may be as low as 10 percent each. However,
all of these views point to one important conclusion: Exclusive reliance on the honesty of
individuals is the surest way to be victimized. More than half the population—actually,
probably more than two-thirds—is quite capable of committing dishonest acts in the right
(or should we say wrong?) environment.

The importance of creating an environment that discourages fraud brings us back to the
question, What is the magnitude of the threat? The answer is: the threat of fraud is as big as it
is allowed to be.

' http://www.cfenet.com/media/statistics.asp
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1.1.3 Sources of the Threat

The magnitude of the fraud threat is only one dimension contributing to the extent of the
problem. The breadth of the fraud threat—that is, the various sources of fraud—must also
be considered. A truly comprehensive prevention strategy must address the full spectrum
of fraud sources.

You can classify the sources of the fraud threat as either internal or external These threats
may or may not involve collusion, which can be defined as an agreement between two or
more persons to defraud another or to obtain something forbidden by law. A brief
description of the two sources of fraud threat follows.

Internal Sources

Internal opportunities to commit fraud differ from company to company. Some typical
examples, which illustrate the broad nature of these internal opportunities, include the
following:

® Officers of a company create false financial reports to improve their own performance
measurement.

® Managers inflate their expense accounts or turn a blind eye to supplier fraud in
exchange for kickbacks.

® Other employees commit fraud such as embezzlement, cash skimming, or accounts
receivable lapping.

® Corporate directors defraud a company’s shareholders through fraudulent financial
reporting, stock market manipulation, or insider trading.

® Employee theft/misappropriation of assets, which may<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>