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Preface

The first edition of Auditing & EDP, published in 1968, was the result of the efforts of a
special AICPA task force Professor Gordon B Davis, on leave from the University of
Minnesota as computer consultant to the AICPA, was chairman of the task force and
had primary responsibility for directing the work of the group, for drafting materials, and
for editing the book

The second edition updates the matenal, reflecting changes in computer technol-
ogy and audit techniques that have occurred during the fifteen years since the original
study. The revision is the joint effort of Professor Gordon B Davis of the University of
Minnesota, Donald L Adams, AICPA vice president, administrative services (a mem-
ber of the original task force), and Carol A Schaller, manager in the computer services
division of the AICPA during the project and now with Ernst & Whinney.

The book has been prepared to—

1 Guide CPAs In auditing the financial statements of organizations that use com-
puters for record-keeping.

2 Provide source matenals for training and professional development purposes

3 Provide a discussion of alternative concepts and methods for auditing in the rap-
idly changing computer environment.

This book I1s intended for CPAs who have a fundamental understanding of EDP. It
IS not Intended as a basic educational tool to teach data processing Where needed for
clanfication, however, certain elements of EDP systems are explained

The book has five logical sections plus appendixes Section 1, chapters 1 through
3, examines auditing procedures followed when the client uses a computer to process
financial records It provides a background and framework for the sections that follow

Section 2, consisting of chapters 4 through 9, describes general controls over the
computer data processing functions These controls include the organizational and
management practices, documentation requirements, hardware controls, system soft-
ware and database management software controls, and procedures for safeguarding
availlability, access, and use of data processing resources

Section 3 defines controls that are specific to individual apphcations This section
consists of chapters 10 through 13 and includes a chapter on the different control
implications of various data processing methods and a chapter on the audit trail in
computer processing applications
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Section 4 explains computer audit tools and techniques individual chapters cover
generalized audit software systems (chapter 14), audit techniques for use after proc-
essing (chapters 15 and 16), audit techniques for use concurrent with processing
(chapter 17), and techniques for auditing database management systems (chap-
ter 18)

Section 5 explains special audit situations Individual chapters cover audits in
which service centers process the financial records (chapter 18), define the control
and audit effects of minicomputer and microcomputer systems (chapter 19), and ex-
plain organization and training for computer auditing (chapter 20)

The appendixes provide a sample questionnaire for controls In computer data
processing (Appendix A), a summary of flowcharting conventions (Appendix B), an
example of suitable documentation (Appendix C), a checklist for evaluating the audit
trall (Appendix D), an audit software selection checklist (Appendix E), and an evalua-
tion of processing performed by a data processing service center (Appendix F)

The revision of Auditing & EDP has been reviewed by approximately two hundred
members of the American Institute of Certified Public Accountants with knowledge and
experience in the field of auditing and computer data processing Their suggestions
and criticisms have improved the book, and we wish to express our gratitude for their
assistance However, this book does not establish auditing standards for EDP, and 1t
does not represent an official position of the AICPA or any of its senior technical bodies
Rather, it expresses the views of the authors, based on their experience and judgment



SECTION |

The Audit and Computer
Data Processing

The three chapters of section | describe the background and framework for the sec-
tions that follow

Chapter 1—The Auditor and the Computer
Chapter 2—Planning and Applying Audit Procedures for Computer Data Processing
Chapter 3—The Study and Evaluation of Internal Control in Computer Data Processing

Chapter 1 surveys the impact of the computer on the processing of financial rec-
ords and on data processing controls and summarizes the effect of the computer on
the work of the auditor—on services provided, on the evaluation of internal accounting
control, on specific audits, on the relationship of internal and external auditors, and on
technical proficiency

Chapter 2 explains four control classifications used in describing EDP controls and
then, using the concept of accounting and administrative control, defines the scope of
the audit with respect to EDP General and application controls are described in detall
because they are basic to the study and evaluation of internal control in EDP systems
The chapter also outlines risk analysis of errors and irregularities, surveys the audit
program for EDP, and explains some considerations that arise in planning and schedul-
ing computer-related audit procedures

Chapter 3 explains the logical audit process for review and evaluation of internal
accounting control for computer data processing and surveys the review and evalua-
tion of provisions for continuation of computer data processing capabilities






The Auditor and the
Computer

The certified public accountant provides a variety of services related to computer data
processing This book is intended for the independent auditor of organizations having
computer-based data processing systems, but the controls, control procedures, and
audit procedures may also be useful to system designers, internal auditors, and other
individuals involved in the design or testing of computer data processing systems or in
related auditing activities

The Computer in Data Processing

The computer is one of the most significant technological developments of the twenti-
eth century, and its importance has been discussed in both popular and technical
publications Although the first commercially available computer was installed in 1951
and the first financial data processing function was performed in 1954, the extensive
use of computers In business did not begin until the early 1960s Commercial data
processing 1s now the most common use of computers

Dramatic changes In computer technology have resulted in smaller computers,
Increased processing speed, increased storage capacity, and reduced cost Com-
puter processing capabilities are now readily available at relatively low cost through
larger in-house computers, small in-office computers, or through remote access to
computers at another location

TRENDS IN APPLICATION OF COMPUTERS BY
ORGANIZATIONS

The changes in hardware and software technology are reflected in information proc-
essing systems through increased use of the following features

e Terminals having logic and storage capabilities, called "intelligent terminals,” for
transaction data entry and transaction output

e Data communication facilities for communication between computers or between
terminals and a computer

e Small computers (minicomputers and microcomputers)
® Database management systems and a data administration function

3



4 The Auditor and the Computer

These four features of computer system technology are reflected in system design
trends toward—

® On-ling, real-time systems
e Distributed data processing systems
® Systems with databases and database management systems

On-line systems provide for real-time (immediate) entry of transactions, retrieval of
data, and updating of data in files These systems use terminals and usually use data
communication facilities The on-line systems allow individual transactions {o be proc-
essed when they occur, thus supporting many organizational processes that rely on
individual transactions and prompt processing

There Is a tendency in information processing systems to distribute processing
capabilities to user locations rather than to concentrate them in a central processing
center Distributed processing can take many forms, depending on which capabilities
are dispersed The following are some examples of distributed processing systems

® [ocal, independent computers In several locations

® | ocal computers that are part of a network controlled by a central computer
® Remote job entry stations that process input of data and handle output

e Small computers dedicated to a few uses or a few users

Databases and database management software may be used with traditional
batch processing, with on-line systems, and with distributed systems Database sys-
tems allow the organization to treat data as an organizational resource, separating data
and data management from the programs that create, update, or use the data The
database concept I1s iImplemented by database management system software and by
an organizational position, the database administrator

The Computer and Client Services by
CPAs

The computer has affected all aspects of the practice of public accounting, including
audit, tax, accounting, and management advisory services, in firms of all sizes

AUDIT PRACTICE AND THE COMPUTER

If a chent uses a computer to process significant accounting data relevant to the audit,
the study and evaluation of internal accounting control must include a review of the
computer processing system A preliminary phase of the review s performed to plan
the audit procedures to be applied The review process must be completed by more
detalled review activities If the auditor plans to rely on the computer data processing
controls Moreover, the auditor may use the computer in the audit to obtain data, per-
form analyses, test to evaluate data, select samples for substantive tests, or compare
evidential matter obtained from physical counts

TAX PRACTICE AND THE COMPUTER

Computer software I1s available from commercial vendors and from some CPA firms to
provide support for tax research and tax planning and to prepare tax returns Clients
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have access to these services through a time-sharing terminal, a remote batch mnput/
output device In the CPA office, an in-house computer or microcomputer operated by
the CPA firm, or by mailing input forms to a service center

ACCOUNTING SERVICES AND THE COMPUTER

The computer Is cost effective In processing accounting transactions, producing trans-
action documents, and preparing reports Some CPAs provide these services through
an in-house computer center, other CPAs provide auxiliary services for the preparation
of data and the analysis of output but use a data processing service center to process
client data Also, CPAs may be asked to advise clients on selection and use of a
service center

MANAGEMENT ADVISORY SERVICES

A substantial segment of management advisory services provided by CPA firms Is
related to the use of the computer Examples of such services are as follows

Preparation of an information system master development plan
Recommendations in the selection of hardware, software, or processing services
Computer system performance evaluation

Design or evaluation of EDP organization

Evaluation of EDP control

Review of EDP security

ACCOUNTING PRACTICE RESEARCH

An activity related to audit practice 1s computer-aided accounting research There are
a variety of information retrieval services that search journals, government reports, and
doctoral dissertations Such searches are useful In obtaining analyses and research
related to an accounting problem The AICPA provides NAARS (National Automated
Accounting Research System), a unique retrnieval service that performs computer
searches of financial statements, notes, auditors’ reports, and accounting rules and
regulations The search process Is used to research such matters as alternative ac-
counting and reporting practices and the precedents for them

The Effect of the Computer on Data
Processing Controls
An organization’s computer data processing system consists of the following elements

Computer hardware

System software (operating systems, compilers, and so on)

Generalized utility software (programs that handle common tasks such as sorting)
Personnel (operators, programmers, analysts, and so on)

General operating procedures and controls

Applications (specific programs and procedures for each application)

Data (organized as files used by single applications or as databases used by
several applications)
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The basic unit In a data processing system i1s an “application™ or “application
system,” such as payroll, accounts receivable, or order entry The processing proce-
dures, operations, and management of an installation are either general, applying to
many applications, or specific, applying to a single application Stored data, also, may
be managed by a database management system and avallable to many applications or
may be specific to an application and controlled by the procedures for that application.

The installation of a computer produces different control elements and changes
control procedures In the system The changes may be classified as follows:

e Different organizational control procedures to direct and supervise computer data
processing

e Different processing controls necessary because of the automation of processing
for applications

e Controls in the computer system that substitute for controls in manual systems,
which were based on human judgment and segregation of functions

ORGANIZATIONAL CONTROL PROCEDURES

Among the control procedures for directing and supervising computer data processing
1s an information system master development plan, which i1s generally not necessary in
a manual system. New positions, such as librarian, data administrator, and control
clerk, perform the different control activities. Other examples of organizational controls
are the standards and procedures for selecting, developing, testing, and implementing
new applications.

PROCESSING CONTROLS NECESSARY

A number of new processing controls are necessary when a computer is used In data
processing. Hardware controls detect equipment malfunctions Because computer
data processing requires the preparation and input of data in machine-readable form,
controls are needed to ensure that procedures for data preparation and input provide
complete, correct, and valid data Examples of data preparation and input controls are
verification of data conversion, programmed data validation routines, and batch con-
trols Computer data processing methods may allow increased access to data files and
databases; therefore, access and security codes, records of access, and other data
access controls become important considerations

COMPUTER SYSTEM ALTERNATIVES TO MANUAL
CONTROLS

In a manual system, internal accounting control to prevent or detect errors and irregu-
larities or fraud relies heavily on organizational factors, such as alertness, judgment,
acceptance of responsibility, and segregation of functions. Computer data processing
reduces the number of persons directly involved in data processing. This concentration
of responsibility reduces the controls based on segregation of functions Automation
also reduces the extent of control based on human judgment and alertness

The computer often provides alternative controls that fulfill the same objectives
Indeed, some computer controls can be more effective than manual controls For ex-
ample, the computer may be programmed to test a data item for validity or reasonable-
ness, using a specified set of criteria Once In the program, the test will be executed
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precisely as intended, without the loss of effectiveness that sometimes occurs in man-
ual processing

The Study and Evaluation of Internal
Accounting Control When a Computer Is Used

The study and evaluation of internal accounting control when a computer I1s used in
data processing I1s described in SAS 3, The Effects of EDP on the Auditor’s Study and
Evaluation of Internal Control, which 1s supported by the AICPA Audit and Accounting
Guide, The Auditor’s Study and Evaluation of Internal Control in EDP Systems The
methods defined by the SAS and the audit guide are described in chapter 3, but the
essential features of the approach are summarized here.

The two types of controls associated with computer processing are

(a) general controls governing the operation and management of computer proc-
essing activities and (b) application controls for individual processing applications.
Examples of general controls are division of duties, such control functions as database
administrator, and processing controls Examples of application controls are batch
controls, check digits, and input error reports

The study and evaluation of internal accounting control can be viewed as consist-
Ing of four parts—two review phases, tests of compliance, and evaluation of the sys-
tem The division of the review into two phases is an important logical separation. The
preliminary phase provides an overall understanding of the basic structure and the
extent to which EDP 1s used, an overall understanding of the general controls, an
overview of the flow of application processing, and a preliminary understanding of
controls for significant accounting applications The completion of the review expands
the work of the preliminary phase with more detaiied review activities Its purpose is to
gather additional information to design tests of controls on which reliance is to be
placed

The preliminary phase of the review I1s necessary whenever a computer is used to
process accounting records. It provides a basts for overall judgments regarding the
role of computer processing in records preparation and the effect of computer proc-
essing on each significant accounting application. Thus, it provides a basis for plan-
ning the remainder of the audit

On the basis of these preliminary judgments, the auditor decides whether to rely on
the data processing controls for each significant application A decision not to rely on
data processing controls for an application eliminates the need for any further evalua-
tion of application controls or any further evaluation of general controls, unless an
evaluation is required for other applications. The auditor then relies on review and
testing of manual controls and substantive tests to provide sufficient evidential matter.
On the other hand, a tentative decision to rely on data processing controls for an
application results in the completion of the review with more detalled review proce-
dures If, after applying the detalled procedures, the auditor again decides to rely on
the data processing controls, compliance tests are made Compliance testing is fol-
lowed by appropriate evaluation of user controls and substantive testing.

The preliminary and completion phases of the review are separate steps in the
audit process. However, in some audits it may be more efficient to perform both phases
at the same time. Also, after the initial audit of a new client or after a new or revised
computer system has been evaluated, the preliminary phase of the review may be
concerned mainly with computer system changes and their effects on the audit plan.
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Special Reviews of Computer Data
Processing

The study and evaluation of internal accounting control made as part of an audit pro-
vides information that 1s usually of interest to management The auditor will normally
submit observations and recommendations in a management letter However, the man-
agement may wish the auditor or management advisory services personnel to perform
more complete reviews for management purposes, which may include the following

e Data processing management review

® Application postimplementation review

e Computer processing continuation review
® Privacy compliance review

DATA PROCESSING MANAGEMENT REVIEW

The CPA may be asked to review the organization and management of the computer
data processing function The reviewer evaluates the completeness and approprate-
ness of management policles and procedures and tests compliance with these policies
and procedures A complete review might cover the following areas

Organization structure

Staffing and training

Management planning and control

Application development and maintenance procedures
Hardware and software acquisition procedures

Use of current hardware and software

Operational procedures

APPLICATION POSTIMPLEMENTATION REVIEW

A review of each computer data processing application should be performed after the
application has been implemented (perhaps after one year) The postimplementation
review team normally includes representatives from the development staff, the users,
and internal or independent auditors The team investigates the use of the application,
compares the expected benefit with the actual benefit, and assesses the development
process The evaluation report makes recommendations regarding the application
and, perhaps, management and control processes for future application development

COMPUTER PROCESSING CONTINUATION PROVISIONS
REVIEW

The concentration of eqguipment and data files in a computer facility increases the
potential for financial loss from the interruption or loss of data processing capabilities
To reduce this potential for loss, an Installation should have adeguate protection
against such risks as fire, flood, wind, and riot There should be control over access to
(1) the installation itself, (2) files, and (3) use of the hardware or software There should
be a backup and recovery plan and procedures for maintaining backup copies of files,
software, procedures manuals, forms, and so on Management is responsible for im-
plementing EDP continuation provisions and for supervising and reviewing their opera-
tion and effectiveness The review and testing of these provisions can be performed
during the audit or as a special review



Special Reviews of Computer Data Processing

PRIVACY COMPLIANCE REVIEW

Privacy legislation has been directed prnimarily at governmental units and some spe-
cialized business organizations, such as credit bureaus There appears to be a trend
toward limiting the personal data that can be collected and held in files and limiting the
alternate use of data obtained for legitimate purposes Special reviews are useful for
evaluating compliance with privacy legislation and management policy regarding use
of personal data

Relationship of Independent Auditors to
Internal Auditors

The involvement of the internal auditors of an organization In the computer data proc-
essing area may take the following different forms

e No EDP audit activity by internal auditors

e Some EDP audit activity by internal audit staff but no specialization

® Specialization in EDP auditing by one or two internal auditors

e Separate EDP audit staff with several internal auditors specializing in EDP auditing

There 1s a trend toward specialization among audit groups In large organizations, this
specialization 1s particularly evident in the establishment of separate EDP audit groups

The continuous Involvement of internal EDP auditors with the computer installations
In a single organization allows in-depth understanding of the installation The internal
EDP auditor 1s also able to repeat tests at frequent intervals The following are some
activities that might routinely be included in the scope of internal EDP auditing but are
not within the usual scope of the audit of financial statements

e Review of control requirements for a new application during the design phase of
development

e Postimplementation review of applications for use, effectiveness, and efficiency
® FEvaluation of operating efficiency of data processing facilities

® Review and compliance tests for computer data processing continuation provi-
sions, Including facility protection and backup and recovery

o Use of audit techniques for continuous testing or monitoring of applications

The principle of iIndependent auditor reliance on the work of internal auditors 1s well
established (See SAS 9 ) This relationship can be especially beneficial in the case of
EDP auditing because of the opportunity that internal EDP auditors have to monitor
changes in data processing that would be difficult for an independent auditor to review
and test

Auditors’ Need for Competence in
Computer Data Processing

If an audit Involves computer-maintained accounting records, the independent auditor
must have sufficient competence in EDP systems to conduct the audit properly This
requirement follows from the general requirement for “adeguate technical training and
proficiency as an auditor,” defined by generally accepted auditing standards and rules
of conduct The first general standard states, *The examination Is to be performed by a
person or persons having adequate technical training and proficiency as an auditor
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Rule 201 of the AICPA Code of Professional Ethics also recognizes the importance of
competence, requiring that “a member shall not undertake any engagement which he
or his firm cannot reasonably expect to complete with professional competence ™

In general, the audit of financial statements prepared from records processed by a
computer-based system requires the auditor to possess a basic understanding of com-
puters, computer facility organization, computer data processing methods, computer
processing controls, and computer-assisted audit technigues The complexity of the
audit activities vartes with the complexity of the processing system, thus, the extent of
required computer proficiency varies, too. For example, an audit for a company having
a small, batch-oriented data processing instaliation requires less proficiency than an
audit of a company having a large, complex, on-line computer system The availability
of visible audit evidence that may be subjected to compliance testing or substantive
testing and the planned audit approach also affect the auditor’'s need for proficiency in
computers

Not all members of the audit team need be equally competent iIn computers

The following approaches are used by CPA firms in providing sufficient expertise to
the audit team

® General staff development in EDP skills
e EDP audit specialist assigned to each audit requiring EDP skills

® Management services computer specialist assigned to the audit team to assist if
EDP skills are required

Chapter 20 surveys methods for selecting computer audit staff and obtaining and
maintaining adequate technical skills in computer processing

Summary

The trend in computer technology continues to be toward smaller, more powerful, less
expensive equipment The trend in organizational information processing systems Is
toward terminals, data communication facilities, distributed processing facilities, and
database management systems These developments affect audit practice, as well as
other CPA services Computerization confronts the auditor with organizational control
procedures to direct and supervise computer data processing, automated processing
and data storage procedures, and unique computer system controls

The study and evaluation of internal accounting control when a computer I1s used in
data processing involves an understanding of both general controls and application
controls specific to the accounting applications having audit significance The review
of internal accounting control begins with a preliminary phase, the results of which are
used in planning the remainder of the audit If the auditor expects to rely on the controls
in computer data processing, the review process 1s completed by a more detailed
review phase

Special reviews that may be performed in the computer data processing organiza-
tion include management reviews, application postimplementation reviews, continua-
tion provisions reviews, and privacy compliance reviews

The growth of computer data processing in organizations has affected not only the
Independent auditor but also internal auditors There is a trend toward use of internal
EDP audit specialists who are involved on a fairly continuous basis in evaluating com-
puter operations, applications, and security within an organization.



Planning and Applying Audit
Procedures for Computer
Data Processing

No separate set of audit procedures exists for computer data processing Instead, the
audit activities related to computer processing environments are an integral part of the
total activities in the financial audit. Therefore, In planning and performing audit proce-
dures for an EDP function, the auditor should follow the third standard of field work,
contained In SAS 1, section 150 02, which states, “Sufficient competent evidential mat-
ter 1s to be obtained through inspection, observation, inquiries, and confirmations to
afford a reasonable basis for an opinion regarding the financial statements under ex-
amination " However, because unique characteristics are associated with this portion
of the audit, 1t 1s useful to make it an object of special study and specific training.

This chapter discusses various aspects of controls and clarfies their use Two
broad classifications of controls are explained Iin detall. accounting controls/admin-
Istrative controls and general controls/application controls.

The audit plan should meet audit objectives with respect to EDP, and, accordingly,
audit procedures should reflect the unique characteristics associated with the EDP
environment. In developing the audit plan for the EDP area, the auditor must consider
special problems in planning and scheduling audit-related procedures. This chapter
provides an overview of audit planning to be applied to computer data processing
activities and comments on the planning and scheduling of these EDP-related audit
activities

Classification of Controls in Computer
Data Processing

In discussing the study and evaluation of internal accounting control and other audit
and control procedures related to computer data processing, several different classifi-
cations of controls are used The same control may be classified in more than one
control category This book uses four classifications, as follows.

1 Accounting controls or administrative controls Accounting controls are concerned
mainly with safeguarding of assets and the reliability of the financial records, while
administrative controls are concerned mainly with operational efficiency As Is ex-
plained later in the chapter, this classification is used to define the scope of the
audit, in general, accounting controls are within the scope of the auditor's study
and evaluation, and administrative controls are not

11
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2 @General controls or application controls General controls are the organization,

management, and operation controls within which applications are developed,
maintained, and executed Application controls are the specific controls included
in the computer or manual procedures of an application The classification I1s used
in the study and evaluation of internal accounting control to separate the study of
controls that apply to the environment for many applications from the study of
controls specific to each application within the scope of the audit

Development, processing, or continuation controls Development controls ensure
the development of applications that process information according to specifica-
tions and that have adequate controls and audit tralls Processing controls ensure
the complete, accurate processing of valid transactions using the appropriate files
and program versions Continuation controls ensure the availability of computer
operations capabilities by protecting against loss or damage and by providing
backup and recovery This classification 1s used to clanfy the purpose of controls
for the three major activities of (1) developing and maintaining applications,
(2) processing applications, and (3) providing for continuation of computer proc-
essing capabilities

Preventive, detective, or corrective controls This classification identifies the timing
of the control in the work flow It 1s used to determine whether a control acts primar-
lly to prevent an error or irregularity, to detect one after it occurs, or to correct it
This classification 1s useful 1n the analysis of controls for a specific transaction

Each of these classifications has a purpose in the evaluation of computer data process-
Ing control The auditor first classifies controls as being accounting controls or adminis-
trative controls, the accounting controls within EDP are then classified as general EDP
controls and EDP application controls The general and application controls may be
analyzed further in regard to development, processing, or continuation or in regard to
whether they are preventive, detective, or corrective Three examples lllustrate this
method of classification of an EDP control

Input validation test performed by application programs to detect data items outside

of the normal range of values

® Accounting control because It I1s directed at the reliability of the financial
records

e Application control because it 1s part of an application

e Processing control because It applies to the processing of data for an appli-
cation

e Detective control because 1t detects an error that has already occurred In re-
cording or entering the data item

2 Off-site storage of transaction files and master files

e Administrative control because it 1s concerned with the recovery of files lost
through processing, destructive events, or improper activities It1s not required
for the reliabiity of the financial records or for safeguarding assets. (Even
though some may consider the data files an asset, they are not recorded as an
asset in the financial records )

e General control because the procedure applies to files from many applica-
tions

e Continuation control because the purpose Is backup and recovery

e Corrective control because It 1s used to correct the error by providing data for
recovery procedures
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3 Use of operator sign-on procedures before transactions may be entered at a ter-

minal

® Accounting control because the procedure I1s designed to prevent unauthor-
1Ized entry of transactions It 1s also an administrative control if it 1s used to
obtain efficiency data on operator performance

® Application control If the procedure is designed as a single application A
general control if there is an access control program that handles access for all
applications

® Processing control because 1t apphes to current processing

® Preventive control because It prevents entry of transactions by unauthorized
personnel

General Scope for Audit Procedures in an
EDP Environment

Internal control has been subdivided In the auditing literature into accounting controls
and administrative controls to clarfy the scope of the study and evaluation contem-
plated by generally accepted auditing standards The classification i1s also used to
clanfy the role of the auditor in the review of provisions to ensure continuation of com-
puter data processing capabilities

ACCOUNTING CONTROL: WITHIN THE REQUIRED SCOPE

Accounting control and administrative control are conceptually distinct, but in practice
many procedures are used for both purposes A procedure or activity used for both
accounting control and administrative control 1s within the scope of the evaluation of
internal control

SAS 1, section 320, also identifies basic concepts and design characternistics in-
cluded within the scope of accounting control

Basic Concepts of Accounting Control Corresponding EDP Accounting Control

Segregation of functions Segregation of EDP functions

No person Is in a position that enables ® Segregation of functions in the

him “both to perpetrate and to conceal development of computer

errors or irregularties in the normal applications, custody of programs

course of duties " and data files, and operation of
applications

® Segregation of responsibilities, so
that the person who authorizes
changes in application logic or in
stored data does not make those
changes

e Divisions of control duties among
users, data processing personnel,
and control personnel

{continued)
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Corresponding EDP Accounting
Control (cont)

Execution and authorization of
transactions

“Transactions are executed in
accordance with management's
general or specific authorization "

Recording of transactions
“Transactions are recorded as
necessary to (1) permit preparation of
financial statements and (2) to
maintain accountability for assets

Access to assets

"Access to assets Is permitted only in
accordance with management's
authorization

Comparison of recorded accountability
with assets

“The recorded accountability for assets
Is compared with existing assets at
reasonable intervals "

EDP controls to ensure that only

authorized transactions are processed

using authorized computer programs

® (Controls to check the authorization
of an individual entering a
transaction and to test the
transaction against criteria for
authorized transactions

® Controls over development, testing,
custody, and maintenance of
computer programs and related
documentation to ensure that
program logic meets
management's specifications

EDP controls to ensure complete,

correct, and timely recording and

processing of transactions

® (General and application controls to
prevent or detect loss, errors, or
omissions In recording, preparing,
and entering data for processing

e Controls to validate data, to reject
erroneous records, and to control
timely correction and re-entry of
input

o Controls to ensure availability and
use of correct files and programs

EDP access control

o Controls over access to the
computer data processing
resources, including equipment,
software, and files

® Access controls over use of
terminals to initiate and process
transactions involving assets or
records of assets

e Controls over preparation and
issuance of documents that
authonize disbursement of assets
(such as checks and shipping
orders)

Periodic comparison of stored data

records with assets

Establishment of regular procecures to

compare the computer-based records

with physical counts, records from

parties outside the organization, and

other evidence of assets
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Controls not meeting these criteria are administrative

Administrative control includes, but 1s not imited to, the plan of organization and procedures
and records that are concerned with the decision processes leading to management s au-
thorization of transactions [SAS 1, section 320 27]

Although this definition of administrative control 1s not complete, 1t helps to distinguish
between the two types of controls Administrative controls ensure that useful informa-
tion is provided and used In achieving the organization's objectives Controls to ensure
efficiency in operations are also part of administrative control An auditor may accept
an engagement to study and evaluate administrative control, but it 1s not ordinarily a
part of an audit of financial statements

COMPUTER OPERATIONS CONTINUATION PROVISIONS:
AN OPTIONAL EXTENSION OF SCOPE

Continuation provisions are controls, procedures, and arrangements to provide rea-
sonable assurance that an organization will be able to recover from loss or destruction
of data processing facilities, hardware, software, or data and be able to continue to
provide accurate, complete data for operations, management decisions, and financial
statements Continuation controls and provisions can be considered to be within ad-
ministrative rather than accounting controls The auditor may choose to review these
controls and provisions, especially if the data and records are vital to continuation of
the business in the event of computer failure or destruction

Continuation provisions for data processing operations include physical protection
and backup and recovery Physical protection includes physical access security, fire
protection, wind and water protection, and electrical service provisions Backup and
recovery provisions Include retention of copies of data files and copies of software,
arrangements for access to backup hardware and other facilities on short notice, provi-
sions for supplies of forms and other media, tested recovery plans, and insurance

An organization's lack of adequate backup and recovery procedures does not
affect an audrtor’s opinion on financial statements for periods already ended However,
continuation of the computer data processing system may be vital to the continuation of
the organization itself Failure of processing capabilities, inability to access records, or
destruction of records may cause large losses and may impair the organization's ability
to survive In a 1978 survey (figure 2-1), the thirty-six organizations responding esti-
mated that only about one-half of their business activities would be able to continue for
four and one-half days after computer processing ceased and only 9 percent could
continue more than ten days without computer data processing '

Management 1s responsible for maintaining the accounting system This responsi-
bility includes evaluating the risk of destruction or impairment of computer data proc-
essing capabilities and minimizing such risks by applying various continuation provi-
sions Management should ensure that continuation provisions are periodically
reviewed by Internal or independent auditors for effectiveness and efficiency

1 D O Aasgaard P R Chenng B J Hubert and M C Smpson An Evaluation of Data Processing
Machine Room Loss and Selected Recovery Strategies Working Paper 79-04 The Management Information
Systems Research Center University of Minnesota 1978
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Figure 2-1 Decline in operational business activities for all industries following a
complete data center failure (based on data collected in a survey of 36
companies)

Independent auditors can include it as part of the study and evaluation of internal
control or as a special review, however, it 1s generally efficient to integrate the continua-
tion provisions review into the audit plan Because of its importance to management
and to others In the organization, many independent auditors and their clients have
agreed to Include continuation review in the procedures performed for the financial
audit

General Controls and Application
Controls

The auditor considers general controls and application controls in studying and evalu-
ating internal accounting control in computer data processing systems

GENERAL CONTROLS

General controls are used in the development of applications and for computer proc-
essing activities that apply to several applications They provide the control environ-
ment In which applications (such as payroll, accounts receivable, and inventory ac-
counting) are processed Specific application controls are used to control the flow of
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transactions through the application The following classification of general controls in
the computer data processing system corresponds to the classification in the AICPA
Auchit and Accounting Guide, The Auditor's Study and Evaluation of Internal Control in
EDP Systems

Organizational and operational controls

Application system development and maintenance controls
Hardware and system software controls

Access controls

Procedural controls

Each of these general controls I1s described briefly, and additional explanation of the
design and use of the controls is given in chapters 4 through 9

Organizational and operational controls are provided by the organizational plan
and designation of duties and include the following

® Segregation of functions between the EDP department and users
® Control over authorization of transactions
® Segregation of functions within the EDP department

These controls are described in chapter 4

Application system development and maintenance controls are applied to the
process by which new applications are developed and Iinstalled, to the process by
which applications are changed and updated, and to the documentation procedures
required to provide backup and application system maintenance These controls are
described In chapters 4 and 5.

Hardware controls can detect hardware errors or fallures and in certain cases can
correct them automatically, however, some controls are effective only If certain soft-
ware procedures are followed Examples of hardware controls are circuitry to detect
and correct parity errors In storage, controls to detect data transmission errors, and
controls to detect card read errors Hardware controls are described In chapter 6

System software may contain control features to prevent operational errors. Exam-
ples Include record counts and creation and checking of file labels System software
controls, including database software controls, are described in chapter 7

Access controls protect against unauthorized or improper use of computer data
processing equipment and stored data Organizational and operational access con-
trols include the following

® Authorization for use of computer hardware, schedules for use, and the logging
and reporting of actual usage

® libranan function to control access to programs and data files (The procedures
may Include computer program management software )

® Data access control through a data administration function for data stored in a
database

® Documentation access control

® Securnty codes and access codes (passwords) to limit access from remote termi-
nals to persons authorized to enter transactions

Access controls are described in chapter 8

17
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Procedural controls are specific procedures used to control operations and to en-
sure accurate and complete processing They include the following

e Control function to record control totals for input data and compare output totals
with control totals

® Error control procedures to log errors and record corrections plus procedures to
follow up uncorrected errors

® Procedures to examine output for errors and to distribute output to authorized re-
cipients

e \Wntten computer operation procedures for all operational steps, including proce-
dures for handling errors, operational failures, and so on

e Operational provisions for backup and recovery in case of errors, failures, and
SO on

® Physical security procedures

Physical security and backup and recovery provisions are described in chapter 8, and
general operational procedures are described in chapter 9

APPLICATION CONTROLS

Application controls are specific to a particular application There are similarities be-
tween controls for different applications, but, for example, the specific controls for a
payroll application will differ somewhat from the controls for an accounts receivable
application Application controls are described in chapters 10 and 11

Application controls are generally classified as input, processing, and output con-
trols However, some application controls or control system activities, such as controls
prmarily for backup and recovery, may not fit into this classification, examples are
transaction logs and before- and after-image logs

Input controls ensure that data items to be processed are authorized, complete,
and correct “Input” refers to all the procedures used to submit data for processing and
can include—

e Data capture and recording on a document or entry of data through a terminal or
data collection device

® Batching of transactions

e Data conversion, such as keying from a document

o Data validation procedures applied to either individual transactions or batches of
transactions

e Data correction procedures at time of entry for individual transactions or after peri-
odic Input processing of batched transactions

The input controls should detect lost or duplicated transactions, as well as transactions
entered incorrectly There should be controls not only to detect errors but also to en-
sure correction and prevent resubmission of erroneous data

Processing controls provide reasonable assurance that all transactions have been
processed and that the application processing has been performed correctly, using
the correct file data, operator procedures, and processing logic

Output controls provide reasonable assurance that the output I1s complete and
correct and that it 1s distnbuted only to authorized users
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Risk and Exposure Analysis in Audit
Planning

There I1s a nsk of material error in audited financial statements This risk 1s a combina-
tion of two individual risks, according to SAS 39, paragraph 8,

the risk that matenal errors will occur In the accounting process used to develop the
financial statements and the risk that any material errors that occur will not be detected by
the auditor

The auditor may rely on internal accounting control to reduce the risk of material errors
In the accounting process and on substantive tests to reduce the nsk that materal
errors will go undetected

Since not all accounting processes, accounts, and assets are equal in importance
to the financial statements or equally susceptible to material error, audit resources are
used most effectively If they are applied selectively In other words, an auditor normally
examines only those items that are important and susceptible to material error, not all
assets or all transactions

This concept 1s applicable to computer data processing Not all computer process-
ing activities and applications need be included in the scope of the audit—only those
that are relevant to the processing of significant financial data for the financial state-
ments Audit procedures should reflect the importance of the data to the financial
statements and the susceptibility of the activity or application to errors and irregularities
that will result in material error in the financial statements SAS 30, Reporting on Internal
Control, paragraph 14, recommends that, in planning the scope of the engagement,
the auditor should consider the nature of the entity's operations, including the suscept-
bility of assets to unauthorized use or misappropriation, the nature and volume of trans-
actions, and the relative significance of the various classes of transactions and related
assets

Risk assessment for EDP should not be done in isolation, because computer data
processing procedures are preceded and followed by other organizational activities
and manual procedures

The auditor must identify materal nsks and exposures (1) involved in the use of
development resources and the use of hardware, software, and other facilities, (2) rela-
tive to applications that process financial data, (3) for transactions within an applica-
tion, and (4) for data elements in transactions and stored data

EDP FUNCTION RISK AND EXPOSURE ANALYSIS

Most risks and exposures from errors and irregularties in the EDP function can be
assoclated with specific applications, however, the use of EDP resources may contain
direct errors and Irregularities associated with no specific application

Example of Error or Irregularnity Effect of Error or lrregularity
Unauthorized or unrecorded Assets are overstated
disposition of hardware or software

Unrecorded liability in connection with Liabilities are understated
the purchase or lease of hardware or

software

(continued)

19



20 Planning and Applying Audit Procedures for Computer Data Processing

Example of Error or Irregulanty (cont) Effect of Error or Irregularity (cont.)
Use of hardware and software for The financial statements are correct,
unauthorized purposes but some expenses are not related to
the enterprise’s objectives
Unauthorized development activities The financial statements are correct,
using personnel, supplies, and but expenses exceed authorization
facilities
Unauthorized copying of data and This has no direct effect on the
programs for private use or fraudulent financial statements, however, there
disposition may be serious future effects from, for

example, disclosures to competitors

Some unauthorized use of facilities may involve relatively little expense and, there-
fore, will not be of matenal concern to the Independent auditor Management, however,
may wish to prevent or detect such use in order to avoid an organizational climate
conducive to fraud or other irregularity For example, use of the facllities for keeping
bowling team scores does not result in a major expense, but management may wish to
either explicitly prohibit such use or have a procedure to authorize such minor, commu-
nity-related use

In addition to errors and irregularities affecting past financial statements, there are
risks that errors and irregularties will destroy (or fail to protect) data processing capa-
bilities This may affect the future operations of the organization

APPLICATION LEVEL RISK AND EXPOSURE ANALYSIS

The auditor should also analyze the risk associated with sets of activities and transac-
tions that make up a data processing application As discussed earler, the auditor
must evaluate the significance of an application, including the importance of the data to
the financial statements and the susceptibility of the assets to misappropriation In
different organizations, similar applications differ in their effect on the financial state-
ments For example, the accounts receivable application for a business that sells
mainly for cash may have a minor effect on the financial statements, but the same
apphication will be significant for an organization that sells mainly on credit

TRANSACTION LEVEL RISK AND EXPOSURE ANALYSIS

The exposure analysis at the application level encompasses sets of transactions asso-
clated with the application A more detailed analysis can be performed on each signifi-
cant transaction, including the risks of invalid, unauthorized, or unrecorded transac-
tions, improper valuation, improper classification, improper timing, and the failure to
record transactions in subsidiary records The auditor assesses the probability that the
risks have occurred, the probable frequency of occurrence, and the probable conse-
guences

The auditor should also consider the relative risk from error or irregularity associ-
ated with different types of transactions. Normally, the effect of an error or irregularnty is
limited to a single transaction, but the effect 1Is more complex If the transaction triggers
other transactions An error or irregulanty involving the maintenance or initial entry of
stored data will affect all subsequent processing using the incorrect data, while an
error or irregulanty involving an inquiry will have no direct effect on the financial rec-
ords Transactions involving high dollar amounts entail greater risk than transactions



Risk and Exposure Analysis in Audit Planning

involving low dollar amounts Finally, errors or irregularities in the processing of some
applications are more likely to be detected and reported by personnel outside of data
processing (such as customers, vendors, and shop personnel) than those for other
applications

DATA ITEM ANALYSIS

Each transaction and each stored data record is composed of data items, and it may
be desirable to extend the risk and exposure analysis to the data item level Not all data
items are equally significant to the financial statements, nor are all data items equally
susceptible to error Also, the trend to databases used by many applications means
that the risk assoclated with data items in the database must be assessed separately
from a single application or a single transaction Among the auditor's considerations
are whether the data items are used in applications that materially affect the financial
statements, the origin of the data, the sources of updating, and the extent of review and
qualty assurance for the items

Overview of the Audit Program as It
Relates to Computer Data Processing

The audit procedures for computer data processing relate directly to general audit
objectives On the basis of the audit objectives and the unique characteristics of the
computer and the computer applications, an audit program may be prepared for audit
activities related to electronic data processing

UNIQUE CHARACTERISTICS OF AUDITS IN AN EDP
ENVIRONMENT

The following characteristics of the EDP environment affect the audit procedure

e Computer data processing technology (hardware, software, and data commu-
nication)

® Technology-oriented procedures for developing and revising data processing
application systems

® Frequent changes In computer data processing applications to reflect changing
user requirements and changing computer technology

® Data records stored only on magnetic media, so that accounting records can be
accessed and processed, by using the computer

® The avallability of computer-assisted audit techniques

These characteristics necessitate an audit plan that takes into account the design,
development, and maintenance of the computer system being used to process finan-
cial records

STEPS IN THE AUDIT PROGRAM RELATED TO
COMPUTER DATA PROCESSING

Computer data processing affects the audit of financial statements at two important
points The first 1s the study and evaluation of existing internal accounting control,
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which includes an evaluation of the computer data processing controls that are de-
signed to ensure correctness and completeness in processing transactions The other
point I1s the obtaining of evidential matter to afford a reasonable basis for an opinion on
the financial statements (the substantive tests)

These two areas are obviously related The auditor’s evaluation of the processing
system design and the controls associated with it is a part of his overall evaluation of
the controls for each application having audit significance, an evaluation used in decid-
Ing on the extent of substantive testing

THE STUDY AND EVALUATION OF INTERNAL
ACCOUNTING CONTROL IN EDP SYSTEMS

The review of internal accounting control in EDP can be divided into a preliminary
phase and a completion phase [f the auditor decides to rely on the controls in the EDP
system and performs the completion phase of the review, compliance tests are made
to test whether the controls were effective for the period under review This subject 1s
discussed in more detail in chapter 3

SUBSTANTIVE TESTING

Substantive testing Includes analytical review procedures and detailed tests of trans-
actions and balances The following are some examples of detalled tests appropnate
to computer applications

e Tests for correctness and completeness of data items In records
® Tests to compare recorded balances with physical counts

e Confirmation of transaction amounts and balances with sources outside the organi-
zation

These tests can be made by both manual and computer-based techniques

Scheduling Computer-Related Audit
Activities
The timing of computer-related audit activities can follow the typical audit schedute of
interim work conducted prior to the end of the financial statement period, period end
activities, and post period audit procedures Period end and post period computer
audit procedures require careful planning For example, a post period procedure to
test the accounts receivable file at the end of a period requires a copy of the accounts
receivable file for that period The organization will probably keep a copy of the file for
a reasonable time, but the auditor can only be sure of having the data by arranging in
advance to have the file retained The copy of the accounts receivable file (on magnetic
tape or disk) Is useless without a means for performing analysis This may be done by
printing the file for manual review, by analyzing the file using generalized audit soft-
ware, or by analyzing the file using computer programs written for this purpose

The example of an accounts receivable file lliustrates areas in which advance ar-
rangements are vital



Area for Advance Preparation

Identification of data processing
organization and general procedures
(this may have been obtained In the
preliminary phase of the review)

Obtaining and testing of computer
programs for audit use

Obtaining of data files for testing

Scheduling Computer-Related Audit Activities

Comments

The following items may be

documented

e Computer hardware and system
software being used

® Program library procedures

® Documentation procedures and
avallability and status of
documentation

® File library and file retention
procedures

Programs should be obtained and

tested well before period end to make

sure that the programs can be run and

the data requirements can be met

0 Computer audit programs written
by the client or a CPA firm should
be compiled, tested, and
maintained by the auditor The
auditor may consider keeping the
audit programs under client library
control If ibrary controls are
adeqguate

o Compatibility of generalized
computer audit software with the
client’'s computer system should be
tested Testing may occur as part
of interim procedures, while
computer programs for planned
period end and post period
procedures can be written and
tested In advance

O If inquiry software (available with
client data management software)
IS used, the software should be
tested prior to audit use

The avallability of data files for testing

depends on the client's retention

procedures Advance arrangements

with the data processing department

to retain copies of files or parts of the

database should be made early In the

planning period The auditor may

arrange to have access to the

following

® File layouts and other data
documentation for coples of master
files and transaction files being
used

(continued)
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Area for Advance Preparation (cont ) Comments (cont)

e Data dictionaries and external
schemas describing databases to
be accessed

® Coples of master files as of a
specific date

o Coples of transaction files for
periods being tested plus copies
of master files as of beginning and
end of test periods

Access to computer facilities on which The client's computer 1s often used if
to execute computer program audit time i1s available and there are no
procedures compatibility problems with audit

software Alternatively, data may be
copied from the client's files or
database and taken to a service
center or other computer for
processing |n either case, the auditor
must schedule time for testing
programs and for running the program
with the data files

The audit plan should allot time for adequate preparation and testing The amount
of preparation depends on, among other things, the auditor's experience, the complex-
ity of the audit task, and the type of software used For example, an auditor unfamihar
with generalized audit software should plan for more than one debugging run and
should allow for delays in running the job A unique program written in a language such
as COBOL will require time to design, code, debug, test, and document Depending on
the complexity of the program, it will take a programmer approximately one hour to
develop and test five to ten program statements in the final program Based on this
rough guide, a small, farrly simple audit program of 150 COBOL statements will require
fifteen or more hours for preparation

The use of audit software requires advance scheduling of audit activities to allow
adequate time for planning, specification preparation, program testing, data capture,
and running of the software The chart in table 2-1 illustrates an approximation of the
scheduling requirements when the auditor uses computer programs or audit software
The time periods in the figure are unspecified, since these will vary depending on the
stability of the client's system, the experience of audit personnel, and so on

Summary

The audit activities assoclated with computer data processing are a part of the total
activities in the financial audit However, because of the characteristics of computer
data processing, it 1s useful to study as a separate topic the audit procedures for EDP
systems There are two major classifications of controls that are useful for this purpose
(1) accounting control and administrative control and (2) general controls and applica-
tion controls The study and the evaluation of accounting control establishes the scope
of audits of financial statements, therefore, EDP controls that fit within the accounting
control classifications are within the required audit scope General controls and appli-
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Periods Before and After Client Year End

Period
—6 —5 —4 —3 —2 —1 End +1 +2 +3

1 Obtain general
information

2. Decide on
application tests

3 Obtain and test
the data
specifications

4 Code and test
programs or
audit software H
specifications

5 Arrange for data
files

6 Check for changes

7 Run audit tests

Table 2-1 Rough sequence for computer audit activities using computer audit
programs or audit software and computer-stored client data

cation controls are the two categories used in the study and evaluation of internal
control, general controls provide the environment for data processing, while applica-
tion controls are associated with a specific apphcation

Within the framework of these major classifications, an auditor may find 1t useful to
categorize a control according to two other classifications (1) development, process-
Ing, and continuation controls and (2) preventive, detective, and corrective controls

An assessment of risk of material errors and irregularities may be made at various
levels of detail the EDP function, the application, transactions within applications, and
the data element The analysis I1s useful in selecting areas of audit emphasis and In
planning audit procedures

The primary aspects of the audit affected by EDP are audit planning, the study and
evaluation of internal accounting control, and substantive testing The study and evalua-
tion of internal accounting control have two phases of review a preliminary phase and
a completion phase Following completion of the review, compliance testing i1s used to
evaluate whether the auditor can rely on the controls Compliance and substantive
tests may be performed manually or by computer

The scheduling of computer audit procedures requires advance preparation to
obtain data files and to schedule the time required to prepare, test, and use audit
software






The Study and Evaluation of
Internal Accounting Control
in Computer Data
Processing

The importance of internal control in the audit 1s defined in the second standard of field
work

There 1s to be a proper study and evaiuation of the existing internal control as a basis for
rehiance thereon and the determination of the resultant extent of the tests to which the audit-
g procedures are to be restricted [SAS 1. section 150 02]

This chapter describes the application of this standard to the study and evaluation

of internal accounting control for computer data processing The following three AICPA
publications are the primary resources for the chapter:

SAS 1, Codification of Auditing Standards and Procedures (1973)

SAS 3, The Effects of EDP on the Auditor's Study and Evaluation of Internal Control
(1974)

The Auditor’s Study and Evaluation of Internal Control in EDP Systems, Audit and
Accounting Guide (1977)

Steps in the Process

The study and evaluation of internal accounting control can be divided conceptually
into four steps, however, for reasons of efficiency and effectiveness, these steps may
not remain operationally distinct

1

Preliminary phase of the review This involves a preliminary review and assessment
of the general and application controls in the context of the data processing system
(manual and computer)

Completion phase of the review This I1s a more detalled look at relevant general
controls and the application controls for those audit-significant applications

Tests of controls Compliance tests provide assurance that the EDP accounting
control procedures have been applied as prescribed throughout the period
Evaluation of the system The auditor evaluates the results of the review and tests of
compliance to decide on the extent of substantive tests

The decision paths are diagrammed in figure 3-1
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Steps in the Process

PRELIMINARY PHASE OF THE REVIEW

The preliminary phase of the review of the client's system of accounting control pro-
vides the auditor with information about the computer data processing system so he
can decide how to proceed with the audit SAS 3, paragraph 25, states, “The prelimi-
nary phase of an auditor’'s review should be designed to provide an understanding of
the flow of transactions through the accounting system, the extent to which EDP 1s used
In each significant accounting application, and the basic structure of accounting con-
trol " Thus, the preliminary phase has three products

1 General understanding of the data processing system for accounting records for
both EDP and non-EDP activities

2 General understanding of the extent to which EDP 1s used in significant accounting
applications

3 Outlme of the basic structure of accounting control for EDP as reflected in general
controls and application controls

General Understanding of the Data Processing System for
Accounting Records

To determine the scope of audit procedures related to computer processing, the
auditor must consider the scope for the review of general controls and the applications
to be reviewed and tested The determination of scope requires a general knowledge
of the computer data processing system and the applications for which the computer is
used This background information is obtained by the auditor as part of the survey of a
new client's organization and organizational functions or the review of changes in an
existing client’'s organization and functions

The auditor obtains a general understanding of the data processing system for
accounting records by identifying each significant class of financial transactions and
reviewing the flow of these transactions as they are processed by EDP and non-EDP
procedures The auditor may gather information by the following methods

® Discussion with appropriate client personnel

® Review of such documentation as job descriptions, organizational charts, system
flowcharts, and systems and procedures manuals

e (Observation

e System walk-through (tracing a sample of transactions through the processing
system, either by using inquiries or by following such documentation as system
flowcharts)

The resulting general understanding permits the auditor to decide which applica-
tions have audit significance, since an audit normally does not extend to all applications

General Understanding of the Extent to Which EDP Is Used
in Significant Accounting Applications

In order to understand the extent to which computer processing 1s used In each signifi-
cant accounting application, the auditor must also understand the flow of significant
classes of transactions through processing activites This information can be obtained
by examining (a) the processing performed by EDP personnel and by computer pro-
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grams and (b) the division of transaction processing flow between EDP and non-EDP
activities For each application, the study may include the foliowing

® Type and extent of documentation available for review

Source document preparation or data capture procedures

Data preparation or data entry procedures (including access procedures)
Files used or created

Various output and reports produced

Error correction procedures

Non-EDP processing by recipients of output

Outline of the Basic Structure of Accounting Control
for EDP

The investigation of the flow of transactions and the extent to which EDP 1s used in
significant accounting applications provides the information about the basic structure
of accounting control for EDP, which 1s complemented by a preliminary investigation of
both general controls and application controls General controls are reviewed to pro-
vide an understanding of the client's computer data processing organization and the
organizational assignments for three major areas of control development, operations,
and data and program files The significant auditing applications are examined to gain
a general understanding of the basic structure of the controls for each of the applica-
tions The application controls can be studied In terms of the flow of processing
e (Control over data recording and data preparation (or direct data entry) to ensure
complete and correct preparation of authorized data
® |nput controls and input validation procedures to ensure complete input of vahld
data

® Processing controls to ensure complete processing of data using authorized logic

e Output controls to ensure accuracy and completeness of output and distnibution to
authorized users

® [Error handling for all of the above steps

e Audit tral

Preliminary Assessment

The review of the processing flow and the extent to which controls are applied are both
general at this phase of the review Documentation of the preliminary phase of the
review may Include completed questionnaires, simple narratives, simple flow dia-
grams, or notes identifying and briefly describing the controls in use These document
the auditor's understanding of the data processing system, the extent of EDP in each
application having audit significance, and the preliminary understanding of general
accounting controls and application controls Documentation should include the
planned effect of this assessment on the remaining portions of the audit

The preliminary phase of the review provides sufficient information on the flow of
processing and the structure of controls for the auditor to be able to make a preliminary
judgment regarding further audit procedures The auditor can decide to proceed with
completion of the review The decision may include reliance upon some but not all
controls On the other hand, the auditor may decide not to proceed with completion of
the review because internal accounting controls for EDP are inadequate or because he
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knows that reliance will not be placed on internal accounting controls for EDP since
(a) alternative procedures for obtaining evidential matter are deemed more efficient or
more effective or (b) other internal accounting control procedures outside EDP are in
existence and deemed adequate

COMPLETION OF THE REVIEW

The completion of the review supplies the auditor with a detailed understanding of the
design of the general controls and the controls in the applications having audit signifi-
cance The documentation of the completion of the review 1s more extensive than the
documentation of the preliminary phase. it requires more detalled guestionnaires and
interviews, as well as more complete narratives, diagrams, and notes In addition, it
usually involves a system walk-through and the observation of the manual proce-
dures and documents used In both the general and application control procedures

Completion of the review of general controls includes the following

Organizational and operational controls

Application system development and maintenance controls
Hardware and system software controls

Access controls

Procedural controls

Completion of the review of application controls includes additional in-depth inves-
tigation of the input, processing, and output procedures and controls in each applica-
tion The processing steps, audit trail, and controt procedures should be documented
for each application having audit significance and selected for review The auditor
reviews those controls on which he plans to rely

After studying the results of the completion phase of the review, the auditor can
decide to rely on internal accounting control in computer data processing and proceed
to compliance testing, based on the evaluation that controls as designed are ade-
quate The decision can include reliance on some but not all controls The auditor also
has the option not to rely on internal accounting control in computer data processing. in
which case he will not proceed with compliance tests

TESTS OF CONTROLS

According to SAS 3, paragraph 27. tests of compliance are designed "to provide
reasonable assurance that accounting control procedures are being applied as pre-
scribed Tests of compliance are concerned primarily with questions (a) were the
necessary procedures performed? (b) how were they performed? (c) by whom were
they performed?”

The review defines the computer data processing system and the related controls
as they are purported to be, that 1s, as prescribed by organization personnel and EDP
documentation If reliance Is to be placed on these controls, the auditor needs to test
the functioning of the controls

Tests of compliance cover both general and application controls The controls may
be implemented by organizational design and visible procedures or by computer pro-
gram logic In the case of organizational design and visible procedures, tests of com-
pllance use traditional techniques, such as the following
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Observation Examples are observation of activities of the control group the librar-
1an, and computer operators

Corroborative inquiry An example Is Interviewing personnel at the operational level
regarding the controt activities

Inspection of documents containing evidence of compliance Examples of such
documents are error and control listings, program change documentation, library
records, and error logs Performance may be demonstrated by the data on the
documents or signatures or nitials of preparers and approvers

The auditor obtains information on processing logic and programmed control pro-

cedures from interviews with personnel and inspection of documentation To venfy his
understanding of the system. the auditor obtains evidence of program logic and pro-
gram changes by performing the following

Procedures to obtain evidence that programs contain processing logic and control

procedures described in documentation and by organization personnel These

procedures may include—

C  Observation of manual processing and control activities that provide evidence
of computer program logic

0 Examination of evidence of computer program logic. such as data on transac-
tion documents (when compared with input data), error reports. and control
reports

C Venfication of program logic through techniques for program examination and
testing

Activities to obtain evidence that no unauthorized or undocumented changes have

been made In the programs for applications within the scope of the audit These

procedures may include —

0 Corroborative interviews with operational personnel regarding program change
controls

C  Observation of segregation of functions and handling of program change by
programmers and the program librarian

C Exammation of documents that indicate compliance with program change con-
trols, such as program change documents and program library records, and
tracing of specific program changes to change documentation

0O If the foregoing audit procedures are not adequate, substantiation of program
changes through examination and testing procedures This can include the
procedures used for testing of onginal program logic plus library procedure
tests In some cases. an auditor may maintain a controlled program copy and
compare this with the library copy

EVALUATION OF ACCOUNTING CONTROL IN THE DATA
PROCESSING SYSTEM

The evaluation of accounting control within the EDP system 1s combined with an evalu-
ation of controls performed by users of data processing and an overall evaluation of
accounting control for the data processing application (see figure 3-1) This assess-
ment of the extent to which the combination of EDP system controls and user controls
may be relied on provides the basis for determining the substantive tests to be per-
formed
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Applying the Distinction Between the Two
Phases of the Review

To distinguish the preliminary phase of the review Is to recognize that the auditor has an
option regarding the completion of the review However, the distinction may be difficult
to apply It i1s sometimes difficult to make a clear operational distinction between the
two phases of the review, and it is often efficient to obtain both the general information
required for the preliminary phase and detailed information for completion at the same
time or from the same person For example, it may be efficient to use a single gquestion-
naire The information gathered for the preliminary phase of the review 1s obtained in
the first review for a new client, but in subsequent audits the preliminary phase can be
imited to identification of changes made since the last review

The operational distinction between the preliminary phase and completion of the
review Is suggested by the type of questions asked, the sources of information, and the
audit procedures used
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Bases of Distinction

Questions asked

Sources of information

Audit procedures

Preliminary Phase

Do controls

provide ?

Are there procedures for
that provide control

over ?

Are there controls

over ?

Are there controls that

ensure ?

Client personnel,
organizational charts, and
job descriptions,
application system
documentation, source
documents, descriptions
of system flow and files
used, descriptions of
error handling
procedures, output
documents

Interviewing, observation,
review of documents,
system walk-through

Completion

What are the controls and
how do they provide ?
What procedures provide
controls over ?

What are the controls

for ?

What are the

controls and how do
they ensure ?

Same as for the
prelimmary phase, plus
more detailed system
documentation, more
detalled procedure
descriptions, and
additional client
personnel

Same as for the
preliminary phase, plus
more detailed information
about performance In
order to document “what”
and “how "

The difference between the inquires made for the preliminary phase and those
made for completion 1s illustrated by the following example—the review of general
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controls for application program maintenance (corrections and enhancements) (See
also Appendix A questions in section 22 3)

Questions at the Preliminary Phase

® Do you have formal procedures for control over application program maintenance?

® |f yes, describe the overall structure of the controls and the general flow of the
control activities

Questions at Completion of the Review

® Describe how application program maintenance 1s organized

® Describe the specific procedures followed and show the forms used for—
O Program maintenance requests
C Approval procedure to authorize work
C Documentation of changes made and testing performed
O Review and approval of changes, testing of changes, and documentation of
changes by the data processing reviewer and by the user who requested the
change
® Describe the specific control procedures for ensuring that—
0 Updated programs that supersede prior versions are placed in operation
O Documentation of changes i1s performed adequately and completely

The distinction between the preliminary phase and completion of the review does
not recognize differences in the procedures necessary for a first audit and procedures
In continuing audits These differences can be significant

First audit ~ Understand the accounting system for both EDP and non-EDP segments
In the following areas

e Flow of transactions
e Extent to which EDP 1s used in significant accounting applications
e Basic structure of accounting control, EDP controls, and user controls

Continuing audit  ldentify changes

The Optional Review of Provisions for
EDP System Continuation

The review and testing of provisions for system continuation, If included in the scope of
an audit engagement or conducted as a special study, generally include considera-
tion of physical disaster protection, control over access to facilities, programs, and
data, and backup and recovery provisions Lack of provisions for continuation would
not ordinarily affect the presentation of audited financial statements, however, contin-
gency planning should be considered when there 1s more than a remote chance of
physical disaster (See FASB Statement 5)

The review may be divided into (1) general continuation provisions and (2) continu-
ation controls and procedures specific to an application There are general provisions
for physical disaster protection and recovery, and backup and recovery The continua-
tion procedures specific to an application usually include special access controls and
backup and recovery procedures Provisions such as breakpoints, from which inter-
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rupted processing may be restarted and provisions made for efficient recovery in the
event of processing farlure or file destruction, are incorporated in the individual applica-
tions

The review of physical disaster protection covers precautions against fire, flood or
other water damage, wind damage, earthquake (if relevant), and riot The protection
provisions Include devices and procedures to prevent, detect, and contain the destruc-
tive event and to minimize damage to the organization’s data processing capabilities

Review of backup covers retention and storage of backup maternal, including up-
to-date coples of all programs, data files, procedure manuals, system software, and
input and output forms, which should be stored in a secure location, preferably off-
premises In regard to recovery provisions, the auditor reviews operational recovery
procedures, as well as the disaster plan and the extent to which it has been tested
under simulated disaster conditions

The review of continuation provisions can be a separate study, or it can be In-
cluded in the inquiries and questionnaires In both the preliminary phase and comple-
tion of the review of controls Tests of compliance for continuation provisions usually
consist of observation of the existence and readiness of physical disaster protection
and access control devices and procedures Backup and recovery provisions can be
tested by observing records and by asking for specific items needed Iin a recovery
procedure

Summary

The auditor’s study and evaluation of internal accounting control in EDP can be divided
into four parts

® Preliminary phase of the review
® Completion of the review

® Tests of comphance

® Evaluation of the system

The preliminary phase of the review aims at a general understanding of the flow of
transactions through the accounting system in both EDP and non-EDP processing The
extent of EDP use is established for each significant accounting application A general
understanding I1s also obtained of the basic structure of accounting control for com-
puter data processing, the general controls, and application controls for each signifi-
cant accounting application An assessment at the end of the preliminary phase results
In a decision to proceed with completion of the review and evaluation of internal ac-
counting control because of expected reliance on Internal accounting control or a
decision not to rely on EDP controls If a decision 1s made to rely on the internal ac-
counting control in EDP, completion of the review requires identification of the specific
characternstics of the general and application controls If reliance is still planned, the
controls are tested for compliance Compliance tests are followed by an evaluation of
internal accounting control in the EDP system and the design of substantive tests

The two conceptual phases of the review may not always be distinguishable in
practice because It 1s often efficient to obtamn both preliminary and detailed information
at the same time In a single interview or in a single inspection of documentation

The study and evaluation of internal accounting control may be extended to in-
clude a review and testing of provisions for system continuation The continuation con-
trols are either general (being applicable to a number of applications) or specific to an
application The review covers physical disaster protection and backup and recovery
provisions
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SECTION I

General Controls for Computer
Data Processing

In section Il, general controls, which provide a controlled environment in which applica-
tions can be processed, are explained

The general controls have been classified by the audit and accounting guide, The
Auditor’s Study and Evaluation of Internal Controls in EDP Systems. into five categories,
the chapters in this section in which the controls are discussed are not organized
strictly around the five categories of general controls but according to logical group-
ings for presentation

Category of General Controls Chapter

1 Organization and operation controls Chapter 4—Preferred Practices In
Organization and Management of the
EDP Function

2 Application system development and Chapter 4 and Chapter 5—

maintenance controls (including Documentation of the Data Processing
documentation) System

3 Hardware and system software Chapter 6—Hardware for Control Over
controls Equipment Malfunctions and Chapter

7—System Software and Database
Management System Features for
Control

4 Access controls Chapter 8—Safeguarding the
Availability, Access, and Use of
Computer Facilities, Programs, and
Data

5 Procedural controls Chapters 4 and 8 for general
procedural controls (Procedures
relating to input, processing, and
output for applications are explained in
section ')






Organization and
Management of the EDP
Function

An organization's data processing installation should be organized and managed by
the same methods that have proved effective in the enterprise’s general business prac-
tice. There should be a plan of organization, clear assignment of responsibilities, and
segregation of functions A master plan should govern the acquisition or retirement of
hardware, software, and application systems Application system development proj-
ects should be carefully managed and controlled, and there should be written policies
and procedures for development and implementation of applications, which, in turn,
should be used to measure and evaluate performance

Plan of Organization

In data processing, as in other business operations, It is necessary to establish an
organizational structure that defines individual responsibilities for all functions The
design of the organization and the assignment of responsibilities should provide for
division of functions for purposes of both internal control and efficiency.

JOB DESCRIPTIONS

To establish responsibility, job descriptions should be prepared for all data processing
personnel, stating the job titles and describing therr functions Employees should re-
celve a copy of their appropriate job descriptions and should receive instruction in all
factors related to their work assignments Although titles may vary among installations,
the following brief job descriptions cover the most common data processing positions.

Systems analyst. Analyzes the requirements for information Evaluates the existing
application system and designs new or improved data processing procedures. Out-
lines the new application system and prepares specifications that guide the program-
mer Develops implementation plan and procedure manuals.

Systems programmer. Supplies technical guidance concerning the operating sys-
tem to all other members of the data processing staff Provides a link between the
needs of application systems and the requirements of the operating system Modifies,
tests, and maintains all nonapplication software supplied by software vendors

Applications programmer Determines the logic of the computer programs required
by the overall system designed by the systems analyst. Codes the ilogic in the com-
puter program language Debugs the resulting program and prepares documentation
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Computer operator Operates the computer according to the operating procedures
for the installation and the detailed, written procedures for each program

Librarian Maintains the library of all data and program files Releases the files and
follows up on their return in accordance with established policy Often is responsible for
maintaining a library of all documentation

Control clerk Controls, and sometimes schedules, all data entering the data proc-
essing system Reviews output, performs control balancing, and distributes reports
coming from the system Maintains error logs

Database administrator Controls all aspects of the design and development of the
database Provides continuing liaison between the EDP design teams and the users In
regard to logical file structures and data content Responsible for the preparation of the
data dictionary

Data entry operator Prepares data for machine processing by entering it via a
keyboard into a device that will either record the data on machine-readable media
(cards, tape, or disk) or enter it directly into the computer for processing

As demonstrated in the sample organizational charts, the functions of these posi-
tions may be combined or separated In general, the position of database administrator
requires the broadest background and highest qualifications The systems analysts
and programmers require the next highest level of qualification, while the computer
operator requires less training and experience than the other positions Many organiza-
tions make a distinction between analysts and programmers, and others have positions
called “analyst/programmer” or “programmer/analyst "

SEGREGATION OF FUNCTIONS

When a company establishes a data processing organization, proper recognition
should be given to achievement of internal accounting control, important to which s
segregation of functions The same principle that calls for a separation of the functions
of record-keeping, operations, asset custody, and internal auditing also applies to the
separation of basic data processing functions

The three major data processing functions are (1) application system development
and maintenance, (2) operations, and (3) control Six data processing functions are
listed below within those groupings The first five functions are common to all computer
data processing Installations, the sixth applies to an installation with a database man-
agement system

Data Processing Function Position

1 Application system development and
maintenance

® Systems analysis and design (1) Systems analyst
® Programming (2) Programmer
2 Operations—Machine operations (3) Computer operator
3 Control
® Processing control  (4) Control clerk or control group
® Custody and control over files,
media, programs, and documentation (5) Libraran

® Management and control of the
databases (6) Database administrator



Plan of Organization

It 1s a good idea to separate the three major functions, and internal accounting
control 1s strengthened if all six functions are separate and distinct This separation
may also.result in operational efficiencies because the functions require different levels
of training and skill It may be satisfactory to combine the development activities of
systems analysis and programming under a single supervisor or, in small installations,
to include both activities In a single job It 1s not desirable to overlap development
activities with machine operation, although it may not be possible to avoid this in small
installations

A suitable plan of organization and division of duties is important because com-
puters usually cause concentration of data processing activity in a smaller number of
people than would be required for an equivalent manual system The system is ex-
posed to manipulation and fraud If within it a single person has both operational know!-
edge and access to procedures and programs

SEGREGATION OF FUNCTIONS BETWEEN EDP
AND USERS

The organizational planning should segregate functions to avoid EDP performing user
functions In the case of EDP personnel, the following duties are considered incompati-
ble for control reasons

® Transaction origination or correction
Transaction authorization

Inthial data preparation

Custody or control over non-EDP assets
Authorization or change of controls
Ornigination of master file changes

In some cases these functions are performed by computer programs An example
IS origination of a purchasing transaction based on computer program logic In such
cases, the automatic performance of the function should be reviewed by personnel
outside EDP using output from the programmed execution

The incompatible functions should be segregated, and control procedures should
be established to detect violations of the segregation An example I1s user responsibility
for master file data and user review of master file changes and of values existing In
master files

TYPICAL ORGANIZATIONAL CHARTS

Three charts presented here illustrate the typical organizations for small, medium, and
large computer installations

These charts do not indicate the location of data processing within the overall
organizational plan because this vartes from company to company In most small orga-
nizations, data processing Is the responsibility of the chief financial or accounting offi-
cer, such as the financial vice president, the treasurer, or the controller In many large
organizations, the data processing system has been separated from finance or ac-
counting, and the head of EDP has a title such as "vice president of corporate informa-
tion systems ™

The computer-based information system 1s organized as a service center to satisfy
the data processing needs of the entire organization By maintaining data used by
many departments, data processing becomes involved in activities that cross existing
divisional or departmental lines of authority Therefore, data processing personnel

41



42 Organization and Management of the EDP Function

Data
processing
SUP@rv(sor

Anal({st/ Datn ml-r\{ Cngu{zr Control derk/
programmers | | Operators operutors librarTan

Figure 4-1 Organization chart for a small data processing installation

should report to an executive who has authority to resolve possible conflicts This gen-
erally means that the executive in charge of data processing should be on an equal
level with the heads of the departments being served

Figure 4-1 shows an organizational chart for a small installation Note that the
systems analysis and programming functions have been combined One employee is
assigned the duties of both control clerk and librarian.

Figure 4-2 illustrates a medium-scale installation In this installation, the functions of
the systems analyst are separated from those of the programmer, and a control group,
a librarian, and a systems programmer have been added to the system. In this ex-
panded organization, there may also be opportunities for a hierarchy of supervision
For example, the programming staff might include senior programmers, programmers,
and trainees

Figure 4-3 shows an organizational chart for a farly large installation The in-
creased level of specialization in such an organization is readily apparent Program-
ming Is divided Into two groups systems programming and applications programming.
The analyst group contains both project leaders and specialists. The specialists (forms
design, hardware, and so on) are assigned to projects when they are needed. Some
organizations separate new application development from the maintenance of existing
applications In such an organization, database administration 1s a separate function

Four functions shown in figure 4-3 may be found In large data processing opera-
tions, but they are not yet commonplace

Quality manager s responsible for establishing and enforcing policies governing
systems design, programming, and documentation Reviews and approves final docu-
mentation Evaluates compliance with policies and procedures May be responsible for
reviewing the adequacy of system testing

Security officer |s responsible for establishing policies and procedures related to
physical and data security Investigates all security violations and, as required, recom-
mends corrective and disciplinary action Controls the 1ssuance of passwords, badges,
keys, and other access control devices

Network administrator 1s responsible for the design, selection, installation, and
management of data communications facilities Maintains haison with communications
vendors

Schedulers Are responsible for scheduling production runs and special requests
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The EDP Control Function
The EDP Control Function

The plan of organization, division of functions, and operating procedures should pro-
vide for an EDP control function The EDP control function 1s subdivided into control
activities internal to data processing and control activities outside data processing The
major areas of responsibility m the control activities internal to data processing are
processing control, library control, and database administration

OUTSIDE DATA PROCESSING CONTROL

Outside control provides an independent check on the functions of the data processing
department by a user department or by a separate control group The user department
performs a control function by maintaining independent data to check the results of
processing. For example, if the general ledger 1s maintained through the computer, the
accounting department can keep a control total of the debits and credits to be posted
by the computer to the general ledger The updated general ledger from the computer
should show a total change equal to the control total recorded by the accounting
department

A separate, Independent quality control group may be established within the user
area to perform a continuing evaluation of data processing output when there I1s a large
volume of data to be controlled For example, a large corporation may have a payroll
processing control group responsible for evaluating the payroll data produced by the
computer This could be done by performing various tests on the data and by using
control totals The outside control function, as typified by the evaluation group, should
be under the direction of accounting, finance, or some other function that is able to
provide an independent and critical review of performance

PROCESSING CONTROL FUNCTIONS

The control of processing includes recelving data to be processed, monitoring prog-
ress of processing, and controliing distribution of output Typical job titles are “process-
ing control” and “input/output control " The duties include recording and checking all
control figures used to ensure completeness and correctness of processing

The activities of the control clerk or control group should be specified both in the
systems and procedures manual and in documentation for each computer application
In general, the control function, regardless of the number of people involved, includes
the following duties

Logging of input data

Recording of control information

Recording of progress of work through the department

Reconcliliation of computer-produced control information with other control infor-
mation

Supervision of the distribution of output

Scrutiny of console logs and printed control information in accordance with control
instructions

Liaison with users regarding errors

Logging of correction requests and corrections made
Scrutiny of error listings

Maintenance of the error log or error report
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The work of the processing control group s documented by the maintenance of the
logs, the signing or initialing of control documents, and the review of control reports
For instance, If a transaction file is processed with a master file to produce an updated
master file, the sum of the transaction file and the master file should equal the total of
the updated master file The person assigned the processing control 1s responsible for
making or reviewing such a comparison

LIBRARIAN CONTROL FUNCTION

The librarian control function maintains control over data and program files The control
includes custody and control of the file storage media (disks and tapes)

In a large installation, a full-time librarian may control access to data and program
files on each shift As an alternative, a librarian on the first shift may set up all the files to
be used on the other shifts and entrust them to an employee who will exercise physical
control If a file that was not provided is needed, only one supervisor (without opera-
tions responsibility) on each shift should have the authority to enter the hibrary and
obtain the needed file Because a small installation may not be able to justify a library
function on a full-time basis, someone can be assigned to this duty as a collateral
responsibility Typically, a control clerk or the data entry supervisor might be called
upon to perform as a part-time libranan

The librarian may also be assigned the control of documentation Documentation is
important in the development, operation, and maintenance of applications Further,
documentation Is often used as a basis for management control and review of applica-
tion development activities Once it has been prepared, reviewed, and approved, this
documentation should be placed under the custody of the libranan function

DATA ADMINISTRATION FUNCTION

If databases are used, an individual may be assigned to the position of database
administrator (DBA) The experience of several installations that have made a success-
ful transition to a database indicates that an effective DBA 1s vital In the plan of the
organization, the DBA should report to the highest level within EDP Ideally, the
database administrator should report to the executive with overall responsibility for
data processing

Typical duties of the database administrator may include the following

Evaluating and selecting database management software

Developing definitions of data items

Designing the physical and logical structures of the database

Establishing data naming standards and conventions, including the actual assign-

ment of names

Controlling the conversion of existing files to database formats

® Setting rules for input validation and updating

e Controlling the preparation of all software that will be used to perform database
updates

® Implementing access control and other secunty provisions to ensure the integrity of

the database
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e Documenting the database, including preparing and maintaining the data diction-
ary and advising users and analysts about the use and Interpretation of data ele-
ments

® Providing for checkpoints, processing restarts, and recovery of the database

® Analyzing all revisions of database structure and content to assess their impact on
related application programs

® Resolving conflicts among users, data processing operations, and the systems
design staff

From this list, it 1s apparent that the database administrator 1s an important control
function However, some organizations feel that the database administrator has too
many responsibilities To reduce this concentration, some organizations will not allow
the DBA or the DBA staff to have access to applications software User-oriented re-
views of output data and internal audit procedures are also used to maintain a balance
of database control

Management of Computer Installations

The same principles that govern general business management also apply to com-
puter data processing As it does in non-EDP areas, management often prepares and
uses a systems and procedures manual, which 1s useful in training and supervising
personnel and in evaluating their performance Because the use of differing conven-
tions in programming, documentation, and operations can create confusion, a manual
that descrnbes standard procedures and conventions for the particular installation can
be a valuable management aid The systems and procedures manual normally covers
organization and personnel, operating procedures, and standards

PERSONNEL

The quality of data processing Is directly related to the capabilities of its personnel
Several equipment manufacturers, as well as independent organizations, have devel-
oped aptitude tests that can aid in evaluating prospective employees Some compa-
nies ask prospective programming and systems analysts to solve a practice problem
or to write a short program to demonstrate their competence

Personnel practices and methods of evaluation should be codified in the systems
and procedures manual Employees should know what i1s expected of them and how
their performance will be measured

Personnel should follow a schedule that governs all phases of their work Program-
mers and analysts should be assigned to specific jobs, given job budgets, and re-
quired to render periodic progress reports Operators should be assigned to specific
runs with specific equipment and should be required to report reasons for schedule
deviation To improve control, operator assignments to specific jobs or applications
should be rotated periodically Of course, these procedures will vary with the size and
structure of the organization, but the concept of rotation in scheduling is applicable to
even the smallest EDP organization
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OPERATING PROCEDURES

The operating procedures section of the systems and procedures manual describes
specifications for machine operation, hardware maintenance, scheduling, file retention,
housekeeping, job record-keeping, emergency procedures, and physical securnty For
machine operation, the manual includes standard operating procedures for all equip-
ment to ensure that uniform techniques are employed In the area of hardware mainte-
nance, it provides schedules and procedures for the normal cleaning of tape and disk
drives, printers, and other equipment Concerning scheduling. it indicates specific ime
slots for normal processing, program compilations, debugging, testing, and preventive
maintenance A certain amount of slack time should be provided to handle the un-
scheduled reruns that are required For file retention, the manual details file control and
retention techniques Concerning housekeeping, it includes procedures for handlhing
files, using supples, storing programs, and keeping the data processing center neat to
avoid loss or destruction of programs and data For job record-keeping, it lists proce-
dures for control over |obs or programs received for processing and for the return of
completed jobs to the user The manual should include plans and procedures for
emergencies, such as flood, fire, and power fallure, including the steps required to
perform an emergency shutdown of the system Plans for providing backup for hard-
ware, software, and data files should be described in detail A list of the phone num-
bers of key employees and suppliers should alsc be included Finally, the manual
should describe the procedures and safeguards designed to provide physical security
for the computer installation

STANDARDS

This section of a computer installation systems and procedures manual standardizes
vocabulary, programming, debugging, and documentation

It might include a description of the forms, symbols, and conventions used in flow-
charting Generally, the conventions defined by the American National Standards Insti-
tute should be employed (See Appendix B)

A section on program coding conventions covers the standardized data and pro-
cedure names used by the installation, standardized abbreviations, and such conven-
tions as the method to use in differentiating letters from numbers It may also cover how
the program statements should be formatted and how statements are to be numbered
Restrictions or prohibitions on certain coding options may also appear, this often in-
volves a ban on the use of particular verbs or structures that are known to be nefficient
or troublesome

The manual might cover standard glossary and standard abbreviations Abbrevia-
tions are especially valuable for flowcharting A list of standard abbreviations should be
prepared, and the use of nonstandard alternatives should be prohibited Any word that
does not have a standard abbreviation should be spelled out The glossary should
specify the meaning of special terms commonly used in the Iinstallation If there Is
confusion In the industry regarding the exact meaning of a term, the definition used by
the installation should be given in the glossary

Programming languages, such as COBOL, permit the use of reasonably descrip-
tive variable names (to a maximum of thirty characters) This feature enables a pro-
grammer to write programs that use descriptive names to identify the data being proc-
essed, which makes it much easier to follow the logic of a program

Some programmers have a tendency to use short names in order to reduce coding
time, and software packages are available that convert shorthand into the correspond-
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ing full name, which will be used in all program listings and documentation For exam-
ple, the programmer might write CNA-1, but the program would reference CUS-
TOMER-NAME-ADDRESS-FILE-01

Within an installation, It 1s normal to develop standard techniques for performing
some common computer operations used by many programs, and this i1s another topic
that may be covered In the systems and procedures manual For example, routines to
clear storage, to print standard headings, or to calculate a storage address on a direct
access file may be used In hundreds of different programs These routines can be
stored In a machine-readable format and incorporated into other programs as they are
required, obviating redesign or rewrite of the set of instructions every time it 1s needed
for a new program These modules should be documented and subject to rigid rules to
prevent their misuse

Some installations prohibit the use of certain types of coding or particular COBOL
verbs It I1s often difficult to get programmers to observe such standards Further, it I1s
difficult to review the code for such violations because of the large volume of programs
that must be checked However, packages can perform this review quickly and effi-
ciently The user can specify coding features that are forbidden and can, in some
cases, specify the alternate coding that should be used When a program enters the
system, It is processed through this edit package |If a restricted verb Is picked up, it
will be replaced by the alternate coding If no alternative exists for the prohibited code,
it will be flagged and reported As long as a program contains one or more error flags,
the edit software will not allow that program to be compiled.

The manual should detail standard job control language procedures Most com-
puter systems are run under the control of an operating system, the interface between
application programs and the operating system 1s accomplished by the use of some
form of job control language The job control language 1s used to instruct the operating
system In processing a particular job or program The preparation of the proper control
statements can be a complex undertaking and often involves a depth of technical
knowledge beyond that of many programmers, as a result, it 1Is common practice to
have standard sets of control statements written to perform common system functions
and to have these statements stored on a machine-readable library When a program-
mer wants to perform one of these standard functions, the proper set of statements
within the library can be called up A clear description of each set of statements and its
use should be included in the manual

Control language generators can be used to prepare the initial setup of the re-
quired operating system instructions These generators simplify the task of preparing
control language statements and can be used to help enforce standards that govern
the coding of such statements in an installation

The manual should list the procedures to be followed in debugging, which include
specifications for desk checking, program compilation, and approval process to be
followed before a program is released Desk checking (the process of reviewing the
documentation and manually tracing the path of data through the program to see if the
logic 1s sound) 1s a good practice before program compilation is attempted The ap-
proval process should be specified in detall and should include a provision for obtain-
Ing the user’s approval of testing for all programs and subsequent modifications

Documentation standards should be specified In detail (See chapter 5)

Fmally, the manual should describe the procedures to be followed and the review
and test functions to be performed each time a program Is changed For instance, a
change log should be maintained for each program, and an entry should be made to
record the nature, effective date, and supervisory approval of the change
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Master Plan

A long-range master plan should be prepared to provide a framework for EDP develop-
ment Because of the rapid pace of technological developments, it ts difficult to make
defintive plans Therefore, the planning effort In data processing must be flexible but
should be similar to that employed in any well organized business The master plan
should be based on the plan of the organization and be approved by top management.

The EDP plans should cover a two- to five-year period In some cases, a longer
period may be justified For example, an organization with a seven-year lease on its
hardware mainframe might develop a two- to seven-year plan Long-range plans in the
EDP areas should be reviewed and revised each year

The master plan for EDP should cover five basic areas

1 Application systems There should be an inventory and a review of existing appli-
cation systems, a projection of future modifications of existing systems, and de-
scriptions of new systems that need to be developed Starting and completion
dates, cost projections, file sizes, and estimates of processing time should be part
of this section of the plan

2 Software Future requirements for operating systems, compilers and assemblers,
and other systems support or utility software should be estimated These plans will
be directly related to those developed for application systems While many of the
factors that influence software plans are beyond the control of the organization
doing the planning (for example, a vendor's release date for a new or improved
operating system), it 1s still useful to formalize future intentions, even If only tenta-
tively

3 Equipment In light of application and software plans, long-range planning should
cover projected hardware upgrades, additions, and replacements Plans for imple-
mentation and conversion should also be prepared

4 Personnel Requirements for staff changes, additions, and training should be out-
lined Training plans should be carefully coordinated with application development
and plans for software and equipment acquisition

5 Budget The financial requirements in order to carry out the plan are summarized

Management and Control of Application
Systems Development

Although operating faillures usually create more headlines (“City Loses $7 Million in
Computer Goof"), the failure of an applications systems development project can be
just as costly Many firms have invested substantial amounts of money In data process-
Ing projects that were never implemented Since the cost of fallure in this area can be
quite high, management should develop control over the application systems develop-
ment process to ensure timely, orderly, documented development of applications that
are responsive to user needs and organizational objectives for cost, control, audit-
ability, and maintainability Such controls generally employ the concept of a system
development life cycle plus methods for quality assurance in programming Generally,
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these management and control processes require user involvement for them to be
effective, and auditor involvement further enhances their effectiveness

APPLICATION DEVELOPMENT LIFE CYCLE

The development life cycle consists of a sequence of phases. Each phase has objec-
tives, processes, products, and reviews The reviews provide a mechanism for deter-
mining at each phase whether user needs are being met and whether objectives re-
garding cost, control, auditability, and maintainability are being achieved. There are
several different labels and descriptions for the application system development life
cycle, but they all follow a pattern similar to the one presented here, as table 4-1

QUALITY ASSURANCE IN PROGRAMMING

Several methods are used in organizing and managing computer programming to
achieve results that are error free and within time and cost estimates. Management may
assign each programming project to a team led by a chief programmer, who defines
modules, codes main control routines, and reviews code written by team members, the
team also includes a librarian, who handles all test runs and documentation. Alterna-
tively, management may arrange for a formal, constructive peer review of program
design, program code, and documentation, called a “structured walk-through.” It may
set up a development support library to maintain records, documents, coded program
modules, test data produced by the programming team, and software to maintain pro-
gram records

An important method for achieving quality is modular or structured programming
In this approach programs are designed as organized collections of small program
units (“modules”), which are called into operation in the proper sequence to perform
specific tasks. The job of sequencing these calls 1s performed by a master module that
I1s often called the “nucleus” or “main line module " Although each module may perform
one or more functions, the most effective program is one in which one module performs
one function, and there are Iimits to the maximum size of these modules. For example,
COBOL modules are often limited to one page of code (forty to fifty lines). A module
accepts only specified input supplied by the nucleus or by another module, and it will
return output and control to the calling nucleus or calling module

This approach encourages the development of standard modules that can be used
by all programs that require the same function, for example, testing a field for the
presence of all numeric data, writing a line on the printer, or reading a master file Use
of standard modules can reduce the time needed to complete a programming assign-
ment, since, as the library of building blocks increases, more and more of each new
program i1s available “off the shelf” and will not have to be created anew

The modular approach also simplifies testing and improves reliability Since each
module I1s designed to be an entity in itself, it can be tested as a separate unit. In this
way, It I1s possible to adopt a piecemeal approach to testing When a module has been
tested and placed in the standard library, the need to test that module when it 1s used in
anew program Is reduced. Since modules are easler to test than completed programs,
they usually produce a program that is more reliable than one created from scratch
Further, since modules are each designed to perform a specific function, 1t 1s often
easier to locate a problem when an error i1s detected As a result, modular programs are
easier to maintain
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Management and Control of Application Systems Development

USER AND AUDITOR INVOLVEMENT IN THE APPLICATION
DEVELOPMENT LIFE CYCLE

Since user requirements should be the main reason for developing an application sys-
tem, the users should be mvolved In every phase of system development To document
this involvement, user approval should be required at the end of each development
phase In alarge project designed by a development team, a user should be assigned
as a team member and may be assigned as project leader

There are two views regarding the role of the auditor in application system design
One view Is that the auditor should not be involved in application system design Audi-
tors must make an objective review of the system If they become involved in the design
of the system, they can no longer be objective since they would have to review their
own work According to this view, the auditor should do a review only after the applica-
tion 1s completed

The other point of view acknowledges this potential conflict of interest but 1s more
concerned with the difficulty and cost of making major revisions in an EDP system after
it is designed A control feature that could have been easily incorporated in the onginal
design of a system may be too costly or take too much time to install after a system has
been established Because an auditor i1s an expert in the area of accounting controls,
he should logically participate in the original specification and design of such controls
However, the auditor should only be concerned with the design of controls, involve-
ment in the iImplementation or operation of an application system is not part of the audit
function

Both approaches acknowledge the contrnibution of the auditor in the area of system
controls Both approaches call for the auditor to offer suggestions to correct control
weaknesses They differ only in the relative emphasis assigned to objectivity and cost

ALTERNATIVES TO TRADITIONAL DEVELOPMENT
LIFE CYCLE

The foregoing traditional life cycle 1s applicable to well-defined data processing appli-
cations Most accounting applications benefit from the structure and quality assurance
imposed by the life-cycle method However, there are applications for which the tradi-
tional life cycle has not worked as well These are typically applications for which the
requirements cannot be well specified in advance, because part of the requirements
become known only as the system 1s used Many applications supporting planning,
decision-making, and management control are of this type An alternative to the tradi-
tional development cycle In such cases I1s a prototyping development approach (a
heunistic or trial-and-error cycle) in which a prototype application containing nitial
specifications is developed and implemented, but the design and the software system
used in development allow the application to be changed frequently as the system is
used When users are satisfied with the system, either it may be redone with more
traditional documentation or the prototype system may continue in use

Another development approach especially suited to small applications on time-
sharing systems or on personal microcomputers 1s to turn the development over to the
user In many cases, the applications being designed by the user are for planning and
decision-making and have a short life or are revised frequently There 1s some concern
among auditors that such user-developed systems are not adequately tested and con-
trolled Documentation, backup, operating procedures, and other controls may be in-
adequate If the user-developed systems are to be used as part of the formalized infor-
mation processing system
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54 Organization and Management of the EDP Function

Testing of Application Systems During
Development and Implementation

After the programs have been written and before a system can become operational, it
must be tested Testing I1s a major part of the development of a program, accounting for
20 to 50 percent of the effort needed to implement an application system

Testing of an application can take place on five different levels program/module
tests, string tests, system tests, pilot tests, and parallel tests

PROGRAM/MODULE TESTS

Each program or module 1s tested separately As far as possible, these tests are de-
signed to test the full range of the processing logic After all the modules have been
tested on an individual basis, they are combined in programs, each of which Is tested
on an overall basis using the same data used to test the modules While some tests
may be specified by users of the system, program/module tests are often designed by
the programmer who wrote the code Test results are reviewed by the systems de-
signer or a programming manager, in some nstallations, the qualty assurance group
may become involved in this level of testing

A number of software aids are available for module/program testing Cross-refer-
ence systems can be used to identify each line of code In a program in which a
particular data name is used Some systems identify the initial source of the data con-
tained In each field (or data name), list each reference to that field, indicate the nature
of the reference (data movement, computation, update, comparison, and so on), and
record the final disposition of the field (output file, report, and so on) Programmers can
use other software aids to locate logic errors, trace the execution of a program step by
step, and provide a picture of changes to each field during processing

STRING TESTS

Sets of related programs are called “strings " For example, a payroll system made up
of fifty-six programs might contain a four-program subsystem that i1s used to update the
master file, the four programs In this subsystem would be a string

A string test verifies the interface between related programs Since problems in this
area are common, it Is important to provide a wide range of test data for string testing
The tests should examine the validity of the data passing from program to program to
determine that errors are identified at the earliest point in the processing cycle String
tests are usually prepared and conducted by the systems designer, and the results are
reviewed by the project manager or persons assigned to the quality control function

SYSTEM TESTS

System tests are applied to all the programs In a system In the example of a payroll
system containing fifty-six programs, a test of all fifty-six programs would be a system
test Data are processed through all the programs and subsystems to test the interface
and interactions that take place in the system The tests are designed to simulate
processing of a wide range of both valid and invalid transactions System tests are
normally designed by the systems designers and the project manager, and they are
reviewed by a quality control group or the data processing manager
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PILOT TESTS

A pilot test involves the processing of one or more cycles of actual transactions to
establish representative cycles The results of this processing can be compared with
the results obtained from processing through the existing system Reconciliation pro-
cedures may be required If the system being developed does not produce output that
can be directly compared with output from the current system A pilot test 1s sometimes
called a “volume test,” since It involves the processing of a volume of transactions
equal to the transactions 1n a given period Pilot tests are usually designed by the
project manager and are reviewed by the user departments or someone in a quality
control position The quality of testing 1s improved If the user Is responsible for pilot
testing

PARALLEL TESTS

A parallel test involves the simultaneous operation of the old and new systems and a
comparison of the resulting outputs

Running parallel tests may require renting extra equipment, hiring temporary em-
ployees, and having current employees work overtime User departments may have to
prepare two sets of Input documents, one for the old system and one for the new
Special programs to compare the output files from one system with those from another
may have to be written and tested These activities require considerable effort, but
parallel testing is vital for complex systems, for example, on-line file updates

Parallel tests should be jointly planned by the project manager, EDP operations,
and the users, and the test results should be reviewed and evaluated by these groups

AUDITOR’S ROLE IN TESTING

Auditors should review the test data up through system test and add any additional
tests that are required for audit purposes By a review of the results obtained from
processing these expanded tests, the auditor can evaluate both the controls and the
effectiveness testing Having tested the system at this point, the auditor will probably
choose to follow up with a review of the pilot and parallel test results.

Relationship of Organization and
Management Practices to Accounting
Controls

This chapter emphasizes good organization and management practices for EDP, with-
out distinction between practices that provide accounting control and those that pro-
vide administrative control The following list identifies accounting controls within the
scope of the audit and distinguishes them from administrative controls

Organization and Control Practice Classification

Position descriptions Administrative

Segregation of functions within EDP Accounting and administrative
Segregation of user and EDP functions Accounting

(continued)
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Organization and Control Practice (cont )

Control functions
User control
Processing control
Librarian
Data administration
Selection and scheduling of personnel
Standard operating procedures
Standards
Master development plan
Application development life cycle
User mvolvement
Auditor role
Testing of applications
User participation
Auditor role

Classification (cont)

Accounting

Accounting

Accounting and administrative
Accounting and administrative
Administrative

Accounting and administrative
Administrative

Administrative

Accounting and administrative
Accounting

Accounting

Accounting and administrative
Accounting

Accounting

The accounting control elements of these organizational and control practices are sum-

marized below

Segregation of functions within EDP

® Segregation of functions of development, operations, and control
® Rotation of operators and program maintenance personnel

® Vacations by EDP employees

Segregation of user and EDP functions

e Ongination, authorization, or correction of transactions

o (Custody or control of non-EDP assets
® Authorization to change EDP controls
e Origination of master file changes

User control

® Independent control over input transactions

® Review of transactions and file changes processed

Processing control
® Review of data to be processed

e Reconcihation of controls developed in processing with input controi information

e Correction resubmission control
e Qutput distnbution control

Librarian function

® (Custody of documentation and data and program files

® Control over access to documentation and files

Data administration function
® Control over access to database
e Control over database changes

Standard operating procedures

e Computer operator instructions, including errors and control instructions
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Application development life cycle

® Active participation by users (and internal auditors as appropriate)

® Management review and approval at each phase of development life cycle
® Independent review and evaluation of systems during development life cycle

Testing of applications
e Participation of users In testing new applications for conformity with requirements
and specifications

Summary

This chapter describes some of the preferred practices that have been applied to the
organization and management of the EDP function The plan of organization for the
data processing area should emphasize a proper segregation of functions and the
effective implementation of a formal control function

In the management of a computer installation, three particular areas should receive
special consideration organizational and personnel practices, the use of standard
operating procedures, and adherence to data processing policies and procedures
The evolution of the EDP system should be governed by a master development plan
The plan should cover planned activity in the areas of application systems, system
software, equipment, and personnel

Proper management and control of application systems development is also nec-
essary The development process involves distinct phases with reviews and products
at the end of each phase Quality assurance for programming may use a variety of
methods, including modular program development In addition, a successful develop-
ment project usually requires both user and auditor involvement

Application development testing I1s also an important management and control
requirement Five levels of testing should be provided program/module, string, sys-
tem, pilot, and parallel The user’s role in these test activities 1s an essential control
element
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Documentation of the
Application

Documentation consists of records, reports, workpapers, and other matenals that de-
scribe the system and procedures for performing data processing tasks It is a means
of communicating the essential elements of the data processing system, including the
logic followed by the computer programs Preparing documentation i1s a necessary,
though frequently neglected, phase of data processing Documentation can—

Provide for management review of proposed application systems.

Provide explanatory material for users

Instruct new personnel by providing background on previous application systems
and by serving as a guideline for developing new applications

Provide the data necessary for answering inquiries about the operation of a com-
puter application

Serve as one source of information for an evaluation of internal control

Provide operating Instructions

Simplify program revision by providing details of processing logic

Supply basic information for planning and implementing audit software or other
auditing techniques

When documentation has not been maintained, users have found modification of

an existing system to be very expensive For example, a change in withholding rates or
the addition of a city Income tax has, in some cases, necessitated a substantial amount
of program revision because documentation did not contain the information needed to
make the required modification Documentation is especially important when programs
are coded In low-level, machine-oriented languages rather than in high-level lan-
guages such as COBOL, which are partially self-documenting
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Types of Documentation

An EDP application system, such as payroll, may include a number of processing tasks
that are performed by separate computer programs Although the programs are sepa-
rate entities, they are often interconnected since the output from one program may be
input to another An interconnected set of programs is usually called a "job " For exam-
ple, the sample documentation included in Appendix C of this book 1s a portion of an
inventory system related to the job of performing daily updates of the master file The
job contains programs to create and to update an inventory master file

The documentation describes the relationships of the jobs in the application sys-
tem, the programs in the application job, and the logic of each program The basic
types of documentation include the following

System documentation
Job documentation
Program documentation
File documentation
Operations documentation
User documentation

Note the separation of documentation for programs and files At one time, files
were documented as part of each program This was a valild approach when each
program had its own unique files, however, the sharing of integrated files by a large
number of programs makes it more practical to prepare separate documentation for
each file and to reference that documentation to each program using the file This
approach simplifies the updating of file documentation

SYSTEM DOCUMENTATION

System documentation represents the highest level of documentation for an applica-
tion, and, as a result, it usually contains the least amount of detail Typical application
system documentation contains a narrative describing the system, a flowchart showing
the jobs and programs involved, a flow diagram describing the clerical processing
required, a report describing in detail all input documents and outputs, and a list
containing the control functions and operations built into the system

This documentation i1s designed to present an overall view of a particular applica-
tion system It provides information for management and users of the system, and its
documentation of controis is of particular interest to auditors because 1t provides a
good starting point for the study and evaluation of accounting and administrative
controls

JOB DOCUMENTATION
Job documentation normally contains the following elements

Job Narrative
This 1s a statement of the purpose of the job plus any unusual processing requirements
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Run-to-Run Flowchart

This illustrates the program-to-program flow of all input to and output from the set of
programs used In the job The source of all input and the final disposition of all input
and output are clearly identified The flowchart provides an overview of a particular job

Program Summary

The summary contains a list of the programs used in the job Programs are identified by
reference number (usually a six- or eight-character name used to refer to the program
In the job command statements and for internal purposes) and by descriptive name
For each program, run frequency is shown, along with the estimated running time for
normal and peak processing requirements

Source Document Summary

This summary lists, by name and reference number, all input to the job The summary
provides an estimate of average volume and references each transaction to the file that
It updates or creates Other special characteristics, such as transaction codes or opti-
cal scanning requirements, are noted when applicable (Detalled descriptions of each
INnput screen or source document are included as part of the system documentation
section )

File Summary
This lists each file used in the job, supplying the following information

® [dentification number (usually a six- or eight-character name that will be used by
the operating system)

Usage (input, output, or work file)

Medium (card, tape, disk, and so on)

Source (input source transactions or other files used to update or create this file)
Volume (estimated transactions or records)

® Retention period

This summary provides an overview of the file requirements for a particular job and the
basic cross-reference (identification number) that 1s used to locate the detailed docu-
mentation for the file

Output Summary

This summary lists each report or output screen produced by the job, supplying the
following information

® |dentification number

e |dentification number of the program that produces the report or screen

® Frequency

® Form number of the paper on which the report 1s printed

® Estimated average report volume In terms of print lines

® Report or screen format

This summary provides a cross-reference between jobs, reports, and programs
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PROGRAM DOCUMENTATION

Intended to serve as the basis for inquiries and program and system revisions, this
documentation contains detalled information about each program .

Program Narrative

The program narrative presents an overview of the program and typically includes a
description of the purposes of the program, the inputs and outputs, and the processing
requirements The program narrative I1s useful both as a description of the program for
a nontechnical reviewer and as an introduction to the detailed documentation to follow

Program Structure and Logic Description

Traditional documentation of program structure and logic 1s the program flowchart
Many installations do not use them because they are difficult to prepare and keep
current Some Installations use only well-documented and well-structured program
code Other Installations use supplementary documentation such as hierarchy charts
to show program module structure, HIPO (hierarchy, input, processing, and output)
charts to show structure and logic flow, and English-like pseudocode descriptions of
program logic

Source Code Listing

A key documentation element I1s a listing of the program source code The program
should be coded so the program logic can be clearly understood If COBOL s used
and reasonable coding standards are enforced, the source code listing Is informative
In other languages, it may be necessary to include comments to explain the program

Test Results or Sampie Output

Ideally, a program should be subject to a comprehensive test based on a set of data
specifically designed to execute the program logic The basic set of comprehensive
test data for an application I1s often called base case test data The test data and the
test output should be retained in the documentation It can be used in the review of
output from the processing of the same test data following a subsequent revision

Change Notice

Each time a program i1s modified, a change notice should be prepared and added to
the program documentation (See figure 5-1 ) These notices provide a complete log of
all revisions The notice contains information such as the following

® A statement of the purpose of the revision

A description of the revised processing

A list of the detall changes that were made to the program source code
An indication of when the change was tested and implemented

°
.
°
® A sign-off indicating supervisory review and approval



. Program Change

| Program name Application
‘ Date requested Date needed
| Requested by Department
| Date
. Change request approved by data processing — Approved
| Purpose of the revision
i
|
|
|
|
| Description of revised processing
|
|
List of changes made
Module/documentation Changes
|
|
| Changetestedby Date .. Estimated cost $
‘. Change approved by DP Date Actual cost  §
Change approved by user Date . Estimated hrs
| Change effective on (date) Actual hrs

Faltback procedure to be followed in the event of difficulties with change

Figure 5-1  Program change form
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FILE DOCUMENTATION

The use of integrated files and databases makes 1t logical and practical to prepare
separate file documentation and reference 1t to all the programs that use each file In
COBOL programs, the FD (file description) entry from the source code may, with the
addition of suitable comments, provide adequate documentation If more than one
COBOL program uses a file, separate file documentation can be achieved by prepar-
Ing a single file description stored in a COBOL lbrary of such descriptions Each
program obtains the file description by using a COPY instruction that causes the file
description from the library to be incorporated into the COBOL program

A separate type of documentation, called a “data dictionary,” can be used to
record Information about the structure and content of all computer-based files The
data dictionary 1s a fundamental EDP management tool It 1s based on the concept that
a set of data is a resource that should be shared by all the application users To permit
this sharing, the data itself must be consistently defined A data dictionary is usually
implemented in conjunction with a database management system, however, it has also
been used to systematize the data definitions in complex, batch-onented computer
systems The data dictionary approach 1s illustrated in figures 5-2 and 5-3

The data dictionary provides the following documentation

e Standard definitions for all data elements, records, and files

® Narrative and technical descriptions of security provisions, edit considerations,
logical and physical structures, and applications use of all data

® (Cross-references for data element creation and use

This documentation approach offers the following advantages

e |t allows strict control over the definitions assigned to each element within the
system

® |t simplifies the tracing of the path of data items through a system

® |t encourages the use of standard edit and validation routines so that the same
types of validation will be applied to a data element no matter where it enters the
system

® |t becomes easiler to evaluate the impact of a change on the existing data structure,
since all elements In the structure are cross-referenced to their source and use

e |t reduces the applications program effort by providing standard definitions that
may be used by everyone involved in systems development

® [t serves as the initial step In the design and implementation of a database system

However, preparation of a data dictionary 1s complex and time consuming In a
medium-scale system, it might take one or two work-years to create a data dictionary
The continued support of the data dictionary requires a heavy maintenance effort
Once a data dictionary has been established, formal control must be provided over the
setup of, and access to, all new files that are created Often, this type of control I1s
difficult to implement in a small- or medium-scale installation

In most cases, the advantages inherent in a data dictionary outweigh the problems,
and a trend toward the use of this documentation technique has developed



Document Type Revision No. Page of
Segment Description 0 1 1
System Name Revision Date Original Date
Parts VENDRSEG 3/24/8X
Subsystem Number Analyst Design Level
Vendor Information PS30000 DLA Senersl D?:”

Description

This segment contains information about vendors who

are possible sources of supply for a particular part.

If

a part is not purchased from the outside (e.g., internally

manufactured), this segment will not be present.

is present, this may be a repeating segment.

Parent Segment:

PARTROOT

Dependent Segment: VADDRSEG

Data Elements

VENDR-ID-CODE

VENDR-NAME

VENDR-LAST-PRICE
VENDR-LAST-QTY-ORDERED
VENDR-LAST-ORDER-DATE
VENDR-LAST-ORDER-PO~-NO

When it

Figure 5-2

Data dictionary segment description
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Document Type Revision No. Page of
Data Element Description 0 1 1
System Name Revision Date Original Date
Parts VENDRSEG 3/24/8%
Subsystem Number Analyst Design Level
General | Detail
Vendor Information PS300030 DLA X
Element: VENDR-LAST-PRICE
Name: Last Price Charged by a Vendor
Description:
This element contains the most recent price a
particular vendor charged, per unit of measure, for a
particular part.
Physical Attributes: PICTURE 9(4)V9(2).
Values: Positive values from 0000.01 to 9999.99
Validation Considerations:
The element should always be all numeric. Presently,

no known value exceeds 2000.00 and it is not likely that

this upper limit will ever be exceeded.
placed in this element should not vary from the prior

value by more than 10%. This element should not vary by

An updated value

more than 20% from the value of MASTER-UNIT-PRICE in the
PARTROOT. A transaction with a non-numeric value in this
element should be rejected.
fail to meet the validation criteria should be held on a
validation suspense file, reported on a validation
exception report, and processed in accord with

instructions issued by someone who knows the proper
supervisory override.

Owner: Authorized users in the Purchasing Department

All other transactions that

Security: Access restricted to authorized users in

accounting, auditing, or purchasing.

This

element should be considered COMPANY CONFIDENTIAL.
Standard Report Heading and

Output Format:

bbVENDORbD
LAST PRICE
bZ,ZZ9.99b
Outputs: Report/File INR237 1INF393
Program INP391 1INP391
Sources: Input/File  PUR232
Program INP391
Parent Segment: PARTROOT

Dependent Segment:

INF407 INF632
INP277  1INF892

VADDRSEG

Figure 5-3

Data dictionary data element description
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To make the data dictionary as useful as possible to the widest audience, 1t 1s
necessary to prepare a detalled index of the documentation contents A number of
different indexes are normally supplied Figure 5-4 illustrates the different types of
indexes that might be required

OPERATIONS DOCUMENTATION

Operations documentation I1s a special-purpose subset of job and program documen-
tation that contains information that operations personnel need to perform their tasks
The concept of segregation of functions in data processing suggests that operators
should not have access to complete documentation Without such access, a computer
operator would find 1t difficult to alter a program Therefore, the computer operator
should be given access only to the operating Instructions, since they provide all the
information necessary for running the program Operations documentation often in-
cludes the following elements

® Job and program narratives Edited versions of the narrative, outlined as part of
program documentation They do not contain the narrative description of program
logic

® nput/output chart Displays all the input and output files required for a computer
program The source of all input and the disposition of all output are indicated
Operations personnel use this chart to determine the files that are needed for each
program and to determine how output files and other output are to be distributed or
handled when processing i1s complete

® Job command language statement list A list of the job command language state-
ments that are required to execute a job or an individual program |If there is a
problem with the processing of a program, this list Is checked to determine if the
program has been properly set up for operation Further, if the control statements
for the command language become lost, this documentation Is the source of the
information needed to reconstruct them

® FError message list Provides the operator with a list of all the messages contained in
the program The meaning of each message I1s explained, and the operator Is given
a description of the required action to be taken in response to the messages

® Restart and recovery instructions Provides detailed instructions about the restart
and recovery procedures to be employed

USER DOCUMENTATION

The final category of documentation is prepared for the user departments This con-
tains a nontechnical description of the system, the input, and the output

Control procedures are listed in detail and include a list of the people responsible
for performing each of these procedures These responsibilities should be identified by
position or department, not by the name of the individual assigned, since personnel
may change Error correction procedures, any cut-off procedures for the submission of
nput data, and any special timing considerations involved in processing should be
clearly indicated

The user manual for on-line applications should include instructions and explana-
tions for—

® Logging on the terminal and the application, including security procedures and
warnings
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Hierarchical Index

PART DATA BASE (cont.) Page
VENDRSEG 62
VENDR-ID-CODE 63
VENDR-NAME 64
VENDR~-LAST-PRICE 65
VENDR-LAST-QTY-ORDERED 66
VENDR-LAST-ORDER-DATE 67
VENDR-LAST-ORDER-YR 68
VENDR~LAST-ORDER~-MONTH 69
VENDR-LAST-ORDER-DAY 70
VENDR-LAST-ORDER-PO-NO 71

Alphabetic Index

Page
VENDR-ID-CODE 63
VENDR-LAST-ORDER-DATE 67
VENDR-LAST-ORDER-DAY 70
VENDR-LAST-ORDER-MONTH 69
VENDR~LAST-ORDER-PO-NO 71
VENDR-LAST-ORDER-YR 68
VENDR-LAST-PRICE 65
VENDR~LAST-QTY-ORDERED 66

VENDR-NAME
VENDRSEG

KWIC (Keyword in Context) Index

Page
ORDER - (VENDR-LAST-ORDER-DATE) 67
ORDER - (VENDR-LAST-ORDER-DAY) 70
ORDER - (VENDR-LAST-ORDER-MONTH) 69
ORDER - (VENDR-LAST-ORDER-PO-NO) 71
ORDER - (VENDR-LAST-ORDER-YR) 68
ORDERED - (VENDR-LAST-QTY-ORDERED) 66

M

Figure 5-4  Data dictionary indexes
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Help or training aids and expert mode

The various menus that may be provided to guide the operator

Data fields to be entered

Error messages and reentry procedures

Recovery and restoration procedures If an on-line session Is Iinterrupted
Log-off and end-of-day procedures

The documentation should also include a description of how the user departments
should determine the accuracy of the output they receive Auditors may find it useful to
review user documentation to obtain a general understanding of the functions per-
formed by the user and to assist in developing an understanding of the flow of informa-
tion between the user and EDP

Software Documentation Aids

One of the major obstacles to the preparation of adequate documentation is the
amount of time required to develop and maintain it This problem has been partially
solved by the development of software packages that can reduce the manual effort
involved in documentation These packages may be classified as follows

Flowchart packages
Cross-reference listings

File description generators
Formatting or shorthand systems
Librarian packages

FLOWCHART PACKAGES

The flowchart packages read the source code for a program and convert it into a
flowchart, which is printed on the line printer Boxes and lines are drawn by the use of
symbols that are part of the printer's normal character set, such as an asterisk, a dash,
and so on Even with the graphic limitations imposed by the use of these symbols,
computer-generated flowcharts are quite readable They are larger than hand-drawn
flowcharts, since there 1s no combining of like operations Figure 5-5 I1s a portion of the
flowchart produced by using a package to process the source code from the program
in this book’'s Appendix C

The majonty of the flowchart packages are designed to process COBOL source
code, but some systems can handle FORTRAN, PL/1, or ASSEMBLER language The
detalled information or comments printed within the blocks on the flowchart will be
based solely on what appears in the source code If the program logic is intricate and
the data names are cryptic, the flowchart will be difficult to follow, if the logic flow 1s well
planned and the data names are descriptive, the flowchart will be clear and easy to
understand

In general, flowchart packages have the following advantages

® The same information or situation I1s always charted in the same way
e The flowchart accurately reflects the current status of the source code
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Figure 5-5 Computer-generated flowchart



INFOB2

INFOB83
INVENTORY-MASTER-RECORD
INVENTORY-TRANSACTION-RECORD
MAINLINE
MASTER-FILE-INDICATOR
MASTER-LAST-RECEIVED-DATE
MASTER-LAST-RECVD=-DAY
MASTER-LAST-RECVD-MONTH
MASTER-LAST-RECVD-YR
MASTER-LAST-USAGE-DATE
MASTER-LAST-USE-DAY
MASTER-LAST-USE-MONTH
MASTER-LAST-USE-YR
MASTER-PART-DESCRIPTION
MASTER-PART-NUMBER
MASTER-QTY-ON-HAND
MASTER-UNIT-PRICE
MOVE-TRANSACTION=-TO-QUTPUT

Figure 5-6

»/021010/ 020140 100050
+020010/ 020090 100040
,+020040/7 290030
/021040/

/1000607 100150 100180
»+059020/ 100130 105025
/0201307 110040
/0201607

/0201507

/0201407

»/020090/7 120110
/020120/

/0201107

/0201007

/0200607

/0200507

»020080/ 11D030 120030
/0200707

/1600107 105040 12000

Sample cross-reference report

100080

140e<e0

100210

2b0050

120050

130050

140230

20040

100230

120100

30000
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® There 1s no need to store and maintain bulky flowcharts since a new chart can be
prepared whenever one Is needed

® The charts can be prepared by the computer at a lower cost than the equivalent
charts prepared manually

Auditors frequently encounter systems that are not well documented When review-
Ing the system and, in particular, the detalled aspects of some internal controls, the
auditor can find a flowchart quite helpful The auditor can use the flowchart package to
produce documentation that will provide a starting point for further review

CROSS-REFERENCE LISTINGS

Cross-reference listings provide an alphabetic list of all names used In a program,
indicate the line number in the source code where the name was first defined, and list
all other line numbers that reference that name. Program compilers (and some flow-
chart packages) produce a cross-reference list as a byproduct of their normal opera-
tions, while others offer such lists as an option. The cross-reference lists are useful in
reviewing the logic of a computer program Figure 5-6 shows a portion of the cross-
reference report for the program documented in Appendix C

FILE DESCRIPTION GENERATORS

To understand a computer program or system, the auditor must learn the structure of
the files that are processed A section of the program is devoted to a definition of the
files that are used For the most part, the formats of these definitions are difficult for
someone other than a programmer to understand

A number of programs have been developed to read the descriptions as they
appear In the computer program and to convert them into a graphic or tabular format
that 1s more easlly understood by the nontechnician These programs can be quite
helpful in providing supplementary documentation Figure 5-7 shows an example of the
output produced by one of these software packages

FORMATTING

Coding format standards make it considerably easier for one programmer to read the
work of another, however, 1t 1s often difficult to enforce standards because of differ-
ences In training among programmers and because of a common feeling that format
standards stifle creativity To achieve standardization, some installations have made
use of the formatting capabilities available in some preprocessor software systems
These preprocessors accept a source code written in any format and convert it to a
standard format established by a particular installation

The preprocessor packages also allow the programmer to write a shorthand ver-
sion of the language The formatting program converts the shorthand into its corre-
sponding full-text version A user table for the conversions of data names must be
provided Standard language elements, such as the COBOL picture clause, are based
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Software Documentation Aids

on standard abbreviations provided by the package. Figure 5-8 illustrates the coding
that was submitted by a programmer, and figure 5-9 shows the code generated by one
of these format/shorthand packages.

LIBRARIAN PACKAGES

Over the years, a number of different librarian software packages have been devel-
oped to help maintain computer software These packages enable an EDP department
to establish a library containing a copy of each source program. There are procedures
to update, delete, and change the programs contained in that library. It makes it con-
siderably easier to maintain the system, since the librarian system provides facilities to
alter programs easily whenever a change 1s required. The librarian packages generally
provide the capability for maintaining a log that keeps track of all changes that are
made to each program; this log can be an invaluable aid in tracing such changes.
Further, some of the librarian packages provide a limited formatting capability that can
be applied to the programs that are written.

The librarian packages may also be useful in enforcing other standards within an
installation. For example, particular commands that are banned in a particular installa-
tion may be identified to the librarian package. Once these commands are identified,
the package will not accept any program instruction containing those verbs A common
example of this might be an organization that forbids the use of the COBOL command
“ALTER " Even though it i1s quite powerful, that particular verb can cause difficult-
to-locate errors within programs, and some installations have made the decision to ban
Its use.

Librarian packages differ in the control over object (machine language) code
Many widely used librarian packages provide control over source code, for example,
COBOL, but do not control the object code produced when the source code Is com-
piled Since the actual processing is based on the object code, control of source code
is one step removed from the actual processing If a change is made directly in ma-
chine language or by overlaying the object code, the source code control will not
detect or record the change There are libranian packages that do keep track of object
code, which provides a major improvement in the level of program control that can be
maintained within a data processing Installation Librarian systems often provide
archiving capabilities to allow the recovery of prior program revisions

Figure 5-10 shows a portion of the master index produced by one librarian pack-
age The index is In sequence by module (program) name For each purpose, the index
reports the following:

® Password required to access the module (For security reasons, however, it i1s not a
good idea to st this password on the index )

A brief description of the module

The date the module was Initially placed in the library

The date and time of the last module update

The number of lines in the module

Minimum Documentation and the Auditor

No generally accepted minimum standards for documentation exist, either inside or
outside the data processing community However, any organization that files a tax
return with the Internal Revenue Service must meet the minimum documentation stand-
ards described in Revenue Procedure 64-12 and Revenue Ruling 71-20 These pro-
nouncements establish guidelines for the kind of documentation that must be main-
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Minimum Documentation and the Auditor

MASTER LIBRARY INDEX

0s/09/78X% TIME 140k PAGE 37
MODULE +PASSWORD MODULE DESCRIPTION ADDED LAST UPDATE RECORDS
INPONO GACB INVENTORY TURNOVER 09/0L/8X 09/23/8X 1240 437
INPO4L RUSD INVENTORY ACTIVITY 10/10/8X 12/17/78X 0831 L83
INPOY2 TMNO UPDATE USAGE FILE 11/20/8X 01/13/8X 0914 237
INPON3 FRIC USAGE DETAIL LIST 0l/30/8X NONE 743
INPOLO OQUES UPDATE MASTER DESC 03/03/8X 05/09/8X 1201 LO0bY
INPOL2 ROUW PRINT MASTER LIST 0&/07/8X 05/09/8X 1401 38y
INPOL3 MDDL RECREATE MASTER 07/05/78X NONE 443
INPDOSL SCLJ TRANS CARD TO TAPE 03/08/8X 03/22/78X 1837 71
INPDA&2 LLMR UPDATE INVNTRY MAST o4/0L/68X 05/08/8X 1327 5ke
INPOB3 RFDS CREATE BACKUP 04/09/8X% NONE 48b
INPLOO RFCU YEARLY ACTIVITY 02/09/8X 02/11/8X 1304 749
INPLOL NCYM YEARLY SUMMARY 03/31/8X 09/28/8X 1743 8L8
LGPO1D OKLR WRITE COMM LOG 05/24/8X 05/2kL/8X 1801 1437
L6PO20 Eouv PRINT LOG REPORT 11/29/8X l2/24/8X 1409 1141
LGPD30 AEDL UPDATE CUM LOG 12/3L/8X 03/27/8X 0940 2349

Figure 5-10 Master library index

tained In support of a computerized application that has an impact on a filing with the
Internal Revenue Service Coples of the procedure and the ruling appear In figures
5-11 and 5-12 at the end of this chapter

Minimum documentation standards have not been developed and accepted by the
data processing community because there are significant differences among installa-
tions in the approach to EDP and systems design As a result, acceptable documenta-
tion may take many different forms However, It Is possible to establish general guide-
lines for the content of an acceptable documentation plan Basically, three types of
documentation should be prepared (1) systems documentation, (2) program docu-
mentation, and (3) operations documentation Minimum documentation requirements
are outlined for each of the three types This I1s the minimum level of documentation
an auditor should generally expect to find in any system he or she I1s engaged to
audit

SYSTEMS DOCUMENTATION

Minimum application systems documentation normally includes a description of the
reasons for implementing the application and an outline of the operations to be per-
formed It contains project documentation, such as copies of all project proposals or
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78 Documentation of the Application

system outlines Evidence that the system had been approved for development and
implementation 1s included A list of assigned project development responsibilities may
also be provided

At the next level, application systems documentation usually includes a narrative
description of the application system and its expected processing results, plus system
flowcharts illustrating the flow of transactions or data through the system and the rela-
tionships among the various processing steps and computer programs

There should be descriptions of the input to and output from the application sys-
tem, as well as descriptions and layouts of the files that are used in all stages of
processing As mentioned earlier, this kind of information might be part of a separate
set of file documentation Normally, the auditor should expect this level of documenta-
tion to contain a description of the control features incorporated into the system and an
explanation of how these controls ensure the accuracy and integrity of the processing
This level of documentation should also include copies of properly approved change
authorizations for each system modification.

The auditor would rely on this level of documentation in tracing data from ornginal
entry to final output or other disposition Therefore, this documentation gives the auditor
a clear indication of the processing or audit trail for the application

PROGRAM DOCUMENTATION

Program documentation should include a narrative description of the program, plus a
copy of the program source code and a listing of all parameters or job control state-
ments required to process the program It may also include flowcharts, decision tables,
or logic narratives to explain the detalls of the processing

If they are not covered elsewhere, a list of programmed control features should be
included In the program documentation. Tables may be used to explain any code
values used in the program These tables should include an explanation of the meaning
and content of the codes There should be a record of each change that has been
made to the program and an indication of its effective date and proper approval. There
should be copies of the formats of any outputs from the program, some indication of the
operating instructions required to execute the program, and a description of any spe-
clal features, such as error detection routines or the use of parameter switches imple-
mented in the program code.

OPERATIONS DOCUMENTATION

This documentation Is prepared to assist operations personnel In properly executing
the programs For each program, this documentation should include a brief description
of the processing and a list of the required input and output. The operator should also
be informed of any special instructions regarding the setup of the computer to do the
required processing. Operating system requirements are listed in terms of job control
language specifications The documentation should include a list of ail program mes-
sages and halts that may be encountered during the execution of a particular program,
and it should inform the operator of the action to be taken in response to each of these
situations If operations personnel are required to perform any control procedures dur-
ing the processing, these should be documented. Recovery and restart procedures
should be outlined, too Estimated normal and maximum run times are included to give
the operations personnel an indication of how to schedule the processing. Finally,
emergency Instructions regarding file retention or other considerations should be in-
cluded



Minimum Documentation and the Auditor

The auditor can review operations documentation to understand the functions per-
formed by the operations group This documentation also helps the auditor plan any
work on the computer system for a particular program or for the use of computer-
assisted audit techniques

Unless separate user documentation Is prepared, the user's duties and responsi-
bilities should be included as part of the operations documentation.

THE IMPORTANCE OF DOCUMENTATION FOR AUDITS

The auditor may find it necessary to use the documentation in several ways Two uses
involve the review of internal control and the planning of audit procedures using the
computer

In conducting the study and evaluation of internal accounting control in EDP sys-
tems, documentation is iImportant as an element of accounting control and as a source
of nformation. The AICPA Audit and Accounting Guide, The Auaditor's Study and Evalu-
ation of Internal Control in EDP Systems, 1dentifies the existence of appropriate levels of
documentation as one of the general accounting controls that the auditor evaluates in
an EDP installation Application documentation is frequently the best source of informa-
tion on control features (including the computer programs) Therefore, a review of the
controls may depend, In part, on adequate documentation in support of the applica-
tion To some extent, the auditor may find it necessary to review systems and user
documentation to increase his understanding of the control features inherent In the
system

Even If documentation Is not required to support the auditor's review of internal
accounting control, the absence of adequate documentation often indicates a lack of
administrative control and may influence the auditor's evaluation of overall internal ac-
counting control

Documentation s also important In the planning of audit procedures using the
computer If the review of internal accounting control and the results of compliance
testing indicate that the auditor should consider the use of computer-assisted audit
techniques, details of records, formats, layouts, code structures, and other basic data
are required to plan and execute the procedures This information should be contained
In the documentation. Good documentation thus serves to reduce the time an auditor
needs to develop and implement computer-assisted audit procedures

Summary

Documentation is an essental part of any data processing system |t serves as the
basis for providing information about the various components of an application system
and its processing logic.

The manual preparation of documentation can be slow and expensive. As a result,
several software packages have been developed to reduce the manual effort involved
in creating and maintaining documentation.

Although some IRS pronouncements have established certain broad de facto
standards for taxpayers, no generally recognized standards have been set forth for
minimum documentation requirements The chapter defines some general guidelines
for the minimum level of documentation an auditor should expect to find in any system
he audits.
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Figure 5-11 |IRS Revenue Procedure 64-12

26 CFR 601.105: Examination of returns and claims for Rev. Proc. 64-12
refund, credit or abatement; determination of correct
tax liability.

(Also Part |, Section 6001; 1.6001-1.)

Guidelines for record requirements to be followed in cases where part or all of the accounting records are main-
tained within automatic data processing systems

Sec. 1. PURPOSE.

.01 The purpose of this Revenue Procedure is to set forth guidelines specitying the basic
record requirements which the Internal Revenue Service considers to be essential in cases where
a taxpayer’s records are maintained within an automatic data processing (ADP) system. Refer-
ences here to ADP systems include all accounting systems which process all or part of a taxpay-
er’s transactions, records, or data by other than manual methods.

.02 The technology of automatic data processing is evolving rapidly; new methods and
techniques are constantly being devised and adopted. Accordingly, the five points set forth in
section 4 of this Revenue Procedure are not intended to restrict or prevent taxpayers from obtain-
ing the maximum benefits of ADP provided the appropriate information is present or can be
produced by the system. These guidelines will be modified and amended as the need indicates to
keep pace with developments in automatic data processing systems.

SEC. 2. BACKGROUND.

The inherent nature of ADP is such that it may not be possible to trace transactions from
source documents to end results or to reconstruct a given account unless the system is designed
to provide audit trails. Taxpayers already using ADP or contemplating its use have requested
information concerning the types of records that should be developed and maintained in order to
meet the requirements of section 6001 of the Internal Revenue Code of 1954 and the correspond-
ing regulations. This section of the Code reads in part as follows:

Every person liable for any tax imposed by this title, or for the collection thereof, shall keep such records, render such

statements, make such returns, and comply with such rules and regulations as the Secretary or his delegate may from time to
time prescribe

SEC. 3. OBJECTIVES.

Modern machine accounting systems are capable of recording business transactions much
more rapidly and with greater accuracy than manual systems and they are capable of retaining
and producing vast amounts of data. The ability to produce in legible form the data necessary to
determine at a later date whether or not the correct tax liability has been reported must be care-
fully considered in designing and programming a machine system. This factor may add to the
complexity of the system and require additional cost, but this cost may be negligible in comparison
to the expense that may be incurred at a later date if the system cannot practically and readily
provide the information needed to support and substantiate the accuracy of the previously re-
ported tax liability.

Sec. 4. ADP RECORD GUIDELINES.

.01 ADP accounting systems will vary, just as manual systems vary, from taxpayer to tax-
payer. However, the procedures built into a computer’s accounting program must include a
method of producing from the punched cards or tapes visible and legible records which will pro-
vide the necessary information for the verification of the taxpayer's tax liability.

.02 In determining the adequacy of records maintained within an automatic data processing
system, the Service will consider as acceptable those systems that comply with the guidelines for
record requirements as follows:

(1) General and Subsidiary Books of Account.—A general ledger, with source references,
should be written out to coincide with financial reports for tax reporting periods. In cases where
subsidiary ledgers are used to support the general ledger accounts, the subsidiary ledgers should
also be written out periodically.



Figure 5-11 (continued)

(2) Supporting Documents and Audit Trail.—The audit trail should be designed so that the
details underlying the summary accounting data, such as invoices and vouchers, may be identi-
fied and made available to the Internal Revenue Service upon request.

(3) Recorded or Reconstructible Data.—The records must provide the opportunity to trace
any transaction back to the original source or forward to a final total. If printouts are not made of
transactions at the time they are processed, then the system must have the ability to reconstruct
these transactions.

(4) Data Storage Media.—Adequate record retention facilities must be available for storing
tapes and printouts as well as all applicable supporting documents. These records must be re-
tained in accordance with the provisions of the Internal Revenue Code of 1954 and the regulations
prescribed thereunder.

(5) Program Documentation.—A description of the ADP portion of the accounting system
should be available. The statements and illustrations as to the scope of operations should be
sufficiently detailed to indicate (a) the application being performed, (b) the procedures employed
in each application (which, for example, might be supported by flow charts, block diagrams or
other satisfactory descriptions of input or output procedures), and (c) the controls used to insure
accurate and reliable processing. Important changes, together with their effective dates, should be
noted in order to preserve an accurate chronological record.

Sec. 5. COMMENTS OR INQUIRIES.
Comments or inquiries relating to this Revenue Procedure should be addressed to the Assist-
ant Commissioner (Compliance), Attention: CP:A, Washington, D.C., 20224,
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Figure 5-12 IRS Revenue Ruling 71-20

Rev. Rul. 71-20"

Advice has been requested whether punched cards, magnetic tapes, disks, and other ma-
chine-sensible data media used in the automatic data processing of accounting transactions con-
stitute records within the meaning of section 6001 of the Internal Revenue Code of 1954 and
section 1.6001-1 of the Income Tax Regulations.

In the typical situation the taxpayer maintains records within his automatic data processing
(ADP) system. Daily transactions are recorded on punched cards and processed by the taxpay-
er’'s computer which prints daily listings and accumulates the individual transaction records for a
month’s business on magnetic tapes. At the month’s end the tapes are used to print out monthly
journals, registers, and subsidiary ledgers and to prepare account summary totals entered on
punched cards. The summary data from these cards is posted to the general ledger and a monthly
printout is generated to reflect opening balances, summary total postings, and closing balances
At the year’s end several closing ledger runs are made to record adjusting entries. In other
situations taxpayers use punched cards, disks, or other machine-sensible data media to store
accounting information.

Section 6001 of the Code provides that every person liable for any tax imposed by the Code,
or for the collection thereof, shall keep such records as the Secretary of the Treasury or his
delegate may from time to time prescribe.

Section 1.6001-1(a) of the Income Tax Regulations provides that any person subject to in-
come tax shall keep such permanent books of account of records, including inventories, as are
sufficient to establish the amount of gross income, deductions, credits, or other matters required to
be shown by such person in any return of such tax.

Section 1.6001-1(e) of the regulations provides that the books and records required by this
section shall be retained so long as the contents thereof may become material in the administra-
tion of any internal revenue law.

It is held that punched cards, magnetic tapes, disks, and other machine-sensible data media
used for recording, consolidating, and summarizing accounting transactions and tecords within a
taxpayer’s automatic data processing system are records within the meaning of section 6001 of
the Code and section 1.6001-1 of the regulations and are required to be retained so long as the
contents may become material in the administration of any internal revenue law.

However, where punched cards are used merely as a means of input to the system and the
information is duplicated on magnetic tapes, disks, or other machine-sensible records, such
punched cards need not be retained.

It is recognized that ADP accounting systems will vary from taxpayer to taxpayer and, usually,
will be designed to fit the specific needs of the taxpayer. Accordingly, taxpayers who are in doubt
as to which records are to be retained or who desire further information should contact their
District Director for assistance.

See Revenue Procedure 64-12, C.B. 1964-1 (Part 1), 672, which sets forth guidelines for
keeping records within an ADP system.

'Also released as Technical Information Release 1062, dated December 31, 1970



Hardware Features for
Control Over Equipment
Malfunctions

Modern computer equipment is very reliable, and the auditor can assume 1t will detect
any machine-based errors Usually, the auditor can rely on buiit-in hardware controls
In order to understand how the equipment works, to understand why it is rehable, to
recognize the potential for errors, and to evaluate the effectiveness of machine checks,
the auditor should have a general understanding of built-in hardware control features

How the Equipment Can Malfunction

A computer system consists of both electronic elements and mechanical parts The
central processing unit, for example, consists almost entirely of e'lectronlc elements,
such as semiconductors and integrated circuits containing transistors, resistors, and
diodes On the other hand, most input/output equipment and file storage devices con-
tain both electronic components and mechanical parts Therefore, a failure in the sys-
tem can result from the malfunction of either a mechanical part or an electronic
element

FAILURE IN ELECTRONIC COMPONENTS

A computer system operates by creating, counting, delaying, and transmitting electri-
cal pulses. Communication between units of the system is by a controlled transmission
of electrical pulses, and the circuitry of the computer system i1s designed to control their
timing, shape, strength, and frequency Failure of an electronic element, such as a
transistor, resistor, or diode, may cause a change in the timing, shape, strength, or
frequency of the pulses, which can lead to an error Some of the reasons for deteriora-
tion of an electronic element are extremes of heat or humidity, power disturbances,
mishandling, and normal wear

Quality control In manufacture, built-in equipment checks, and preventive mainte-
nance have made the electronic portion of the computer system very reliable Preven-
tive maintenance usually detects elements that are out of adjustment or close to failure,
allowing time for adjustment or replacement Preventive maintenance 1s performed
dally on complex computer systems and less frequently on simple configurations. A
hardware trend to include diagnostic circuits in the equipment to identify defective
modules has led to more emphasis on the use of operating personnel to make minor
repairs.
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Hardware Features for Control Over Equipment Malfunctions
FAILURE IN MECHANICAL OPERATION

Mechanical operation 1s required in almost all input/output and secondary storage
equipment Two mechanisms with mechanical actions are usually used (a) to move the
media (input, output, or storage) past the reading or writing mechanism and (b) to read
or write These actions occur at high speeds A printer that prints 1,000 lines of 136
characters per minute requires as many as 136,000 individual print mechanism move-
ments each minute A disk read/write head is held less than one hundred millionths of
an inch above the surface of the high-speed rotating disk by a cushion of arr

A machine error can be caused by a faillure in the timing, speed, or movement of a
transport mechanism or by a malfunction of the read/wnite unit Such failures may result
when devices get out of adjustment, are mishandled by operators, become worn, and
so on Failures may also be traced to bad media, such as warped cards, magnetic tape
with surface defects, poor quality paper stock, or static electricity

Equipment Controls

Equipment controls are based on the concept of redundancy In error control, redun-
dancy involves the addrtion of circuitry, addition of an element to a process, or addition
of an element to the code for an item for the sole purpose of detecting errors

Equipment controls can be divided into five types redundant character check,
duplicate process check, echo check, validity check, and equipment check Each of
these controls involves a separate operation, which provides a check on the main
operation

REDUNDANT CHARACTER CHECK

A redundant character check i1s a bit or set of bits attached to a data item for error
detection and, in some cases, error corrections A single bitis called a "panty bit,” and
a set of bits i1s called an “error correction code " The redundant character is developed
from the characteristics of the data item to which it 1s attached For example, after
moving a data item from one location to another in the system, the computation used to
obtain the redundant character 1s repeated to derive a second character The two
characters are compared, If they are the same, the transfer has not involved any mal-
function If there has been a malfunction, the redundant character may be used in an
automatic error correction procedure

DUPLICATE PROCESS CHECK

In the duplicate process check, a process is performed twice, and the results of the two
operations are compared Any difference between the two operations indicates an
error The duplicate process may function as a complementary action, such as reading
to check what has been written

ECHO CHECK

In an echo check, a device first receives a message or a command to perform an
operation It then returns a signal that verifies that the message has been received or
that the mechanisms for performing the actions have been activated

VALIDITY CHECK
A validity check compares the result obtained of an operation with the set of valid
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results Any result not fiting into this set I1s incorrect For example, a card reader may
perform a character code validity check on each column of the input card

EQUIPMENT CHECK

In this control, the circuitry or eguipment 1s checked to ensure that 1t 1s functioning
properly Itis not a positive check, since the equipment may work properly while defec-
tive media and other factors cause incorrect results

Central Processor and Storage
Hardware Controls

The central processor and the storage hardware have two problems The first problem
1S to ensure that all data elements are transmitted through the internal circuitry of the
central processor without loss or alteration The second problem is to avoid the per-
formance of an invalid operation The basic central processor hardware controls are
the parity check, automatic retry and dragnosis, validity check, and storage protection

PARITY CHECK

The computer stores, retrieves, and moves sets of binary digits, or bits, which are used
to encode the data being processed The design of the computer defines the number
of bits In a basic set A set of eight bits, called a "byte,” 1s most common, but some
computers use sixteen, thirty-two, thirty-six, and so on

Bit values in storage may change due to some electronic malfunction or random
disturbances affecting the storage medium In addition, when the set of bits 1s moved
through the circuitry, a bit value (1 or 0) may be altered by a circuit malfunction The
parnty check requires that an extra bit, called a “parity check bit,” be added to the basic
bit set When data are converted to binary form or when data are formed from a compu-
tation or other manipulation, the number of bits In each basic set is summed, and a 1-bit
or O-bit i1s placed in the parnty bit position in order to make the total number of bits odd
(for an odd-parity check) Figure 6-1 illustrates the parity bit added to a byte Each time
the basic group of bits is read from storage and moved through the circuitry, the panty
1s checked If the newly computed parity bit is different from the panty bit stored in the
panty bit position, an error has occurred Of course, the test Is not infallible, since the
same alteration of two bits leaves the parity bit unchanged, but the probability of this
happening I1s very low

When a parity error 1s detected by a parity check, processing Is interrupted unless
automatic retry or error correction circuitry 1s available In some hardware, parity errors
set a hardware switch that must be tested by the program, if no test is made, the error
correction procedures will not be performed For a parity error, the normal procedure I1s
to retry the processing because most parity errors are transient If the same error
occurs again, corrective maintenance I1s required

In the case of panty errors associated with storage retrieval, many newer data
processing computers add error correction codes, called “Hamming codes,” to each
unit of stored data In a common approach to error correction at retrieval, the parity bits
from eight bytes grouped together at storage form an error correction Hamming code
for the group When data items are retrieved, error checking circuitry analyzes the bits
used to code the data Single-bit errors are detected and automatically corrected
Multiple-bit errors are detected but not corrected
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Figure 6-1 Odd parity coding for computer using eight-bit byte plus parity check bit

There are a few computers used for processing scientific data that do not employ
burlt-in parity bit control For some minicomputers, parity checking is an extra option or
1s not available Some designers of minicomputers maintain that semiconductors or
core memories are so reliable that the cost of panty checking cannot be justified
However, the major suppliers of data processing computers not only are continuing to
use parity bits but are adding error correction Hamming codes to storage

AUTOMATIC RETRY AND DIAGNOSIS

A computer's electronic circuitry I1s subject to transient errors, which are errors caused
by temporary conditions that may not recur, such as occasional variations in circuit
switching times or static electricity. Since the processing will be performed properly
after a retry, many computers have automatic retry facilities built into the hardware

A fault may occur in one of the memory and circuit modules that plug into the
central processor or storage unit. In such cases, the module Is relatively simple to
replace. Many computers are being provided with self-diagnosis capabilities to identify
a defective circuit or memory module The diagnostic facilities may be software only,
but there is increasing use of diagnostic hardware as well

A trend in medium- and large-scale computer design 1s to assign system manage-
ment and error diagnosis to a separate support processor-(essentially a small com-
puter) The system management unit handles messages to and from the operator con-
sole, the loading of system software, and the partitioning of memory. in addition, the
support processor performs error diagnosis and error handling

VALIDITY CHECK

In the central processor there are only certain valid operation codes that the computer
can execute and only a certain range of numbers it can access as memory addresses.
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Before attempting to execute an operation code or to access a memory location, the
computer usually performs a validity check to determine that it 1s a valid code or
address

STORAGE PROTECTION

Most computers can execute two or more programs at the same time, which requires
facilities for switching back and forth among the programs. This capabiity also requires
some method of preventing one program from inadvertently overwriting the data or
instructions belonging to another program The methods currently used assign blocks
of storage to programs. The assignment 1s checked by hardware and software proce-
dures If a program attempts an unassigned access, it will not be allowed, and an error
will be indicated

Card Reader Hardware Controls

The card transport mechanism Iin a reader pulls a card from the input hopper and
moves It past the read stations (usually comprnised of photoelectric cells) at a precise
speed and in a precise position Therefore, a malfunction in the card reader may occur
because the cards move past the reading stations at incorrect time intervals, because
the cards are positioned incorrectly, or because the reading mechanism fails to sense
properly Card reading speeds vary from 200 to over 1,000 cards per minute, so that a
slight delay or shight skewing can result in an incorrect sensing.

The control most often used in card readers is the dual read control, but a hole
count control 1s also used In the dual read control, the card 1s read by two separate
read stations or I1s read twice by the same read station The results of the two readings
are compared In the hole count control, the card i1s read by the first read station, and a
count is made of the holes in each column or row, depending on how the card is read
A second hole count i1s made by a second read station, and the two hole counts are
compared

When the card reader detects an error, an internal switch I1s set The typical error
procedure is for the misread card to be routed to a separate output bin, called a
“stacker.” Depending on the application, the computer may either halt processing or
continue processing with the error noted for later attention. If it halts, the reader will
usually reject all cards then in motion A corrected card and the other cards that were in
process are then reinserted nto the system. Since there is a greater chance of error
when a card is reinserted into the system, many installations prefer to complete the run
with errors noted for later attention

Printer Controls

The first step in printing a line is to assemble the characters in storage. These charac-
ters are then loaded into a print buffer, where they are decoded into signals that will
select the characters to be printed at each print position. There are usually from 100 to
160 print positions on a line, with the most common range being between 120 and 132.

The two basic types of printers are impact and nonimpact. Impact printers employ
a rotating drum or a horizontally moving chain, band, belt, or train that contains the
characters. The characters are moved past the paper and ribbon that are in front of
each possible print position. When the proper character is in position, a solenoid-driven
hammer presses the paper and ribbon against the character. Matrix printers also em-
ploy impact, but characters are formed by the impact of a set of fine rods or wires
selected from a matrix of wires
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High-speed, nonimpact printers generally use electrostatic printing methods, in
which writing heads transfer “dots” of electrical charges to the paper. The paper
passes through a toner, and colored particles adhere to the charged portions to form
printed characters.

A printer may get out of adjustment and print wavy lines or partially formed charac-
ters. In some instances, it may fail to print certain characters altogether. A printer may
also malfunction and print one or more erroneous characters because of timing errors.

Two hardware controls are generally used in printers. In the print buffer parity
check, the character codes transmitted to the printer are tested for parity errors. The
print synchronization control checks the timing of the printer to determine that the print
hammers are activated when the appropriate characters are in the correct position.

Magnetic Tape Hardware Controls

A magnetic tape drive consists of a feed reel, a takeup reel, read/write heads, a pinch
roller {or a vacuum or clutch-operated capstan) to drive the tape past the heads, and
vacuum columns or mechanical tension arms to dampen the effect of rapid stopping
and starting by providing several feet of slack tape for immediate movement before the
reels start their independent motion. (See figure 6-2.) An alternative to tension-arm tape
units is streaming tape, in which a short length of unsupported tape, controlled by
servos, is moved on a cushion of air. It is a low-speed, low-cost device especially
suited for backup storage. Tape may be on reels or cassettes.

Data are recorded by magnetizing small areas on the tape. A set of bits, encoding
either one character or part of a computer word, is arranged as a vertical row of six or

Figure 6-2 Vacuum-column tape unit (right) and streaming tape unit (left)
Courtesy of Control Data Corporation
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Figure 6-3 Magnetic tape data record

eight bits on the tape. A parity bit position is added to each row, making the total
number of bit positions equal to nine (figure 6-3). The horizontal recording positions are
called “tracks.”

Data records are stored on magnetic tape as physical blocks of coded characters,
with each block containing one or more records. The data blocks are separated by
gaps of .3 or .6 inches. The tape drive reads or writes a block each time the appropriate
instruction is given. The gaps allow the tape drive to detect the beginning and end of
the block, as well as allow it to accelerate for reading and to decelerate after reading. In
addition to the gaps, there is a physical marker placed on the tape to identify the
beginning and end of the tape for the tape drive. The small amount of space taken by
the interblock gaps (when compared with the space taken by the data blocks) and the
speed of acceleration and deceleration make large data blocks more efficient for tape
storage.

Problems with magnetic tape may result from difficulties with the magnetic tape
itself (the most common source of trouble), from malfunction of the read/write heads, or
from malfunctions of the tape drive mechanism. The typical magnetic computer tape
consists of a .5 inch-wide strip of plastic film 2,400 feet long with a thin iron oxide
coating. As the tape passes over the read/write head, any imperfection in the coating
may lift the head from the tape, causing a signal drop. This problem may result from a
defect in the tape or from dust particles on the surface of the tape; however, the most
frequent causes are the imbedded particles of oxide that flake off the coating of the
tape and are redeposited on the tape surface by the tape heads and guides. If imper-
fections in the tape surface interfere with reading or writing, the tape is backspaced
and reading or writing is retried. The retry may dislodge the particles and allow reading
or writing to continue. These particles can also be removed by a special cleaning
process, which should solve the problem altogether. Some tape units may have a tape
scrape and tape cleaner that operates during rewind and unload operations.

In addition to the flaking of the oxide surface, there is another common problem in
using magnetic tapes. Over a period of time, parts of a tape become worn. These
sections must be either removed or marked so they will not be used for recording.
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The proper operation of the read/write mechanism in the tape unit depends on the
correct signals from the central processor and on the correct position and speed of the
tape as it moves past the read/write heads. If the tape moves at an improper speed, the
recording or reading mechanism will not operate properly. Faulty start/stop timing may
cause an entire block to be skipped. A malfunction of the write head may cause a
recording to be made at less than an acceptable signal level. If the drive mechanism
that detects the markers at the beginning and end of the tape is not operating properly,
the read/write heads may attempt to write or read on the leader at the beginning or end
of the tape, resulting in incorrect processing or loss of data.

The hardware controls for magnetic tape consist of parity checking, error-correc-
tion codes, and tape unit monitoring.

PARITY CHECK FOR MAGNETIC TAPE

The basic parity check for magnetic tape is a row check, often called a “lateral check,”
in which each set of bits on a row is given a parity bit when the data item is put on the
tape. When the data item is read from the tape, the parity bit is checked. Error correc-
tion is improved by the addition of longitudinal or track parity bits to create a two-
dimensional check. Each block encoded on the tape is given a track parity bit in addi-
tion to the row parity bit associated with each row. The intersection of a missing row bit
and a missing longitudinal bit will, if only one bit is in error, define the exact bit position
causing the error and will allow for automatic error recovery (figure 6-4).

ERROR CORRECTION CODES

The low cost of magnetic tape and the high cost of tape errors justify error correction
codes. Error correction codes are extensions of the Hamming codes used in the error
correction codes for storage, and they are more powerful than the longitudinal parity
bits. The error correction code is automatically generated during writing to tape and
automatically checked (and errors immediately corrected automatically) during read-
ing from tape. The error correction code is written after each unit chosen for error
correction. The unit can be a block of data, but on high-speed, high-density tapes
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Figure 6-4 Magnetic tape parity check
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(6,250 data bits per inch) there is an error correction code after each small group of
data. In the latter cases, the ratio of error correction bits to data bits can be quite high.

TAPE UNIT MONITORING

Some magnetic tape drives use a two-gap head to read the tape after it is written to
check the recording. Current high-speed technology uses a single head to write and
read. (Only one operation is performed at a time.) In order to check the tape while it is
being made, the recording head is monitored to see that current is flowing through it.
Other functions of the tape unit may be monitored by a built-in microprocessor that is
programmed for checking and diagnosis.

Disk Storage Hardware Controls

Disk storage consists of either rigid disks or flexible disks (diskettes). The fiexible plas-
tic diskettes are 8 inches, 54 inches, and 32 inches and are used mainly with micro-
computers. This discussion will focus on the higher-capacity rigid disks. Disk storage
consists of a set of rotating metal disks with access arms that move read/write heads
over the correct position on the disk. Data are stored on circular bands called “tracks”
(figure 6-5). The access time before reading or writing can take place consists of two
phases: (1) the seek time to position a head on the selected track and (2) the rotational
delay while the desired position on the track rotates under the read/write head.

There are variations in disk storage design. The most common technology employs
movable arms in the disk drive and removable disk packs. However, the following are
some alternative designs:

® A fixed read/write head over every track instead of an arm that moves in and out
over the selected track

® A sealed disk pack with access arms and read/write heads in the pack rather than
in the disk drive

® Fixed disks rather than removable disk packs

The tolerances in disk drives are very small. One common operating difficulty in-
volves head crash, in which the disk read/write head makes physical contact with the
surface of the disk. This can be caused by debris on the disk surface (generally dirt,
grease, and oil particles circulated by the disk drive cooling fans), denting or warping
of the disk (deviations in the axial plane of the disk), or damage to the rather vulnerable
index (or sector) disk at the bottom of the pack. Another problem is head bounce, in
which the disk read/write head does not maintain its proper position above the surface
of the disk. Obstructions to the airflow between the head and the recording surface
usually cause this trouble. A third problem, an inability-to-read signal, is caused by
debris on the disk surface.

The major hardware controls for disk storage are parity check, error correction
codes, automatic retry, and address checking.

PARITY CHECK

A parity bit is generated and recorded for each byte or other basic storage unit. When
the data item is read, the parity is checked.
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Figure 6-5 Magnetic disk storage
Courtesy of Control Data Corporation
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ERROR CORRECTION CODES

A set of error correction bits I1s generated for a set of storage units An error correction
code 1s similar to the Hamming code or longitudinal parity check, and it allows the
detection and the correction of multiple-bit errors The use of the error correction codes
can be quite powerful For example, one manufacturer’s error correction code allows
automatic correction of up to nineteen consecutive bit errors

RETRY FACILITY

The hardware may provide automatic retry of a read or write The unit will retry a read
three to five times and then will automatically retry the read operation with different
read/write head offsets If the data bits were recorded slightly outside of the expected
recording track (while the head was slightly offset), the retry with offset will be able to
read them

ADDRESS CHECKING

When a disk pack is prepared for use, addresses are written on the disk as headers for
all addressable units, such as track and sector The address check Is a hardware
feature that compares the address in the address header with the address in the write
instruction to detect incorrect disk read/write locations

Error Controls for Data Communications

The sending and receiving of data among devices at different locations 1s a common
feature of computer data processing The transmission of the data uses data communi-
cations facilities, usually provided by a data communications organization Data are
transmitted by an electrical signal or wave form that 1s defined by its strength (ampli-
tude) and its duration (phase) The frequency of a wave form Is the number of times
the form 1s repeated during a specified interval These three characteristics are dia-
grammed In figure 6-6 The signal 1s an analog (or electrical equivalent) of the commu-
nication input if the basic shape of a wave form 1s known, a few measurements made
at selected intervals (in other words, a sampling) provide the receiving instrument with
sufficient data to identify the signals In order to sample during the interval when a bit
Is transmitted, the receiving terminal must be synchronized with the sending terminal
The standard unit of signaling speed Is called a “baud,” which equals one pulse or
code element per second

Frequency (number of repetitions in one interval)

—
v

Amplitude “__ED&"

Figure 6-6 Waveform diagram
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A transmission medium Is usually separated into independent bands or data paths,
each consisting of a range of frequencies assigned to it The band width is the range of
frequencies accommodated within a band on a transmission medium For analog
transmission, the constant-level, direct-current pulses of the computer equipment must
be converted into signals suitable for transmission, and the reverse process must be
performed for the receiving terminal The conversion, called “modulation” and “de-
modulation,” 1s performed by a modem or data set

An electrical signal must be repeated or regenerated at intervals along the trans-
mission medium to replenish its strength The typical analog signal 1s amplified in
whatever shape It I1s received, In other words, distortions are carried along the line
Another method of regeneration uses digital logic to analyze the received signal and to
create a new, clean signal to send along the line A communications network using this
method Is called a “digital transmission network " The method improves transmission
speed and quality

Communications companies offer either leased lines or public switched lines (The
term “lines” commonly refers to all types of communications facilities, even though they
may use nonwire methods, such as microwave ) Leased lines provide users with a
specific communications path for their sole use The switched line (also called "dial-
up”), on the other hand, provides access to the communications network For the
switched line, the path of connections and routing of a message may vary because
automatic switching equipment in the network selects a path from the available con-
nections and lines when the connection I1s dialed

CAUSES OF DATA COMMUNICATIONS ERRORS

Errors occur in data communications primarily because of inherent characteristics of
the communication links or because of equipment malfunctions Current data commu-
nication methods result in noise, fading, and distortion

Noise refers to random fluctuations that interfere with the transmitted signal The
fluctuations may be steady background noise or impulse noise Background noise,
annoying In voice communications, 1s not usually a problem in data transmission Im-
pulse noise results from a disturbance (for example, lightning) that causes a burst of
short-duration pulses

Fading occurs in microwave transmission when signals are sent by sets of line-
of-sight transmitters and receivers Under certain atmospheric conditions, there I1s a
fading in the signal received

Distortion occurs because signals that travel different paths and in different parts of
the frequency spectrum arrive at different times

In general, a leased line has a lower rate of errors than a switched line because it
is not subject to the variability of the switched connections In addition, a leased line
may be specially conditioned to permit higher data rates with a lower number of errors

METHODS OF ERROR DETECTION AND CORRECTION

There are a number of different methods for error detection and correction The major
methods are parity bit with each character, error correcting code for each block of
data, retransmission, echo check, and diagnostics

Panty (simple) A party bit 1s added to each group of data bits (generally the bits to
encode one character) to make the total number of bits odd in an odd-parity check or
even in an even-parity check Parity 1s checked when the group of bits i1s received
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Error correction code.  One or more error detection/error correction codes are at-
tached to each block of data When the block of data has been received, it I1s checked
If there 1s an error, the error correction code allows for correction of either single- or
multiple-bit errors, depending on the code used

Retransmission.  When a message segment (character, block, or message) has
been received and checked for parity or other errors, the receiving station transmits an
instruction to the sending station to continue with transmission if there I1s no error or to
repeat the transmission If an error was detected

Echo check  The echo check requires the transmission of each character in both
directions. Data keyed from a terminal are not printed or displayed directly Each char-
acter is transmitted to the computer, which sends it back to the terminal to activate the
printing or display mechanism (termed “full duplex mode”)

Line and equipment diagnostics ~ The latest modems and multiplexors contain diag-
nostic capabilities One facility Is a test pattern generator that provides comprehensive
test input for the modem Anocther facility 1s a loopback, which tests the terminal,
modem, line, or remote device by looping back the output of the transmitting device to
its input

Other Input/Output Devices

MAGNETIC INK CHARACTER READER

Readers for magnetic ink character recognition (MICR), used on checks and other
banking documents, have validity and timing checks built into the equipment The
timing check tests that the documents are moving past the scanning heads at the
proper speed As In other validity checks, the patterns read by the scanning heads are
compared with the set of valid symbols In addition, the circuitry may perform other
checks It may count the characters In the field to determine that the size of the field
being read Is correct or automatically compute a check digit and compare it with a
check digtt in the field being read (The bank routing code now Includes a check digit )

OPTICAL CHARACTER RECOGNITION EQUIPMENT

An optical scanner reads characters or marks with a beam of ight A character 1s
identified by a particular pattern of light and dark areas Two difficulties are often en-
countered in optical reading, one i1s measured by a reject rate, and the other by an error
rate The reject rate is the percentage of documents rejected because the equipment is
unable to recognize the character At present, reject rates range from one to two per-
cent The error rate Is the percentage of documents that are read but contain one or
more characters that were incorrectly identified This error rate 1s very small

The primary method for protection against incorrect identification i1s to add check
digits to each field for which error detection is important, such as account number and
amount The check digit I1s applicable to documents prepared by the computer be-
cause the check digit can be computed and added to the line to be read

All detected errors result in rejected documents Automatic rescan and on-line
correction are used to reduce the reject rate or reduce reject handling Automatic
rescan 1s used on page readers in which the document is held stationary The scanner
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reads the data three or four times before rejecting the document or skipping the char-
acters as unreadable For on-line correction, the unreadable character or the field with
the unreadable character is displayed to an operator, who keys in the correct character
or data item

Power Supply

The power supply for a computer sometimes fluctuates, which may cause errors In
processing or shut down the equipment This problem can be corrected by installing a
motor alternator or an equivalent device, which makes corrections automatically when
the power fluctuates

There can also be interruptions of power supply Standby power generating equip-
ment may be used to protect against the possibility of interruption, but it 1s generally
used only when uninterrupted processing Is critical

Hardware Controls and the Audit

Even though the equipment is very reliable, hardware-based errors In data processing
equipment do occur However, there are satisfactory methods for detecting such errors
and, in some cases, automatically correcting them The auditor can usually rely on the
equipment and the hardware controls for detecting errors The auditor I1s interested, for
background purposes, in identifying the major types of equipment controls and in
checking that they are operating properly This information s helpful for understanding
the error procedures established by the client The lack of a particular type of equip-
ment control should not alter the scope of the audit unless there is evidence that the
system does not operate within a tolerable rate of errors However, the auditor should
recognize the potential for errors involving magnetic storage media and take these into
account when reviewing controls and designing tests

A well run data processing Installation is able to keep hardware-based errors to an
acceptable level by such controls as failure logs and failure records, preventive and
emergency maintenance, and error-control mechanisms in the equipment

Data for equipment fallure reports come from manual logs and from computer logs
maintained by system management hardware and software Regular review of equip-
ment fallure reports I1s important in identifying equipment in need of maintenance or
replacement

Regular preventive maintenance should prevent most equipment failures by identi-
fying and replacing marginal circuit and storage modules Both regular and emergency
maintenance are improved by the use of diagnostic hardware and software in the
equipment

There 1s a trend toward automatic error detection and correction mechanisms,
however, some hardware controls may require programmed tests to implement their
use

The auditor may obtain information on these procedures and controls by reviewing
equipment fallure reports and noting maintenance procedures In most cases the hard-
ware error detection methods are satisfactory and do not require special audit atten-
tion Therefore, in reviewing processing procedures, the auditor should usually devote
more attention to the procedures for handling errors than to the hardware controls that
detect them



Summary

Summary

The auditor does not generally include hardware features in the scope of the audit
unless there are indications that hardware-based errors are affecting the processing of
data for the financial statements However, the auditor should be familiar with hard-
ware-error control and the potential for errors In magnetic storage media
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System Software and
Database Management
Systems

In data processing, a distinction 1s usually made between application software and
system software Application software I1s specific to an application; system software
performs tasks required by many applications System software provides the environ-
ment In which application programs may operate Two major categories of system
software are operating systems and utilities, a third class of generalized software that is
often described separately from others 1s the database management system

Operating Systems

The basic type of system software I1s the operating system (also called “executive,”
“supervisor,” or “master control program"”) An operating system 1s a complex set of
program routines controlling the sharing of the central processing unit, storage, input/
output devices, and software by application programs Because It controls the opera-
tions that occur in the computer, the operating system can be used to meet many
internal control objectives, however, its unauthorized use can circumvent many estab-
lished controls, often without evidence that the circumvention has occurred Therefore,
a general understanding of the functions of an operating system and the methods by
which the control features in the software meet internal control objectives can assist the
auditor in the study and evaluation of internal accounting control

FUNCTIONS AND CONTROL FEATURES
The typical functions found in operating systems include the following

Managing concurrent processing

Scheduling processing

Allocating resources

Monitoring and controlling processing

Handling errors

Maintaining logs and computer accounting information
Alding data storage, maintenance, and access

Aiding program storage, maintenance, and access

99



100 System Software and Database Management Systems

All of these features may not be available in every operating system The functions and
the way they are implemented vary widely with the software vendor and the size and
age of the computer Also, a user of an operating system may choose not to implement
all of the avallable functions and controls During installation (often called SYSGEN, or
system generation), the operating system may be tallored to the needs and prefer-
ences of the individual installation Often, the user may dispense with valuable control
features for the sake of operating convenience or a reduction in processing overhead

Managing Concurrent Processing

A major function of an operating system 1s management of the concurrent execution of
more than one program For example, consider a system that Is processing two pro-
grams at one time The processor performs a calculation for program 1 When it needs
data, program 1 1s put in a “wait state” while the operating system arranges to get the
data from the disk While program 1 i1s waiting for data, the operating system assigns
the processor to execute program 2, which performs a calculation The completed
calculation in program 2 is now ready for printing, so program 2 Is put in a “wait state”
while the operating system arranges for the printing and notifies program 1 that its data
are available The switching between programs takes place in a fraction of a second

Scheduling Processing

Scheduling in a batch environment 1s based on many different critenia The system may
take Into account user-specified priorities, elapsed time, time of day, or conditions or
events that have occurred This function may be useful in controlling application proc-
essing For example, the scheduling facilities of an operating system can be used to
ensure that the program to print customer statements is not scheduled to be processed
before the accounts receivable update program has been completed

In an on-line system with immediate processing of transactions, scheduling I1s usu-
ally accomplished by assigning a priority to each type of event that may occur The
task with the highest priority is executed first

Allocating Resources

Two important resources allocated by the operating system are internal memory and
iInput/output devices There are various methods for assigning internal memory to a
program For example, some operating systems assign the program a fixed block of
memory, the unused portion remains 1dle until the program completes processing
Other systems provide dynamic storage allocation by assigning only the amount of
memory needed for each program Storage protection features prevent a program from
accessing memory that i1s not assigned to it

A control problem may arise if storage is shared, because releasing a storage area
does not erase the data stored there Another program subseqguently assigned to the
area might be able to access residual data For instance, as illustrated in figure 7-1,
program B2 1s able to read the information left in the shaded area from program B1 If
program B1 1s sensitive, the possibility of unauthorized access can be eliminated by
including Instructions in B1 to overwrite its area when it has completed processing or
by having the operating system clear storage This is important in systems where pri-
vacy I1s a significant concern
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Program C1 Program C1
« Information left over
Program B1 from B1
Program B2 1 he program assigned
after B1 is finished
Program A1 Program A1
Operating System Operating System
When B1 is processing After B1 is finished

Figure 7-1 Internal memory allocation and problem of residual data

The methods used by different operating systems to allocate input/output devices
range from simple to complex. Some systems assign devices to a program when proc-
essing begins and release them when processing is completed. Others assign the
devices for only as long as the program needs them; during the time the devices are
idle they can be used by other programs.

Other resources allocated by the operating system are data files and shared pro-
gram files (for example, a subroutine that calculates square roots).

Monitoring and Controlling Processing

The operating system initiates the processing of a program, synchronizes various proc-
essing activities, and, after processing is completed, closes files, reallocates re-
sources, and records information for accounting and control purposes.

Handling Errors

Many operating systems have the ability to check for errors caused by the hardware or
software and to perform some corrective action. For example, if there is a data check in
reading a magnetic tape, the system identifies the error and attempts to reread the
record. If an error cannot be corrected by the operating system, it stores the informa-
tion necessary to restart the processing of the current programs and stops all process-
ing until the problem is resolved.

To handle software errors, the operating system either initiates an error handling
routine designed to solve a minor problem or terminates the program to solve a major
problem. The error handling facilities in the operating system are important controls,
and they should be used to the fullest possible extent.

Some operating systems have testing and debugging aids (such as program trac-
ing facilities and storage dump routines to display memory) to assist the programmer in
handling errors. In some circumstances, these features may be useful to the auditor in
performing audit procedures (chapter 14). However, the use of the testing aids should
be controlled in the same manner as any other program to prevent them from being
used to circumvent the processing control procedures.
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Maintaining Logs and Computer Accounting Information

Operating systems often record information to keep track of computer use and to
charge users. They also gather statistics to analyze the operational efficiency of the
data processing facility and system performance (chapter 15).

The computer accounting information provides a record of all system activity, and
management review of this information can serve many control objectives. For exam-
ple, management may analyze the log and selected data to—

o Verify that only authorized personnel have used particular programs, data files, or
the computer facility itself.

e Verify that only authorized programs were run.

e \Verify that production programs were run at the authorized time and the authorized
number of times.

o Determine whether there has been unauthorized use, or attempted use, of remote
terminals.

e Identify any efficiency or performance problems in the data processing equipment.

Use of the operating system accounting information feature may increase system
overhead by from 2 to 5 percent, but the control it can provide is invaluable.

Aiding Data Storage, Maintenance, and Access
The operating system performs four major functions in this area:

1. It provides facilities td“sét up data files, to allocate space for them on a storage
device, and to locate a file when it is needed.

2. It provides methods to access stored data.

3. It processes internal file labels that have identifying information such as name,
version number, date created, owner, and password.

4. It provides data file access controls whereby the owner of the file can specify who
may use the file and how they may use it.

Aiding Program Storage, Maintenance, and Access

Many operating systems have facilities to set up and maintain libraries of programs,
subroutines, and sets of source code instructions, along with the library directories to
locate them. in addition, the operating system makes the programs available for use
and combines them as needed with the user’'s programs (sometimes referred to as
“linkage editing”). For example, to code a program that needs to use a function in-
cluded in the subroutine library, the programmer writes a statement such as “CALL
CORRE,"” which calls the subroutine. At execution time, the operating system locates
the subroutine CORRE, makes it available to the program, and performs all steps to link
the subroutine to the calling program.

AUDIT CONSIDERATIONS FOR OPERATING SYSTEMS

Because of the pervasive role of the operating systems in computer data processing,
auditors may wish to consider them when reviewing internal accounting control. The
review may be an examination of all general types of controls available in the operating
system to establish which controls are in use. On the other hand, the auditor may
choose to study the available controls through a review of operating system documen-
tation, such as the vendor literature. This review can identify the control features that
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are provided by the software and features that are useful for the auditor's purposes
The auditor can then determine which of the operating system controls have been
implemented in the client’s system, and he can review unused control features with
management to determine whether there are compensating controls or there I1s control
weakness

An in-depth review of the operating system software and its coding 1s unwarranted
unless the auditor suspects irregularities based on unauthorized system software
changes and use However, as explained in chapter 4, there should be segregation of
functions between systems programming personnel who have detailled knowledge of
the operating system and operating personnel who lack the knowledge necessary to
make unauthorized changes

Utility Programs

Utilities are computer programs that perform common data processing tasks, many of
which are termed "housekeeping tasks " Utilities are usually available from the com-
puter manufacturer, but any program that 1s commonly used by the installation can be
called a utility The following are some common functions performed by utility pro-
grams:

Copying files

Changing the media of a file (for example, copying from disk to tape)

Printing a complete file or selected items from a file

Reorganizing the data on a file (for example, sorting or eliminating blank spaces)
Setting up or purging files

Generating test files

Gathering statistics about usage of computer hardware, software, and data

EXAMPLES OF UTILITIES USED FOR CONTROL

Many utilities perform tasks or generate reports that can be used to improve control
The following are examples of three areas in which utility programs are used to en-
hance control

1 Programs to improve documentation procedures
® Flowcharting software that reads program source code and produces a flow-
chart

® (Cross-reference systems that provide a list of all names used In a program and
Indicate the lines in the program where each name 1s referenced
® Record layout software that converts program file descriptions to graphic or
tabular format
2. Programs to help provide adequate testing of new systems and changes
® Test data generators that create test records according to parameters speci-
fied by the user
® Optimizers that monitor execution of a program and detect untested codes
® Simulators that test a new system by performing the activities of an element (for
instance, a terminal) that are not yet installed
3. Programs to help management detect unauthorized usage or changes to pro-
grams and data
® Accounting data analysis facilities that capture data on the usage of computer
resources in order to charge users
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® Source code compares utilities that match two versions of a program and print
a listing of changes

® |og analysis software that summarizes and analyzes history logs kept by the
system

CONTROL CONCERNS FOR UTILITY PROGRAMS

Utilities can be sources of unauthorized or undocumented changes to programs or
files Some utilities allow personnel to manipulate and change stored data without
going through the control procedures established for application input and without
going through the controls programmed in the application systems Other utilities allow
personnel to change programs without going through program change-approval pro-
cedures, testing, or other controls in the program change process Editing and valida-
tion checks for data, password access controls, and program library controls can all be
bypassed by using certain utiity programs

An example of a utility that can bypass controls 1s IBM's SUPERZAP It can be used
to make changes in machine tanguage program code modules or turn off the password
checking facility of the operating system |If SUPERZAP is not properly controlled, it can
be used to make unauthorized modifications to programs or data with very little evi-
dence of the changes

Although utilities are useful, their uncontrolled use can threaten the securnty and
integnty of data and programs The potential risk in the use of each utiity program
should be evaluated, and those utilities that can be used to circumvent controls should
be imited to selected personnel under controlled conditions Some installations pro-
hibit the use of high-risk programs like SUPERZAP or control their use by removing the
utility from the normal system library and making it available only for authorized use A
record can then be kept showing the reason for its use and who authorized it

Use of utility programs should be subject to the same controls as any other pro-
gram See chapter 8 for a discussion of the safeguarding of computer programs

AUDIT CONSIDERATIONS FOR UTILITY PROGRAMS

In reviewing the effectiveness of control over utility programs, the auditor can review
the log of program usage (chapter 8) The auditor may also be interested in the use of
some utilities In obtaining data for audit purposes and In assisting in other audit tasks
(See chapter 15)

Database Management Systems

Database management system (DBMS) software allows programmers to separate the
way data itemis are used In processing (the logical structure) from the way data items
are stored on the magnetic medium (the physical structure). The program requests
data items as they logically relate to the processing being performed, and the data-
base management system handles physical storage of the data and provides data to
the program The sequence and hierarchy of the physical storage format of the
database on the disk or other magnetic medium may differ from the sequence and
hierarchy of the data as descnbed by the program
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THE DATABASE CONCEPT

Database management systems are based on the concept that data records should be
managed Independently of programs that may create, access, or change them ' The
characternistics of a DBMS can be understood in terms of system objectives

Reduce data redundancy When each computer application maintains separate
files, a data item used by several applications will be repeated on several different
files A database management system, however, maintains a single file used by
many applications For example, using the separate data concept, the name and
address of an AICPA member might occur on each of the following files

AICPA membership file

Private companies practice section file

Journal of Accountancy subscription file

Tax Advisor subscription file

Practicing CPA subscription file

CPA Letter subscription file

Accounts recervable file

Using the database concept, name and address are stored in a database, and the
database management system maintains data elements for all member relation-
ships

Increase data consistency When the same data items are stored in several places,
the files are updated at different times and even by different sources Sometimes
the data may not be updated on all files. Because data redundancy Is eliminated in
a database system, only a single update I1s needed In the above example, a single
change of address updates the address for all member relationships

Increase data independence from programs Changing application programs to
process new data elements Is relatively easy in a DBMS environment because the
data need not be stored physically in the sequence and format called for by the
program A change can be made to one program that processes the data without
having to change all other programs that use the data The data description for the
program 1s changed rather than the physical storage of the data

~No ok wN =

THE COMPONENTS OF A DATABASE MANAGEMENT
SYSTEM

A database management system may have the following components

Data dictionary/directory

Data description language (DDL)
Data manipulation language (DML)
Query language

Database management utilities

1 DBMS software 1s sometimes used to maintain a separate database for each application system This
practice I1s an extension of the separate file concept, and the discussion in this section does not apply to such
a system The DBMS in that sttuation 1s merely another access method and the system is not based on the
database concept
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The data dictionary/directory I1s an optional software facility to organize and keep
track of the information in the organization It may be built into the DBMS or exist as a
separate program The data dictionary stores the definitions of both the computerized
and noncomputerized data and keeps track of the location of each data element By
enforcing data definition standards, providing control over access to the database and
the dictionary itself, and preparing data description lists and reports of data usage, the
data dictionary can be an important element of internal accounting control

The data description language 1s the language used to set up or change the
database It 1s used to describe to the database management system the physical
characteristics of the data (alpha or numeric, floating point, length of data item, and so
on) and the relationships between the data elements and the individual application
programs If a data dictionary/directory is used, its description of the data can be used
to help develop the DDL specifications

The data manipulation language defines the instructions used in the application
program to call the database management system in order to access and manipulate
the data In the database (for example, statements such as FIND, GET, MODIFY)

The query language is the general purpose language used to access the data for
special, nonrecurring purposes It 1s an especially important component for the auditor,
who may wish to use 1t instead of generalized audit software (See chapter 17)

The database management utilities are the various software programs developed
to assist In setting up and maintaining the database The following are examples of
database utllities:

® Accounting and usage statistics, which record information to charge users and to
improve operational efficiency

e Database dump/restore, which dumps or copies the program to another medium
(usually tape) for backup and restores or reads the copy and recreates the
database

e Database reorganization, which increases the efficiency of the DBMS by reorganiz-
Ing the disk space to eliminate superseded records and by storing specific data
elements (based on frequency of access and response requirements) where they
can be accessed most efficiently

Database management utilities also include data-modifying routines (conceptually
similar to SUPERZAP), which could be used to make unauthorized changes in data
unless the utilities are controlled

HOW THE DBMS WORKS

Most organizations using a database system assign one or more database administra-
tors responsibility for setting up and maintaining the system To set up the database,
the user departments, the application programmers, and the database administrator
record the data to be included in the system In the data dictionary/directory The
database administrator incorporates this information into the design of the database
and prepares DDL statements The DBMS processes the DDL statements, and the
database I1s set up and loaded (figure 7-2)

The application programs using the database have DML statements (such as GET
or REPLACE) in the source code When an application program i1s executed, the DML
statements in the program pass control to the DBMS The DBMS evaluates the parame-
ters in the DML statements, performs some secunty checks, determines the location of
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Figure 7-2 Database setup

the data item in question, and passes on the appropriate instructions to the operating
system The operating system handles the activities and provides the data to the
DBMS, which, in turn, supplies the information to the application program (figure 7-3)

CONTROL ADVANTAGES OF A DATABASE MANAGEMENT
SYSTEM

Certain aspects of internal control improve when a database management system re-
places a conventional file system

Data Consistency

One problem in using a conventional file system is to ensure that a data item 1s updated
on all the files on which it occurs By eliminating data redundancy, the DBMS ensures
that all applications using the data item will be using the same value

Timeliness and Availability of Data

The updating of data takes longer in a conventional file system than in a database
system because of delays in sequencing and executing the file-to-file processing The
time lag can be reduced in a database system because data items are entered only
once and are processed to completion at that time.

Data availability 1s also improved because the organizational data records are
centralized, because the data items are organized, well defined, and clearly listed, and
because the data items are independent of the application programs, so the data can
be used in a variety of ways Not only can the regular financial reports be prepared on
a more timely basis, but special reports can be generated for planning and analytical
reviews

< >

Application DBMS Physical
program o« data manipulation | Operating ., | storage
containing DML [ "] language (DML) i system of
parameters processor database
~

Figure 7-3 Database use
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Increased Data Integrity

In a database system, data editing and validation are centralized For example, instead
of each application program checking that the account numbers are within the appro-
priate range and contain all numeric characters, the DBMS can have a standardized
module to perform that function Centralization has three advantages (1) Standard-
ized modules ensure that the editing and validation I1s consistently performed,
(2) standardized modules are reliable and efficient, and (3) application programs are
relatively easy to write because only those edit and validation tests that are unique for
the application are coded

Increased Data Security and Control Over Access to Data

In setting up a database management system, a company 1s forced to consider what
data elements are available and who should have access to them The DBMS generally
supplies standardized modules to control access to each data item and to check
whether a user 1s authorized to change or delete the item The recognition of the need
for data security and the existence of facilities to perform the function increase the level
of securty

Improved Documentation

In conventional file systems, documentation can be scattered, inconsistent, or even
nonexistent for some applications In a database system, the data definitions and rela-
tionships must be clearly specified Because data items are shared, all the programs
using the data must have well-defined, documented data elements or the database will
not function properly The database administrator generally sets documentation stand-
ards and enforces them

CONTROL CONCERNS IN A DATABASE MANAGEMENT
SYSTEM

Control concerns to be considered and compensated for in a database system are the
concentration of data in one place, the single recording of a data item, the complexity
of the storage structure and software, and the centralization of duties in the data admin-
istrator function

Concentration of Data

When most of a company’s data records are gathered in one place, the risks of loss or
misuse of data are magnified If unauthorized access to the data occurs, all the records
of the company may be violated If a serious error occurs, all the company's data may
be destroyed Improved controls over access to data and backup and recovery facil-
ties can compensate for the increased risks and may enhance control in these areas

Single Recording of a Data Item

Although the single recording of a data item for all applications provides consistency, it
also multiplies the effect of any error that occurs The single recording concept has
several control aspects

The responsibility for the accuracy of a specific data element may be diffused
Personnel in departments with littie direct use of data may be assigned to provide input
at a very high level of accuracy, yet have little motivation to ensure such accuracy To
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avold such risks, management should consider (a) implementing the appropriate ap-
plication controls described in chapters 10 and 11 and (b) establishing data owner-
ship by assigning final responsibility for the accuracy of the data element to one de-
partment In this way, the department that “owns” the data element has the
responsibility to monitor the item carefully and to review the qualty of the stored data
periodically

In a conventional file system, errors and rregulanities are often discovered be-
cause of inconsistency of the data on one file with the data on another The single
recording of data reduces the opportunity to discover an error In this way

When a data element can be accessed and changed by several application pro-
grams, the audit trail 1s much harder to follow

Complexity of the Storage Structure and Software

A higher level of technical knowledge is required to process, control, and audit
database systems than to review applications with separate files Many very different
database management systems exist, and database technology s still developing

Databases tend to be large They grow and become more complex as manage-
ment and other users discover the information resources avallable to them Some
databases have grown so large and unwieldy that they have been subdivided into
several smaller, more manageable parts

Centralization of Duties

An important control technigue 1s segregation of functions However, in database sys-
tems, duties related to the data are centralized The design and processing of the
entire database 1s the responsibiiity of the database administrator

THE DATABASE ADMINISTRATOR

A company with a database usually has a database administrator (DBA) function with
one or more individuals responsible for database administration The more complex the
computer system and data structure, the greater the need for a central function to
coordinate the sharing of data among users and to oversee the database

The database administrator function has the following responsibilities

e To design the content and organization of the database, including logical data
relationships, physical storage strategy, and access strategy

® To protect the database and its software, including control over access to and use
of the data and DBMS and provisions for backup and recovery in the case of errors
or destruction of the database

® To monitor the performance of the DBMS and to improve efficiency

® To communicate with the database users, arbitrate disputes over data ownership
and usage, educate users about the DBMS, and consult users when problems
arise

® To provide standards for data defintion and usage and documentation of the
database and its software

As these responsibilities indicate, the DBA is important for a well-controlled,
smoothly functioning database system, but the concentration of technical knowledge
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and operating responsibility provides the DBA with the opportunity to perpetrate a
fraud or to conceal errors Control of the DBA function can be improved by the following
measures

Segregation of Duties Within the DBA Function

Several people often perform the DBA function Different tasks can be assigned to
different individuals within the DBA group For example, one person could be assigned
responsibility for the logical structure of the data, another the physical storage struc-
ture, and another the access and search strategies Because the varnous individuals
use each other’s work, this organizational structure helps to provide a check on each
individual’s activities

Segregation From User Functions

The DBA’s duties should be segregated from all user transactions and applications
The DBA should not be able to initiate any transaction or to change a data element
value (even for error correction) without the approval of the user responsible for that
data element The periodic review of each data element In the database by the appro-
priate data owner also helps to control the DBA function

Segregation From Computer Operation Functions

The DBA should not be allowed to run programs. When processing Is required (for
example, to change a structure in the database), the program should be submitted to
computer operations, following appropriate and highly controlled procedures.

Segregation From Systems Development and Programming
Functions

When the DBA needs a program written, the specifications for the program should be
submitted to the appropriate department for implementation |deally, the DBA should
design the logical and physical data structure and access strategies, then give the
design to systems programming for coding. The DBA would then review the results.

Maintenance of Logs and Reports of Database Activities

A record should be kept (and reviewed regularly) of certain important database activi-
ties For example, database utilities can be used to circumvent controls and to change
or delete data The use of these programs should be recorded in the log of program
use (See chapter 8 ) Data processing management should review the log for any
unusual use of the database utilities Stmularly, the data processing manager as well as
the DBA should review appropriate reports generated by the data dictionary system,
such as the report showing which programs used each data element

Monitoring of Data Administration Activities

A control function ts used to monitor various data processing activities The control

function may be responsible for the following checks of data admunistration.

o Review and approval of the DBA's assignment of responsibility for data content to
a user department and assignment of data element access rights

® Review of reports and logs of database activities
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e Review of the DBA standards for data definition, documentation, and so on, and
the extent to which they are being followed

Care in the Selection of DBA Personnel

The person responsible for the DBA function must have technical expertise and skill In
management and human relations To maintain adequate control, the DBA should dem-
onstrate integnty and be bonded

AUDIT CONSIDERATIONS FOR DATABASE MANAGEMENT

SYSTEMS

The use of a database management system affects both the auditor's study and evalu-
ation of internal accounting control and substantive tests

DBMS Accounting Control Audit Consideration
Segregation of data administration ® Segregation of data administrator
functions from incompatible functions

@ Segregation of duties within data
administration, If possible
User data controls ® User responsibility for data
User review of all changes
® Periodic review and comparison with
physical counts and other evidence
of correct data values

Accuracy controls e Use of standard data editing and
validation procedures

Error correction controls ® Use of procedures for error
correction

Access controls ® Use of procedures to limit access to

authorized programs to authorized
personnel only

Because of the concentration of records in the database, the auditor and manage-
ment may also wish to consider including in the audit scope a review of whether the
DBMS backup and recovery facilities are adequate and functioning properly

The use of a DBMS affects the auditor's ability to access the data for tests of
transactions and balances (Chapter 17 discusses audit techniques for database man-
agement systems )

Summary

Generalized data processing software can be used to enhance internal control Oper-
ating systems have facilities for conditional scheduling, error handling, recording of
usage and computer accounting information, processing of internal file labels and
passwords, and control of access to programs and data Certain utility programs pro-
vide documentation procedures, facilities for testing of new systems and changes, and
facilities to detect unauthorized usage or changes to programs and data Database
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management systems can enhance control by improving the consistency, timeliness,
avallabtlity, integnty, and documentation of data
Operating systems, utility programs, and database management systems, how-

ever, all have features that may be control concerns Therefore, the use of generalized
data processing software should be controlled



Safeguarding the
Availability, Access, and
Use of Computer Facilities,
Programs, and Data

The provisions that safeguard the availability, access, and use of computer facilities,
programs, and data protect against (a) unauthorized access and use affecting current
data processing, which would affect the financial statements, and (b) loss or destruc-
tion affecting future avallability of data processing capabilities The protection of cur-
rent processing is included in accounting control and is within the required scope of
the auditor's study and evaluation of internal accounting control As stated in the audit
guide, The Auditor’s Study and Evaluation of Internal Control in EDP Systems, the
general access controls are as follows

® Access to data files and programs should be imited to those individuals authorized
to process or maintain particular systems (general control 14)

® Access to computer hardware should be limited to authorized individuals (general
control 15)

Threats that can result in destruction of computer facilities, programs, and data
include disasters, equipment malfunctions, and human errors or abuses Disasters are
disturbances n the environment—natural, political, and technological They include<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>