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HOW TO USE VOLUME 2

Scope of Volume 2
This volume, which is a reprint of a portion of volume 2 of the looseleaf 

edition of Technical Practice Aids, includes Statements of Position—Auditing 
and Attestation of the Audit and Attest Standards Division of the American 
Institute of Certified Public Accountants (AICPA), Practice Alerts of the AICPA 
SEC Practice Section Professional Issues Task Force, and Suitable Trust 
Services Criteria and Illustrations of the AICPA Assurance Services Executive 
Committee.

How This Volume Is Arranged ...
The contents of this volume are arranged as follows:
Statements of Position—Auditing and Attestation
Practice Alerts
Suitable Trust Services Criteria and Illustrations

How to Use This Volume
The arrangement of material is indicated in the general table of contents at 

the front of the volume. There is a detailed table of contents covering the 
material within each major division.

Statements of Position—Auditing and Attestation
Statements of Position—Auditing and Attestation are assigned section num­

bers in chronological order as they are issued. Each paragraph or equivalent is 
decimally numbered for reference purposes.

Practice Alerts
Practice Alerts are assigned section numbers in chronological order as they are 

issued. Each paragraph or equivalent is decimally numbered for reference purposes.

Suitable Trust Services Criteria and Illustrations
The Suitable Trust Services Criteria and Illustrations are assigned section 

numbers in chronological order as they are issued. Each paragraph or equiva­
lent is decimally numbered for reference purposes.

[The next page is 30,201.]
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STATEMENTS OF POSITION 
AUDITING AND ATTESTATION

Introduction
Auditing and Attestation Statements of Position are issued to achieve one or 
more of several objectives: to revise, clarify, or supplement guidance in pre­
viously issued Audit and Accounting Guides; to describe and provide implemen­
tation guidance for specific types of audit and attestation engagements; or to 
provide guidance on specialized areas in audit and attestation engagements. 
The auditing and attestation guidance in a Statement of Position has the same 
authority as auditing and attestation guidance in an Audit and Accounting 
Guide, and members should be aware that they may be asked to justify 
departures from such guidance if the quality of their work is questioned.

[The next page is 30,211.]
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Section 14,040
Confirmation of Insurance Policies in Force

August 1978

NOTICE TO READERS
The American Institute of Certified Public Accountants has issued a series of 

industry-oriented audit guides that present recommendations on auditing 
procedures and auditors’ reports and in some instances on accounting principles, 
and a series of accounting guides that present recommendations on accounting 
principles. Based on experience in the application of those guides, AICPA 
committees may from time to time conclude that it is desirable to change a guide. 
A statement of position is used to revise or clarify certain of the recommendations 
in the guide to which it relates. A statement of position represents the considered 
judgment of the responsible AICPA committee.

To the extent that a statement of position is concerned with auditing 
procedures and auditors’ reports, its degree of authority is the same as that of the 
audit guide to which it relates. As to those matters, members should be aware 
that they may be called on to justify departures from the recommendations of the 
committee.

To the extent that a statement of position relates to standards of financial 
accounting or reporting (accounting principles), the recommendations of the 
committee are subject to ultimate disposition by the Financial Accounting 
Standards Board. The recommendations are made for the purpose of urging the 
FASB to promulgate standards that the committee believes would be in the public 
interest.

.01 In February 1975, the AICPA Special Committee on Equity Funding 
stated ". . . except for certain observations relating to confirmation of insurance 
in force and auditing related party transactions, generally accepted auditing 
standards are adequate and... no changes are called for in the procedures 
commonly used by auditors.” The AICPA industry audit guide, Audits of Stock 
Life Insurance Companies (paragraph 3.78), states: “It may also be appropriate 
to select in-force policies for confirmation directly with policyholders of pre­
mium amounts, date to which premiums are paid, policy loans, accumulated 
dividends, etc.” The special committee recommended “that the Institute’s 
auditing standards executive committee consider whether the Life Insurance 
Audit Guide requires clarification with regard to the confirmation of policies 
with policyholders.”

.02 The special committee further stated:
Another auditing procedure, which heretofore has not been considered 

particularly useful, is verification of the authenticity of a selected number of 
policies included in the in-force inventory by direct confirmation with the 
policyholders. Such a procedure has not generally been considered necessary 
because it would be unusual for companies to overstate liabilities. Inflation of 
the inventory of life insurance in force by a company that follows statutory 
accounting would result in an overstatement of the liability for future policy- 
holder benefits and a reduction in current earnings. However, when companies 
report on the basis of generally accepted accounting principles (GAAP) there 
could be motivation for overstating insurance in force because it could result 
in an addition to current earnings.
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There could be an additional motivation for overstating insurance in force 
when reinsurance of policies has the effect of materially increasing current 
earnings, which can occur when a company reports on the basis of either GAAP 
or statutory accounting. Reinsurance of life insurance policies permits the 
elimination of the related liability for future policyholder benefits. Under 
certain circumstances, reinsurance may also result in increasing current earn­
ings to the extent that the proceeds received from reinsurance exceed expenses 
incurred in connection with the sale and servicing of the reinsured policies.

.03 As stated above, the audit guide suggests confirmation of insurance 
policies in force directly with policyholders; however, the audit guide does not 
discuss circumstances when confirmation would be appropriate and, as a 
result, practice has varied. The purpose of this statement of position is to 
identify those circumstances in which the independent auditor ordinarily 
should confirm insurance policies in force. This statement of position is appli­
cable to both stock and mutual life insurance companies.

.04 Satisfactory results of the comparison of insurance policies in force 
with premium collections along with other ordinary auditing procedures (see 
paragraphs 3.70 through 3.90, 6.08 through 6.14, and 9.02 through 9.07 of the 
audit guide) will normally provide the auditor with sufficient competent evi­
dential matter as to the validity of those policies included in the inventory of 
insurance policies in force. However, the auditor ordinarily should confirm 
insurance policies in force with policyholders in the following circumstances:

a. Proper maintenance of the inventory of insurance in force may be 
materially deficient due to an absence of segregation of duties or 
other controls.

b. Trend analyses or ratios that measure insurance in force indicate 
erratic or unusual results that have not been satisfactorily explained.

c. Additions to insurance in force cannot be related to the collection of 
premiums.

d. Significant amounts of insurance in force result from related party 
transactions, and the related party’s financial statements are not 
audited by the auditor.

e. The company markets insurance products, such as those with imme­
diate cash value features or with unusual commissions arrange­
ments, that could motivate the agent to submit fictitious policies.

f. Ceded reinsurance activities can materially increase earnings or 
investable funds.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

Effective Date
.05  This statement of position provides for practices that may differ in 

certain respects from present acceptable practices. Accordingly, this statement 
of position will be effective for audits performed in accordance with generally 
accepted auditing standards for periods ending on or after December 31, 1978. 
[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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Section 14,060
Auditing Property and Liability Reinsurance

Supplements Audits of Property and Liability Insurance Companies

October 1982

NOTICE TO READERS
This Statement of Position presents recommendations of the Reinsurance 

Auditing and Accounting Task Force of the AICPA Insurance Companies 
Committee regarding the application of generally accepted auditing standards in 
auditing property and liability reinsurance. This Statement of Position 
supplements the audit and accounting guide Audits of Property and Liability 
Insurance Companies. It represents the considered opinion of the AICPA 
Reinsurance Auditing and Accounting Task Force on the best auditing practice 
in the industry and has been reviewed by members of the AICPA Auditing 
Standards Board for consistency with existing auditing standards. AICPA 
members may have to justify departures from the recommendations in this 
statement if their work is challenged.

Introduction
.01  Reinsurance is the assumption by one insurer of all or part of a risk 

originally undertaken by another insurer. Reinsurance is not transacted di­
rectly with the general public, but, instead, between insurance companies. In 
the United States there are basically three types of reinsurance entities: 
professional reinsurers, reinsurance departments of primary insurance compa­
nies, and various groups or syndicates of insurers referred to as reinsurance 
pools or associations.

• Professional reinsurers, while likely permitted by their charters and 
licenses to operate as primary insurance companies, engage almost 
exclusively in reinsurance.

• Reinsurance departments of primary insurance companies function as 
units of primary insurers and engage in the reinsurance business.

• Reinsurance pools (also referred to as associations or syndicates) may 
be organized to provide their members with reinsurance protection 
and management for certain specialized, high-risk coverage or with 
general access to the reinsurance market for traditional lines of 
business.

In addition, reinsurance intermediaries (including brokers, agents, managing 
general agents, and similar entities) facilitate the business of reinsurance by 
bringing together reinsurance purchasers and sellers. The functions of reinsur­
ance entities may include underwriting, designing and negotiating the terms 
of reinsurance, placing reinsurance, accumulating and reporting transactions, 
distributing premiums, and collecting and settling claims.

.02  Major reasons for insurance companies to enter reinsurance contracts 
are to—

a. Reduce their exposure on particular risks or classes of risks.
b. Protect against accumulations of losses arising from catastrophes.
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c. Reduce their total liabilities to a level appropriate to their premium 
volumes and amounts of capital.

d. Provide financial capacity to accept risks and policies involving 
amounts larger than could otherwise be accepted.

e. Help stabilize operating results.
f. Obtain assistance with new products and lines of insurance. 

For similar reasons, reinsurers may at times reinsure their own risks with 
other insurance and reinsurance companies, a practice known as retrocession.

.03 Reinsurance may be transacted under broad, automatic contracts 
called “treaties,” which are usually of long duration and which cover some 
portion of a particular class of business underwritten by the insurers. Reinsur­
ance may also be transacted under “facultative” agreements, which cover 
specific individual risks and require the insurer and reinsurer to agree on 
terms and conditions of reinsuring each risk. Reinsurance may either be “pro 
rata,” in which the reinsurer and the insurer share proportionately in the 
premiums and losses, or “excess,” in which only the insurer’s losses above a 
fixed point, known as the “retention,” are reinsured. (For a description of the 
various types of reinsurance transactions, see the AICPA Audit and Account­
ing Guide Audits of Property and Liability Insurance Companies, chapter 6.) 
[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.04 In ceding all or part of a risk the “ceding company” does not discharge 
its primary liability to its insureds. The ceding company remains fully liable 
for the face amount of the policy issued. Through reinsurance, the ceding 
company reduces its maximum exposure in the event of loss by obtaining the 
right to reimbursement from the “assuming company” for the reinsured portion 
of the loss.

.05 The accounting entries for reinsurance ceded transactions are the 
opposite of the entries that arise from direct business. The amounts for 
reinsurance transactions are usually netted against the related accounts in 
financial statements. FASB Statement No. 60,* Accounting and Reporting by 
Insurance Enterprises, describes in paragraph 38 the accounting for ceded 
reinsurance:

Amounts that are recoverable from reinsurers and that relate to paid claims 
and claim adjustment expenses shall be classified as assets, with an allowance 
for estimated uncollectible amounts. Estimated amounts recoverable from 
reinsurers that relate to the liabilities for unpaid claims and claim adjustment 
expenses shall be deducted from those liabilities. Ceded unearned premiums 
shall be netted with related unearned premiums. Receivables and payables 
from the same reinsurer, including amounts withheld, also shall be netted. 
Reinsurance premiums ceded and reinsurance recoveries on claims may be 
netted against related earned premiums and incurred claim costs in the income 
statement.1

1 FASB Statement No. 60,* paragraph 60f also specifies the following disclosures regarding 
reinsurance: “The nature and significance of reinsurance transactions to the insurance enterprise’s 
operations, including reinsurance premiums assumed and ceded, and estimated amounts that are 
recoverable from reinsurers and that reduce the liabilities for unpaid claims and claim adjustment 
expenses.”

* FASB Statement No. 113, Accounting and Reporting for Reinsurance of Short-Duration and 
Long-Duration Contracts, supersedes paragraphs 38-40 and 60(f) of FASB Statement No. 60 and 
amends paragraph 44 of FASB Statement No 5. The provisions of paragraphs 39 and 40 are 
incorporated in paragraph 18 of FASB Statement No. 113. FASB Statement No. 113 applies to 
financial statements for fiscal years beginning after December 15, 1992. [Footnote added, April 1996, 
to reflect conforming changes necessary due to the issuance of recent authoritative literature.]
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.06 The accounting entries for reinsurance assumed normally parallel 
those for direct insurance. However, the extent of the detail in the information 
provided to the assuming company by the ceding company or the reinsurance 
intermediary can vary significantly regarding—

a. Timeliness of the information submitted.

b. Detail of information relating to policies, claims, unearned premi­
ums, and loss reserves.

c. Annual statement line-of-business classification.

d. Foreign currency translation information on business assumed from 
companies domiciled in foreign countries (“alien companies”).

Information on losses incurred but not reported (IBNR) and bulk reserves also 
may be provided by ceding companies under pro rata reinsurance arrange­
ments. Generally no IBNR will be provided on nonproportional (excess) rein­
surance arrangements. Based on the quality and comprehensiveness of the 
detail presented, the information provided may or may not be used by the 
assuming company.

.07 FASB Statement No. 60† describes reporting in conformity with 
generally accepted accounting principles for “payments to insurance compa­
nies that may not involve transfer of risk.” Similar guidance is provided in 
FASB Statement No. 5,† Accounting for Contingencies, paragraph 44. Para­
graph 40 of FASB Statement No. 60† states—

To the extent that a reinsurance contract does not, despite its form, provide for 
indemnification of the ceding enterprise by the reinsurer against loss or 
liability, the premium paid less the premium to be retained by the reinsurer 
shall be accounted for as a deposit by the ceding enterprise. Those contracts 
may be structured in various ways, but if, regardless of form, their substance 
is that all or part of the premium paid by the ceding enterprise is a deposit, the 
amount paid shall be accounted for as such. A net credit resulting from the 
contract shall be reported as a liability by the ceding enterprise. A net charge 
resulting from the contract shall be reported as an asset by the reinsurer.

Applicability and Scope

.08 This statement provides guidance on auditing property and liability 
reinsurance, including accident and health reinsurance. The following sections 
describe certain significant aspects of internal control structure policies and 
procedures regarding ceded reinsurance and assumed reinsurance and de­
scribe the related auditing procedures. SAS No. 55, Consideration of the 
Internal Control Structure in a Financial Statement Audit, states, “estab­
lishing and maintaining an internal control structure is an important manage­
ment responsibility.” The concept of materiality is inherent in the work of the 
independent auditor, and the elements of materiality and relative risk underlie 
the application of generally accepted auditing standards. [Revised, April 1996, 
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to reflect conforming changes necessary due to the issuance of recent authori­
tative literature.]

Ceded Reinsurance

Internal Controls of the Ceding Company
.09 The ceding company should have those internal control structure 

policies and procedures that it considers necessary to (a) evaluate the financial 
responsibility and stability of the assuming company (whether the assuming 
company is domiciled in the United States or in a foreign country) and (b) 
provide reasonable assurance of the accuracy and reliability of information 
reported to the assuming company and amounts due to or from the assuming 
company. The ceding company’s control procedures to evaluate the financial 
responsibility and stability of the assuming company may include—

a. Obtaining and analyzing recent financial information of the assum­
ing company, such as—

• Financial statements and, if audited, the independent auditor’s 
report.

• Financial reports filed with the Securities and Exchange Com­
mission (U.S.), Department of Trade (U.K.), or similar authori­
ties in other countries.

• Financial statements filed with insurance regulatory authori­
ties, with particular consideration of loss reserve development 
and the quality and liquidity of the company’s invested assets.

b. Obtaining and reviewing available sources of information relating to 
the assuming company, such as—

• Insurance industry reporting and rating services.

• Insurance department examination reports.

• Loss reserve certifications filed with regulatory authorities.

• Letters relating to the design and operation of internal control 
structure policies and procedures filed with regulatory authori­
ties.

• Insurance Regulatory Information System results filed with 
regulatory authorities.

c. Inquiring about the assuming company’s retrocessional practices 
and experience.

d. Inquiring about the general business reputation of the assuming 
company and the background of its owners and management.

e. Ascertaining whether the assuming company is authorized to trans­
act reinsurance within the ceding company’s state of domicile or 
whether letters of credit or other means of security are provided if 
the assuming company is not so authorized.

f. Considering the need for and evaluating the adequacy of collateral 
from the assuming company on certain reinsurance contracts.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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.10 The ceding company’s control procedures relating to the accuracy and 
reliability of information reported to the assuming company and amounts due 
to or from the assuming company are generally similar in nature to other 
control procedures for the recording of insurance transactions. Those control 
procedures are not addressed in this statement.

Auditing Procedures
.11 In obtaining an understanding of the internal control structure, the 

ceding company’s independent auditor should review the ceding company’s 
procedures for determining the assuming company’s ability to honor its com­
mitments under the reinsurance contract. If the auditor intends to rely on the 
prescribed procedures, he should perform tests of the ceding company’s proce­
dures to obtain reasonable assurance that they are in use and operating as 
planned. [Revised, April 1996, to reflect conforming changes necessary due to 
the issuance of recent authoritative literature.]

.12 The absence of adequate procedures by the ceding company to deter­
mine the assuming company’s ability to honor its contractual commitments, or 
the lack of reasonable assurance that such procedures are in use and operating 
as planned, may constitute a material weakness in the ceding company’s 
internal control structure.2 If the auditor assesses control risk at the maximum 
level, whether because of a material weakness or other reasons, he should 
extend his procedures to evaluate the collectibility of amounts recorded in the 
financial statements as recoverable from the assuming company. The auditor’s 
extended procedures may include certain of the procedures specified in para­
graph .09, but they are not necessarily limited to those procedures. The 
auditor’s inability to perform the procedures he considers necessary, whether 
as a result of restrictions imposed by the client or by circumstances such as the 
timing of the work, the inability to obtain sufficient competent evidential 
matter, or an inadequacy in the accounting records, constitutes a scope limita­
tion that may require the auditor to qualify his opinion or disclaim an opinion 
(see SAS No. 58, paragraphs 40 through 48 and 70 through 72). In such 
circumstances, the reasons for the auditor’s qualification of opinion or dis­
claimer of opinion should be described in his report. [Revised, April 1996, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.13 To obtain reasonable assurance that reinsurance contracts are appro­
priately accounted for, the independent auditor of the ceding company should 
perform procedures for selected contracts, selected transactions, and related 
balances, which include the following:

2 SAS No. 60, Communication of Internal Control Structure Related Matters Noted in an Audit, 
states, “A material weakness in the internal control structure is a reportable condition in which the 
design or operation of one or more of the internal control structure elements does not reduce to a 
relatively low level the risk that errors or irregularities in amounts that would be material in relation 
to the financial statements being audited may occur and not be detected within a timely period by 
employees in the normal course of performing their assigned functions.” SAS No. 60 requires the 
auditor to communicate to the audit committee or to individuals with a level of authority and 
responsibility equivalent to an audit committee in organizations that do not have one, reportable 
conditions, including material weaknesses in the internal control structure that come to his or her 
attention during an audit. [Footnote added, April 1996, to reflect conforming changes necessary due 
to the issuance of recent authoritative literature.]

a. Read the reinsurance contract and related correspondence to—

• Obtain an understanding of the business objective of the rein­
surance contract, and
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• Determine whether the contract should be accounted for accord­
ing to the provisions of FASB Statement No. 60,‡ paragraph 40 
(see paragraph .07, above).

b. Trace entries arising from selected reinsurance contracts to the 
appropriate records.

c. Trace the selected transactions to supporting documents and test the 
related receivables and payables.

d. Obtain written confirmation of selected balances. In certain circum­
stances, confirmation of contract terms may be appropriate.

Assumed Reinsurance

Internal Controls of the Assuming Company

.14 A significant element of the assuming company’s internal control 
structure related to assumed reinsurance is appropriate control procedures 
that the company considers necessary for assessing the accuracy and reliability 
of data received from the ceding company (whether the ceding company is 
domiciled in the United States or in a foreign country). Principal control 
procedures of the assuming company may include—

a. Maintaining an underwriting file with information relating to the 
business reasons for entering the reinsurance contract and antici­
pated results of the contract. The underwriting file may include—

• Historical loss ratios and combined ratios of the ceding company.

• Anticipated loss ratios under the contract.

• An indication of the frequency and content of reports from the 
ceding company.

• Prior business experience with the ceding company.

• The assuming company’s experience on similar risks.

• Information regarding pricing and ceding commissions.

b. Monitoring the actual results reported by the ceding company and 
investigating the reasons for and the effects of significant deviations 
from anticipated results.

c. Visiting the ceding company and reviewing and evaluating its un­
derwriting, claims processing, loss reserving, and loss reserve devel­
opment monitoring procedures.

d. Obtaining from the ceding company a special-purpose report by their 
independent accountant regarding the ceding company’s internal 
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accounting controls relating to ceded reinsurance (see SAS No. 30, | | 
Reporting on Internal Accounting Control, paragraphs 60-61).

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.15 Additional control procedures of the assuming company may include—

a. Obtaining and analyzing recent financial information of the ceding 
company, such as—

• Financial statements and, if audited, the independent auditor’s 
report.

• Financial reports filed with the Securities and Exchange Com­
mission (U.S.), Department of Trade (U.K.), or similar authori­
ties in other countries.

• Financial statements filed with insurance regulatory authori­
ties, with particular consideration of loss reserve development.

b. Obtaining and reviewing available sources of information on the 
ceding company, such as—

• Insurance industry reporting and rating services.

• Insurance department examination reports.

• Loss reserve certifications filed with regulatory authorities.

• Letters relating to the design and operation of internal control 
structure policies and procedures filed with regulatory authorities.

• Insurance Regulatory Information System results filed with 
regulatory authorities.

c. Inquiring about the general business reputation of the ceding com­
pany and the background of its owners and management.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

Auditing Procedures

.16 In obtaining an understanding of the internal control structure, the 
assuming company’s independent auditor should review the assuming com­
pany’s procedures for assessing the accuracy and reliability of data received 
from the ceding company. If the auditor intends to rely on the prescribed 
procedures, he should perform tests of the company’s procedures to obtain 
reasonable assurance that they are in use and operating as planned. [Revised, 
April 1996, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.17 The absence of adequate procedures by the assuming company to 
obtain assurance regarding the accuracy and reliability of data received from 
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the ceding company, or the lack of reasonable assurance that such procedures 
are in use and operating as planned, may constitute a material weakness in 
the assuming company’s internal control structure.3 If the auditor assesses 
control risk at the maximum level, whether because of a material weakness or 
other reasons, he should extend his procedures to obtain assurance regarding 
the accuracy and reliability of the data received from the ceding company. The 
auditor’s extended procedures should ordinarily include, but would not neces­
sarily be limited to, one or more of the following:

3 See footnote 2.
# FASB Statement No. 113, Accounting and Reporting for Reinsurance of Short-Duration and 

Long-Duration Contracts, supersedes paragraphs 38-40 and 60(f) of FASB Statement No. 60 and 
amends paragraph 44 of FASB Statement No 5. The provisions of paragraphs 39 and 40 are 
incorporated in paragraph 18 of FASB Statement No. 113. FASB Statement No. 113 applies to 
financial statements for fiscal years beginning after December 15, 1992. [Footnote added, April 1996, 
to reflect conforming changes necessary due to the issuance of recent authoritative literature.]

a. Performing certain of the principal control procedures specified in 
paragraph .14

b. Visiting the ceding company’s independent auditor and reviewing his 
working papers (see SAS No. 1, section 543.12.)

c. Performing auditing procedures at the ceding company or requesting 
the independent auditor of the ceding company to perform agreed- 
upon procedures

d. Obtaining the report of the ceding company’s independent auditor 
on policies and procedures (relating to ceded reinsurance) placed in 
operation and tests of operating effectiveness (see SAS No. 70, 
Service Organizations.)

The auditor’s inability to perform the procedures he considers necessary, 
whether as a result of restrictions imposed by the client or by circumstances 
such as the timing of the work, the inability to obtain sufficient competent 
evidential matter, or an inadequacy in the accounting records, constitutes a 
scope limitation that may require the auditor to qualify his opinion or disclaim 
an opinion (see SAS No. 58, paragraphs 40 through 48 and 70 through 72). In 
such circumstances, the reasons for the auditor’s qualification of opinion or 
disclaimer of opinion should be described in his report. [Revised, April 1996, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.18  To obtain reasonable assurance that reinsurance contracts are appro­
priately accounted for, the independent auditor of the assuming company 
should perform procedures for selected contracts, selected transactions, and 
related balances, which include the following:

a. Read the reinsurance contract and related correspondence to—

• Obtain an understanding of the business objective of the rein­
surance contract.

• Determine whether the contract should be accounted for accord­
ing to the provisions of FASB Statement No. 60,* paragraph 40 
(see paragraph .07, above).

b. Trace entries arising from selected reinsurance contracts to the 
appropriate records.
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c. Trace the selected transactions to supporting documents and test the 
related receivables and payables.

d. Obtain written confirmation of selected balances. In certain circum­
stances, confirmation of contract terms may be appropriate.

Pools, Associations, and Syndicates
.1 9 Participation in reinsurance pools, associations, and syndicates is in 

some respects similar to reinsurance, and the guidance in paragraphs .14-.18 
is generally applicable in the audit of an assuming company (participating 
company). Pools, associations, and syndicates often issue audited financial 
statements to participating companies, and the auditor of a participating 
company may use the report of the independent auditor of the pool, association, 
or syndicate in his audit. Guidance on the auditor’s considerations in those 
circumstances is provided in SAS No. 1, section 543, Part of Audit Performed 
by Other Independent Auditors. [Revised, April 1996, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

Reinsurance Intermediaries
.2 0 Reinsurance may be transacted and serviced directly between the 

ceding and assuming companies or through reinsurance intermediaries (in­
cluding brokers, agents, managing general agents, or similar entities). When a 
reinsurance intermediary is involved, the control procedures of the reinsur­
ance intermediary are an integral part of the reinsurance transaction. The 
assuming and ceding companies should coordinate their control procedures 
with those of the reinsurance intermediary.

.2 1 A company may delegate to a reinsurance intermediary the perform­
ance of the procedures described in paragraphs .09 and in .14 and .15. The 
company, however, should have procedures to satisfy itself that the reinsur­
ance intermediary is adequately performing those procedures. The guidance 
provided the independent auditor in paragraphs .11 and .12 and in .16 and .17 
is applicable.

.2 2 In addition to the functions discussed in paragraphs .09 and in .14 and 
.15, a reinsurance intermediary may be authorized to collect, hold, disburse, 
and remit funds on behalf of the insurance company. The insurance company 
should have controls to provide reasonable assurance that the reinsurance 
intermediary is—

a. Adequately performing those functions.
b. Safeguarding the funds and, if required, appropriately segregating 

the funds.
c. Settling accounts on a timely basis.

The insurance company may accomplish this by obtaining a special report from 
the independent auditor of the reinsurance intermediary or by visiting the 
reinsurance intermediary and reviewing its controls relating to those functions. 
The auditor of the insurance company should review the company’s internal 
control procedures, and, if he intends to rely on them, he should test the 
operation of those control procedures. If the auditor decides not to rely on those 
controls, he should extend his procedures to obtain assurance that the objec­
tives described in a-c above are met.

Effective Date
.23  This statement of position provides for practices that may differ in 

certain respects from present practices. Accordingly, this statement of position 
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will be effective for audits performed in accordance with generally accepted 
auditing standards for periods ending on or after December 31, 1983. Earlier 
application is encouraged. [Revised, April 1996, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]
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Section 14,070
Auditing Life Reinsurance

Supplements Audits of Stock Life Insurance Companies

November 1984

NOTICE TO READERS '
This statement of position presents the recommendations of the Reinsurance 

Auditing and Accounting Task Force of the AICPA Insurance Companies 
Committee regarding the application of generally accepted auditing standards in 
auditing life reinsurance. This statement of position supplements the industry 
audit guide, Audits of Stock Life Insurance Companies. It represents the considered 
opinion of the Reinsurance Auditing and Accounting Task Force on the best 
auditing practice in the industry and has been reviewed by members of the AICPA 
Auditing Standards Board for consistency with existing auditing standards. 
AICPA members may have to justify departures from the recommendations in this 
statement if their work is challenged.

Applicability
.01 This statement provides guidance on auditing life reinsurance. Guid­

ance on auditing property and liability reinsurance, including accident and 
health reinsurance, is provided in the statement of position entitled, Auditing 
Property and Liability Reinsurance, issued by the AICPA Auditing Standards 
Division in October 1982..

Introduction
.02 When an insurance company issues life insurance policies, it under­

takes a number of risks relating to the ultimate profitability of the policies, 
such as adverse experience regarding mortality or terminations, inadequate 
investment earnings, and unanticipated costs. Reinsurance is the assumption 
by one insurer (the assuming company) of all or part of the risks originally 
undertaken by another insurer (the ceding company).

.03 Each life insurance company determines its retention limit, which 
represents the maximum loss exposure acceptable to the company that could 
result from the death of any individual insured by the company. The retention 
limit will vary depending on the age of the insured at issuance of the policy, the 
type of insurance plan involved, and whether the insured is classified as a 
standard or substandard risk. If the policy exceeds the retention limit, the 
company will reinsure the excess portion of the risk. A company may also 
reinsure part or all of a policy within its retention limit if the company sees a 
need to limit its risk.

.04 Reinsurance also provides a means for the company to meet certain 
other objectives such as to avoid “surplus strain” resulting from the statutory 
accounting treatment of expenses and reserves, to reduce fluctuations in claim 
experience or to stabilize mortality cost, to provide additional capacity to 
accept business that would otherwise have to be declined, to protect solvency, 
to obtain underwriting assistance regarding risk classification, or to assist in 
financial and tax planning strategies.
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.05 By ceding all or part of the risk, the ceding company does not dis­
charge its primary obligations to its insureds. Therefore, the ceding company 
is concerned with the ability of the assuming company to honor its commit­
ments under the reinsurance contract. The assuming company, on the other 
hand, is concerned with the accuracy and reliability of the information received 
from the ceding company regarding the risks it has assumed and, in some 
circumstances, the ability of the ceding company to honor commitments to the 
assuming company. Factors that are pertinent to the auditor’s evaluation of 
reinsurance contracts include the types of reinsurance agreements and the 
consequent nature of the risks transferred, contractual safeguards in the 
reinsurance agreements, and internal control structure regarding reinsurance 
maintained by the ceding company or by the assuming company. [Revised, 
April 1996, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.06 Reinsurance may be transacted through—

a. Facultative agreements, whereby each risk or portion of a risk is 
reinsured individually, the assuming company having the option to 
accept or reject it.

b. Automatic agreements, whereby an agreed portion of business writ­
ten is automatically reinsured, thus eliminating the need to submit 
each risk to the assuming company for acceptance or rejection.

.07 Life reinsurance contracts generally take one of three forms: yearly 
renewable term, coinsurance, or modified coinsurance.

a. Yearly renewable term (YRT) reinsurance involves the purchase of 
reinsurance on the policyholder’s life on a year-by-year basis. Typi­
cally the amount of reinsurance provided and the reinsurance pre­
mium charged for a particular contract will change from year to year 
on a scheduled basis. The reinsurance premium will depend on 
factors such as the age and sex of the insured, the duration of the 
policy, and the underwriting classification (standard or substandard 
risks). Yearly renewable term reinsurance generally transfers only 
the mortality risk to the assuming company.

b. Coinsurance differs from yearly renewable term reinsurance in that 
the assuming company participates in substantially all aspects of the 
original policy and in that the contract generally covers a longer 
period of time. The assuming company will receive its share of the 
policy premiums and pay its share of the face amount of claims and 
cash values on terminations. The assuming company will establish 
its share of the statutory policy reserves, and the ceding company 
will reduce its reserves for the portion reinsured. If the policy is 
participating, the assuming company will generally reimburse the 
ceding company for its share of the policyholder dividend. The as­
suming company also generally reimburses the ceding company for 
its commission outlay and usually pays an additional amount toward 
the ceding company’s expenses. The assuming company ordinarily 
participates in the risks regarding investment, mortality, termina­
tions, and other risks of the policy.

c. Modified coinsurance differs from coinsurance only in that the re­
serves and the assets supporting the reserves remain with the ceding 
company. In addition to the transactions required by coinsurance, a 
“reserve adjustment” payment between the assuming and ceding 
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companies is made each year. The assuming company will be paid 
interest on the assets supporting the reserves according to a specified 
formula, which may involve a fixed rate or may be related to the 
interest earnings of the ceding company. Depending on the formula, 
the investment risk may be borne by the ceding company or the 
assuming company, or it may be shared. As with coinsurance, the 
assuming company ordinarily participates in the mortality, termina­
tion, and other risks.

.08 Life insurance companies may also purchase nonproportional reinsur­
ance on all or part of their insurance. One form of nonproportional reinsurance 
is stop-loss, under which the assuming company agrees to reimburse the ceding 
company for aggregate losses that exceed a specified amount. Another form is 
catastrophe reinsurance, under which the assuming company agrees to reim­
burse the ceding company for losses in excess of a specified amount that result 
from a single accident.

.09 Reinsurance agreements often provide for participation by the ceding 
company in the profits generated under the reinsurance. The reinsurance 
agreement will specify the method of computing the profit and the formula for 
sharing it.

.10 Typically, reinsurance agreements are individually negotiated and 
tailored to the needs and objectives of the ceding and assuming companies. The 
foregoing descriptions of life reinsurance agreements are not exhaustive, and 
variations from the described approaches are common.

Generally Accepted Accounting Principles

.11 The accounting entries for reinsurance ceded transactions are the 
opposite of the entries that arise from direct business. With certain exceptions, 
the amounts for reinsurance transactions are netted against the related ac­
counts in financial statements. The accounting entries for reinsurance as­
sumed normally parallel those for direct insurance.1

.12 FASB Statement No. 60* describes reporting in conformity with gen­
erally accepted accounting principles for “payments to insurance companies 
that may not involve transfer of risk.” Similar guidance is provided in FASB 
Statement No. 5, Accounting for Contingencies, paragraph 44. Paragraph 40 of 
FASB Statement No. 60* states—

1 FASB Statement No. 60,* Accounting and Reporting by Insurance Enterprises, specifies certain 
accounting and disclosure requirements for reinsurance.

FASB Statement No. 113, Accounting and Reporting for Reinsurance of Short-Duration and 
Long-Duration Contracts, supersedes paragraphs 38 through 40 and 60(f) of FASB Statement No. 60 
and amends paragraph 44 of FASB Statement No 5. The provisions of paragraphs 39 and 40 are 
incorporated in paragraph 18 of FASB Statement No. 113. FASB Statement No. 113 applies to 
financial statements for fiscal years beginning after December 15, 1992. [Footnote added, April 1996, 
to reflect conforming changes necessary due to the issuance of recent authoritative literature.]

To the extent that a reinsurance contract does not, despite its form, provide for 
indemnification of the ceding enterprise by the reinsurer against loss or 
liability, the premium paid less the premium to be retained by the reinsurer 
shall be accounted for as a deposit by the ceding enterprise. Those contracts 
may be structured in various ways, but if, regardless of form, their substance 
is that all or part of the premium paid by the ceding enterprise is a deposit, the 
amount paid shall be accounted for as such. A net credit resulting from the 
contract shall be reported as a liability by the ceding enterprise. A net charge 
resulting from the contract shall be reported as an asset by the reinsurer.
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Scope
.13 The following sections describe certain significant aspects of internal 

control structure regarding ceded reinsurance and assumed reinsurance and 
describe the related auditing procedures. SAS No. 55, Consideration of the 
Internal Control Structure in a Financial Statement Audit, states “establishing 
and maintaining an internal controling structure is an important management 
responsibility.” The concept of reasonable assurance is inherent in manage­
ment’s determination of the nature and extent of internal control structure, 
and the elements of audit risk and materiality underlie the application of 
generally accepted auditing standards by the independent auditor. [Revised, 
April 1996, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

Ceded Reinsurance

Internal Control Structure of the Ceding Company
.14 The ceding company should have those internal control structure 

policies and procedures that it considers necessary to (a) evaluate the financial 
responsibility and stability of the assuming company (whether the assuming 
company is domiciled in the United States or in a foreign country) and (b) 
provide reasonable assurance of the accuracy and reliability of information 
reported to the assuming company and amounts due to or from the assuming 
company. The ceding company’s control procedures to evaluate the financial 
responsibility and stability of the assuming company may vary, depending on 
the type of contracts (such as yearly renewable term and coinsurance) and 
other factors, and may include2

2 The absence of one or more specific control procedures does not necessarily indicate a weakness 
in the internal control structure. [Footnote revised, April 1996, to reflect conforming changes neces­
sary due to the issuance of recent authoritative literature.]

a. Obtaining and analyzing recent financial information of the assum­
ing company, such as—

• Financial statements and, if the statements are audited, the 
independent auditor’s report.

• Financial reports filed with the Securities and Exchange Com­
mission (United States), Department of Trade (United King­
dom), or similar authorities in other countries.

• Financial statements, including the actuary’s opinion, filed with 
insurance regulatory authorities, with particular consideration 
of the quality and liquidity of the company’s invested assets.

b. Obtaining and reviewing available sources of information relating to 
the assuming company, such as—

• Insurance industry reporting and rating services.

• Insurance department examination reports.

• Letters relating to the design and operation of internal control 
structure policies and procedures filed with regulatory authorities.

• Insurance Regulatory Information System results filed with 
regulatory authorities.
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c. Inquiring about the assuming company’s retrocessional practices 
and experience.

d. Inquiring about the general business reputation of the assuming 
company and the background of its owners and management.

e. Ascertaining whether the assuming company is authorized to trans­
act reinsurance within the ceding company’s state of domicile or 
whether letters of credit or other means of security are provided if 
the assuming company is not so authorized.

f. Considering the need for and evaluating the adequacy of collateral 
from the assuming company on certain reinsurance contracts.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.1 5 The ceding company’s control procedures relating to the accuracy and 
reliability of information reported to the assuming company and amounts due 
to or from the assuming company are generally similar in nature to other 
control procedures for the recording of insurance transactions. Those control 
procedures are not addressed in this statement.

Auditing Procedures

.1 6 The independent auditor’s consideration of the ceding company’s 
internal control structure ordinarily should include a review of the ceding 
company’s procedures for determining the assuming company’s ability to honor 
its commitments under the reinsurance contract. If the auditor intends to rely 
on the prescribed procedures, he should perform tests of the ceding company’s 
procedures to obtain reasonable assurance that they are in use and operating 
as planned. [Revised, April 1996, to reflect conforming changes necessary due 
to the issuance of recent authoritative literature.]

.1 7 The absence of adequate procedures by the ceding company to deter­
mine the assuming company’s ability to honor its contractual commitments, or 
the lack of reasonable assurance that such procedures are in use and operating 
as planned, may constitute a material weakness in the ceding company’s 
internal control structure.  If the auditor assesses control risk at the maximum 
level, whether because of a material weakness or other reasons, he should 
extend his procedures to evaluate the collectibility of amounts recorded in the 
financial statements as receivables or reductions of liabilities that are recover­
able from the assuming company. The auditor’s extended procedures may 
include certain of the procedures specified in paragraph .14, but they are not 
necessarily limited to those procedures. The auditor’s inability to perform the 
procedures he considers necessary, whether as a result of restrictions imposed 
by the client or by circumstances such as the timing of work, the inability to 
obtain sufficient competent evidential matter, or an inadequacy in the account­

3

3 SAS No. 60, Communication of Internal Control Structure Related Matters Noted in an Audit, 
states, “A material weakness in the interned control structure is a reportable condition in which the 
design or operation of one or more of the internal control structure elements does not reduce to a 
relatively low level the risk that errors or irregularities in amounts that would be material in relation 
to the financial statements being audited may occur and not be detected within a timely period by 
employees in the normal course of performing their assigned functions.” SAS No. 60 requires the 
auditor to communicate to the audit committee or to individuals with a level of authority and 
responsibility equivalent to an audit committee in organizations that do not have one, reportable 
conditions, including material weaknesses in the internal control structure that come to his or her 
attention during an audit. [Footnote revised, April 1996, to reflect conforming changes necessary due 
to the issuance of recent authoritative literature.]
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ing records, constitutes a scope limitation that may require the auditor to 
qualify his opinion or disclaim an opinion (see SAS No. 58, Reports on Audited 
Financial Statements, paragraphs 38 through 66, and 70 through 72). In such 
circumstances, the reasons for the auditor’s qualification of opinion or dis­
claimer of opinion should be described in his report. [Revised, April 1996, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.18 Reinsurance of life insurance permits the elimination of the reinsured 
portion of the related liability for future policy benefits from the ceding 
company’s financial statements. Under certain circumstances, reinsurance 
may also result in increasing current earnings or investable funds to the extent 
that the proceeds received from the assuming company exceed expenses in­
curred in connection with the sale and servicing of the reinsured policies. The 
auditor of the ceding company ordinarily should confirm insurance policies in 
force with policyholders when ceded reinsurance activities can materially 
increase current earnings or investable funds. (See the statement of position 
entitled Confirmation of Insurance Policies in Force, issued by the AICPA 
Auditing Standards Division, August 1978.)

.19 To obtain reasonable assurance that reinsurance contracts are appro­
priately accounted for, the independent auditor of the ceding company ordinar­
ily should perform procedures for selected contracts, selected transactions, and 
related balances, which include the following:

a. Read the reinsurance contract and related correspondence to—

• Obtain an understanding of the business objective of the rein­
surance contract.

• Determine whether the contract should be accounted for accord­
ing to the provisions of FASB Statement No. 60,† paragraph 40 
(see paragraph .12 above).

b. Trace entries arising from selected reinsurance contracts to the 
appropriate records.

c. Trace the selected transactions to supporting documents and test 
related receivables and payables.

d. Obtain written confirmation of selected balances. In certain circum­
stances, confirmation of contract terms may be appropriate.

Assumed Reinsurance

Internal Control Structure of the Assuming Company
.20  A significant element of the assuming company’s internal control 

structure related to assumed reinsurance is appropriate control procedures 
that the company considers necessary for assessing the accuracy and reliability 
of data received from the ceding company (whether the ceding company is 
domiciled in the United States or in a foreign country). The appropriate control

† FASB Statement No. 113, Accounting and Reporting for Reinsurance of Short-Duration and 
Long-Duration Contracts, supersedes paragraphs 38 through 40 and 60(f) of FASB Statement No. 60 
and amends paragraph 44 of FASB Statement No. 5. The provisions of paragraphs 39 and 40 are 
incorporated in paragraph 18 of FASB Statement No. 113. FASB Statement No. 113 applies to 
financial statements for fiscal years beginning after December 15, 1992. [Footnote added, April 1996, 
to reflect conforming changes necessary due to the issuance of recent authoritative literature.] 
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procedures may vary depending on the type of contracts (such as yearly 
renewable term and coinsurance) and other factors. Principal control proce­
dures of the assuming company may include4—

a. Maintaining information relating to the business reasons for enter­
ing the reinsurance contract and anticipated results of the contract, 
such as—

• Actuarial studies of the business assumed.

• Anticipated profitability.

• Anticipated termination rates.

• Prior business experience with the ceding company.

• The assuming company’s experience on similar business.

• Information regarding pricing and ceding commissions.

• An indication of the frequency and content of reports from the 
ceding company.

b. Monitoring the actual results reported by the ceding company and 
investigating the reasons for and the effects of significant deviations 
from anticipated results.

c. Visiting the ceding company and reviewing and evaluating its 
sales, underwriting, benefits processing, and actuarial policies and 
procedures.

d. Obtaining from the ceding company a special-purpose report by their 
independent accountant regarding the ceding company’s internal 
accounting controls relating to ceded reinsurance (see SAS No. 
30,‡ Reporting on Internal Accounting Control, paragraphs 60 and 
61). If the ceding company’s independent auditor confirmed life 
insurance policies in force (see paragraph .18), the assuming com­
pany might also consider obtaining a special report from the ceding 
company’s independent auditor regarding the results of those confir­
mation procedures.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.21 Additional control procedures of the assuming company may include—
a. Obtaining and analyzing recent financial information of the ceding 

company, such as—

• Financial statements and, if audited, the independent auditor’s 
report.

• Financial reports filed with the Securities and Exchange Com­
mission (United States), Department of Trade (United King­
dom), or similar authorities in other countries.

4 See footnote 2.
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‡ On April 20, 1992, the AICPA’s Auditing Standards Board issued an exposure draft of a 
proposed Statement on Standards for Attestation Engagements, Reporting on an Entity’s Internal 
Control Structure Over Financial Reporting. The Statement would supersede SAS No. 30. A final 
Statement is expected to be issued in 1993. [Footnote added, April 1996, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]



30,348 Statements of Position

• Financial statements, including the actuary’s opinion, filed with 
regulatory authorities.

b. Obtaining and reviewing available sources of information on the 
ceding company, such as—

• Insurance industry reporting and rating services.

• Insurance department examination reports.

• Letters relating to the adequacy of internal control structure 
filed with regulatory authorities.

• Insurance Regulatory Information System results filed with 
regulatory authorities.

c. Inquiring about the general business reputation of the ceding com­
pany and the background of its owners and management.

[Revised, April 1996, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

Auditing Procedures
.22 The independent auditor’s consideration of the assuming company’s 

internal control structure ordinarily should include a review of the assuming 
company’s procedures for assessing the accuracy and reliability of data re­
ceived from the ceding company. If the auditor intends to rely on the prescribed 
procedures, he should perform tests of the company’s procedures to obtain 
reasonable assurance that they are in use and operating as planned. [Revised, 
April 1996, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.23 The absence of adequate procedures by the assuming company to 
obtain assurance regarding the accuracy and reliability of data received from 
the ceding company, or the lack of reasonable assurance that such procedures 
are in use and operating as planned, may constitute a material weakness in 
the assuming company’s internal control structure.5 If the auditor assesses 
control risk at the maximum level, whether because of a material weakness or 
other reasons, he should extend his procedures to obtain assurance regarding 
the accuracy and reliability of the data received from the ceding company. The 
auditor’s extended procedures should ordinarily include, but would not neces­
sarily be limited to, one or more of the following:

5 See footnote 3.

a. Performing procedures such as certain of the procedures specified in 
paragraph .20

b. Visiting the ceding company’s independent auditor and reviewing his 
working papers (see SAS No. 1, section 543.12, Part of Audit Per­
formed by Other Independent Auditors)

c. Performing auditing procedures at the ceding company or requesting 
the independent auditor of the ceding company to perform agreed- 
upon procedures

d. Obtaining the report of the ceding company’s independent auditor 
on policies and procedures (related to ceded reinsurance) placed in 
operation and tests of operating effectiveness (see SAS No. 70, Service 
Organizations)
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The auditor’s inability to perform the procedures he considers necessary, 
whether as a result of restrictions imposed by the client or by circumstances 
such as the timing of the work, the inability to obtain sufficient competent 
evidential matter, or an inadequacy in the accounting records, constitutes a 
scope limitation that may require the auditor to qualify his opinion or disclaim 
an opinion (see SAS No. 58, paragraphs 40 through 48 and 70 through 72). In 
such circumstances, the reasons for the auditor’s qualification of opinion or 
disclaimer of opinion should be described in his report. [Revised, April 1996, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.24  To obtain reasonable assurance that reinsurance contracts are appro­
priately accounted for, the independent auditor of the assuming company 
ordinarily should perform procedures for selected contracts, selected transac­
tions, and related balances, which include the following:

a. Read the reinsurance contract and related correspondence to—

• Obtain an understanding of the business objective of the rein­
surance contract.

• Determine whether the contract should be accounted for accord­
ing to the provisions of FASB Statement No. 60,| | paragraph 40 
(see paragraph .12 above).

b. Trace entries arising from selected reinsurance contracts to the 
appropriate records.

c. Trace selected transactions to supporting documents and test the 
related receivables and payables.

d. Obtain written confirmation of selected balances. In certain circum­
stances, confirmation of contract terms may be appropriate.

Effective Date

.25  This statement of position provides for practices that may differ in 
certain respects from present practices. Accordingly, this statement of position 
will be effective for audits performed in accordance with generally accepted 
auditing standards for periods ending on or after December 31, 1985. Earlier 
application is encouraged. [Revised, April 1996, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]
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FASB Statement No. 113, Accounting and Reporting for Reinsurance of Short-Duration and 
Long-Duration Contracts, supersedes paragraphs 38 through 40 and 60(f) of FASB Statement No. 60 
and amends paragraph 44 of FASB Statement No. 5. The provisions of paragraphs 39 and 40 are 
incorporated in paragraph 18 of FASB Statement No. 113. FASB Statement No. 113 applies to 
financial statements for fiscal years beginning after December 15, 1992. [Footnote added, April 1996, 
to reflect conforming changes necessary due to the issuance of recent authoritative literature.]
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Section 14,100
Statement of Position 89-2
Reports on Audited Financial Statements of
Investment Companies

January 1989

NOTE
This statement of position presents the recommendations of the AICPA 

Investment Companies Committee regarding the application of generally 
accepted auditing standards to reports on audited financial statements of 
investment companies. It represents the considered opinion of the committee on 
the best auditing practice in the industry and has been reviewed by members of 
the AICPA Auditing Standards Board for consistency with existing auditing 
standards. AICPA members may have to justify departures from the 
recommendations in this statement if their work is challenged.

Introduction
.01 In 1987, the Audit and Accounting Guide, Audits of Investment Com­

panies, was issued. Chapter 9 of that guide illustrates reports on audited 
financial statements. In April 1988, the AICPA’s Auditing Standards Board 
issued Statement on Auditing Standards (SAS) No. 58, Reports on Audited 
Financial Statements, which changes the auditor’s standard report on financial 
statements. This statement of position amends Audits of Investment Compa­
nies in response to the changes required by SAS No. 58; it replaces paragraphs 
9.03 through 9.09 of the guide with new paragraphs 9.03 through 9.09*

9.03. The following form of auditor’s report may be used to express an unquali­
fied opinion on the financial statements:

Independent Auditor’s Report

To the Shareholders and
Board of Directors
XYZ Investment Companies
We have audited the accompanying statement of assets and liabilities of XYZ 
Investment Company, including the schedule of portfolio investments, as of 
December 31, 19X4, and the related statements of operations and cash 
flows1 for the year then ended, the statement of changes in net assets for each 
of the two years in the period then ended, and the selected per share data and 
ratios for each of the five years in the period then ended. These financial 
statements and per share data and ratios are the responsibility of the Com­
pany’s management. Our responsibility is to express an opinion on these 
financial statements and per share data and ratios based on our audits.

1 FASB Statement No. 102, Statement of Cash Flows—Exemption of Certain Enterprises and 
Classification of Cash Flows From Certain Securities Held for Resale, amends FASB Statement No. 
95, Statement of Cash Flows, to exempt highly liquid companies that meet specified conditions from 
the requirement to provide a statement of cash flows. [Footnote revised, April 1996, to reflect 
conforming changes necessary due to the issuance of recent authoritative literature.]

Paragraph 9.08 of the Guide was deleted and subsequent paragraphs were renumbered in 
October 1996 to reflect the new guidance set forth in SAS No. 79, Amendment to Statement on 
Auditing Standards No. 58, Reports on Audited Financial Statements. [Footnote added, June 1997.] 
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We conducted our audits in accordance with generally accepted auditing 
standards. Those standards require that we plan and perform the audit to 
obtain reasonable assurance about whether the financial statements and per 
share data and ratios are free of material misstatement. An audit includes 
examining, on a test basis, evidence supporting the amounts and disclosures 
in the financial statements. Our procedures included confirmation of securities 
owned as of December 31, 19X4, by correspondence with the custodian and 
brokers. An audit also includes assessing the accounting principles used and 
significant estimates made by management, as well as evaluating the overall 
financial statement presentation. We believe that our audits provide a reason­
able basis for our opinion.

In our opinion, the financial statements and selected per share data and ratios 
referred to above present fairly, in all material respects, the financial position 
of XYZ Investment Company as of December 31, 19X4, the results of its 
operations and its cash flows2 for the year then ended, the changes in its net 
assets for each of the two years in the period then ended, and the selected per 
share data and ratios for each of the five years in the period then ended, in 
conformity with generally accepted accounting principles.

2 See footnote 1.
3 See footnote 1

Independent Auditor

Anytown, USA
January 21, 19X5

9.04 The reference to “and brokers” in the fourth sentence of the scope 
paragraph is not normally required if the investment company’s financial 
statements do not show an amount payable for securities purchased. Also, if 
securities were “verified by examination,” the report should be modified to state 
that.

9.05 The accountant’s report for a fund referred to as a “series fund” needs to 
be modified because of the uniqueness of the financial statements that have 
evolved to present its financial position, results of operations, and cash flows. 
The financial position, results of operations, and cash flows of the portfolios or 
other entities constituting the series are frequently presented in separate 
columns. The financial statements of the series may also be presented as if the 
series were a separate entity. In both cases, the scope of the audit should be 
sufficient to enable the auditor to report on the individual financial statements 
of the various entities constituting the series fund.

9.06 The following illustration is for a multicolumnar presentation of the 
portfolios constituting the series:

Independent Auditor’s Report

To the Shareholders and
Board of Directors
XYZ Series Investment Company:

We have audited the accompanying statement of assets and liabilities, includ­
ing the schedules of investments, of XYZ Series Investment Company (compris­
ing, respectively, the Foreign, Domestic Common Stock, Long-Term Bond, and 
Convertible Preferred Portfolios) as of December 31, 19X4, and the related 
statements of operations and cash flows3 for the year then ended, the state­
ments of changes in net assets for each of the two years in the period then ended, 
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and the selected per share data and ratios for each of the five years in the period 
then ended. These financial statements and per share data and ratios are the 
responsibility of the Company’s management. Our responsibility is to express 
an opinion on these financial statements and per share data and ratios based 
on our audits.

[Same second paragraph as in the report illustrated in paragraph 9.03.]

In our opinion, the financial statements and selected per share data and ratios 
referred to above present fairly, in all material respects, the financial position 
of each of the respective portfolios constituting the XYZ Series Investment 
Company as of December 31, 19X4, the results of their operations and their 
cash flows4 for the year then ended, the changes in their net assets for each of 
the two years in the period then ended, and the selected per share data and 
ratios for each of the five years in the period then ended, in conformity with 
generally accepted accounting principles.

4 See footnote 1.
5 See footnote 1.
6 See footnote 1.

Independent Auditor

Anytown, USA
January 21, 19X5

9.07 The following illustration is for a presentation of one of the portfolios or 
entities constituting the series:

Independent Auditor’s Report

To the Shareholders and
Board of Directors
XYZ Series Investment Company:

We have audited the accompanying statement of assets and liabilities, includ­
ing the schedule of portfolio investments, of the Convertible Preferred Portfolio 
(one of the portfolios constituting the XYZ Series Investment Company) as of 
December 31, 19X4, and the related statements of operations and cash flows5 for 
the year then ended, the statements of changes in net assets for each of the two 
years in the period then ended, and the selected per share data and ratios for 
each of the five years in the period then ended. These financial statements and 
per share data and ratios are the responsibility of the Company’s management. 
Our responsibility is to express an opinion on these financial statements and 
per share data and ratios based on Our audits.

[Same second paragraph as in the report illustrated in paragraph 9.03.]

In our opinion, the financial statements and selected per share data and ratios 
referred to above present fairly, in all material respects, the financial position 
of the Convertible Preferred Portfolio of the XYZ Series Investment Company 
as of December 31, 19X4, and the results of its operations and cash flows6 for 
the year then ended, the changes in its net assets for each of the two years in 
the period then ended, and the selected per share data and ratios for each of 
the five years in the period then ended, in conformity with generally accepted 
accounting principles.

Independent Auditor

Anytown, USA
January 21, 19X5
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The auditor’s reports illustrated in this paragraph and in paragraph 9.06 are 
not intended to be all-encompassing or necessarily illustrative of all situations 
that may be encountered in practice.
9.08† The auditor’s report should include an explanatory paragraph when the 
financial statements contain securities whose values were estimated by the 
Board of Directors in the absence of readily ascertainable market values, and 
the range of possible values of those securities is significant. That report, as 
illustrated below, should be used only if the auditor concludes that, after 
examining the underlying documentation supporting the board’s good-faith 
estimate of value, the valuation principles are acceptable, are being consis­
tently applied, are reasonably supported by the documentation, and the range 
of possible values is significant. If the range of possible values is not significant, 
a report such as that illustrated in paragraph 9.03 may be issued.

Independent Auditor’s Report

To the Shareholders and
Board of Directors
XYZ Investment Company:
[Same first, second, and third paragraphs as in the report illustrated in 
paragraph 9.03.]
As explained in Note 2, the financial statements include securities valued at 
$(% of net assets), whose values have been estimated by 
the Board of Directors in the absence of readily ascertainable market values. 
We have reviewed the procedures used by the Board of Directors in arriving at 
its estimate of value of such securities and have inspected underlying documen­
tation, and, in the circumstances, we believe the procedures are reasonable and 
the documentation appropriate. However, because of the inherent uncertainty 
of valuation, those estimated values may differ significantly from the values 
that would have been used had a ready market for the securities existed, and 
the differences could be material.

Independent Auditor

Anytown, USA
January 21, 19X5
9.09 If the auditor concludes that the valuation procedures are inadequate or 
unreasonable, or that the underlying documentation does not support the 
valuation, the auditor should express a qualified opinion as follows:

 Independent Auditor’s Report

To the Shareholders and
Board of Directors
XYZ Investment Company:
[Same first and second paragraphs as in the report illustrated in paragraph 
9.03.}
As explained in Note 2, the financial statements include securities valued at 
$(% of net assets), whose values have been estimated by 
the Board of Directors in the absence of readily ascertainable market values. 
We have reviewed the procedures used by the Board of Directors in arriving at 
its estimate of value of such securities and have inspected underlying documen­
tation. In our opinion, those procedures are not reasonable, and the documen­
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tation is not appropriate to determine the value of the securities in conformity 
with generally accepted accounting principles. The effect on the financial 
statements of not applying adequate valuation procedures is not readily deter­
minable.

In our opinion, except for the effects on the financial statements and selected 
per share data and ratios of the valuation of investment securities determined 
by the Board of Directors, as described in the preceding paragraph, the financial 
statements and selected per share data and ratios referred to above present 
fairly, in all material respects, the financial position of XYZ Investment 
Company as of December 31, 19X4, the results of its operations and its cash 
flows7 for the year then ended, the changes in its net assets for each of the two 
years in the period then ended, and the selected per share data and ratios for 
each of the five years in the period then ended, in conformity with generally 
accepted accounting principles.

7 See footnote 1.

Independent Auditor

Anytown, USA
January 21, 19X5

Effective Date
.02 This statement is effective at the time of its issuance.
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Section 14,110
Statement of Position 89-3
Questions Concerning Accountants' Services 
on Prospective Financial Statements

April 1989

NOTE
This statement of position presents the recommendations of the Forecasts and 

Projections Audit Issues Task Force regarding accountants’ services on 
prospective financial statements. It represents the considered opinion of the task 
force on the best practice for such engagements and has been reviewed by 
members of the AICPA Auditing Standards Board for consistency with existing 
standards. AICPA members may have to justify departures from the recommen­
dations in this statement if their work is challenged.

Reporting on Financial Forecasts That Include a 
Projected Sale of an Entity's Real Estate Investment

Question:

.01 The AICPA Guide for Prospective Financial Information (“the Guide”) 
states that “short-term financial forecasts may not be meaningful in (a) indus­
tries with a lengthy operating cycle or (b) situations where long-term results 
are necessary to evaluate the investment consequences involved. It may not be 
practical in all situations to present financial forecasts for enough future 
periods to demonstrate the long-term results. In those circumstances, the 
presentation should include a description of the potential effects of such 
results. For example, if a real estate entity’s forecast does not extend to the 
period in which the entity’s investment is expected to be liquidated, the 
disclosures would include a discussion of the effects of a liquidation at the 
end of the forecast period. Exhibit 9.08 of the Guide illustrates such a disclo­
sure.”1 The information in exhibit 9.08. is presented in a note to a financial 
forecast. How should the practitioner report on a financial forecast that in­
cludes a hypothetical sale of an entity’s real estate investment at the end of the 
forecast period?

1 See paragraph 8.34 of the Guide.

Answer:
.02 The hypothetical sale of an entity’s real estate, presented to demon­

strate the potential effects of long-term results, may appear in the notes to the 
financial forecast or in a separate statement presented as part of the financial 
forecast. Such presentations should be appropriately labeled and accompanied 
by applicable disclosures, including significant assumptions and an indication 
of the purpose of the presentation.
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.03 When the effects of a hypothetical sale of an entity’s real estate are 
included in a note to the financial forecast, the disclosure is part of the financial 
forecast and it is covered by the accountant’s standard report. If the hypotheti­
cal sale is presented as a projection in a separate statement, the accountant’s 
report should be modified to report specifically on the statement. Examples of 
appropriate forms of reports follow:

Examination

We have examined the accompanying forecasted balance sheet of XYZ Company 
as of December 31, 19X8, and the related forecasted statements of income, 
retained earnings, and cash flows for the year then ending (the forecast), and 
the accompanying statement of the effect on limited partners of the projected 
sale of property at December 31, 19X8 (the projection). Our examination was 
made in accordance with standards for an examination of prospective financial 
statements established by the American Institute of Certified Public Account­
ants and, accordingly, included such procedures as we considered necessary to 
evaluate both the assumptions used by management and the preparation and 
presentation of the statements.

The accompanying projection was prepared by management to provide poten­
tial investors with information to analyze the effect of a hypothetical sale of the 
properties as of December 31, 19X8, and should not be considered a presenta­
tion of expected future results.

In our opinion, the accompanying forecast is presented in conformity with 
guidelines for presentation of a forecast established by the American Institute 
of Certified Public Accountants, and the underlying assumptions provide a 
reasonable basis for management’s forecast. Also, in our opinion, the accompa­
nying projection is presented in conformity with guidelines for presentation of 
a projection established by the American Institute of Certified Public Account­
ants, and the underlying assumptions provide a reasonable basis for manage­
ment’s projection, assuming the hypothetical sale of properties on the date and 
for the sales prices indicated. However, because events and circumstances 
frequently do not occur as expected, there will usually be differences between 
the forecasted and actual results, and even if the properties are sold on the date 
and for the prices indicated, there will usually be differences between the 
projected and actual results, and those differences may be material. We have 
no responsibility to update this report for events and circumstances occurring 
after the date of this report.

Compilation
We have compiled the accompanying forecasted balance sheet of XYZ Company 
as of December 31, 19X8, and the related forecasted statements of income, 
retained earnings, and cash flows for the year then ending (the forecast), and 
the accompanying statement of the effect on limited partners of the projected 
sale of property at December 31, 19X8 (the projection). Our compilation was 
made in accordance with standards established by the American Institute of 
Certified Public Accountants.

The accompanying projection was prepared by management to provide poten­
tial investors with information to analyze the effect of a hypothetical sale of the 
properties as of December 31, 19X8, and should not be considered a presenta­
tion of expected future results.

A compilation is limited to presenting, in the form of a forecast or projection, 
information that is the representation of management, and does not include 
evaluation of the support for the assumptions underlying the forecast or 
projection. We have not examined the forecast or projection and, accordingly, 
do not express an opinion or any other form of assurance on the accompanying 
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statements or assumptions. Furthermore, because events and circumstances 
frequently do not occur as expected, there will usually be differences between 
the forecasted and actual results, and even if the properties are sold on the date 
and for the prices indicated, there will usually be differences between the 
projected and actual results, and those differences may be material. We have 
no responsibility to update this report for events and circumstances occurring 
after the date of this report.

.04 In rare cases, management may forecast the sale of its investment in 
real estate during the forecast period. In such circumstances, the sale would 
not be hypothetical and should be included in the financial forecast with other 
operating results and significant changes in financial position. Furthermore, 
the sale would be covered by the accountant’s standard report.2

2 In such rare circumstances, the accountant should treat the sale the same as any other 
significant assumption. For example, when examining the forecast, the accountant should consider 
whether the assumptions related to the sale are appropriate and suitably supported (for example, 
with respect to the timing of the sale and sales price). The accountant should also consider whether 
the assumptions should be identified by the responsible party as being particularly sensitive. 
Paragraph 8.25 of the Guide discusses the identification and disclosure of particularly sensitive 
assumptions.

3 This disclosure can be presented as a footnote to a financial forecast or as a separate schedule 
(see “Reporting on Financial Forecasts That Include a Projected Sale of an Entity’s Real Estate 
Investment” [paragraphs .01-.04]).

Sales Prices Assumed When a Financial Forecast 
Includes a Projected Sale of an Entity's Real
Estate Investment

Question:

.05 Paragraph 8.34 of the Guide indicates that short-term forecasts may 
not be meaningful in certain situations and that it may not be practical in those 
situations to present financial forecasts for enough future periods to demon­
strate the long-term results of investment decisions. In those circumstances, 
the presentation should include a description of the potential effect of such 
results. For example, the Guide indicates that if a real estate entity’s forecast 
does not extend to the period in which the entity’s investment is expected to be 
liquidated, the forecast would include a discussion of the effects of a liquidation 
at the end of the forecast period, as shown in exhibit 9.08 of the Guide.3

.06 When disclosing the effects of a hypothetical liquidation (sale) of the 
entity’s real estate investment at the end of the forecast period, what are 
appropriate assumptions for the sales price?

Answer:

.07 The Guide states (paragraph 7.01P) that although the responsible 
party need not have a reasonably objective basis for the hypothetical assump­
tions used in a projection, those assumptions should be consistent with the 
purpose of the projection. The purpose of disclosing the effects of a hypothetical 
sale of an entity’s real estate investment at the end of the forecast period is to 
provide users with meaningful information about the long-term results of their 
investment decisions.
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.08 Typically, the sales price is based on a specified capitalization rate of 
forecasted cash flows. To be consistent with the purpose of disclosing the 
hypothetical sale of the entity’s real estate investment, the capitalization rate 
assumed should be consistent with the assumptions used in the forecast as well 
as with the entity’s and the industry’s experience. If the capitalization rate 
assumed is not consistent with the entity’s or the industry’s experience, the 
responsible party should consider whether the resulting projected sales price 
is appropriate, since it may result in a presentation that is inconsistent with 
the objective of providing users with meaningful information about the long­
term results of their investment decisions.4

4 Paragraph 8.22 states that “the basis or rationale for the assumptions should preferably be 
disclosed to assist the user of the financial forecast (projection) to understand the forecast (projection) 
and make an informed judgment about it.”

5 Paragraph 8.23P of the Guide states that “The responsible party should identify which assump­
tions in the projection are hypothetical.”

.09 Other sales prices may also be consistent with the purpose of the 
projection. For example, when significant nonrecourse debt is involved, the 
sales price assumed is often the existing mortgage balance or the existing 
mortgage balance plus original capital contributions.5 Such assumed sales 
prices provide meaningful information that helps investors analyze their in­
vestment risk.

Reporting on Information Accompanying a Financial 
Forecast in an Accountant-Submitted Document

Question:
.10 An entity may request that additional details or explanations of items 

in a financial forecast (for example, details of sales or forecasted product line 
information) be included in an accountant-submitted document that contains 
a financial forecast and the accountant’s report thereon. An entity may also 
request that certain nonaccounting information or other information not di­
rectly related to the basic forecast be included in such a document. The 
accompanying information is presented outside the financial forecast and is 
not considered necessary for the presentation of the forecast to be in conformity 
with guidelines for presentation of a financial forecast established by the 
American Institute of Certified Public Accountants. How should the account­
ant report on accompanying information presented outside the financial fore­
cast in an accountant-submitted document when he or she has not been 
engaged to examine the information separately?

Answer:
.11 An accountant’s report on information accompanying a financial fore­

cast in an accountant-submitted document has the same objective as an 
accountant’s report on the financial forecast: to describe clearly the character 
of the accountant’s work and the degree of responsibility taken. When an 
accountant has examined a financial forecast included in an accountant-sub­
mitted document, the accountant’s report on the accompanying information 
would ordinarily include the following:

• A statement that the examination has been made for the purpose of 
forming an opinion on whether (1) the financial forecast is presented 
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in conformity with AICPA guidelines for the presentation of a forecast 
and (2) the underlying assumptions provide a reasonable basis for the 
forecast.

• Identification of the accompanying information.
• A statement that the accompanying information is presented for 

purposes of additional analysis and is not a required part of the 
financial forecast.

• An opinion on whether the accompanying information is fairly stated 
in all material respects in relation to the financial forecast taken as a 
whole or a disclaimer of opinion, depending on whether the informa­
tion has been subjected to procedures applied in the examination of 
the financial forecast. The accountant may express an opinion on a 
portion of the accompanying information and disclaim an opinion on 
the remainder.6

• A caveat that the prospective results may not be achieved.

6 If the accountant concludes, on the basis of known facts, that any accompanying information is 
materially misstated in relation to the financial forecast taken as a whole, he or she should discuss 
the matter with the responsible party and propose appropriate revision of the accompanying informa­
tion or related disclosures. If the responsible party will not agree to revision of the accompanying 
information, the accountant should either modify the report on the accompanying information and 
describe his or her reservations regarding the information or refuse to include the information in the 
document.

7 The report may be added to the report on the financial forecast or may be presented with the 
information accompanying the financial forecast.

.12 Following are examples of reports that may be issued.7
Accompanying information has been subjected to procedures applied in the 
examination
Our examination of the financial forecast presented in the preceding section of 
this document was made for the purpose of forming an opinion on whether the 
financial forecast is presented in conformity with AICPA guidelines for the 
presentation of a forecast and whether the underlying assumptions provide a 
reasonable basis for the forecast. The [identify accompanying information] is 
presented for purposes of additional analysis and is not a required part of the 
financial forecast. Such information has been subjected to procedures applied 
in the examination of the financial forecast and, in our opinion, is fairly stated 
in all material respects in relation to the financial forecast taken as a whole. 
However, there will usually be differences between the forecasted and actual 
results, because events and circumstances frequently do not occur as expected, 
and those differences may be material. We have no responsibility to update this 
report for events and circumstances occurring after the date of this report.
Accompanying information has not been subjected to procedures applied in the 
examination
Our examination of the financial forecast presented in the preceding section of 
this document was made for the purpose of forming an opinion on whether the 
financial forecast is presented in conformity with AICPA guidelines for the 
presentation of a forecast and whether the underlying assumptions provide a 
reasonable basis for the forecast. The [identify accompanying information] is 
presented for purposes of additional analysis and is not a required part of the 
financial forecast. Such information has not been subjected to procedures 
applied in the examination of the financial forecast and, accordingly, we express 
no opinion or any other form of assurance on it. Furthermore, there will usually 
be differences between the forecasted and actual results, because events and 
circumstances frequently do not occur as expected, and those differences may
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be material. We have no responsibility to update this report for events and 
circumstances occurring after the date of this report.
.13 If accompanying information is included in an accountant-submitted 

document that includes a financial forecast and the accountant’s compilation 
report thereon, the accountant’s compilation report should also cover the other 
data. For example, the following paragraph may be added to the accountant’s 
standard compilation report on a financial forecast if the accountant compiled 
the accompanying information.

We also compiled [identify accompanying information] and, accordingly, do not 
express an opinion or any other form of assurance on such information.

Financial Projections Included in 
General-Use Documents

Question:
.14 The Guide indicates that, if a client expects to include a financial 

projection (as defined in paragraph 3.05 of the Guide) in a general-use docu­
ment, an accountant should not submit the projection to the client or provide 
the client with any type of report thereon unless the projection is used to 
supplement a financial forecast for a period covered by the forecast.8 What is 
an accountant’s responsibility for a projection (not used to supplement a 
financial forecast for the period covered by the forecast) included in a client- 
prepared general-use document when historical financial statements and the 
accountant’s report thereon are included in the same document?

8 Paragraph 10.12P of the Guide states that “an accountant... should not submit or report on or 
consent to the use of his name in conjunction with a financial projection that he believes will be 
distributed to those who are unable to negotiate directly with the responsible party.. .” Also, see 
paragraph 4.05 of the Guide.

9 See paragraph 10.20 of the Guide.
10 In documents filed with the Securities and Exchange Commission (SEC), the responsible party 

should make this statement. In addition, the presentation of the financial projection should be 
labeled “supplemental and unaudited.”

Answer:
.15 If an accountant consents to the use of his or her report on historical 

financial statements in a client-prepared general-use document that contains 
a financial projection for a period not covered by the forecast, such projection 
should be accompanied by an indication by the responsible party or the 
accountant that the accountant provides no assurance on the financial projec­
tion.9,10 If the accountant has audited the historical financial statements, he 
or she should refer to SAS No. 8, Other Information in Documents Containing 
Audited Financial Statements. Although the accountant should consider in­
forming the responsible party that the presentation of a financial projection for 
a period not covered by the forecast in a general-use document is not in 
conformity with the Guide, the use of such a projection in a general-use 
document is not presumed to be a material misstatement of fact.

Question:
.16 What is the accountant’s responsibility for a financial projection (not 

used to supplement a financial forecast for the period covered by the forecast) 
included in a client-prepared general-use document when a financial forecast 
and the accountant’s report thereon are included in the same document?
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Answer:
.17 If an accountant consents to the use of his or her report on a financial 

forecast in a client-prepared general-use document that contains a financial 
projection for a period not covered by the forecast, such projection should be 
accompanied by an indication by the responsible party or the accountant that 
the accountant provides no assurance on the financial projection.11 In addition, 
the accountant should refer to the guidance in paragraphs 10.24-10.30 of the 
Guide and consider informing the responsible party that the presentation of a 
projection for a period not covered by the forecast in a general-use document is 
not in conformity with the Guide.

11 See footnote 10.
12 The tax opinion provided by the other practitioner may address matters of a legal nature not 

directly related to amounts included in the forecast—for example, matters related to the legal form of 
the entity. Accountants are not expected to have the technical training and experience necessary to 
form an opinion on legal matters.

13 Paragraph 15.21 of the Guide states that “the accountant should evaluate whether assump­
tions have been developed for all key factors upon which the entity’s financial results appear to 
depend.” When evaluating a tax opinion, the accountant should take into account whether all 
material tax issues have been considered.

14 See paragraph 15.32 of the Guide. Also, if an accountant is relying on the opinion of another 
practitioner in connection with a tax shelter offering, reference should be made to Internal Revenue 
Service regulations regarding tax shelter opinions (see appendix D to the Guide).

Support for Tax Assumptions

Question:
.18 Sometimes, one of the most sensitive assumptions underlying a finan­

cial forecast relates to the income tax treatment of prospective transactions. To 
obtain a reasonably objective basis for such tax assumptions, the responsible 
party may obtain a “tax opinion” from another practitioner, such as the entity’s 
tax counsel or another accountant. What responsibility does an accountant exam­
ining a financial forecast have in considering whether the tax opinion pro­
vides suitable support for tax assumptions underlying the financial forecast?

Answer:
.19 Technical training and experience, as well as knowledge of the client 

and its industry, enable the accountant to be knowledgeable about income tax 
matters and competent in assessing their presentation in prospective financial 
statements. Therefore, when carrying out procedures to determine whether 
another practitioner’s tax opinion provides suitable support for tax assump­
tions, the accountant is viewed as being one who is knowledgeable in income 
tax matters related to the entity’s forecast.12

.20 In determining whether another practitioner’s tax opinion provides 
suitable support for tax assumptions13 underlying a financial forecast, the 
accountant should14—

a. Obtain a copy of the tax opinion expected to be issued.
b. Apply the following procedures from SAS No. 73, Using the Work of 

a Specialist:

• Evaluate the professional qualifications of the other practitioner 
including consideration of his or her (a) professional certifica­
tion, license, or other recognition of professional competence, (6) 
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reputation and standing in the view of peers or others, and (c) 
experience in the type of work under consideration.

• Obtain an understanding of the nature of the work to be per­
formed by the other practitioner including the (a) objectives and 
scope of the practitioner’s work, (b) the relationship of the other 
practitioner to the responsible party, (c) methods or assumptions 
used by the other practitioner, (d) the appropriateness of using 
the other practitioner’s work for the intended purpose, and (e) 
the form and content of the other practitioner’s findings that will 
enable the practitioner to make an evaluation described in SAS 
No. 73, paragraph 12.

• Make appropriate tests of data provided to the other practitioner.

• Evaluate whether the other practitioner’s findings support the 
related representations in the prospective financial statements. In 
doing this, the accountant should read the tax opinion and consider 
whether (a) the facts used in the tax opinion are consistent with the 
information obtained during the examination of the forecast, (b) the 
assumptions and arguments used in the tax opinion are reason­
able, — and (c) the assumptions, facts, and arguments used in 
the tax opinion support the conclusions reached.

15

15 See footnote 12.
16 See the illustrative report for a financial feasibility study in paragraph 17.27 of the Guide.
17 Paragraph 15.05 of the Guide states: “Materiality is a concept that is judged in light of the 

expected range of reasonableness of the information, and therefore users should not expect prospec­
tive information ... to be as precise as historical information.”

Periods Covered by on Accountant's Report on 
Prospective Financial Statements

Question:
.21 The Guide includes an example of an accountant’s examination report 

on a financial forecast “for the annual periods ending December 31, 19X2 
through 19X6.”16 The examination report states that the forecast was exam­
ined and concludes that (a) the forecast is presented in conformity with the 
presentation guidelines established by the American Institute of Certified 
Public Accountants, and (b) the underlying assumptions provide a reasonable 
basis for management’s forecast. Does the accountant’s examination report on 
a financial forecast apply to the forecast taken as a whole or to each of the 
discrete periods presented in the forecast?

Answer:
.22 The accountant’s report on a financial forecast should correspond to 

the form of the forecast. Accordingly, if the forecast is presented in a columnar 
format in which each column represents a specific period, the accountant’s 
report on the forecast applies to each period presented in the forecast. Con­
versely, an accountant’s report would pertain to the entire period covered by 
the forecast (taken as a whole) if the presentation included a single column 
labeled “for the five years ending December 31, 19X6.”

.23 When an accountant examines a financial forecast that presents individ­
ual discrete periods, he or she should evaluate the support for the underlying 
assumptions used in the preparation of the forecast for each period presented.17
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Section 14,140
Statement of Position 89-7
Report on the Internal Control Structure in
Audits of Investment Companies

December, 1989

NOTE
This statement of position presents the recommendations of the AICPA 

Investment Companies Committee regarding the application of generally 
accepted auditing standards to reports on the internal control structure in audits 
of investment companies. It represents the considered opinion of the committee 
on the best auditing practice in the industry and has been reviewed by members 
of the AICPA Auditing Standards Board for consistency with existing auditing 
standards. AICPA members may have to justify departures from the recommen­
dations in this statement if their work is challenged.

Introduction
[.01-.02] [Paragraphs deleted, June 1998, to reflect conforming changes 

necessary due to the issuance of recent authoritative literature.]

Report on Internal Control Required by the SEC
.03 The following is an illustration of the independent auditor’s report on 

a management investment company’s internal control structure based on the 
results of procedures performed in obtaining an understanding of the internal 
control structure and assessing control risk. These procedures should include 
the review, study, and evaluation of the accounting system, internal account­
ing controls, and procedures for safeguarding securities required by the in­
structions to Form N-SAR.

Board of Directors
XYZ Investment Company

In planning and performing our audit of the financial statements of XYZ 
Investment Company for the year ended December 31, 19X1, we considered its 
internal control structure, including procedures for safeguarding securities, in 
order to determine our auditing procedures for the purpose of expressing our 
opinion on the financial statements and to comply with the requirements of 
Form N-SAR, not to provide assurance on the internal control structure.

The management of XYZ Investment Company is responsible for establishing 
and maintaining an internal control structure. In fulfilling this responsibility,

Statement on Auditing Standards (SAS) No. 78, Consideration of Internal Control in a 
Financial Statement Audit: An Amendment to SAS No. 55, revises the definition and description of 
internal control and makes conforming changes to relevant terminology. This SOP will be amended to 
conform to SAS No. 78 in a future edition of Technical Practice Aids.
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estimates and judgments by management are required to assess the expected 
benefits and related costs of internal control structure policies and procedures. 
Two of the objectives of an internal control structure are to provide management 
with reasonable, but not absolute, assurance that assets are safeguarded 
against loss from unauthorized use or disposition and that transactions are 
executed in accordance with management’s authorization and recorded prop­
erly to permit preparation of financial statements in conformity with generally 
accepted accounting principles.

Because of inherent limitations in any internal control structure, errors or 
irregularities may occur and not be detected. Also, projection of any evaluation 
of the structure to future periods is subject to the risk that it may become 
inadequate because of changes in conditions or that the effectiveness of the 
design and operation may deteriorate.

Our consideration of the internal control structure would not necessarily 
disclose all matters in the internal control structure that might be material 
weaknesses under standards established by the American Institute of Certified 
Public Accountants. A material weakness is a condition in which the design or 
operation of the specific internal control structure elements does not reduce to 
a relatively low level the risk that errors or irregularities in amounts that would 
be material in relation to the financial statements being audited may occur and 
not be detected within a timely period by employees in the normal course of 
performing their assigned functions. However, we noted no matters involving 
the internal control structure, including procedures for safeguarding securities, 
that we consider to be material weaknesses as defined above as of December 
31, 19X1.†

This report is intended solely for the information and use of management and 
the Securities and Exchange Commission.

Accounting Firm

New York, New York
February 15, 19X2

Effective Date

.04 This statement is effective for audits of financial statements for 
periods beginning on or after January 1, 1989, with early application permis­
sible.

† If conditions believed to be material weaknesses are disclosed, the report should describe the 
weaknesses that have come to the auditor’s attention and may state that these weaknesses do not 
affect the report on the financial statements. The last sentence of the fourth paragraph of the report 
should be modified as follows:

However, we noted the following matters involving the (control environment, accounting sys­
tem, control procedures, or procedures for safeguarding securities) and its (their) operation 
that we consider to be material weaknesses as defined above. These conditions were considered 
in determining the nature, timing, and extent of the procedures to be performed in our audit of 
the financial statements of XYZ Investment Company for the year ended December 31, 19X1, 
and this report does not affect our report thereon dated February 15, 19X2. [A description of the 
material weaknesses that have come to the auditor’s attention would follow. Also, Sub-item 77B 
of the instructions to Form N-SAR says “(d)isclosure of a material weakness should include an 
indication of any corrective action taken or proposed.”]
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Section 14,150
Statement of Position 90-1
Accountants' Services on Prospective 
Financial Statements for Internal Use Only 
and Partial Presentations

January, 1990

NOTE
This statement of position presents the recommendations of the Forecasts and 

Projections Task Force regarding accountants’ services on prospective financial 
statements for internal use only and partial presentations. It represents the 
considered opinion of the task force on the best practice for such engagements 
and has been reviewed by members of the AICPA Auditing Standards Board for 
consistency with existing standards. AICPA members may have to justify de­
partures from the recommendations in this statement if their work is challenged.

Part I

Guidance on the Accountant's Services 
and Reports on Prospective Financial 

Statements for Internal Use Only*
.01 An accountant may be engaged to provide services on financial fore­

casts that are restricted to internal use in a variety of circumstances. For 
example, he or she may assemble a financial forecast in connection with an 
evaluation of the tax consequences of future actions or in connection with 
advice and assistance to a client evaluating whether to buy or lease an asset. 
When the forecast is to be restricted to internal use,1 an accountant may 
perform a compilation, examination, or application of agreed-upon procedures 
in accordance with AICPA standards2 or any of a spectrum of “other services” 
on it. The accountant need not report on such other services unless requested

1 In deciding whether a potential use is interned use, the accountant should consider the degree 
of consistency of interest between the responsible party and the user regarding the forecast. If their 
interests are substantially consistent (for example, both the responsible party and the user are 
employees of the entity about which the forecast is made), the use would be deemed internal use. On 
the other hand, where the interest of the responsible party and the user are potentially inconsistent 
(for example, the responsible party is a nonowner manager and the user is an absentee owner), the 
use would not be deemed internal use. In some cases, this determination will require the exercise of 
considerable professional judgment.

2 See chapters 12,13, and 14 of the Guide for guidance on compilations, chapters 15, 16, and 17 
of the Guide for examinations, and chapters 19, 20, and 21 of the Guide for application of agreed-upon 
procedures.

Note: Because financial forecasts and projections are similar in many respects, separate 
guidance for projections is provided only to the extent that it differs from that for forecasts. Italicized 
paragraphs in this section show how the guidance presented for forecasts should be modified for 
projections. Any plain-text paragraph not followed by an italicized paragraph applies to both 
forecasts and projections even though it uses only the term forecast. 
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to by the client.3 This section also suggests procedural and reporting guidance 
that an accountant might use in providing such other services on a financial 
forecast for internal use only.

3 However, see paragraph .09.
4 See chapters 14, 17, and 21 of the Guide for guidance on reporting on a compilation, examina­

tion, or application of agreed-upon procedures, respectively.
5 See paragraph 9.05 of the Guide for guidance on presentation formats for disclosure of signifi­

cant assumptions.
6 The accountant’s assurance on the financial forecast should not be similar to that given for an 

examination unless he or she complies with the procedures for an examination as described in 
chapter 15 of the Guide.

.02 In satisfying himself or herself that the forecast will be restricted to 
internal use, the accountant may rely on either the written or oral repre­
sentation of the responsible party, unless information comes to his or her 
attention that contradicts the responsible party’s representation. If the ac­
countant is not satisfied that the financial forecast will be restricted to internal 
use only, he or she should follow the guidance in paragraph 10.02 of the Guide.

Procedures
.03 The accountant’s procedures should be consistent with the nature of 

the engagement. Other chapters of the Guide provide useful guidance on the 
type of procedures an accountant would apply when the nature of the engage­
ment is similar to either a compilation, examination, or application of agreed- 
upon procedures.

.04 When an accountant provides other services on a financial forecast for 
internal use, he or she should establish an understanding with the client, 
preferably in writing, regarding the services to be performed and should 
specify in this understanding that the financial forecast and the report, if any, 
are not to be distributed to outside users.

Reporting
.05 The Statement on Standards for Accountants’ Services on Prospective 

Financial Information, Financial Forecasts and Projections, does not require 
the accountant to report on other services performed on a financial forecast for 
internal use only. Accordingly, an accountant can submit a computer-gener­
ated or manually prepared financial forecast to a client without reporting on it 
when the forecast is for internal use only.

.06 If an accountant decides to issue a report and he or she purports to 
have compiled, examined, or applied agreed-upon procedures to a financial 
forecast for internal use only in conformity with AICPA standards, the ac­
countant should follow the reporting guidance in other sections of the Guide.4 
If the accountant decides to issue a report on other services performed with 
respect to a financial forecast for internal use only, the report’s form and 
content are flexible. However, the accountant should not report on financial 
forecasts that exclude a summary of significant assumptions.5 The report 
preferably would—

a. Be addressed to the responsible party.
b. Identify the statements being reported on.
c. Describe the character of the work performed and the degree of 

responsibility taken  with respect to the financial forecast.6
d. Include a caveat that the prospective results may not be achieved.
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e. Indicate the restrictions as to the distribution of the financial forecast
and report.

f. Be dated as of the date of the completion of his or her procedures.
.0 6P In addition to the elements listed above, the accountant’s report on a 

financial projection for internal use only preferably would include a description 
of the limitations on the usefulness of the presentation.

.0 7 In addition to the above, the accountant’s report would, where appli­
cable, preferably—

a. Indicate if the accountant is not independent with respect to an entity 
on whose financial forecast he or she is providing services. An 
accountant should not provide any assurance on a financial forecast 
of an entity with respect to which he or she is not independent.

b. Describe omitted disclosures that come to his or her attention (for 
example, the omission of the summary of significant accounting 
policies discussed in paragraph 8.06 of the Guide), or simply state 
that there are omissions of disclosures required under the guidelines 
for presentation of a financial forecast. For example, when a financial 
forecast is included in a personal financial plan, the description may 
be worded as follows:

This financial forecast was prepared solely to help you develop your personal 
financial plan. Accordingly, it does not include all disclosures required by the 
guidelines established by the American Institute of Certified Public Account­
ants for the presentation of a financial forecast.

.08 The following is an example report, for cases in which the accountant 
chooses to issue a report, when he or she has assembled a financial forecast for 
which distribution is limited to internal use:

We have assembled, from information provided by management, the accompa­
nying forecasted balance sheet and the related forecasted statements of income, 
retained earnings, and cash flows of XYZ Company as of December 31, 19XX, 
and for the year then ending.

(This financial forecast omits the summary of significant accounting policies.)7 We 
have not compiled or examined the financial forecast and express no assurance of 
any kind on it. Further, there will usually be differences between the forecasted 
and actual results, because events and circumstances frequently do not occur as 
expected, and those differences may be material. In accordance with the terms of 
our engagement, this report and the accompanying forecast are restricted to 
internal use and may not be shown to any third party for any purpose.

7 This sentence would be included, if applicable.
8 This sentence would be included, if applicable.

.08P The following is an example report, for cases in which the accountant 
chooses to issue a report, when an accountant has assembled a financial 
projection for which distribution is limited to internal use:

We have assembled, from information provided by management, the accompa­
nying projected balance sheet and the related projected statements of income, 
retained earnings, and cash flows of XYZ Company as of December 31, 19XX, 
and for the year then ending. (This financial projection omits the summary of 
significant accounting policies.)8 The accompanying projection and this report 
were prepared for [state special purpose, for example, “presentation to the 
Board of Directors of XYZ Company for its consideration as to whether to add 
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a third operating shift”] and should not be used for any other purpose. We have 
not compiled or examined the financial projection and express no assurance of 
any kind on it. Further, even if [state hypothetical assumption, for example, 
“the third operating shift is added”] there will usually be differences between 
the projected and actual results, because events and circumstances frequently 
do not occur as expected, and those differences may be material. In accordance 
with the terms of our engagement, this report and the accompanying projection 
are restricted to internal use and may not be shown to any third party for any 
purpose.

.09 When a financial forecast for internal use only is included with an 
accountant’s written communication (for example, with a transmittal letter or 
report), a caveat that the prospective results may not be achieved and a 
statement that the financial forecast is for internal use only should be commu­
nicated in writing. Such caveat and statement should be included in the 
communication on or in the prospective financial statements.
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Part II

Partial Presentations of Prospective 
Financial Information†

Introduction
. 10 Much of the guidance in the AICPA’s Guide for Prospective Financial 

Statements (the “Guide”) can be applied to partial presentations of prospective 
financial information. This section—

• Describes how that guidance applies to the unique aspects of partial 
presentations.

• Discusses the accountant’s responsibility for partial presentations 
when he or she is engaged to issue or does issue a written communi­
cation that expresses a conclusion about the reliability of a written 
partial presentation that is the responsibility of another party (see 
paragraph .25).

. 11 A partial presentation is a presentation of prospective financial infor­
mation that excludes one or more of the items required for prospective financial 
statements as described in paragraph 8.06 of the Guide.  A partial presentation 
may include either forecasted or projected information and may either be 
extracted from a presentation of prospective financial statements or may be 
prepared to meet a specific need.  Examples of partial presentations include—

9

10

† Note: Because forecasted and projected information is similar in many respects, separate 
guidance for projected information is provided only to the extent that it differs from that for 
forecasted information. Italicized paragraphs show how the guidance presented for forecasted 
information should be modified for projected information. Any plain-text paragraph not followed by 
an italicized paragraph applies to both forecasted and projected information even though it uses only 
the term forecasted.

9 Paragraph 8.06 of the Guide indicates that a financial forecast may take the form of complete 
basic financial statements or may be limited to the following items (where such items would be 
presented for historical financial statements for the period):

a. Sales or gross revenues
b. Gross profit or cost of sales
c. Unusual or infrequently occurring items
d. Provision for income taxes
e. Discontinued operations or extraordinary items
f. Income from continuing operations
g. Net income
h. Primary and fully diluted earnings per share
i. Significant changes in financial position

When the financial forecast takes the form of basic financial statements, the requirement to disclose 
significant changes in financial position in i above is accomplished by presenting a statement of cash 
flows and its related note disclosures in accordance with FASB Statement No. 95, Statement of Cash 
Flows.
If the omitted applicable item is derivable from the information presented, the presentation would 
not be deemed to be a partial presentation. Paragraph 8.08 of the Guide states that a summary of 
significant assumptions and accounting policies and an appropriate introduction should always 
accompany the forecast.

10 Partial presentations do not include estimates in historical financial statements and related 
notes required by generally accepted accounting principles or an other comprehensive basis of 
accounting. Guidance on auditing accounting estimates is contained in SAS No 57, Auditing Account­
ing Estimates.

• Sales forecasts.
• Presentations of forecasted or projected capital expenditure programs.
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• Projections of financing needs.
• Other presentations of specified elements, accounts, or items of pro­

spective financial statements (for example, projected production costs) 
that might be part of the development of a full presentation of prospec­
tive financial statements.

• Forecasts that present operating income but not net income.
• Forecasts or projections of taxable income that do not show significant 

changes in financial position.
• Presentations that provide enough information to be translated into 

elements, accounts, or items of a financial forecast or projection. 
Examples include a forecast of sales units and unit selling prices and 
a forecast of occupancy percentage, number of rooms, and average 
room rates for a hotel. In contrast, if the prospective information only 
presents units expected to be sold but excludes unit selling prices, it 
would not be considered a partial presentation.

Uses of Partial Presentations
.12 Partial presentations may be appropriate in many “limited use” cir­

cumstances.11 For example, a responsible party may prepare a partial presen­
tation to analyze whether to lease or buy a piece of equipment or to evaluate 
the income tax implications of a given election, since it may only be necessary 
to assess the impact on one aspect of financial results rather than on the 
financial statements taken as a whole. However partial presentations are not 
ordinarily appropriate for general use. Accordingly, a partial presentation 
ordinarily should not be distributed to third parties who will not be negotiating 
directly with the responsible party (for example, in an offering document for an 
entity’s debt or equity interests). In this context, negotiating directly is defined 
as a third-party user’s ability to ask questions of and negotiate the terms or 
structure of a transaction directly with the responsible party.

.13 The responsible party should consider whether a presentation omit­
ting one or more items required for prospective financial statements will 
adequately present the information given its special purpose. Unless there is 
agreement between the responsible party and potential users specifying the 
content of the partial presentation, a partial presentation is inappropriate if it 
is incomplete for what it purports to present. Examples of partial presentations 
that might be inappropriate include a statement of forecasted receipts and 
disbursements that does not include certain existing commitments of the 
entity or a forecast of net income that does not include disclosure of changes in 
financial position, when such disclosures would indicate the need for additional 
capital to sustain operations. A presentation of prospective sales, however, is 
an example of a presentation that would be appropriate in circumstances 
where its intended use is to negotiate the terms of a royalty agreement based 
on sales.

11 See paragraphs 3.13 and 4.04 of the Guide.
12 As used here, prospective financial statements include complete basic financial statements or 

the minimum items described in paragraph 8.06 of the Guide (see footnote 1).

Preparation and Presentation of Partial Presentations
.14 Partial presentations omit one or more of the minimum items required in 

paragraph 8.06 of the Guide for prospective financial statements.12 The guidance
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below describes matters to be considered in the preparation and presentation 
of partial presentations.

.15 Key Factors. If the responsible party prepares a partial presentation 
without preparing prospective financial statements, the responsible party 
should consider key factors affecting elements, accounts, or items of prospec­
tive financial statements that are interrelated with those presented. In a sales 
forecast, for example, a key factor to be considered is whether productive 
capacity is sufficient to support forecasted sales. When the prospective infor­
mation included in the partial presentation is extracted from the prospective 
financial statements, the effects of interrelationships among elements of the 
prospective financial statements should have been previously determined.

.16 Titles. Titles of partial presentations should be descriptive of the 
presentation and state whether the presentation is of forecasted or projected 
information. In addition, titles should disclose the limited nature of the pres­
entation and should not state that it is a “financial forecast” or a “financial 
projection.” Examples of appropriate titles are “forecast of production capacity” 
and “projected operating income assuming a new plant facility.”

.17 Accounting Principles and Policies. Significant accounting policies 
relevant to the information presented and its intended purpose should be 
disclosed.

.18 Occasionally, a different basis of accounting is used for preparing a 
partial presentation than that expected to be used in preparing the historical 
financial statements covering the same period as the partial presentation. In 
such circumstances, the presentation should disclose the basis of accounting to 
be used to prepare the historical financial statements covering the prospective 
period. Differences resulting from the use of the different basis to prepare the 
partial presentation should be described but need not be quantified.

.19 Materiality. The concept of materiality should be related to the 
partial presentation taken as a whole.

.20 Assumptions. Assumptions that are significant to a partial presen­
tation include those assumptions having a reasonable possibility of a variation 
that may significantly affect the prospective results. Such assumptions may be 
either directly or indirectly related to the presentation. The selling price of a 
product, for example, is an assumption that could directly affect a sales 
forecast, whereas a company’s productive capacity is an example of an assump­
tion that could indirectly affect the sales forecast. Frequently, the more indi­
rectly related an assumption is to the partial presentation, the greater the 
potential variation would have to be to have a material impact on the prospec­
tive results presented.

.21 In some situations, the disclosure of assumptions deemed to be signifi­
cant to the partial presentation of prospective financial information would be 
virtually the same as those disclosures that would be necessary if a full 
presentation of prospective financial statements were to be made. For example, 
in a partial presentation of forecasted operating results, it is likely that most 
assumptions that would be significant with respect to a full presentation would 
also be significant with respect to the presentation of forecasted operating 
results. Thus, those assumptions should be disclosed.

.22 In other, more limited partial presentations of prospective financial 
information, however, there may be few assumptions having a reasonable pos­
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sibility of a variation that would significantly affect the presentation. In a 
presentation of forecasted sales, for example, it would only be necessary to 
disclose those assumptions relating directly to the sales forecast, such as future 
demand and pricing, unless other assumptions—such as marketing and adver­
tising programs, productive capacity and production costs, financial stability 
or working capital sufficiency—have a reasonable possibility of a variation 
significant enough to have a material impact on the sales forecast.

.23 The introduction preceding the summary of assumptions for a partial 
presentation should include a description of the purpose of the presentation 
and any limitations on the usefulness of the presentation.

.24 The following is an example of the introduction for a partial presen­
tation of forecasted sales:

This sales forecast presents, to the best of management’s13 knowledge and 
belief, expected sales during the forecast period. Accordingly, the sales forecast 
reflects its judgment as of (date), the date of this forecast, of the expected 
conditions and its expected course of action. The sales forecast is for use in 
negotiating the Company’s lease override provisions and should not be used for 
any other purpose. The assumptions disclosed herein are those that manage­
ment believes are significant to the sales forecast. There will usually be 
differences between the forecasted and actual results because events and 
circumstances frequently do not occur as expected, and those differences may 
be material.

13 If the responsible party is other than management, this reference should be to the party who 
assumes responsibility for the assumptions.

14 See footnote 5.
15 An Accountant should not report on a partial presentation that excludes disclosure of the 

summary of significant assumptions or, for a projection, excludes identification of the hypothetical 
assumptions.

16 Reliability, as it applies to a partial presentation, does not relate to the achievability of the 
prospective results.

.24P The following is an example of the introduction preceding the sum­
mary of assumptions for a schedule of projected production at a maximum 
productive capacity:

This projection of production by product line presents, to the best of manage­
ment’s14 knowledge and belief, the Company’s expected production for the period 
if management chooses to operate its plant at maximum capacity. Accordingly, 
the projection of production by product line reflects its judgment as of (date), the 
date of this projection, of the expected conditions and its expected course of action 
if the plant were operated at maximum capacity. The projected statement is 
designed to provide information to the Company’s board of directors concerning 
the maximum production that might be achieved and related costs if current 
capacity were expanded through the addition of a third production shift. 
Accordingly, this projected statement should not be used for any other purpose. 
The assumptions disclosed herein are those that management believes are 
significant to the projected statement; however, management has not decided to 
operate the plant at maximum capacity. Even if the plant were operated at 
maximum capacity, there will usually be differences between projected and 
actual results because events and circumstances frequently do not occur as 
expected, and those differences may be material.

Accountant's Involvement With Partial Presentations
.25 An accountant who is engaged to issue or does issue a written commu­

nication15 that expresses a conclusion about the reliability16 of a written par­
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tial presentation17 that is the responsibility of another party should examine 
or apply agreed-upon procedures to the presentation.18 An accountant may 
also be engaged to compile a partial presentation. When an accountant com­
piles, examines, or applies agreed-upon procedures to a partial presentation, 
he or she should perform the engagement in accordance with the guidance in 
paragraphs .29 and .30.19

17 This statement covers only a partial presentation presented in written form by the party 
responsible for it. Consistent with the attestation standards, oral assertions about prospective 
results are not addressed by this statement.

18 Examples of professional standards that may involve partial presentations not covered by this 
section are included in paragraph 2 of the Statements on Standards for Attestation Engagements 
(AICPA, Professional Standards, vol. 1, AT sec. 100). In addition, paragraphs 76-81 of that section 
contain guidance that an accountant should follow when he or she provides an attest service as part 
of an MAS engagement.

19 If the accountant provides services on a partial presentation restricted to internal use only, he 
or she may apply the guidance in paragraphs .01-.09 of Part I of this section.

20 See paragraph 10.03 of the Guide.
21 See paragraphs .12 and .13.
22 If the responsible party reviews and adopts the assumptions and presentation, the presenta­

tion might be a partial presentation. See paragraphs .11 and .12 for the definition and uses of partial 
presentations.

23 See chapters 12 and 15 of the Guide.

.26 This section does not provide standards or procedures for engage­
ments involving partial presentations used solely in connection with litigation 
services, although it provides helpful guidance for many aspects of such 
engagements and may be referred to as useful guidance in such engagements. 
Litigation services are engagements involving pending or potential formal legal 
or regulatory proceedings before a “trier of fact” in connection with the resolu­
tion of a dispute between two or more parties, for example, in circumstances 
where an accountant acts as an expert witness. This exception is provided 
because, among other things, the accountant’s work in such proceedings is 
ordinarily subject to detailed analysis and challenge by each party to the 
dispute.20

.27 The accountant should consider whether it is appropriate to report on 
a partial presentation.21

.28 Occasionally, an accountant may be engaged to prepare a financial 
analysis of a potential project where the engagement includes obtaining the 
information, making appropriate assumptions, and assembling the presenta­
tion. In such circumstances, the accountant is the asserter and the analysis is 
not, and should not be characterized as, forecasted or projected information as 
defined in paragraph .11. Such analysis would not be appropriate for general 
use.22

Compilation and Examination Procedures

.29 The procedures for compilations and examinations of prospective finan­
cial statements are generally applicable to partial presentations.23 However, 
the accountant’s procedures may be affected by the nature of the information 
presented. As described in paragraph .15, many elements of prospective finan­
cial statements are interrelated. The accountant should give appropriate 
consideration to whether key factors affecting elements, accounts, or items 
that are interrelated with those in the partial presentation he or she has 
been engaged to examine or compile have been considered, including key 
factors that may not necessarily be obvious from the partial presentation (for 
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example, productive capacity relative to a sales forecast), and whether all 
significant assumptions have been disclosed. The accountant may find it 
necessary for the scope of his or her examination or compilation of some partial 
presentations to be similar to that for his or her examination or compilation of 
a presentation of prospective financial statements. For example, the scope of 
an accountant’s procedures when he or she examines forecasted results of 
operations would likely be similar to those for his or her examination of 
prospective financial statements since the accountant would likely need to 
consider the interrelationships of all accounts in the examination of results of 
operations.

Applying Agreed-Upon Procedures to Partial Presentations

.30 An accountant may accept an engagement to apply agreed-upon 
procedures to a partial presentation provided (a) the specified users involved 
have participated in establishing the nature and scope of the engagement and 
take responsibility for the adequacy of the procedures to be performed, (b) 
distribution of the report is to be restricted to the specified users involved, and 
(c) the partial presentation includes a summary of significant assumptions. 
The guidance in chapter 19 of the Guide is generally applicable to such 
engagements.

Standard Accountant's Compilation, Examination, and 
Agreed-Upon Procedures Reports

.31 The accountant’s standard report on a partial presentation should 
include—

• An identification of the partial presentation reported on.

• A caveat that the forecasted results may not be achieved.
• A statement that the accountant assumes no responsibility to update 

the report for events and circumstances occurring after the date of the 
report.

• A description of any limitations on the usefulness of the presentation.

• For a compilation
— A statement that the accountant has compiled the partial presen­

tation in accordance with guidelines established by the American 
Institute of Certified Public Accountants.

— A statement that a compilation is limited in scope and does not 
enable the accountant to express an opinion or any other form of 
assurance on the partial presentation of the assumptions.

• For an examination
— A statement that the examination of the partial presentation was 

made in accordance with AICPA standards and a brief description 
of the nature of such an examination.

— For forecasted information, the accountant’s opinion that the 
partial presentation is presented in conformity with AICPA pres­
entation guidelines and that the underlying assumptions provide 
a reasonable basis for the forecast.

— For projected information, the accountant's opinion that the par­
tial presentation is presented in conformity with AICPA presenta­
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tion guidelines and that the underlying assumptions provide a 
reasonable basis for the projection given the hypothetical assump­
tions.

• For an agreed-upon procedures engagement
— A statement that the report is intended solely for the specified 

users, and should not be used by others.
— An enumeration of the procedures performed and a reference to 

conformity with the arrangements made with the specified users.
— If the agreed-upon procedures are less than those performed in an 

examination, a statement that the work performed was less in 
scope than an examination of a partial presentation in accordance 
with AICPA standards, and

• For forecasted information, a disclaimer of opinion on 
whether the presentation is in conformity with AICPA pres­
entation guidelines and on whether the underlying assump­
tions provide a reasonable basis for the forecast.

• For projected information, a disclaimer of opinion on 
whether the presentation is in conformity with AICPA pres­
entation guidelines and on whether the underlying assump­
tions provide a reasonable basis for the projection given the 
hypothetical assumptions.

— A statement of the accountant’s findings.24

24 The accountant may wish to state in his or her report that he or she makes no representation 
about the sufficiency of the procedures for the specified users’ purposes.

25 These report forms are appropriate whether the presentations are based on generally accepted 
accounting principles or on an other comprehensive basis of accounting.

.32 Chapters 14, 17, and 21 of the Guide describe circumstances where 
the accountant’s standard report on a financial forecast may require modifica­
tion. The guidance for modifying the accountant’s standard reports included in 
those sections is generally applicable to partial presentations. Also, depending 
on the nature of the presentation, the accountant may decide to disclose that 
the partial presentation is not intended to be a forecast of financial position, 
results of operations, or cash flows. The following are the forms of the account­
ant’s standard report when he or she has compiled, examined, or applied 
agreed-upon procedures to a partial presentation.25

Compilation Report on a Partial Presentation 
of Forecasted Information

We have compiled the accompanying forecasted statement of net operating 
income before debt service, depreciation, and income taxes of AAA Hotel for the 
year ending December 31, 19X1 (the forecasted statement) in accordance with 
guidelines established by the American Institute of Certified Public Account­
ants.

The accompanying forecasted statement presents, to the best of management’s 
knowledge and belief, the net operating income before debt service, deprecia­
tion, and income taxes of AAA Hotel for the forecast period. It is not intended 
to be a forecast of financial position, results of operations, or cash flows. The 

AICPA Technical Practice Aids §14,150.32



30,482 Statements of Position

accompanying forecasted statement and this report were prepared for the ABC 
Bank for the purpose of negotiating a proposed construction loan to be used to 
finance expansion of the hotel and should not be used for any other purpose.

A compilation is limited to presenting forecasted information that is the 
representation of management and does not include evaluation of the support 
for the assumptions underlying such information. We have not examined the 
forecasted statement and, accordingly, do not express an opinion or any other 
form of assurance on the accompanying statement or assumptions. Further­
more, there will usually be differences between forecasted and actual results 
because events and circumstances frequently do not occur as expected, and 
those differences may be material. We have no responsibility to update this 
report for events and circumstances occurring after the date of this report.

Compilation Report on a Partial Presentation 
of Projected Information

We have compiled the accompanying sales projection of XYZ Company for each 
of the years in the three-year period ending December 31, 19X1 in accordance 
with guidelines established by the American Institute of Certified Public Ac­
countants.

The accompanying sales projection presents, to the best of management’s knowl­
edge and belief, the Company’s expected sales during the projection period that 
would result if the Company achieved a 15 percent market share of the electric 
toaster market, as disclosed in items b and c of the summary of significant 
assumptions. The sales projection and this report were prepared for presentation 
to the Board of Directors of XYZ Company for its consideration of a new 
marketing program and should not be used for any other purpose.

A compilation is limited to presenting projected information that is the repre­
sentation of management and does not include evaluation of the support for the 
assumptions underlying such information. We have not examined the sales 
projection and, accordingly, do not express an opinion or any other form of 
assurance on the accompanying sales projection or assumptions. Furthermore, 
even if the Company attained the 15 percent market share of the electric toaster 
market, there will usually be differences between projected and actual results 
because events and circumstances frequently do not occur as expected, and those 
differences may be material. We have no responsibility to update this report for 
events and circumstances occurring after the date of this report.

Examination Report on a Partial Presentation 
of Forecasted Information

We have examined the accompanying forecasted statement of net operating 
income before debt service, depreciation, and income taxes of the AAA Hotel 
for the year ending December 31, 19X1 (the forecasted statement). Our exami­
nation was made in accordance with standards established by the American 
Institute of Certified Public Accountants and, accordingly, included such pro­
cedures as we considered necessary to evaluate both the assumptions used by 
management and the preparation and presentation of the forecasted statement.

The accompanying forecasted statement presents, to the best of management’s 
knowledge and belief, the expected net operating income before debt service, 
depreciation, and income taxes of AAA Hotel for the forecast period. It is not 
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intended to be a forecast of financial position, results of operations, or cash 
flows. The accompanying forecasted statement and this report were prepared 
for ABC Bank for the purpose of negotiating a proposed construction loan to be 
used to finance expansion of the hotel and should not be used for any other 
purpose.

In our opinion, the forecasted statement referred to above is presented in 
conformity with the guidelines for presentation of forecasted information 
established by the American Institute of Certified Public Accountants, and the 
underlying assumptions provide a reasonable basis for management’s fore­
casted statement. However, there will usually be differences between fore­
casted and actual results because events and circumstances frequently do not 
occur as expected, and those differences may be material. We have no respon­
sibility to update this report for events and circumstances occurring after the 
date of this report.

Examination Report on a Partial Presentation 
of Projected Information

We have examined the accompanying sales projection of XYZ Company for each 
of the years in the three-year period ending December 31, 19X1. Our examination 
was made in accordance with standards established by the American Institute 
of Certified Public Accountants and, accordingly, included such procedures as 
we considered necessary to evaluate both the assumptions used by management 
and the preparation and presentation of the sales projection.

The accompanying sales projection presents, to the best of management’s knowl­
edge and belief, the Company’s expected sales during the projection period that 
would result if the Company achieved a 15 percent market share of the electric 
toaster market, as disclosed in items b and c of the summary of significant 
assumptions. The sales projection and this report were prepared for presentation 
to the Board of Directors of XYZ Company for its consideration of a new 
marketing program and should not be used for any other purpose.

In our opinion, the sales projection referred to above is presented in conformity 
with the guidelines for presentation of projected information established by the 
American Institute of Certified Public Accountants, and the underlying assump­
tions provide a reasonable basis for management’s projection of expected sales 
during the period assuming the Company were to achieve a 15 percent market 
share of the electric toaster market. However, even if the Company achieves a 15 
percent market share, there will usually be differences between projected and 
actual results because events and circumstances frequently do not occur as 
expected, and those differences may be material. We have no responsibility to 
update this report for events and circumstances occurring after the date of this 
report.

Agreed-Upon Procedures Report on a Partial 
Presentation of Forecasted Information

At your request, we have performed certain agreed-upon procedures, as enu­
merated below, with respect to the sales forecast of XYZ Company for the year 
ending December 31, 19X1. These procedures, which were specified by the 
Boards of Directors of XYZ Company and ABC Corporation, were performed 
solely to assist you, and this report is solely for your information and should 
not be used by those who did not participate in determining the procedures.

a. We assisted the management of XYZ Company in assembling the sales 
forecast.
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b. We read the sales forecast for compliance in regard to format with the 
AICPA presentation guidelines for a partial presentation of forecasted 
information.

c. We tested the sales forecast for mathematical accuracy.

Because the procedures described above do not constitute an examination of a 
presentation of forecasted information in accordance with standards estab­
lished by the American Institute of Certified Public Accountants, we do not 
express an opinion on whether the sales forecast is presented in conformity 
with AICPA presentation guidelines or on whether the underlying assumptions 
provide a reasonable basis for the presentation.

In connection with the procedures referred to above, no matters came to our 
attention that caused us to believe that the format of the sales forecast should 
be modified or that the presentation is mathematically inaccurate. Had we 
performed additional procedures or had we made an examination of the sales 
forecast in accordance with standards established by the American Institute of 
Certified Public Accountants, matters might have come to our attention that 
would have been reported to you. Furthermore, there will usually be differences 
between forecasted and actual results because events and circumstances fre­
quently do not occur as expected, and those differences may be material. We 
have no responsibility to update this report for events and circumstances 
occurring after the date of this report.26

26 See footnote 13.

Effective Date
.3 3 The provisions of this statement are effective for engagements to 

provide services on prospective financial statements for internal use only and 
partial presentations beginning on or after July 1, 1990.
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.34

Appendix

Illustrations of Partial Presentations
A1. The illustrative partial presentations of prospective financial informa­

tion included in the following pages are presented in conformity with the 
presentation guidelines of the Guide, although other presentation formats 
could also be consistent with the Guide. For example, it may be appropriate to 
present the summary of significant assumptions and accounting policies in a 
less formal manner than that illustrated, such as computer-printed output 
(indicating data and relationships) from “electronic worksheets” and general 
purpose financial modeling software, as long as the responsible party believes 
that the disclosures and assumptions presented can be understood by users.

A2. The following is a brief summary of the illustrative partial presenta­
tions presented below:

a. Example 1 illustrates a sales forecast prepared for the purpose of 
negotiating a retail company’s lease override provisions.

b. Example 2 illustrates a forecasted statement of net operating income 
before debt service and depreciation in connection with the contem­
plated construction of a new sports arena.

Example 1

ABC Retail Company
Statement of Forecasted Sales for Each of the 

Three Years Ending December 31, 19X3‡

Years Ending December 31,

19X1 19X2 19X3
Forecasted sales................. ........  $629,000 $679,000 $726,000

This sales forecast presents, to the best of management’s knowledge and 
belief, expected sales during the forecast period. Accordingly, the sales forecast 
reflects its judgment as of February 14,' 19X1, the date of this forecast, of the 
expected conditions and its expected course of action. The sales forecast is for 
use in negotiating the Company’s lease override provisions and should not be 
used for any other purpose. The assumptions disclosed herein are those that 
management believes are significant to the sales forecast. There will usually 
be differences between the forecasted and actual results because events and 
circumstances frequently do not occur as expected, and those differences may 
be material. 

This sales forecast is based upon an expected average rate of overall increase 
in market demand for the Company’s products, sporting goods equipment, of 3 
percent per year. During the past five years, market demand for sporting goods 
equipment has increased approximately 3 percent per year and the Company 
expects this rate of industry growth to remain steady throughout the forecast 
period. The sales forecast is also based upon an expected increase in the 
Company’s market share in its geographical selling region to 23 percent by 
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19X3, which represents a 6 to 7 percent increase in market share over the 
forecast period. The Company’s market share during the past three years has 
increased one to two percentage points each year and the Company expects this 
rate of increase to continue during the forecast period. The sales forecast is also 
based upon an expected 4 to 5 percent increase in the rate of inflation for each 
of the next three years. The Company expects that it will be able to increase 
the prices of its products to cover increased costs due to inflation.

The Company plans to maintain its advertising and marketing programs at 
current levels and has retail-floor space available to provide for the increase in 
the number of products it expects to sell.

Example 2

MARS Arena
Forecasted Statement of Net Operating Income 

Before Debt Service and Depreciation for 
Years Ending December 31, 19X1 and 19X2 

(In thousands)

See Accompanying Summary of Significant Forecast Assumptions and Ac­

Reference 19X1 19X2
Operating revenues C $2,700 $2,600
Operating expenses

Salaries and wages D 1,050 1,100
Office and general E 700 650
Utilities F 500 510
Operations and maintenance G 150 160

Total operating expenses 2,400 2,420
Net operating income before debt service and

depreciation $ 300 $ 180

counting Policies.

MARS Arena
Summary of Significant Forecast 

Assumptions and Accounting Policies 
for Years Ending December 31, 19X1 and 19X2

The accompanying forecasted statement presents, to the best of manage­
ment’s knowledge and belief, MARS Arena’s expected net operating income 
before debt service and depreciation for the two-year period ending December 
31, 19X2. Accordingly, the forecasted statement reflects management’s judg­
ment as of August 29, 19X0, the date of this forecasted statement, of the 
expected conditions and its expected course of action. This presentation is 
intended for use by the City of MARS in evaluating financing alternatives in 
connection with the contemplated construction of the new arena and should not 
be used for any other purpose. The assumptions disclosed herein are those that 
management believes are significant to the forecasted statement. There will 
usually be differences between the forecasted and actual results because events 
and circumstances frequently do not occur as expected, and those differences 
may be material.
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The forecasted statement presents net operating income before debt service 
and depreciation. Accordingly, it is not intended to be a forecast of financial 
position, results of operations, or cash flows.

A. Description of the Project

The City of MARS plans to build a new 10,000-seat arena at the southeast 
intersection of Maxwell Road and Rugby Road to replace their existing 8,000- 
seat arena (the City’s existing arena). MARS Arena will have 3,000 available 
parking spaces.

B. Summary of Significant Accounting Policies

[not illustrated]

C. Operating Revenues

There are four basic types of events forecasted to generate operating income: 
sporting events, family shows (for example, circus, ice shows), concerts, and 
exhibitions. The significant sources of revenue for each type of event include 
arena rental, parking fees, food and beverage concessions, novelty and souvenir 
income, and advertising. Attendance during the initial year of operations is 
forecasted to be greater than the second year based on the “bonus” a new arena 
can enjoy as patrons come to see the new facility as well as to see the event. A 
summary of operating revenue by type of event follows.

Year 1 Event Days
Average 

Attendance
Total 

Attendance
Total 

Revenue
Sporting events 70 4,000 280,000 $ 860,000
Family shows 45 4,500 202,500 515,000
Concerts 30 8,500 255,000 1,025,000
Exhibitions 25 2,500 62,500 180,000
Advertising 120,000

Totals 170 800,000 $2,700,000

Average Total Total
Year 2 Event Days Attendance Attendance Revenue
Sporting events 70 3,900 273,000 $ 835,000
Family shows 45 4,300 193,500 490,000
Concerts 30 8,200 246,000 990,000
Exhibitions 25 2,200 55,500 160,000
Advertising 125,000

Totals 170 767,500 $2,600,000

The bases for the significant income assumptions are discussed below.
Arena Rental. Management estimates that the new arena will schedule 

approximately 170 event days in a representative year consisting of seventy 
sporting events, forty-five family shows, thirty concerts, and twenty-five exhi­
bitions. Event days were forecasted based on discussions with users (such as 
sporting teams and event sponsors) and market research and analysis per­
formed by an independent consultant. Also, the City of MARS recently obtained 
a commitment from the local minor league hockey team to play their home 
games in MARS Arena.
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MARS Arena will be rented out on the basis of a percentage of the dollars 
generated by ticket sales (called a “percentage of gross receipts”) or a fixed rent 
(called a “flat rate”). The percentage of gross gate receipts accruing to the 
facility are based on current average percentages retained by the City’s existing 
arena. These percentages range from 10 to 50 percent depending on the type 
of event. Management expects ticket prices to increase between 5 and 15 
percent over prices at the City’s existing arena, depending on the type of event, 
as a result of the new modernized facility. Ticket prices forecasted for each type 
of event have been compared with those received by other facilities for similar 
events. Flat rate rentals are usually negotiated by users who do not charge an 
admission price or have a series of events. The flat rate rental for MARS Arena 
is forecasted to be between $1,000 and $4,000 and is based on an analysis of 
rates charged by other comparable arenas for the types of events forecasted. 
Management does not anticipate an increase in ticket prices or flat rate rentals 
during the second year of operations.

Parking Fees. Management will operate and maintain the parking facility 
and, accordingly, all revenues accrue to MARS Arena. Consistent with experi­
ence at the City’s existing arena, management estimates that 75 percent of all 
patrons will arrive by car for each event. The forecasted information assumes 
each car will carry an average of 2.7 persons and average parking rates will be 
$3.50 per car.

Food and Beverage Concessions. Management has negotiated a contract 
with ABC Company to supply and manage the food and beverage concessions. 
Concession income is forecasted to be 30 percent of gross concession revenue 
generated at each event, based on the contractual agreement with ABC Com­
pany. MARS Arena will provide all equipment and personnel necessary to 
operate the concessions. Patron’s forecasted average expenditure per type of 
event ranges from $0.75 to $3.00 and is based on an analysis of data for 
comparable events and facilities, including the City’s existing arena.

Novelty and Souvenir Income. Similar to food and beverage concessions, 
management has negotiated a contract with ABC Company to supply and 
manage the novelty and souvenir concessions. Novelty and souvenir income is 
forecasted to be 30 percent of gross novelty revenue based on the contractual 
agreement. MARS Arena will provide all equipment and personnel necessary 
to operate the novelty and souvenir stands. Patron’s forecasted average expen­
diture per type of event ranges from $0.00 to $5.25 and is based on an analysis 
of data for comparable events and facilities.

Advertising. Advertising income will be generated primarily from signage 
on the interior and exterior of MARS Arena. Revenues included in the fore­
casted information are based on the signage capacity of MARS Arena, contract 
negotiations to date, and advertising revenues at the City’s existing arena.

D. Salaries and Wages

The forecasted information assumes that management will make maximum 
use of full-time staff rather than subcontract out services, such as facility 
management and security. Personnel requirements are based on staffing 
organizations at similar sports arenas and public assembly facilities. Pay for 
hourly workers is based on local wage levels and wage rates being paid to 
employees of the City’s existing arena. Wage levels are expected to increase 
approximately 4 percent in the second year.
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Salaries are forecasted on an individual by individual basis using expected 
salary rates during the forecast period. Part-time salaries and wages are 
assumed to be event-related expenses and passed through to tenants, except 
for 15 percent, which is absorbed by MARS Arena.

E. Office and General Expenses
Office and general expenses consist of insurance, advertising, fees for 

services, and other office and general expenses. Insurance expense is based on 
costs at the City’s existing arena and a review of insurance coverage proposals 
that include estimates of general liability, fire, workers’ compensation, auto­
business, liquor liability and boiler-machinery coverage. Advertising expenses 
are based on costs incurred by the City’s existing arena, the number and type 
of forecasted events, and expected price increases from advertising agencies. 
Advertising expenses are expected to be higher in the first year of operations 
in order to promote the new facility. Fees for services include, but are not 
limited to, consulting fees, legal fees, and accounting and auditing fees. These 
fees are estimated based on expenses of the City’s existing arena and plans by 
management to engage consultants to assist in starting up operations. Other 
office and general expenses are based on experience at comparable facilities 
and on costs incurred by the City’s existing arena.

F. Utilities
Utility expense has been estimated by the project team architects and 

engineers. Utilities expense includes fuel and gas, electricity, water, and sewer 
costs.

G. Operations and Maintenance Expenses
Operations and maintenance expenses were estimated based on the require­

ments of facilities similar in construction and design, age, and intended use.
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Section 14,160
Statement of Position 90-2
Report on the Internal Control Structure' in 
Audits of Futures Commission Merchants

February, 1990

NOTE
This statement of position presents the recommendations of the AICPA 

Stockbrokerage and Investment Banking Committee regarding the application 
of generally accepted auditing standards to reporting on the internal control 
structure in audits of futures commission merchants. It represents the considered 
opinion of the committee on the best auditing practice in the industry and has 
been reviewed by members of the AICPA Auditing Standards Board for 
consistency with existing auditing standards. AICPA members may have to 
justify departures from the recommendations in this statement if their work is 
challenged.

Introduction
[.01-.02] [Paragraphs deleted, June 1998, to reflect conforming changes 

necessary due to the issuance of recent authoritative literature.]

Report on Internal Control Required by CFTC 
Regulation 1.16

.03 The following is an illustration of the independent auditor’s report on 
the internal control structure required by CFTC Regulation 1.16:

Board of Directors
ABC Commodities Corporation

In planning and performing our audit of the consolidated financial statements 
of ABC Commodities Corporation (the “Corporation”) for the year ended De­
cember 31, 19X1, we considered its internal control structure, including proce­
dures for safeguarding customer and firm assets, in order to determine our 
auditing procedures for the purpose of expressing our opinion on the consoli­
dated financial statements and not to provide assurance on the internal control 
structure.

Also, as required by Regulation 1.16 of the Commodity Futures Trading 
Commission, we have made a study of the practices and procedures (including 
tests of compliance with such practices and procedures) followed by the Corpo­
ration that we considered relevant to the objectives stated in Regulation 1.16

Statement on Auditing Standards (SAS) No. 78, Consideration of Internal Control in a 
Financial Statement Audit: An Amendment to SAS No. 55, revises the definition and description of 
internal control and makes conforming changes to relevant terminology. This SOP will be amended to 
conform to SAS No. 78 in a future edition of Technical Practice Aids.
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in making (1) the periodic computations of minimum financial requirements 
pursuant to Regulation 1.17, (2) the daily computations of the segregation 
requirements of section 4d(2) of the Commodity Exchange Act and the regula­
tions thereunder, and the segregation of funds based on such computations, 
and (3) the daily computations of the foreign futures and foreign options secured 
amount requirements pursuant to Regulation 30.7 of the Commission.

The management of the Corporation is responsible for establishing and main­
taining an internal control structure and the practices and procedures referred 
to in the preceding paragraph. In fulfilling this responsibility, estimates and 
judgments by management are required to assess the expected benefits and 
related costs of internal control structure policies and procedures and of the 
practices and procedures referred to in the preceding paragraph and to assess 
whether those practices and procedures can be expected to achieve the Com­
mission’s above mentioned objectives. Two of the objectives of an internal 
control structure and the practices and procedures are to provide management 
with reasonable, but not absolute, assurance that assets for which the Corpo­
ration has responsibility are safeguarded against loss from unauthorized use 
or disposition and that transactions are executed in accordance with manage­
ment’s authorization and recorded properly to permit preparation of financial 
statements in conformity with generally accepted accounting principles. Regu­
lation 1.16 lists additional objectives of the practices and procedures listed in 
the preceding paragraph.

Because of inherent limitations in any internal control structure or the practices 
and procedures referred to above, errors or irregularities may occur and not be 
detected. Also, projection of any evaluation of them to future periods is subject 
to the risk that they may become inadequate because of changes in conditions 
or that the effectiveness of their design and operation may deteriorate.

Our consideration of the internal control structure would not necessarily 
disclose all matters in the internal control structure that might be material 
weaknesses under standards established by the American Institute of Certified 
Public Accountants. A material weakness is a condition in which the design or 
operation of the specific internal control structure elements does not reduce to 
a relatively low level the risk that errors or irregularities in amounts that would 
be material in relation to the financial statements being audited may occur and 
not be detected within a timely period by employees in the normal course of 
performing their assigned functions. However, we noted no matters involving 
the internal control structure, including procedures for safeguarding customer 
and firm assets, that we consider to be material weaknesses as defined above.1

1 If conditions believed to be material weaknesses are disclosed, the report should describe the 
weaknesses that have come to the auditor’s attention and may state that these weakness do not 
affect the report on the financial statements. The last sentence of the fifth paragraph of the report 
should be modified as follows:

However, we noted the following matters involving the [(control environment, accounting sys­
tem, control procedures, or procedures for safeguarding customer and firm assets)] and its 
[(their)] operation that we consider to be material weaknesses as defined above. These condi­
tions were considered in determining the nature, timing, and extent of the procedures to be per­
formed in our audit of the consolidated financial statements of the Corporation for the year en­
ded December 31, 19X1, and this report does not affect our report thereon dated February 15, 
19X2. [A description of the material weaknesses that have come to the auditor’s attention and cor­
rective action would follow.]

We understand that practices and procedures that accomplish the objectives 
referred to in the second paragraph of this report are considered by the 
Commission to be adequate for its purposes in accordance with the Commodity 
Exchange Act and related regulations, and that practices and procedures that 
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do not accomplish such objectives in all material respects indicate a material 
inadequacy for such purposes. Based on this understanding and on our study, 
we believe that the Corporation’s practices and procedures were adequate at 
December 31, 19X1, to meet the Commission’s objectives.2

2 Whenever inadequacies are described, the report should include the last sentence of the fifth 
paragraph as modified in the note above. The report should also describe material inadequacies the 
auditor becomes aware of that existed during the period but were corrected prior to the end of the 
period unless management already has reported them to the CFTC.

This report is intended solely for the use of management, the Commodity 
Futures Trading Commission, and other regulatory agencies that rely on 
Regulation 1.16 of the Commodity Futures Trading Commission and should 
not be used for any other purpose.

Accounting Firm

New York, New York 
February 15, 19X2

Effective Date

.04 This statement is effective for reports issued on or after March 1, 
1990, with early application permissible.
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Section 14,220
Statement of Position 92-2
Questions and Answers on the Term 
Reasonably Objective Basis and Other Issues 
Affecting Prospective Financial Statements

February, 1992

NOTE
This Statement of Position presents the recommendations of the Forecasts and 

Projections Task Force regarding accountants’ services on prospective financial 
information. It also includes recommendations regarding presentation and 
disclosure of prospective financial information. AICPA members may have to 
justify departures from the recommendations in this Statement of Position if their 
work is challenged.

Responsible Party's Basis for Presenting a 
Financial Forecast

Question
.01 Paragraph 7.03 of the AICPA Guide for Prospective Financial State­

ments (the Guide) requires a responsible party to have a reasonably objective 
basis for presenting a financial forecast.1 What is the purpose of the term 
reasonably objective basis?

1 This guidance applies only to financial forecasts. As discussed in paragraph 7.01P of the Guide, 
the responsible party does not need a reasonably objective basis for hypothetical assumptions used in 
a financial projection. However, this guidance should be useful in evaluating whether other assump­
tions used provide a reasonable basis for a projection, given the hypothetical assumptions.

2 Paragraph 8.29 of the Guide illustrates the type of caveat to be included: “There will usually be 
differences between the forecasted and actual results, because events and circumstances frequently 
do not occur as expected, and those differences may be material.”

Answer
.02 Financial forecasts are presentations of information about the future 

and are inherently less precise than information reporting past events. That 
“softness” of forecasted data is communicated to users of financial forecasts in 
the introduction to the summary of significant assumptions by including a 
caveat that the forecasted results may not be achieved.2 Nevertheless, financial 
forecasts present, to the best of the responsible party’s knowledge and belief, 
the entity’s expected financial position, results of operations, and changes in 
financial position (cash flows).

.03 Because users expect financial forecasts to present the responsible 
party’s “best estimate,” the term reasonably objective basis was included in the 
Guide to communicate to responsible parties a measure of the quality of 
information necessary to present a forecast.
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Question

.04 In addition to establishing the term reasonably objective basis, the 
Guide indicates that the responsible party should develop appropriate assump­
tions to present a financial forecast (see paragraphs 6.30 through 6.36 of the 
Guide). How does a responsible party evaluate whether a reasonably objective 
basis exists for a financial forecast and whether the assumptions underlying a 
particular forecast are appropriate?

Answer

.05 Considerable judgment is required to evaluate whether a reasonably 
objective basis exists to present a financial forecast. Accordingly, the responsi­
ble party should possess or obtain a sufficient knowledge of the reporting 
entity’s business and industry to make the evaluation.

.06 Paragraph 4.07 of the Guide states that the responsible party has a 
reasonably objective basis for presenting a financial forecast if sufficiently 
objective assumptions can be developed for each key factor. (Paragraph 3.11 of 
the Guide defines key factors as the significant matters on which the entity’s 
future results are expected to depend. Such factors are basic to the entity’s 
operations and, thus, encompass matters that affect, among other things, its 
sales, production, service, and financing activities.) The following matters 
should be considered when evaluating whether such assumptions can be 
developed:

• Can facts be obtained and informed judgments be made about past 
and future events or circumstances in support of the underlying 
assumptions?

• Are any of the significant assumptions so subjective that no reasonably 
objective basis could exist to present a financial forecast?3

• Would people knowledgeable in the entity’s business and industry 
select materially similar assumptions?

• Is the length of the forecast period appropriate?4

3 For example, the responsible party might have no reasonably objective basis for presenting a
forecast that includes royalty income from products not yet invented or revenue from a thoroughbred 
being reared to race. In such cases, it would be inappropriate to present a forecast because of the lack 
of a reasonably objective basis.

Other matters that responsible parties should consider when evaluating 
whether sufficiently objective assumptions can be developed are shown in the 
exhibit [paragraph .08].

. 07 The evaluation of whether sufficiently objective assumptions can be 
developed for each key factor should be made within the following context:

• A factor is evaluated by considering its significance to the entity’s 
plans as well as the dollar magnitude and pervasiveness of the related 
assumption’s potential effect on forecasted results (for example, 
whether assumptions developed would materially affect the amounts 
and presentation of numerous forecasted amounts).

• The responsible party’s consideration of which key factors have the 
greatest potential impact on forecasted results is a matter of judg­

4 See paragraphs .44 through .46 of this Statement of Position (SOP).
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ment, and is influenced by his or her perception of the needs of a 
reasonable person relying on the financial forecast. A key factor having 
the greatest potential impact on forecasted results is one in which an 
omission or misstatement of the related assumption would probably, 
in light of surrounding circumstances, change or influence the judg­
ment of a reasonable person relying on the financial forecast.5

5 The more likely it is that an assumption will have a significant effect on the overall forecasted 
results and that the factors relating to the assumption indicate a less objective basis, the more likely 
it is that the forecast should be judged as not having a reasonably objective basis.

• The responsible party should seek out the best information that is 
reasonably available to develop the assumptions. Cost alone is an 
insufficient reason not to acquire needed information. However, the 
cost of incremental information should be commensurate with the 
anticipated benefit.

• A conclusion that a reasonably objective basis exists for a forecast may 
be easier to support if the forecast were presented as a range.
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.08
Exhibit

Sufficiently Objective Assumptions—Matters to Consider

Basis Less Objective More Objective
Economy

Industry

Entity:
• Operating history

• Customer base

• Financial condition

Management’s 
experience with:

• Industry

• The business and 
its products

Products or services:
• Market

• Technology

• Experience

Competing 
assumptions

Dependency of 
assumptions on the 
outcome of the 
forecasted results

Subject to uncertainty

Emerging or unstable; 
high rate of business 
failure

Little or no operating 
history

Diverse, changing 
customer group

Weak financial position; 
poor operating results

Inexperienced 
management

Inexperienced 
management; high 

turnover of key 
personnel

New or uncertain 
market

Rapidly changing 
technology

New products or 
expanding product 
line

Wide range of possible 
outcomes

More dependency

Relatively stable

Mature or relatively 
stable

Seasoned company; 
relatively stable 
operating history

Relatively stable 
customer group

Strong financial 
position; good 
operating results

Experienced 
management

Experienced 
management

Existing or relatively 
stable market

Relatively stable 
technology

Relatively stable 
products

Relatively narrow range 
of possible outcomes

Less dependency

§14,220.08 Copyright © 2003, American Institute of Certified Public Accountants, Inc.

Assumptions may depend on the achievement of other forecasted results. For example, the 
sales price of a real estate property in a forecast might be estimated by applying a capitalization rate 
to forecasted cash flows.



Reasonably Objective Basis 30,525

.09  As stated earlier, in addition to requiring a reasonably objective basis, 
the Guide requires a responsible party to develop appropriate assumptions to 
present a financial forecast. When evaluating whether assumptions underly­
ing the financial forecast are appropriate, the responsible party should con­
sider numerous factors, including whether—

• There appears to be a rational relationship between the assumptions 
and the underlying facts and circumstances (that is, the assumptions 
are consistent with past or current conditions).

• The assumptions are complete (that is, assumptions have been devel­
oped for each key factor).

• It appears that the assumptions were developed without undue opti­
mism or pessimism.

• The assumptions are consistent with the entity’s plans and expecta­
tions.

• The assumptions are consistent with each other.

• The assumptions, in the aggregate, make sense in the context of the 
forecast taken as a whole.

Assumptions that have no material impact on the presentation may not have 
to be evaluated individually; however, the aggregate impact of individually 
insignificant assumptions should be considered in making an overall evalu­
ation of whether the assumptions underlying the forecast are appropriate.

.10  The following examples illustrate the facts and circumstances consid­
ered by the responsible party when evaluating whether there was a reasonably 
objective basis to present a financial forecast.

Example 1

Company Profile

.11  An established builder of single-family homes has built two garden­
apartment complexes in the last three years. This developer plans to build 
another garden-apartment complex and wishes to syndicate the project. Both 
of the existing garden-apartment complexes are approaching full occupancy. 
The local economy is strong and has a diversified base. Furthermore, real 
estate in the area generally appreciates in value. There has been significant 
development in the area and, if it continues, supply will exceed demand within 
four years. The developer has appropriately considered this factor, as well as 
the associated cost of maintaining the proposed facility, in planning the project 
and developing the forecast.

.12  In the past, the developer had financed each of his projects for five 
years at the maximum amount allowed by local financial institutions. Fore­
casts for the previous two projects assumed a five-year financing period and a 
hypothetical sale of the property at the end of the forecast period. For the 
proposed development, the developer has obtained a commitment for a three- 
year interest-only loan for an amount equal to 70 percent of the project’s 
estimated cost. Current discussions with bankers have indicated their willing­
ness to convert that loan to long-term financing for the project after rental 
stabilization, which is consistent with normal lending practices. The developer 
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has indicated that he plans to refinance the committed loan after three years 
for an amount that exceeds the loan by approximately 76 percent. Such 
additional amounts (net of refinancing costs) are to be returned to the investors 
as a cash distribution. The developer’s other resources are not sufficient to 
provide a meaningful guarantee of the refinancing. The forecast will be for five 
years, and will include a projection illustrating a hypothetical sale at the end 
of the forecast period. The details can be summarized as follows:

(In thousands)
• Estimated cost of the development to the partnership

• Committed financing (interest-only loans) at 70 percent 
of the estimated cost

$10,000

$ 7,000

• Proposed limited partnership investment

• Amount of proposed refinancing:

$ 3,000

— Long-term refinancing of the three-year committed loan 
— Additional financing for payments to limited partners 
— Cost of refinancing

$ 7,000
5,000

300 
$12,300

• Forecasted cash flow before debt service for the fourth year $ 1,500

• Capitalization rate (considered in this example to be 
acceptable under the circumstances) ____ 9%

• Capitalized value at the end of the third year $16,700

Question
.13  Does the developer (the responsible party) have a reasonably objective 

basis for forecasting the proposed refinancing?6

6 See paragraphs .57 and .58 of this SOP for a discussion of the responsibility that an accountant 
engaged to compile or examine a financial forecast has to evaluate whether a responsible party has a 
reasonably objective basis for presenting a financial forecast.

7 This response is based on information presented in the question. Other information, such as 
that about the size and strength of the local economy, the precise location of the project, local 
planning regulations, and the availability of third-party guarantees on the proposed refinancing, 
could change the response.

8 Support for forecasted interest rates may exist in the form of interest-rate forecasts and current 
interest-rate trends. If interest-rate fluctuations are a concern, a conclusion that sufficiently objective 
interest assumptions could be developed may be easier to support if forecasted results are presented 
as a range (through the use of a range forecast).

Answer7
.14  This question can be divided into two further questions:

a. Can the developer forecast a refinancing?
b. Are the assumptions about the amount and terms of the refinancing 

sufficiently objective?
.15  Forecast of Refinancing. The developer has obtained a financing 

commitment for three years based on local lending practices, and bankers have 
indicated a willingness to provide permanent financing in a manner that is 
consistent with these lending practices. Accordingly, it appears that the devel­
oper would have a reasonably objective basis for forecasting the project’s 
refinancing for a comparable amount in three years.  At that time, the building 8
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will still be considered relatively new and, based on maintenance plans, should 
be in good condition. Further, real estate in the area generally is expected to 
appreciate in value, and forecasted cash flows before debt service are consis­
tent with a refinancing assumption.

.16  Amount and Terms of Refinancing. Although the developer may 
have a reasonably objective basis for a forecast that includes a refinancing for 
an amount approximating the original loan, it is not clear that such a basis 
exists for one that includes a refinancing significantly in excess of that amount. 
The following factors should be considered:9

• Although the local economy is strong and diversified, competing de­
velopments are being built and, in fact, there is some risk that supply 
could exceed demand.

• The developer has factored the effect of an increase in the supply of 
competing housing units into the forecast and may point to an esti­
mated value of the project at the end of the third year, based on the 
application of a current capitalization rate to forecasted cash flows. 
However, capitalization rates may vary over time, and estimated 
values derived from the application of capitalization rates depend on 
the achievement of prospective cash flows.

• The developer is an experienced builder; however, both his experience 
with larger projects and his resources are limited.

.17  In light of the facts presented, it appears that the developer’s basis for 
refinancing the project at an amount significantly greater than the original 
loan would be highly dependent on future events and circumstances, such as 
anticipated cash flows, economic conditions, lending practices, and capitaliza­
tion rates. Although forecasted results may be used as a basis for a refinancing 
assumption, in the absence of other supporting information, such results 
ordinarily would not provide a responsible party with a basis for concluding 
that the refinancing assumption was sufficiently objective. In this case, the 
developer’s limited resources and the length of time until the refinancing is 
expected to take place are all risk factors that mitigate a reliance on forecasted 
results to provide support for the developer’s assertion that a reasonably 
objective basis exists for the refinancing. Accordingly, in the absence of addi­
tional information, the facts in this case do not appear to support the devel­
oper’s assertion that a reasonably objective basis exists for presenting a 
forecast that includes the proposed refinancing assumption.10

9 These items were developed by reference to the factors included in the exhibit [paragraph .08].
10 In this example, the developer could consider including a refinancing for the committed 

amount ($7,000,000) in the forecast, and supplementing the forecast with a financial projection 
illustrating prospective results if the permanent financing obtained were for the greater amount 
($12,300,000).

Example 2

Company Profile

.18 ACTech, Inc. was established to produce a line of flat-panel, AC- 
plasma computer-display products for use when, because of their bulk and 
thickness, cathode-ray tubes (CRTs) would not be suitable. The company was 
incorporated in 19X0 by former members of a management team (the founders) 
who designed the product and operated the business as a division of BigCo. The 
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founders have purchased equipment and certain technology at a significant 
discount from BigCo with $1 million in funds raised from private investors. 
ACTech’s goal is to become a leader in the production and sale of AC-plasma- 
display products by utilizing newly developed but unproven technology to 
lower the cost of production and thereby compete more effectively with DC- 
plasma-display products. DC products are currently in common usage because 
of their lower unit cost, but they are inferior to AC-plasma-display products in 
brightness and resolution.

.19 Product Line and Competition. The mainstay of the ACTech product 
line will be a “plasma display system,” which combines the AC-plasma-display 
panels with new low-cost drive circuitry. When compared to the most competi­
tive product, the DC-plasma-display, ACTech’s product is three times as bright 
with no flicker, consumes half the power for an equivalent level of light output, 
has a wider viewing angle, can be produced in much larger sizes, and has a 
longer life. DC panels are currently cheaper to produce, but with ACTech’s 
circuitry and manufacturing expertise, management hopes to close the cost 
gap. ACTech is currently working on the implementation of its new technology. 
Prototypes have been successfully produced, but management estimates that, 
using the equipment purchased from BigCo, it will need about a year to design 
and install a high-volume production line.

.20 Competition from other AC-plasma-display manufacturers will come 
primarily from ACpan, a very large manufacturer that uses most of its output 
in its own products. ACpan AC-plasma displays have been available for the 
past five years and are comparable in quality to those of ACTech. Despite 
continued efforts, ACpan has achieved very little market penetration because, 
like ACTech and other producers of AC-plasma-displays, ACpan has not been 
able to successfully design and install a high-volume production line. If suc­
cessfully developed, ACTech’s manufacturing process and the low-cost drive 
circuits will pennit it to compete advantageously with ACpan. Other manufac­
turers of AC-plasma-displays charge prices that are higher than those of the 
ACpan products and cater to military and specialty markets. In the market for 
large-sized screens, management believes that there is no effective flat-panel 
competition.

.21 Additionally, ACTech has received oral assurances from BigCo that 
it will purchase plasma displays from ACTech in sufficient quantities to meet 
its needs, which would account for about 5 percent of ACTech’s estimated 
sales.

.22 Sales and Marketing. ACTech will sell primarily to equipment 
manufacturers via an internal sales force. Additionally, ACTech will utilize 
manufacturer’s representatives or sales organizations to penetrate selected 
foreign markets. ACTech’s products will be demonstrated at various trade 
shows and will be advertised in the appropriate trade journals.

.23 ACTech has targeted specific markets for its primary growth. These 
markets include those for (a) mainframe interactive applications (ACTech, 
when it was a division of BigCo, had already established a small market in this 
area), (b) portable personal computers (ACTech is currently involved in discus­
sions with several large companies in this market), (c) CAD/CAM/CAE work­
stations (ACTech is currently involved in discussions with producers serving 
both financial and design markets), and (d) manufacturing control products 
(ACTech is working with a company that uses a plasma panel with a touch 
screen to support the manufacturing process).
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.24 ACTech has estimated sales of approximately $600,000 in 19X2, $16 
million in 19X3, and $40 million in 19X4. At anticipated levels of industry 
growth (provided from an outside source), these sales figures represent 0.3 
percent, 6 percent, and 11 percent of the plasma-panel market, respectively.

.25 Product Manufacture. Management believes that the equipment 
purchased from BigCo by the founders is state of the art. ACTech is in the 
process of relocating the equipment to a new facility and setting up a modern, 
automated production line. This new facility, which requires some renovation, 
will allow ACTech to begin production on a limited scale in about six months. 
Ample room exists for future expansion. No significant problems are expected 
in relocating and setting up the new facility, assuming that design problems 
related to high-volume production can be overcome.

.26 Production is expected to be at 500 AC-plasma display-system units 
in 19X2, growing to 36,000 in 19X3 and 115,000 in 19X4.

.27 Management and Personnel. The ACTech management team is rec­
ognized throughout the computer industry as a leader in plasma-display 
technology and manufacturing. Together, the four founders have over fifty 
years of experience in the field of flat-panel displays. Additionally, the founders 
have demonstrated significant academic and manufacturing achievements in 
the field of display technology. At present, ACTech has three full-time and 
eleven part-time employees. Management plans to hire an additional thirty- 
five employees during 19X2, including three marketing and sales employees.

.28 Management expects employment to grow to about 250 by 19X4. 
Although production employees must be hired and trained, the labor market is 
sufficient to supply an adequate labor force with the basic technical skills 
needed to perform the required tasks, and management has experience in 
training. Further, management has had discussions with several candidates 
for the sales positions and does not anticipate difficulties in hiring qualified 
staff.

Question

.29 Does management have a reasonably objective basis for presenting a 
financial forecast?11

11 See footnote 6 of this SOP.
12 This response is based on information presented in the question. Other information about the 

status of engineering plans, the preproduction models, and marketing results could change the 
response. The response was developed by referring to the factors included in the exhibit [paragraph 
.08].

Answer12

.30 ACTech, Inc.’s financial forecast is based on two primary assump­
tions: (a) the successful design and installation of a high-volume production 
line, which would enable the company to significantly reduce unit costs; and 
(b) the timing and quantity of sales.

.31 High-Volume Production. ACTech is planning to manufacture and 
sell AC-plasma-display products for use in computer terminals. Its success will 
be highly dependent on its ability to produce those products in large quantities 
for sale at a price competitive with DC-plasma products. Although prototypes 
of the company’s products have been produced, circuitry compatible with high- 
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volume production has been developed, and experienced management has been 
hired, the company has yet to design and install the planned high-volume 
production line. As indicated previously, management’s current estimate is 
that it will be at least twelve months before that work is completed. Further, 
the facts presented indicate that other manufacturers of AC-plasma-display 
units have not been successful in reducing production costs. BigCo’s willing­
ness to sell its AC-plasma-display division may also indicate uncertainty about 
its ability to reduce production costs.

.32 For the reasons discussed in the preceding paragraph, management’s 
assumption that it will be able to achieve high-volume, low-cost production is 
relatively subjective. That assumption is critical to the company’s sales as­
sumptions, which depend on the reduction of production costs to a level that 
permits a pricing structure competitive with that of DC-plasma units. Without 
a competitive pricing structure, the company’s sales assumptions do not ap­
pear to be valid. Accordingly, ACTech does not appear to have a reasonably 
objective basis for presenting a financial forecast.

.33 Other Matters. If the feasibility of establishing a high-volume pro­
duction line capable of producing AC-plasma units at a cost that permits 
ACTech to competitively price its product could be reasonably assured, a 
reasonably objective basis might exist for presenting a financial forecast. 
Before that conclusion can be reached, consideration should be given to AC- 
Tech’s assumptions regarding market penetration. ACTech has developed a 
sales and marketing plan; however, questions exist concerning its assumptions 
of an aggressive market penetration (for example, capturing 11 percent of the 
plasma-panel market by the end of 19X4). There are several factors that 
appear to support its sales assumption: the technological superiority of its 
products, competitive pricing, management’s experience with the products, 
and the acceptability of the product to current users, such as BigCo. Neverthe­
less, it would be appropriate to gather additional information concerning 
marketing results to date before concluding whether a sufficiently objective 
basis exists for the assumptions regarding market penetration. Further, un­
certainty concerning the company’s sales assumptions may indicate that such 
assumptions would be easier to support if a range forecast were presented. 
(Exhibit 8.09 of the Guide illustrates a range forecast.)

Example 3

Company Profile

[Note: As indicated in paragraph .46 of this SOP, it may be difficult to support an 
assertion that a reasonably objective basis exists for presenting a financial forecast 
for certain start-up companies. The following example illustrates a situation in 
which a two-year forecast for a start-up company may be appropriate.]

.34 Newco was established to manufacture wall panels with self-con­
tained insulation for use in commercial and industrial projects. The panels 
provide a lightweight interior and exterior wall combination. The company was 
incorporated in 19X0 by a former executive of one of the leaders in the 
wall-panel market, and by an individual who helped develop the original 
technology ten years ago (the founders). The founders have invested 
$1,000,000, which was used to order initial equipment and lease a building. 
Newco has sufficient capital to operate during the forecast period.

.35 Although more expensive than those using traditional materials, the 
panels have proven to be easier to install than rolled or blown-in insulation and 
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wall surface combinations. Therefore, the use of the insulated wall panels in 
construction has been increasing. Competitors in the wall-panel market in­
clude two divisions of publicly held corporations that produce the panels, along 
with a variety of other construction materials, in a number of plants. These 
competitors generally service the large-project market arid are known to have 
significant backlogs. From interviews with industry sources, it has been deter­
mined that these companies have Been unable to respond to small or rush 
orders. Newco believes that, as an entrepreneurial company having low over­
head and specializing in one product, it can service the small-Order market 
effectively and profitably.

.36 Sales would be generated through bid contracts advertised by a 
clearinghouse that provides information to contractors and through the estab­
lishment of long-term relationships with engineering and architectural profes­
sionals. After lengthy correspondence with these professionals, Newco has 
obtained commitments for approximately 5 percent of its production capacity 
for 19X1 and 19X2 (about 25 percent and 15 percent of forecasted sales in 19X1 
and 19X2, respectively). In addition, the initial equipment installation has 
allowed Newco to respond to selected advertised bids and obtain contracts for 
one-third of the opportunities pursued. These contracts account for 10 to 12 
percent of the plant’s capacity and extend through 19X2 (representing 50 
percent and 35 percent of forecasted sales in 19X1 and 19X2, respectively). 
Newco plans to expand its sales force to enable it to respond to additional 
opportunities.

.37 In estimating its sales, Newco considered the growth in the construc­
tion market, the increasing conversion to manufactured wall panels, its success 
rate in bidding opportunities, the planned growth in its sales force, and the 
number of orders received to date. Newco has estimated sales of approximately 
20 and 33 percent of production capacity in 19X1 and 19X2, respectively. These 
sales figures would represent market shares of 2 to 3 percent of the bid market 
for insulated wall panels. In addition to clearinghouse data used to assess 
market growth and size, management has considered industry sources that 
provide significant information on construction and usage potentials in making 
its sales estimates.

.38 The application of the technology involved in the production process 
continues to serve as a deterrent to entering the small-order market. Newco’s 
initial investment has allowed for limited-scale production, and no significant 
problems are expected in obtaining the additional equipment and achieving 
forecasted capacity. Further, the company has been able to manufacture a 
quality product within its range of estimated costs.

.39 The founders are recognized within the industry for their technologi­
cal and manufacturing expertise. Management has hired financial and produc­
tion management executives, and is in the process of making its selection of 
three additional salespeople from a number of candidates experienced in the 
industry. Although additional production employees must be hired and 
trained, the labor market is sufficient to supply an adequate labor force with 
the basic technical skills needed to perform the required tasks.

Question
.40 Does management have a reasonably objective basis for presenting a 

financial forecast for 19X1 and 19X2?13

13 See footnote 6 of this SOP.
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Answer14

14 This response is based on information presented in the question. Other information, such as 
that about the economy and its effect on Newco’s industry and its forecasted results, could change 
this response. The response was developed by reference to the factors included in the exhibit 
[paragraph .08].

15 SEC Regulation S-K, 229.10(b)(2) states that, for certain companies in certain industries, a 
(forecast) covering a two- or three-year period may be entirely reasonable. Other companies may not 
have a reasonable basis for (forecasts) beyond the current year. Accordingly, the responsible party 
should select the period most appropriate in the circumstances.

16 See question entitled “Periods Covered by an Accountant’s Report on Prospective Financial 
Statements,” included in SOP 89-3, Questions Concerning Accountants’ Services on Prospective 
Financial Statements [section 14,110.21 through .23].

[17] [Footnote deleted, April 1996, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.41 Yes. Given the facts in this case, it appears that Newco has a reason­
ably objective basis for forecasting its operations for the years 19X1 and 19X2.

.42 Newco’s product currently exists in the market and represents a 
technologically proven alternative that competes with similar technologies and 
alternatives based upon price. Further, the quality of its production and costs 
incurred to date have been in line with management’s expectations. Accord­
ingly, Newco’s ability to forecast operating results depends on the primary 
assumption of the timing and quantity of sales.

.43 Management’s ability to identify competitors, analyze customers’ 
buying motives, and evaluate the market as well as the potential end usage 
demand are important determinants in forecasting sales. However, it is man­
agement’s demonstrated success in identifying and establishing a specific 
customer base and in establishing a bidding track record that provides an 
important validation of its assessments of competition, pricing, and industry 
practices; it also provides the basis for management’s sales forecast capabili­
ties. Current contracts and commitments would account for a substantial 
portion of forecasted sales for 19X1 and 19X2, and the company’s bidding 
success rate, coupled with the imminent hiring of experienced sales personnel, 
appears to provide a basis for estimated increases in sales during those years.

Consideration of the Length of the Forecast Period

Question
.44 In practice, financial forecasts have been presented for various peri­

ods of time, some of which exceed ten years. What factors should be considered 
in determining the time period to be covered by a financial forecast?

Answer
.45 The Guide does not specify any fixed minimum or maximum time 

period to be covered by a financial forecast. The period that appropriately may 
be covered depends to a large extent on the particular circumstances of the 
company involved.15 In evaluating the period to be covered by a forecast, the 
responsible party should balance the information needs of users with his or her 
ability to estimate prospective results; however, a reasonably objective basis 
should exist for each forecasted period (month, quarter, or year) presented.16

.46 In order to be meaningful to users, the presentation of a financial 
forecast ordinarily should cover at least one full year of normal opera­
tions. [17] However, the degree of uncertainty generally increases with the time 
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span of the forecast, and at some point, the underlying assumptions may 
become so subjective that no reasonably objective basis may exist for present­
ing a financial forecast. It ordinarily would be difficult to establish that a 
reasonably objective basis18 exists for a financial forecast extending beyond 
three to five years,19 and depending on the circumstances, a shorter period may 
be appropriate (for example, in the case of certain start-up or high-tech 
companies it may be difficult to support an assertion that a reasonably objec­
tive basis exists to present a financial forecast and, if so, for more than one 
year). If it is not practical to present a financial forecast for enough future 
periods to demonstrate the long-term results of an investment or other deci­
sion, the presentation should include a description of the potential effects of 
such results.20

18 See paragraphs .01 through .43 of this SOP for a discussion of factors to be considered when 
evaluating whether a reasonably objective basis exists to present a financial forecast.

19 Financial forecasts for longer periods may be appropriate, for example, when long-term leases 
or other contracts exist that specify the timing and amount of revenues, and when costs can be 
controlled within reasonable limits.

20 See paragraph 8.34 of the Guide and paragraphs .47 through .56 of this SOP.
21 See paragraphs .44 through .46 of this SOP for a discussion of matters to consider when 

evaluating the length of a forecast period.
22 Exhibit 9.10 of the Guide illustrates a disclosure that is appropriate for describing long-term 

results of certain real estate projects. That illustration includes a projection that discloses the effect 
on limited partners of a hypothetical sale of the property at the end of the forecast period.

23 Paragraph 4.05 of the Guide states that “because a financial projection is not appropriate for 
general use, it should not be distributed to those who will not be negotiating directly with the 
responsible party... unless the projection is used to supplement a financial forecast and is for a 
period covered by the forecast.” A financial projection is defined in paragraph 3.05 of the Guide as 
prospective financial statements that present, to the best of the responsible party’s knowledge and 
belief, an entity’s expected financial position, results of operations, and changes in financial position 
(cash flows), given one or more hypothetical assumptions.

Disclosure of Long-Term Results

Question
.47 Paragraph 8.34 of the Guide states that short-term forecasts may not 

be meaningful in situations in which long-term results are necessary to evalu­
ate the investment consequences involved. However, because uncertainty gen­
erally increases with the time span, it may not be practical in all situations to 
present financial forecasts for enough future periods to demonstrate long-term 
results.21 In those circumstances, the presentation should include a descrip­
tion of the potential effects of such results. What form of disclosure would be 
appropriate in such circumstances when a financial forecast for general use 
will be presented?

Answer
.48 The Guide does not provide a standard format for disclosures22 in­

tended to demonstrate operating or other results beyond the forecast period 
(that is, post-forecast-period disclosures),23 because it is not possible to antici­
pate all the circumstances that might arise in practice. However, such disclo­
sures should be based on the responsible party’s plans and knowledge of 
specific events or circumstances, at the date of the forecast, that are expected 
to have a material effect on results beyond the forecast period.

.49 Specific plans, events, or circumstances that might be disclosed in­
clude the following:
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• Scheduled increases in loan principal
• A planned refinancing
• Existing plans for future expansion of production or operating facili­

ties or for the introduction of new products
• Expiration of a significant patent or contract
• The expected sale of a major portion of an entity’s assets24
• Scheduled or anticipated taxes that have adverse consequences for 

investors
.50  Disclosures may be limited to a narrative discussion of the responsible 

party’s plans, or they may include estimates of expected effects of future 
transactions or events. In all cases, however, the disclosure should be included 
in, or incorporated by a reference to, the summary of significant assumptions 
and accounting policies. It should also—

• Include a title indicating that it presents information about periods 
beyond the financial forecast period.

• Include an introduction indicating that the information presented 
does not constitute a financial forecast and indicating its purpose.

• Disclose significant assumptions and identify those that are hypo­
thetical, as well as the specific plans, events, or circumstances that are 
expected to have a material effect on results beyond the forecast 
period.

• State that (a) the information is presented for analysis purposes only, 
(b) there is no assurance that the events and circumstances described 
will occur, and (c) if applicable, the information is less reliable than 
the information presented in the financial forecast.

.51  The purpose of the disclosures discussed herein is to provide users 
with additional information useful in analyzing forecasted results. However, 
the information relates to periods beyond the forecast period, and management 
generally does not have a reasonably objective basis for presenting it as 
forecasted information. Accordingly, the disclosures are less reliable than 
those that are included in a financial forecast. Such disclosures should not be 
presented comparatively to forecasted results on the face of the financial 
forecast or in related summaries of results (for example, in a summary of 
investor benefits), or as a financial projection,  since such presentations could 
be misleading. The following examples illustrate the types of disclosures that 
may be appropriate.

25

24 See footnote 22 of this SOP.
25 Paragraph 3.05 of the Guide provides the definition of a financial projection. Paragraph 4.05 

states that a financial projection is not appropriate for general use unless it supplements a financial 
forecast and is for a period covered by the forecast. SOP 89-3, Questions Concerning Accountants’ 
Services on Prospective Financial Statements [section 14,110], provides guidance for reporting on a 
projection that supplements a financial forecast and is for a period covered by the forecast.

26 See exhibit 9.10 of the Guide and SOP 89-3 [section 14,110] for an alternate presentation of 
long-term results when a projection is used to supplement a financial forecast and is for a period 
covered by the forecast (for example, the projected sale of real estate on the last day of the forecasted 
period).

Example 1
Note A: Supplemental Information Related to the Three Years Ending Decem­
ber 31, 19X826
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While management is unable to prepare a financial forecast for the three-year 
period ending December 31, 19X8, it believes that the following information is 
necessary for users to make a meaningful analysis of the forecasted results.

Management’s forecast anticipates operation of each of the three properties 
described therein during the five-year period ending December 31, 19X5. 
Current plans are to continue operation of all three properties through Decem­
ber 31, 19X8, at which time the properties will be offered for sale. The following 
table illustrates the pre-tax effect to limited partners of a sale of properties at 
December 31, 19X8, and the subsequent liquidation of the partnership. The 
table is based on the following hypothetical assumptions:27

• Column A is based on the assumption that the property will be sold 
(or foreclosed) for the balance of the mortgage notes at December 31, 
19X8.

• Columns B and C are based on the assumption that the properties will 
be sold at estimated market values, which are calculated by capitalizing 
estimated cash flows from operations for the year immediately preced­
ing the sale at rates of 7 percent and 9 percent, respectively.

• The estimated balance of outstanding mortgage notes at December 31, 
19X8, is based on the assumption that the partnership will continue to 
make payments in accordance with existing terms of the mortgage 
notes. Note 7 to the financial forecast describes the partnership’s 
outstanding mortgage notes and related payment terms.

• Management has estimated net operating cash flow (in total and per 
unit) for the three years ending December 31, 19X8, using assumptions 
substantially the same as those used in its financial forecast for the five 
years ending December 31, 19X5. In preparing the estimate, 19X5 
forecasted rental income and forecasted operating expenses and man­
agement fees were increased by 5 percent per year.

27 To be consistent with the purpose of disclosing the hypothetical sale of the entity’s real estate 
investment, the capitalization rate assumed should be consistent with the assumptions used in the 
forecast as well as the entity’s and the industry’s experience.

Cash distributions to limited partners:

A

Sale for 
Existing 
Mortgage 
Balance

B

Sale at 
a 7% 

Capitalization 
Rate

c
Sale at 
a 9% 

Capitalization 
Rate

For the forecast period $XXX $xxx $xxx
For the three-year period ending 

December 31, 19X8 XXX XXX XXX
Net from sale and dissolution XXX XXX XXX

Less original capital contribution (XXX) (XXX) (XXX)

Net pre-tax cash flow from partnership $xxx $xxx $xxx
Taxable income—gains and losses: 

For the forecast period $xxx $xxx $xxx
For the three-year period ending 

December 31, 19X8 $xxx $xxx $xxx
From sale and dissolution $xxx $xxx $xxx

AICPA Technical Practice Aids §14,220.51



30,536 Statements of Position

This information is less reliable than the information presented in the financial 
forecast and, accordingly, is presented for analysis purposes only. Further, 
there can be no assurance that events and circumstances described in this 
analysis will occur.

Example  2
Note B: Supplemental Information Related to Periods Beyond the Forecast 
Period
While management is unable to prepare a financial forecast for periods beyond 
19X5, it believes that the following information is necessary for users to make 
a meaningful analysis of the forecasted results.

Management’s forecast for the three years ending December 31, 19X5, 
anticipates sales of its Model 714 High Tech Laser Analyzers and related 
equipment in the amounts of $13,500,000, $14,000,000, and $14,500,000, 
respectively. Such sales represent approximately 50 percent of the Company’s 
sales for the forecast period and were the major reason for the Company’s 
growth in 19X0 and 19X1. The Company is currently a leader in laser technol­
ogy, and its Model 714 Analyzer is now widely used by the industry. However, 
the Company expects sales of this product to peak in 19X5 and decline in periods 
subsequent to the forecast period. The Company is currently developing the 
Model 714A High Tech Analyzer, which is an improvement on the Model 714 
Analyzer, and an X series visual modulator and laser scanner.

This information is less reliable than the information presented in the 
financial forecast and, accordingly, is presented for analysis purposes only. 
Further, there can be no assurance that the events and circumstances described 
herein will occur.

Question
.52 A responsible party may prepare a financial forecast that requires 

disclosures like those illustrated in paragraphs .47 through .51 of this SOP, 
and he or she may request an accountant to compile or examine the forecast. 
What is the accountant’s responsibility for such disclosures when he or she 
provides a compilation or examination service?

Answer
.53 In applying procedures to provide assurance that the forecast con­

forms to AICPA presentation guidelines in an examination, or in reading the 
forecast for conformity with the guidelines in a compilation, the accountant 
should consider whether such disclosures are required and, if so, whether they 
are made. The accountant is not required to design specific procedures to 
identify conditions and events that might occur beyond the forecast period. 
Rather, the accountant’s consideration is based on information about manage­
ment’s existing plans, future events, and circumstances obtained during the 
course of the engagement.28

28 The accountant is not responsible for anticipating future events, circumstances, or manage­
ment plans. Further, the accountant’s report does not imply assurance that all such matters that 
might occur beyond the forecast period have been disclosed. 

.54 Disclosures of long-term results are included in the notes to the 
financial forecast and are, therefore, covered by the accountant’s standard 
report. Accordingly, the extent of procedures performed depends on whether 
the engagement is a compilation or an examination. Compilation and exami­
nation procedures for engagements for prospective financial statements are 
included in chapters 12 and 15 of the Guide, respectively. When those proce­
dures are performed, consideration should be given to whether (a) the disclo­
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sures are consistent with management’s existing plans and knowledge of 
future events and circumstances, and (b) the disclosures are presented in 
conformity with the guidelines in paragraph .50 of this SOP.

.55 If, when performing a compilation engagement, the accountant con­
cludes, on the basis of known facts, that the disclosures are obviously inappro­
priate, incomplete, or misleading, given their purpose, or the disclosures are 
not presented in conformity with the guidelines given in paragraph .50, the 
accountant should discuss the matter with the responsible party and propose 
an appropriate revision of the disclosures. If the responsible party does not 
agree to revise the disclosures, the accountant should follow the guidance in 
chapters 12 and 14 of the Guide.

.56 If, when performing an examination engagement, the accountant has 
reservations about the disclosures or if he or she is unable to apply procedures 
to such disclosures considered necessary in the circumstances, the accountant 
should discuss such matters with the responsible party and propose appropri­
ate revision of the disclosures. If the responsible party will not agree to revision 
of the disclosures, the accountant should follow the guidance in chapter 16 of 
the Guide.

The Accountant's Consideration of Whether the 
Responsible Party Has a Reasonably Objective Basis 
for Presenting a Financial Forecast

Question
.57 Paragraph 10.14 of the Guide indicates that an accountant who has 

been engaged to compile or examine a financial forecast should consider 
whether the responsible party has a reasonably objective basis to present a 
forecast.29 In considering whether the responsible party has a reasonably 
objective basis, the accountant would consider whether sufficiently objective 
assumptions can be developed for each key factor. Do the procedures in 
chapters 12 and 15 of the Guide, “Compilation Procedures” and “Examination 
Procedures,” respectively, contemplate such a consideration?

29 See paragraph 7.03 of the Guide.
30 The accountant’s compilation procedures do not contemplate an evaluation of the support for 

underlying assumptions, which is required in an examination of prospective information. Because of 
the limited nature of the procedures, a compilation does not provide assurance that the accountant 
will become aware of significant matters that might be disclosed by more extensive procedures.

Answer
.58 Yes. An accountant may become aware of information that raises 

questions about whether the responsible party has a reasonably objective basis 
for presenting a financial forecast as he or she performs the procedures 
required for a compilation (see paragraph 12.10 of the Guide), particularly 
when making inquiries about key factors (see paragraph 12.10c of the Guide), 
reading the forecast, and considering whether significant assumptions appear 
to be not obviously inappropriate (see paragraph 12.10(ii) of the Guide). In any 
event, paragraph 10.14 of the Guide states that whether the responsible party 
has a reasonably objective basis to present a forecast would be a factor in the 
accountant’s consideration about whether the presentation would be mislead­
ing (see paragraph 12.10j of the Guide).30 In an examination engagement, the 
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accountant considers whether the responsible party has a reasonably objective 
basis for presenting a financial forecast when he or she evaluates the support 
underlying the assumptions thereto. In either case, the guidance for preparers 
given in paragraphs .01 through .43 of this SOP may be useful to the account­
ant.31

31 Often, an accountant considers whether a preparer has a reasonable objective basis to present 
a financial forecast before accepting an engagement to perform compilation or examination services. 
In that case, the guidance in paragraphs .01 through .43 of this SOP may be particularly useful.

Effective Date

.59 The presentation guidelines in this SOP are effective for prospective 
financial information prepared on or after August 31, 1992. The guidance on 
accountants’ services is effective for engagements in which the date of comple­
tion of the accountants’ services on prospective financial information is August 
31, 1992, or later. Early application of the provisions of this statement is 
encouraged.
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Section 14,230
Statement of Position 92-4
Auditing Insurance Entities' Loss Reserves

May, 1992

NOTE
This Statement of Position presents the recommendations of the Auditing 

Insurance Entities’ Loss Reserves Task Force of the Insurance Companies 
Committee regarding the audit of the liability for loss reserves on the financial 
statements of property and liability insurance entities in an audit conducted in 
accordance with generally accepted auditing standards. It has been reviewed by 
the chairman of the Auditing Standards Board for consistency with existing 
auditing standards. AICPA members may have to justify departures from the 
recommendations in this Statement of Position if their work is challenged.

Introduction
.01 This statement of position (SOP) is designed to assist auditors in 

developing an effective audit approach when auditing loss reserves of insur­
ance entities. It is intended to supplement the AICPA Audit and Accounting 
Guide Audits of Property and Liability Insurance Companies (audit guide). The 
SOP assumes the reader is familiar with the audit guide, particularly those 
sections in chapter 4 that describe the claims cycle.

Scope
.02 The guidance in this SOP applies to audits of property and liability 

insurance enterprises (stock and mutuals), reciprocal or interinsurance ex­
changes, pools, syndicates, captive insurance companies, and other similar 
organizations such as public entity risk pools. The overall concepts discussed 
herein are applicable to all lines of insurance; however, this study uses exam­
ples and illustrations from the more traditional lines of property and liability 
insurance.

.03 This SOP does not cover certain auditing issues tangentially related 
to loss reserves, including the evaluation of—

• Premium deficiencies.
• Transfer of risk.
• Credit risk on reinsurance contracts.
• Effects of discounting loss reserves.
• Other financial statement amounts that may be affected by loss 

reserves such as contingent commissions.
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Statements of Position

.04 This statement of position is effective for audits of financial state­
ments for periods ending after December 15, 1992.
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Chapter 1

ACCOUNTING FOR LOSS RESERVES
.05 This chapter provides background on accounting for loss reserves and 

describes the applicable authoritative literature in this area. The audit guide 
(paragraphs 4.01 through 4.04) presents the following description of generally 
accepted accounting principles and statutory accounting practices for insur­
ance entities.

Accounting Practices
4.01 The specialized industry accounting principles for insurance enterprises 
are described in FASB Statement No. 60, FASB Statement No. 97, FASB 
Statement No. 113, SOP 92-5, Accounting for Foreign Property and Liability 
Reinsurance, SOP 94-5, Disclosures of Certain Matters in the Financial State­
ments of Insurance Enterprises, and SOP 97-3, Accounting by Insurance and 
Other Enterprises for Insurance-Related Assessments.

4.02 Under GAAP, liabilities for the cost of unpaid claims, including estimates 
of the cost of claims incurred but not reported, are accrued when insured events 
occur. The liability for unpaid claims should be based on the estimated ultimate 
cost of settling the claims (that is, the total payments expected to be made) and 
should include the effects of inflation and other social and economic factors. 
Estimated recoveries on unpaid claims, such as salvage, subrogation, and 
reinsurance, are deducted from the liability for unpaid claims. A liability for 
those adjustment expenses expected to be incurred in the settlement of unpaid 
claims should be accrued when the related liability for unpaid claims is accrued. 
Changes in estimates of the liabilities resulting from their periodic review and 
differences between estimates and ultimate payments are reflected in the 
income of the period in which the estimates are changed or the claim is settled. 
If the liabilities for unpaid claims and claim-adjustment expenses are dis­
counted (that is, the liabilities are not recorded at their ultimate cost because 
the time value of the money is taken into consideration), the amount of the 
liabilities presented at present value in the financial statements and the range 
of interest rates used to discount those liabilities are required to be disclosed. 
For public companies, the SEC staff issued Staff Accounting Bulletin No. 62, 
Discounting by Property / Casualty Insurance Companies, which discusses the 
appropriate accounting and financial reporting when a company adopts or 
changes its policy with respect to discounting certain unpaid claims liabilities 
related to short-duration insurance contracts. The SEC issued Financial Re­
porting Release No. 20, Rules and Guide for Disclosures Concerning Reserves 
for Unpaid Claims and Claim Adjustment Expenses of Property-Casualty 
Underwriters, which requires additional disclosures concerning the underwrit­
ing and claims reserving experience of property-casualty underwriters. The 
SEC staff also issued Staff Accounting Bulletin No. 87, Contingency Disclosures 
on Property/ Casualty Insurance Reserves for Unpaid Claim Costs, which 
provides guidance concerning those uncertainties surrounding property and 
casualty loss reserves that may require FASB Statement No. 5 contingency 
disclosures and Staff Accounting Bulletin No. 92, Accounting and Disclosures 
Relating to Loss Contingencies, which provides the SEC staffs interpretation 
of current accounting literature relating to the following:

• Offsetting of probable recoveries against probable contingent liabilities

• Recognition of liabilities for costs apportioned to other potential respon­
sible parties
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• Uncertainties in estimation of the extent of environmental or product 
liability

• The appropriate discount rate for environmental or product liability, if 
discounting is appropriate

• Accounting for exit costs

• Financial statement disclosures and disclosure of certain information 
outside the basic financial statements

Statutory Accounting Practices
4.03 Statutory accounting practices (SAP), which vary by state, are similar to 
GAAP for transactions in the claims cycle—estimated liabilities for unpaid 
claims, including IBNR [incurred but not reported] and claim-adjustment 
expenses, are accrued when the insured events occur; however, there are 
certain differences. Under SAP, reinsurance recoverable on unpaid losses is 
deducted from the liability for unpaid claims. For certain lines of insurance, 
such as auto liability, general liability, medical malpractice, and workers’ 
compensation, a minimum statutory reserve may be required. The formula for 
determining this reserve is described in the footnotes to Schedule P in the NAIC 
Annual Statement. If it is determined that an additional statutory reserve is 
needed, this amount is reported as a separate liability and a reduction from 
surplus.

4.04 Discounting of loss reserves varies by state. SAP generally permits dis­
counting settled lifetime workers’ compensation claims and accident and health 
long-term disability claims at discount rates of 4 percent or less. In some states, 
medical malpractice liability claims may also be discounted. For statutory 
reporting purposes, reinsurance recoverable balances are segregated between 
those recoverable from companies authorized by the state to transact reinsur­
ance and those recoverable from other companies, called unauthorized reinsur­
ers. Insurance companies are required to provide a reserve by a charge to 
surplus for reinsurance that is recoverable from unauthorized companies. The 
reserve is provided to the extent that funds held or retained for account of such 
companies are exceeded or not secured by trust accounts or by letters of credit.

[Revised, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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Chapter 2

THE LOSS RESERVING PROCESS

Types of Business and Their Effect on the 
Estimation Process

.06 The reporting and payment characteristics of a company’s losses will 
differ depending on the types of policies written. Insurance policies may be 
categorized in several different ways:

• By policy duration (short duration or long duration)
• By type of coverage provided (occurrence basis or claims-made basis)
• By kind of insurance underwritten (for example, property, liability, 

workers’ compensation, and reinsurance)1

1 The terms line of business and type of risk are used interchangeably to mean kind of insurance 
underwritten.

Policy Duration

.07 Insurance policies are considered to be either short-duration or long- 
duration. Policies are considered short-duration when the contract provides for 
insurance coverage for a fixed period of short duration and enables the insurer 
to cancel the contract or adjust the provisions of the contract at the end of the 
contract period. Policies are considered long-duration when the contract pro­
vides for insurance coverage for an extended period and is not generally subject 
to unilateral changes in its provisions. Because most policies written by prop­
erty and liability insurance companies are short-duration policies, only short- 
duration contracts are considered in this SOP.

Type of Coverage

.08 Insurance policies may be issued on either an occurrence basis or a 
claims-made basis. Occurrence-basis policies provide coverage for insured 
events occurring during the contract period, regardless of the length of time 
that passes before the insurance company is notified of the claim. Under 
occurrence-basis policies, claims may be filed months or years after the policy 
contract has expired, making it difficult to estimate the eventual number of 
claims that will be reported. Theoretically, a pure claims-made policy only 
covers claims reported to the insurer during the contract period; however, in 
practice, claims-made policies generally cover claims reported to either the 
insurer or the insured during the contract period. As a result, claims may be 
reported to the insurer after the contract expires. Even if claims have been 
reported to the insurer during the contract period, it may take several months 
for the insurer to investigate and establish a case reserve for reported claims. 
In practice, most claims-made insurance policies contain “extended reporting” 
clauses or endorsements that provide for coverage, in specified circumstances, 
of claims occurring during the contract period but reported after the expiration 
of the policy. In many states, a claims-made insurance policy is required to (a) 
contain an extended-reporting clause, (b) provide for the purchase, at the 
policyholder’s option, of “tail coverage,” that is, coverage for events occurring 
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during the policy term but reported after the initial policy expires, or (c) 
provide for automatic tail coverage upon the death, disability, or retirement of 
the insured. Thus, in practice, claims-made policies can resemble occurrence­
basis policies. If a claims-made insurance policy provides for coverage of claims 
incurred during the policy period but reported to the insurer after the end of 
the policy period, loss reserve requirements for such claims should be consid­
ered.

Kind of Insurance Underwritten, Line of Business, or Type of Risk

.09 The kind of insurance underwritten by property and liability insur­
ance companies may be broadly categorized into five classes of coverage: 
property, liability, workers’ compensation, surety, and fidelity. Additionally, 
policies may be written as primary coverage or reinsurance assumed. Para­
graphs 4.09 through 4.13 in chapter 4 of the audit guide describe the loss 
characteristics of different types of coverage.

.10 Some lines of insurance are commonly referred to as “long-tail” lines 
because of the extended time required before claims are ultimately settled. 
Examples of long-tail lines are automobile bodily injury liability, workers’ 
compensation, professional liability, and other lines such as products and 
umbrella. Lines of insurance in which claims are settled relatively quickly are 
called “short-tail” lines. It is generally more difficult to estimate loss reserves 
for long-tail lines because of the long period that elapses between the occur­
rence of a claim and its final disposition, and the difficulty of estimating the 
settlement value of the claim.

Components of Loss Reserves
.11 Loss reserves are an insurer’s estimate of its liability for the unpaid 

costs of insured events that have occurred. An insurance company’s loss 
reserves consist of one or more of the components described below. All of these 
components should be considered in the loss-reserving process but may not 
have to be separately estimated.

Case-basis reserves—The sum of the values assigned by claims adjusters to 
specific known claims that were recorded by the insurance company but not yet 
paid at the financial statement date. Chapter 4 of the audit guide describes the 
most common methods used by companies to establish case-basis reserves.

Case-development reserves—The difference between the case-basis reserves 
and the estimated ultimate cost of such recorded claims. This component 
recognizes that case-basis reserves, which are estimates based on incomplete 
or preliminary data, will probably differ from ultimate settlement amounts. 
Accordingly, a summation of case-basis reserve estimates may not produce the 
most reasonable estimate of their ultimate cost.
Incurred but not reported (IBNR)—The estimated cost to settle claims arising 
from insured events that occurred but were not reported to the insurance 
company as of the financial statement date. This component includes reserves 
for claims “in transit,” that is, claims reported to the company but not yet 
recorded and included in the case-basis reserve.

Reopened-claims reserve—The cost of future payments on claims closed as of 
the financial statement date that may be reopened due to circumstances 
unforeseen at the time the claims were closed.
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Sometimes, case-development reserves, IBNR, and the reopened-claims re­
serve are calculated as a single reserve and broadly referred to as IBNR. In 
addition to the basic components of loss reserves, a company will also need to 
estimate the effect of the following components:

Reserves for loss adjustment expenses (LAE). These include the following:
• Allocated loss adjustment expenses (ALAE)—Expenses incurred in the 

claim settlement process that can be directly associated with specific 
claims, such as legal fees or outside adjuster fees. If this reserve is 
estimated on a case basis, a reserve for ALAE development, IBNR, and 
reopened claims should be provided.

• Unallocated loss adjustment expenses (ULAE)—Expenses incurred in 
the claim settlement process that cannot be directly associated with 
specific claims, such as costs incurred by the insurer’s claims opera­
tions to record, process, and adjust claims.

Reduction for salvage—The estimated amount recoverable by the insurer from 
the disposition of damaged or recovered property. Potential salvage on paid and 
unpaid looses should be considered in this estimate.

Reduction for subrogation—The estimated amount recoverable from third 
parties from whom the insured may have the right to recover damages. The 
insured, having collected benefits from the insurer, is required to subrogate 
such rights to the insurer.

Drafts outstanding—Some insurance companies may elect to pay claims by 
draft rather than by check and may not record the drafts as cash disbursed 
until the drafts are presented to the insurer by the bank. A liability for drafts 
outstanding is required only if cash disbursements and claim statistical infor­
mation are not recorded concurrently, thereby creating a timing difference. 
Because the claim statistical information is updated to reflect the payment, no 
loss reserve is recorded for the claim; however, because the draft has not been 
presented, a drafts outstanding liability is required.

Reserves for assessments based on paid losses—The estimated amount of future 
assessments relating to payments on losses incurred prior to the financial 
statement date. An example is assessments by state workers’ compensation 
second-injury funds. Such assessments are recorded as losses and should be 
considered in the loss reserving process.

Reinsurance receivables—Amounts that will be recovered from reinsurers for 
losses and LAE accrued, including IBNR losses accrued. Amounts receivable 
from reinsurers on paid and unpaid losses are generally classified as assets.

[Revised, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

. 12 Many insurance companies do not separately value each of the re­
serve components listed above. Frequently, an insurance company’s reserve for 
case development is combined with its reserve for IBNR claims. Reinsurance 
and other recoveries may be netted against claim payments in the insurance 
company’s records. In those situations, all reserve estimates are also net of 
recoveries; separate analysis is then performed to determine the appropriate 
amount to record as the reinsurance receivable asset. ALAE may be combined 
with loss payments and included in these components. [Revised, April 1998, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]
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Estimating Methods
.13 Various analytical techniques exist to assist management, consulting 

actuaries, and independent auditors in estimating and evaluating the reason­
ableness of loss reserves. These techniques generally consist of statistical 
analyses of historical experience and are commonly referred to as loss reserve 
projections.

.14 Loss reserve projections are used to develop loss reserve estimates. 
Understanding and assessing the variability of these estimates and the reli­
ability of historical experience as an indicator of future loss payments require 
a careful analysis of the historical loss data and the use of projection methods 
that are sensitive to the particular circumstances.

.15 The data used for projections is generally grouped by line of business 
and may be further classified by attributes such as geographic location, under­
writing class, or type of coverage to improve the homogeneity of the data within 
each group. The data is then arranged chronologically. The following are dates 
that are key to classifying the chronology of the data.
Policy date—The date on which the contract becomes effective (also referred to 
as the underwriting date).
Accident date—The date on which the accident (or loss) occurs.
Report date—The date on which the company first receives notice of the claim.
Record date—The date on which the company records the claim in its statistical 
system.
Closing date—The date on which the claim is closed.

.16 After the data has been grouped by line of business and by chronology, 
it may then be arrayed to facilitate the analysis of the data, highlight trends, 
and permit ready extrapolation of the data. The following are examples of types 
of data that are commonly arrayed and analyzed:

• Losses paid
• Losses incurred
• Case reserves outstanding
• Claim units reported
• Claim units paid
• Claim units closed
• Claim units outstanding
• ALAE paid
• ALAE outstanding
• Salvage and subrogation recovered
• Reinsurance recovered
• Reinsurance receivable
• Premiums earned
• Premiums in force
• Exposures earned
• Policies in force
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[Revised, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

. 17 The data may be cumulative or incremental, gross or net of reinsur­
ance, gross or net of salvage and subrogation, or combined with allocated loss 
adjustment data. The data may be stratified by size of loss or other criteria. 
Because claim data and characteristics such as dates, type of loss, and claim 
counts significantly affect reserve estimation, controls should be established 
over the recording, classification, and accumulation of historical data used in 
the determination of loss reserves. Exhibit B-2 in appendix B of the audit guide 
presents examples of such control activities. [Revised, April 1998, to reflect 
conforming changes necessary due to the issuance of recent authoritative 
literature.]

. 18 Loss reserve projections can be performed using a variety of mathe­
matical approaches ranging from simple arithmetic projections using loss 
development factors to complex statistical models. Projection methods basi­
cally fall into three categories:

• Extrapolation of historical loss dollars
• Projection of separate frequency and severity data (the number of 

claims that will be paid or closed and the average costs of these claims)
• Use of expected loss ratios
. 19 Within each of these methods, there are a variety of techniques and 

loss data that may be used; there are also methods that combine features of 
these basic methods. No single projection method is inherently better than any 
other in all circumstances.

. 20 Following is a brief summary of some commonly used projection 
methods.

Method Basis

Loss Extrapolation 
Paid loss

Incurred loss
Average Severities

Loss Ratio

Uses only paid losses. Outstanding case reserves are 
not considered.
Uses paid losses plus reserves on outstanding claims. 
Uses various claim count and average cost per claim 
data on either a paid or incurred basis.
Uses various forms of expected losses in relation to 
premiums earned.

. 21 The decision to use a particular projection method and the results 
obtained from that method should be evaluated by considering the inherent 
assumptions underlying the method and the appropriateness of these assump­
tions to the circumstances. Stability and consistency of data are extremely 
important. Changes in variables, such as rates of claim payments, claim 
department practices, case-basis reserving adequacy, claim reporting rates, 
mix of business, reinsurance retention levels, and the legal environment, may 
have a significant effect on the projection and may produce distortions or 
conflicting results. Reference should be made to the section in this chapter 
titled “Changes in the Environment” for a discussion of how changes in 
variables may affect the loss-reserving process. The results of any projection 
should be reviewed for reasonableness by analyzing the resultant loss ratios 
and losses per measure of exposure.
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Illustrative Projection Data
.22 The following tables are simple illustrations of the use of the loss 

extrapolation method to estimate ultimate losses, as well as the effects of 
considering the results of more than one projection. In these illustrations, the 
result of extrapolating incurred-loss data is compared with the result of 
extrapolating paid-loss data. These tables are presented solely for the purpose 
of illustrating the mathematical mechanics of the two projections. They do not 
illustrate the required analysis of the data, and consideration of internal and 
external environmental variables that may affect the claim payment and loss 
reserving process.

.23 Table 1 presents an illustration of historical incurred-loss data. It 
reflects, as an example, that the sum of paid losses and case reserves outstand­
ing at the end of 19X0 was $2,054; that sum increased to $2,717 in the next 
year and increased to $3,270 five years later.

.24 This incurred-loss data is first used to calculate historical period-to- 
period incurred-loss development factors. These factors are used to compare 
the amount of incurred losses at successive development stages, and are 
illustrated in table 2, part 1.

.25 The calculation of average historical period-to-period incurred-loss 
development factors may be based on the use of simple averages of various 
period-to-period factors or may be based on more complex weighting or trend­
ing techniques. These techniques can significantly affect the reserving process 
and require judgment, understanding, and experience. In this example, a 
simple average of the latest three period-to-period factors has been calculated 
and is presented in table 2, part 2.
Table 1

Case-Basis Incurred-Loss Data as of 12/31/X9

Development Period (in months)
Accident 

Year 12  24 36 48 60 72 84 96 108 120
19X0 $2,054 $2,717 $2,979 $3,095 $3,199 $3,348 $3,270 $3,286 $3,299 $3,301
19X1 2,213 2,980 3,269 3,461 3,551 3,592 3,631 3,643 3,651
19X2 2,341 3,125 3,513 3,695 3,798 3,849 3,872 3,876
19X3 2,492 3,502 3,928 4,177 4,313 4,369 4,392
19X4 2,964 4,246 4,859 5,179 5,315 5,376
19X5 3,394 4,929 5,605 5,957 6,131
19X6 3,715 5,433 6,162 6,571
19X7 4,157 5,912 6,771
19X8 4,573 6,382
19X9 4,785

.26 Once historical period-to-period incurred-loss development factors 
are calculated, future period-to-period incurred-loss development factors must 
be selected. The future period-to-period factors must reflect anticipated differ­
ences between historical and future conditions that affect loss development, 
such as changes in the underlying business, different inflation rates, or case­
basis reserving practices. In the example, no differences are anticipated and 
the average historical factors have been chosen as the selected factors as shown 
in table 2, part 2. The selected future period-to-period factors are then used to 
produce ultimate incurred development factors. The ultimate factors are pre­
sented in table 2, part 3.
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Table 2

Period-to-Period Incurred-Loss Development Factors as of 12/31/X9

Development Period (in months)
Accident

Year 12-24 24-36 36-48 48-60 60-72 72-84 84-96 96-108 108-120 Tail
Part 1: Period-to-Period Historical Loss Development Factors

19X0 1.323† 1.096 1.039 1.034 1.047 0.977 1.005 1.004 1.001
19X1 1.347 1.097 1.059 1.026 1.012 1.011 1.003 1.002
19X2 1.335 1.124 1.052 1.028 1.013 1.006 1.001
19X3 1.405 1.122 1.063 1.033 1.013 1.005
19X4 1.433 1.144 1.066 1.026 1.011
19X5 1.452 1.137 1.063 1.029
19X6 1.462 1.134 1.066
19X7 1.422 1.145
19X8 1.396

Part 2: Period-to-Period Average Development Factors
Simple Average of Latest Three

1.427 1.139 1.065 1.029 1.012 1.007 1.003 1.003 1.001 1.000
Selected Factors

1.427 1.139 1.065 1.029 1.012 1.007 1.003 1.003 1.001 1.000
Part 3: Ultimate Development Factors Selected for the Projection

1.828‡1.281 1.125 1.056 1.026 1.014 1.007 1.004 1.001 1.000

*
Applies when the development period is determined to be longer than the period covered 

by the model (assumed to be 1.000 in this illustration).
† The 24-month developed losses are divided by the 12-month developed losses from 
table 1 ($2,717/$2,054 = 1.323).
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.27 The loss reserve analysis has now reached the point where an initial 
projection of ultimate losses, as well as an indicated provision for unreported 
losses for each accident year, can be made by using the historical incurred-loss 
data and the ultimate incurred-loss development factors. This initial projection 
of ultimate losses is presented in table 3.

.28 Tables 4 and 5 present paid-loss data for the same company whose 
incurred-loss data was presented in table 1. The array of paid-loss period-to- 
period development factors presented in table 5 is derived from table 4 using 
the same calculation methods used for incurred losses in table 2. The impor­
tance of the use of a tail factor in this calculation is apparent from the 
period-to-period historical loss development factors calculated in table 5. The 
tail factor represents an estimate of the development of losses beyond the 
period covered by the data array. In this instance, a tail factor of 1.01 was 
selected to project an additional 1 percent of losses to be paid from the tenth 
development year to ultimate. Selection of a tail factor requires careful 
judgment based on consideration of industry experience for the line of 
business, actuarial studies, case reserves, and any other relevant informa­
tion.

.29 The initial projection of ultimate losses, using the historical paid 
losses and the paid-loss ultimate development factors, is presented in table 6.

.30 Table 7 compares the results of extrapolating paid-loss data (table 6) 
with the results of extrapolating incurred-loss data (table 3).

.31 Although all accident periods should be analyzed and trends evalu­
ated, it is clear that additional analysis of accident year 19X9 losses is required. 
The difference between the results obtained from the two different projections 
is significant. Initial inspection will trace the source of the difference to the 
high level of losses paid in 19X9 for accident year 19X9 relative to case-basis 
incurred losses for the same period. The loss reserving analysis must focus on 
whether the increase in payments represents an acceleration of payment 
activity or an increase in the overall level of losses incurred in 19X9. The 
benefit of using more than one projection is that it allows for this kind of 
analysis and comparison in the evaluation of loss reserves.

§14,230.27 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Auditing Insurance Entities' Loss Reserves

Table 3

30,563

Incurred-Loss Projection as of 12/31/X9

Accident 
Year

Case-Basis 
Incurred Losses 

as of 19X9 | |

Ultimate 
Incurred-Loss 
Development 

Factors#

Projected 
Ultimate Losses 

(2) x (3)

Projected 
Unreported 

Losses 
(4) - (2)

(1)  (2) (3) (4) (5)
19X0 $ 3,301 1.000 $ 3,301 $ 0
19X1 3,651 1.001 3,655 4
19X2 3,876 1.004 3,892 16
19X3 4,392 1.007 4,423 31
19X4 5,376 1.014 5,451 75
19X5 6,131 1.026 6,290 159
19X6 6,571 1.056 6,939 368
19X7 6,771 1.125 7,617 846
19X8 6,382 1.281 8,175 1,793
19X9 4,785 1.828 8,747 3,962
Total $51,236 $58,490 $7,254

From table 1
# From table 2, part 3

Table 4

Paid-Loss Data as of 12/31/X9

Development Period (in months)
Accident

Year 12 24 36 48 60 72 84 96 108 120
19X0 $ 896 $1,716 $2,291 $2,696 $3,041 $3,096 $3,185 $3,235 $3,262 $3,276
19X1 872 1,840 2,503 2,973 3,261 3,429 3,538 3,589 3,624
19X2 968 1,975 2,683 3,185 3,494 3,670 3,763 3,819
19X3 968 2,130 2,968 3,571 3,942 4,147 4,274
19X4 1,201 2,580 3,673 4,421 4,860 5,114
19X5 1,348 2,996 4,207 5,115 5,632
19X6 1,340 3,146 4,520 5,496
19X7 1,384 3,428 4,960
19X8 1,568 3,696
19X9 2,243
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Table 5
Period-to-Period Paid-Loss Development Factors as of 12/31/X9

Development Period (in months)
Accident

Year 12-24 24-36 36-48 48-60 60-72 72-84 84-96 96-108 108-120 Tail

Part 1: Period-to-Period Historical Loss Development Factors††
19X0 1.915 1.335 1.177 1.128 1.018 1.029 1.016 1.008 1.004
19X1 2.110 1.360 1.188 1.097 1.052 1.032 1.014 1.010
19X2 2.040 1.358 1.187 1.097 1.050 1.025 1.015
19X3 2.200 1.393 1.203 1.104 1.052 1.031
19X4 2.148 1.424 1.204 1.099 1.052
19X5 2.223 1.404 1.216 1.101
19X6 2.348 1.437 1.216
19X7 2.477 1.447
19X8 2.357

Part 2: Period-to-Period Average Development Factors
Simple Average of Latest Three

2.394 1.429 1.212 1.101 1.051 1.029 1.015 1.009 1.004 1.010

Selected Factors
2.394 1.429 1.212 1.101 1.051 1.029 1.015 1.009 1.004 1.010

Part 3: Ultimate Development Factors Selected for the Projection††
5.127 2.142 1.499 1.237 1.123 1.069 1.039 1.023 1.014 1.010 

** Applies when the development period is determined to be longer than the period 
covered by the model (assumed to be 1.010 in this illustration).

Computations are the same as those explained in table 2.
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Table 6

30,565

Paid-Loss Projection as of 12/31/X9

Accident
Year

Paid Losses 
as of 19X9

Ultimate Loss 
Development 

Factors

Projected 
Ultimate

Losses (2) x (3)

Projected 
Unreported 

Losses‡‡

(1) (2) (3) (4) (5)
19X0 $ 3,276 1.010 $ 3,309 $ 8
19X1 3,624 1.014 3,675 24
19X2 3,819 1.023 3,907 31
19X3 4,274 1.039 4,439 47
19X4 5,114 1.069 5,465 89
19X5 5,632 1.123 6,325 194
19X6 5,496 1.237 6,796 225
19X7 4,960 1.499 7,434 663
19X8 3,696 2.142 7,916 1,534
19X9 2,243 5.127 11,500 6,715
Total $42,134 $60,766 $9,530

‡‡ Represents the projected ultimate losses from table 6, column 4, less the recorded 
case-basis incurred losses from table 3, column 2.

Table 7

Alternative Projections of Ultimate Losses and 
Unreported Losses as of 12/31/X9

Accident 
Year

Ultimate Losses Unreported Losses

Incurred Paid Incurred Paid
19X0 $ 3,301 $ 3,309 $ 0 $ 8
19X1 3,655 3,675 4 24
19X2 3,892 3,907 16 31
19X3 4,423 4,439 31 47
19X4 5,451 5,465 75 89
19X5 6,290 6,325 159 194
19X6 6,939 6,796 368 225
19X7 7,617 7,434 846 663
19X8 8,175 7,916 1,793 1,534
19X9 8,747 11,500 3,962 6,715
Total $58,490 $60,766 $7,254 $9,530
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Loss Adjustment Expense Reserves
.32 Loss adjustment expense reserves are the costs that will be required 

to settle claims that have been incurred as of the valuation date. As explained 
in paragraph .11, loss adjustment expenses (LAE) can be classified into two 
broad categories: allocated loss adjustment expenses (ALAE) and unallocated 
loss adjustment expenses (ULAE).

ALAE Reserve Calculation Approaches
.33 ALAE is generally analyzed by line of business; however, it is also 

important to monitor the composition of the paid ALAE by cost component. A 
shift in the composition of the costs in relation to the total might affect the 
statistical data used in the related loss projections. This shift would need to be 
considered in future loss reserve projections.

.34 Many companies calculate ALAE reserves based on the relationship 
of ALAE to losses. Underlying this approach is a basic assumption that ALAE 
will increase or decrease in proportion to losses. The setting of reserves for 
ALAE based on the relationship of paid ALAE to paid losses is referred to as 
the “paid-to-paid ratio” approach. Separate ratios are normally developed for 
each accident year. Inflation in ALAE is not typically evaluated separately; 
rather, it is estimated to occur at the same rate as the rate of inflation in the 
losses. The validity of this assumption can be tested by reviewing historical 
relationships between ALAE and losses over time. The effects of a pattern of 
increasing or decreasing ratio of ALAE to losses should be considered in 
establishing ALAE reserves. An understanding of the claim department’s 
operations and philosophy over time is essential to a proper interpretation of 
the data.

.35 Other approaches to ALAE reserve calculation and analysis include 
(a) analyzing ALAE entirely apart from the related loss costs using methods 
that compare the development of ALAE payments at various stages and (6) 
using combined loss and ALAE data in situations where it appears likely that 
this would produce more accurate estimates (e.g., when the company has 
changed its claim defense posture so that defense costs increase and loss costs 
decrease). In this latter approach, statistical tests and projections are based on 
the combined data for losses and ALAE.

.36 Some companies establish case-basis reserves for certain types of 
ALAE or increase case-basis loss reserves by a stated percentage to provide for 
ALAE. In either case, additional ALAE reserves should be provided for the 
development of case-basis reserves and IBNR.

ULAE Reserve Calculation Approaches
.37 ULAE reserves are often provided for by using the calendar year 

paid-to-paid method rather than the accident year paid-to-paid method used 
for ALAE reserves. Although the paid-to-paid ratios establish the relationship 
of the ULAE payments to the loss payments, the timing of the ULAE payments 
is also critical to estimation of the ULAE reserves. For example, some compa­
nies assume that a portion of ULAE costs is incurred when a claim is placed on 
the books and the remaining portion is incurred when the claim is settled. For 
reported claims, the cost of placing the claim on the books has been incurred, 
so it is only necessary to provide a reserve for the remaining portion at 
settlement. For IBNR claims, it is necessary to provide for all of the ULAE. 
Some companies perform internal studies to establish the methods and ratios 
to be used in their calculations.
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.38 The ULAE reserves should provide for inflation. The assumption that 

ULAE will inflate at a rate equal to the rate at which losses inflate should be 
periodically reviewed. The rate should also be adjusted for expected technologi­
cal or operational changes that might cause economies or inefficiencies in the 
claim settlement process.

.39 If paid-to-paid ULAE ratios will be calculated for each line of busi­
ness, a reasonable basis for allocating paid ULAE by line of business should be 
established.

Changes in the Environment
.40 Loss reserve projections are used to estimate loss reporting patterns, 

loss payment patterns, and ultimate claim costs. An inherent assumption in 
such projections is that historical loss patterns can be used to predict future 
patterns with reasonable accuracy. Because many variables can affect past and 
future loss patterns, the effect of changes in such variables on the results of 
loss projections should be carefully considered.

.41 Identification of changes in variables and consideration of their effect 
on loss reserve projections are critical steps in the loss reserving process. The 
evaluation of these factors requires the involvement of a loss reserve specialist 
as well as input from various operating departments within the company such 
as the marketing, underwriting, claims, actuarial, reinsurance, and legal 
departments. Management’s use of a specialist in determining loss reserves is 
discussed in paragraphs .44 through .47 of this SOP.

.42 Variables to be considered in evaluating the results of loss reserve 
projections include those variables affecting inherent and control risk de­
scribed in the Appendix [paragraph .107] of this SOP. If changes in variables 
have occurred, mechanical application of loss projection methods may result in 
unreasonable estimates of ultimate claim costs. Changes in variables can be 
considered in the loss reserving process in a variety of ways, including—

• Selection of loss projection method(s). Loss projection methods vary 
in their sensitivity to changes in the underlying variables and to the 
length of the claim emergence pattern. When selecting a loss projection 
method, consideration should be given to how a change in the under­
lying data will affect that method. For example, if management has 
adopted a policy to defer or accelerate the settlement of claims, a 
paid-loss extrapolation method will probably produce unreliable re­
sults. In that case, an incurred-loss extrapolation or other methods 
may produce better estimates of ultimate losses.

• Adjustment of underlying historical loss data. In certain cases, the 
effect of changed variables can be isolated and appropriately reflected 
in the historical loss data used in the loss projection. For example, if 
policy limits are relatively consistent for all policies in a block of 
business, and if these limits have recently been reduced by a constant 
amount, historical loss data can be adjusted to exclude amounts in 
excess of the revised policy limits.

• Further segregation of historical loss data. Certain changes in vari­
ables can be addressed by further differentiating and segregating 
historical loss data. For example, if a company begins to issue claims- 
made policies for a line of business for which it traditionally issued 
occurrence-basis policies, segregation of data between the two types of 
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policies should minimize the effect of the different reporting patterns. 
Such segregation should produce more accurate loss reserve projec­
tions for the occurrence-basis policies. (However, loss development 
data relating to the claims-made policies will be limited in the initial 
years.)

• Separate calculation of the effect of variables. The effect of certain 
changes in variables can be isolated and separately computed as an 
adjustment to the results of other loss projection methods. For exam­
ple, if claim cost severity has increased (an increase in auto repair 
costs) or is expected to increase beyond historic trends, an additional 
reserve can be separately computed to reflect the effect of such actual 
or anticipated increases.

• Qualitative assessments. In many instances, the magnitude or effect 
of a change in a variable will be uncertain. The establishment of loss 
reserves in such situations requires considerable judgment and knowl­
edge of the company’s business. Following is an example of an envi­
ronmental variable that may have uncertain effects on loss reserve 
estimates.

Superfund legislation enacted by Congress seeks recovery from anyone who 
ever owned or operated a particular contaminated site or from anyone who ever 
generated or transported hazardous materials to a site. These parties are 
commonly referred to as potentially responsible parties, or PRPs. Potentially, 
the liability can extend to subsequent owners or to the parent company of a 
PRP.

Estimates of the cost of cleaning up hazardous waste sites currently on the 
so-called Superfund list are in the hundreds of billions of dollars. Third-party 
damages, legal defense costs, and cleanup expenses for non-Superfund sites 
will add significantly to this figure. It is conceivable, but by no means certain, 
that some portion of these costs will ultimately be borne by the insurance 
industry under pre-1986 liability coverages because insurance companies that 
wrote general liability or commercial multiperil policies prior to 1986 used 
policy forms that did not contain the “absolute” pollution exclusion currently 
in standard use within the industry. Some insureds are arguing that coverage 
should be afforded under these contracts for their potential liability for the 
cleanup of inactive hazardous waste sites or other similar environmental 
liabilities. Most insurers are vigorously resisting such arguments with mixed 
success in the courts. Although some major U.S. corporations and specialized 
industries have begun to litigate pollution liability coverage issues, these cases 
may represent only the tip of the iceberg. Potential for additional litigation 
exists in the form of non-Superfund claims that will be reported to insurers in 
the future.

Although the largest environmental liabilities are likely to arise from chemical 
producers, petroleum processors, and other “heavy” industries, any company 
writing liability coverage has some environmental liability exposure for service 
stations, dry cleaners, hardware stores, paint stores, gardening supply stores, 
small metal plating operations, and the like. Even homeowners’ policies are 
potentially exposed to the cleanup costs for leaks from underground heating oil 
storage tanks.

The development of environmental and similar claims may not follow the usual 
development pattern of general liability claims, with which they are usually 
grouped. When the activity of these claims is sufficient to distort the recorded 
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development of the company, the distorting activity should be isolated from the 
development history so that an accurate projection of the remaining claims can 
be made. Management’s process Of assessing its environmental and similar 
exposure should include procedures to—

• Insure that all data elements are recorded on each incoming claim or 
precautionary notice.

• Assess the company’s exposure to these types of liability claims by 
considering such factors as the types of risks historically written, 
layers of coverage provided, the policy language employed, and recent 
decisions rendered by courts.

• Determine whether any portion of potential liability costs is probable 
and reasonably estimable.

. 43 Financial Accounting Standards Board (FASB) Statement of Finan­
cial Accounting Standards No. 5, Accounting for Contingencies, and Interpre­
tation No. 14, Reasonable Estimation of the Amount of a Loss, provide guidance 
for the accounting and disclosure of loss contingencies.

Use of Specialists by Management in Determining 
Loss Reserves

. 44 Management is responsible for making the accounting estimates 
included in the financial statements. As explained in the previous sections of 
this chapter, the process of estimating loss reserves is complex and involves 
many subjective judgments. Accordingly, the determination of loss reserves 
should involve an individual with a sufficient level of competence and experi­
ence in loss reserving, including knowledge about the kind(s) of insurance for 
which a reserve is being established and an understanding of appropriate 
methods available for calculating loss reserve estimates. These individuals are 
referred to as “loss reserve specialists” in this SOP. The specialist’s level of 
competence and experience should be commensurate with the complexity of the 
company’s business, which is affected by such factors as the kind(s) of insur­
ance underwritten and the environmental and risk considerations listed in the 
Appendix [paragraph .107] of this SOP. Criteria that may be considered in 
determining whether an individual qualifies as a loss reserve specialist include 
the aforementioned as well as the following:

• Knowledge of various projection techniques, including their strengths 
and weaknesses and applicability to various lines of insurance

• Knowledge of changes in the environment in which the company 
operates, including regulatory developments, social and legal trends, 
court decisions, and other factors described in more detail in the 
Appendix and the effect that these factors will have on the emergence 
and ultimate cost of these claims

. 45 The Casualty Actuarial Society (CAS) offers a course of study and 
examinations that are designed to train individuals to be, among other things, 
loss reserve specialists. In addition, the American Academy of Actuaries estab­
lishes qualification standards for its members who practice in this area. 
Although many casualty actuaries may therefore be qualified to be loss reserve 
specialists, other individuals, through their experience and training, may also 
be qualified. Training and experience should provide individuals with knowledge 
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about different policy forms and coverages, current developments in insurance, 
and environmental factors that might affect the loss reserving process. Train­
ing and experience should also provide individuals with knowledge that will 
enable them to apply appropriate methods of estimating loss reserves. The 
extent of this knowledge and ability should be commensurate with the com­
plexity and kinds of business written.

. 46 Many insurance companies use loss reserve specialists who are em­
ployees or officers of the company. In addition, many companies engage con­
sulting casualty actuaries to either assist in the determination of the loss 
reserve estimate or to perform a separate review of the company’s loss reserve 
estimate. The scope of work to be performed by the consulting actuary is a 
matter of judgment by company management. Usually, the consulting actuary 
will issue a report summarizing the nature of the work performed and the 
results. Since 1990, the Annual Statement has required a Statement of Actu­
arial Opinion relating to loss and loss adjustment expense reserves.

. 47 Because the process of estimating loss reserves is complex and in­
volves many subjective judgments, the absence of involvement by a loss reserve 
specialist in the determination of management’s estimate may constitute a 
reportable condition and possibly a material weakness in the entity’s internal 
control structure. Statement on Auditing Standards (SAS) No. 60, Communi­
cation of Internal Control Related Matters Noted in an Audit, describes the 
auditor’s responsibility to communicate reportable conditions to the audit 
committee. A discussion of the auditor’s use of loss reserve specialists is 
included in chapter 4.
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Chapter 3

AUDIT PLANNING

Audit Objectives
.48 SAS No. 57, Auditing Accounting Estimates, states that the auditor’s 

objective when evaluating accounting estimates is to obtain sufficient compe­
tent evidential matter to provide reasonable assurance that—

a. All accounting estimates that could be material to the financial 
statements have been developed.

b. Those accounting estimates are reasonable in the circumstances.
c. The accounting estimates are presented in conformity with applica­

ble accounting principles and are properly disclosed.
.4 9 When auditing loss reserves, the auditor is primarily concerned with 

obtaining sufficient competent evidential matter to support the assertions 
inherent in a company’s financial statements. SAS No. 31, Evidential Matter, 
as amended by SAS No. 80, describes the relationship between assertions 
embodied in the financial statements, audit objectives, and substantive audit 
procedures. The financial statement assertions related to loss reserves are set 
forth below. This listing supplements the illustrations of financial statement 
assertions for the claims cycle presented in exhibit B-2 in appendix B of the 
audit guide. [Revised, April 1998, to reflect conforming changes necessary due 
to the issuance of recent authoritative literature.]

Financial Statement 
Assertions

Existence, Rights, 
Obligations

Completeness and 
Valuation

Audit Objectives

• Claims represent valid obligations of 
the insurance company. The policy is in 
force when the loss is incurred and  
covers the related risk event. Claimants 
and others receiving payment are bona 
fide and entitled to payments within 
applicable policy provisions.

• Guidelines for adjusting claims and 
authorizing payment are established 
and being followed.

• Loss reserves are established for all 
losses resulting from insured events 
(reported and unreported) that 
occurred prior to the balance sheet date.

• Appropriate reserving methods are 
accurately applied and result in loss 
reserve estimates that represent the 
ultimate cost of settling all probable 
losses. Appropriate reductions in 
reserves have been taken for 
reinsurance ceded and salvage and 
subrogation recoverable.
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Financial Statement 
Assertions

Presentation and 
Disclosure

Audit Objectives

• All relevant claims data, including 
payment and recovery data, are 
appropriately recorded in the 
underlying financial and statistical 
records.

• All loss reserves are appropriately 
recorded on the balance sheet and the 
income statement reflects the changes 
therein.

• Loss reserves are properly accumulated 
in the underlying financial records.

• Claims transactions are properly 
accumulated in the underlying 
financial and statistical records.

• Payments and recoveries are recorded 
in the proper period; a proper cutoff is 
established.

• Loss reserves and related components 
have been properly summarized, 
classified, and described and all 
matters necessary to a proper 
understanding of these items have been 
disclosed.

Audit Planning
.50 In planning the audit, the auditor should obtain a thorough under­

standing of the company’s overall operations and its claim reserving and 
payment practices. In addition, the auditor should obtain or update his or her 
knowledge of the entity’s business and the various economic, financial, and 
organizational conditions that create risks for companies in the insurance 
industry.

.51 The auditor performing or supervising the audit of loss reserves 
should have knowledge about loss reserving including knowledge about the 
kind(s) of insurance for which a reserve is being established and an under­
standing of the appropriate methods available for calculating loss reserves. 
Knowledge about loss reserving is ordinarily obtained through experience, 
training courses, and by consulting sources such as industry publications, 
textbooks, periodicals, and individuals knowledgeable about loss reserving. As 
stated in paragraph .98 of this SOP, if the auditor is not a loss reserve 
specialist, he or she should use the work of an outside loss reserve specialist in 
the audit. The auditor should obtain a level of knowledge about loss reServing 
that would enable him or her to understand the methods or assumptions used 
by the specialist.

.52 Ordinarily, audit procedures performed to obtain sufficient evidence 
to support assertions about loss reserves are time consuming and may be 
performed most efficiently when initiated early in the fieldwork.

.53 The auditor should determine that all loss reserve components, all 
lines of business, and all accident years that could be material to the financial 
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statements have been considered in developing the overall reserve estimate. 
The components of loss reserves are described in chapter 2 of this SOP.

.54 The estimate of loss reserves will frequently affect other accounting 
estimates contained in the financial statements. While these other accounting 
estimates are not the subject of this SOP, the auditor should also evaluate 
accounting estimates for such items as contingent commissions, retrospective 
premium adjustments, policyholder dividends, recoverability of deferred ac­
quisition costs, premium deficiencies, state assessments based on losses paid, 
minimum statutory reserves, and the liability or allowance for unauthorized 
or uncollectible reinsurance.

Audit Risk and Materiality

.55 Audit risk and materiality are the key criteria in determining the 
nature, timing, and extent of audit procedures to be performed and in evaluat­
ing whether the financial statements taken as a whole are presented fairly. 
Considerations of audit risk and materiality should be addressed in the plan­
ning stage of an audit and should be used to develop and support an audit 
approach. For most insurance companies, the largest liability on the balance 
sheet is loss reserves, and the largest expense on the income statement is 
incurred losses; therefore, both are material to the financial statements. In 
addition, loss reserve estimates are based on subjective judgments and, there­
fore, involve a high level of inherent risk. For these reasons, loss reserves 
typically are the area with the highest audit risk in a property and liability 
insurance entity. Reference should be made to the Appendix [paragraph .107] 
of this SOP for examples of factors that may affect the auditor’s assessment of 
inherent and control risk.

Audit Risk

.56 SAS No. 47, Audit Risk and Materiality in Conducting an Audit, 
provides guidance on audit risk and materiality as they relate to planning and 
performing an audit. Materiality judgments are made in light of surrounding 
circumstances and necessarily involve both quantitative and qualitative con­
siderations. The auditor’s consideration of materiality is a matter of profes­
sional judgment and is influenced by the auditor’s perception of the needs of a 
reasonable person relying on the financial statements. Some factors to be 
considered in establishing materiality levels for estimates such as loss reserves 
are the company’s operating results and the company’s financial position. The 
auditor should also consider the measurement bases that external financial 
statement users will focus on when making decisions. [Paragraph added, April 
1998, to reflect conforming changes necessary due to the issuance of recent 
authoritative literature.]

.57 SAS No. 47 states that the auditor has a responsibility to plan and 
perform the audit to obtain reasonable assurance that misstatements, whether 
caused by error or fraud, that are material to the financial statements are 
detected. SAS No. 82, Consideration of Fraud in a Financial Statement Audit, 
provides specific guidance to auditors in fulfilling their responsibility to plan 
and perform the audit to obtain reasonable assurance about whether the 
financial statements are free of material misstatement caused by fraud. [Para­
graph added, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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.58 SAS No. 82 requires the auditor to assess the risk of material mis­
statement due to fraud and consider that assessment in designing the audit 
procedures to be performed. In making this assessment, the auditor should 
consider fraud risk factors that relate to both (a) misstatements arising from 
fraudulent financial reporting and (6) misstatements arising from misappro­
priation of assets in the following categories:

Fraudulent Financial Reporting

• Management’s characteristics and influence over the control environ­
ment.

• Industry conditions.

• Operating characteristics and financial stability.
Misappropriation of Assets

• Susceptibility of assets to misappropriation.
• Controls.

[Paragraph added, April 1998, to reflect conforming changes necessary due to 
the issuance of recent authoritative literature.]

.59 In addition to requiring the auditor to assess the risk of material 
misstatement due to fraud, SAS No. 82 provides guidance on how the auditor 
responds to the results of that assessment, provides guidance on the evaluation 
of audit test results as they relate to the risk of material misstatement due to 
fraud, describes related documentation requirements, and provides guidance 
regarding the auditor’s communication about fraud to management, the audit 
committee, and others. [Paragraph added, April 1998, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

.60 SAS No. 47 defines audit risk as “the risk that the auditor may 
unknowingly fail to appropriately modify his opinion on financial statements 
that are materially misstated.” In other words, audit risk is the risk that the 
auditor will give an unqualified opinion on financial statements that are 
materially incorrect. SAS No. 47 states that audit risk consists of three 
components (see paragraphs .61 through .63 below). [Paragraph renumbered 
and revised, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.61 Inherent Risk. Inherent risk is the susceptibility of an assertion to a 
material misstatement, assuming that there are no related controls. The risk 
of such misstatement is greater for some assertions and related balances or 
classes than for others. In addition to those factors that are peculiar to a 
specific assertion for an account balance or class of transactions, factors that 
relate to several or all of the balances or classes may influence the inherent 
risk related to an assertion for a specific balance or class. Loss reserves 
generally are based on subjective judgments about the occurrence of certain 
events that have not yet been fully reported, developing trends, and the 
outcome of future events. Due to the subjectivity and inherent imprecision 
involved in making such judgments, estimating loss reserves requires consid­
erable analytical ability and an extensive understanding of the business. 
[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

.62 Control Risk. Control risk is the risk that a material misstatement 
that could occur in an assertion will not be prevented or detected on a timely 
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basis by the entity’s controls. That risk is a function of the effectiveness of the 
design and operation of controls in achieving the entity’s broad control objec­
tives relevant to an audit of the entity’s financial statements. Some control risk 
will always exist because of the inherent limitations of internal control. The 
degree of control risk associated with significant accounting estimates is 
usually greater than the risk for other accounting processes because account­
ing estimates involve a greater degree of subjectivity, are less susceptible to 
control, and are more subject to. management influence. It is difficult to 
establish controls over errors in assumptions or estimates of the future out­
come of events in the same way that controls can be established over the 
routine accounting for completed transactions. In addition, there is a potential 
for management to be biased about their assumptions; accordingly, a high level 
of professional skepticism should be exercised by the auditor. The likelihood 
that loss reserve estimates will contain misstatements of audit importance can 
be reduced by using competent people in the estimation process and by imple­
menting practices to enhance the reasonableness of estimates, such as requir­
ing that persons making the estimates retain documented explanations and 
other support for assumptions and methodologies used, and perform retrospec­
tive tests of past performance. [Paragraph renumbered and revised, April 
1998, to reflect conforming changes necessary due to the issuance of recent 
authoritative literature.]

.63 Detection Risk. Detection risk is the risk that the auditor will not 
detect a material misstatement that exists in an assertion. Detection risk is a 
function of the effectiveness of an auditing procedure and of its application by 
the auditor. It arises partly from uncertainties that exist when the auditor does 
not examine 100 percent of an account balance or class of transactions and 
partly because of other uncertainties that exist even if he or she were to 
examine 100 percent of the balance or class. Such other uncertainties arise 
because an auditor might select an inappropriate auditing procedure, misapply 
an appropriate procedure, or misinterpret the audit results. These other uncer­
tainties can be reduced to a negligible level through adequate planning and 
supervision and conduct of a firm’s audit practice in accordance with appropri­
ate quality control standards. Due to the relatively high inherent and control 
risk associated with loss reserves, detection risk is significant in the audit of 
loss reserves but may be mitigated by adequate planning, supervision, and 
conduct of the audit. Adequate planning should identify the existing inherent 
and control risk factors so that they may be adequately addressed in the audit. 
[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

Materiality

.64 SAS No. 47 provides guidance on audit risk and materiality as they 
relate to planning and performing an audit. Materiality judgments are made 
in light of surrounding circumstances and necessarily involve both quantita­
tive and qualitative considerations. The auditor’s consideration of materiality 
is a matter of professional judgment and is influenced by the auditor’s percep­
tion of the needs of a reasonable person relying on the financial statements. 
Some factors to be considered in establishing materiality levels for loss reserve 
estimates are the company’s operating results and the company’s financial 
position. The auditor should also consider the measurement bases that exter­
nal financial statement users will focus on when making decisions. [Paragraph 
renumbered, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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Chapter 4

AUDITING LOSS RESERVES

Auditing the Claims Data Base
.65 The historical experience of an insurance entity is generally the 

primary source of information on which loss reserve estimates are based; 
therefore, the creation of reliable data bases, within an insurance company, is 
extremely critical to the determination of loss reserve estimates. When evalu­
ating loss reserves, the auditor should consider the reliability of the historical 
information generated by the insurance company. [Paragraph renumbered, 
April 1998, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.66 The auditor should determine what historical data and methods have 
been used by management in developing the loss reserve estimate and whether 
he or she will rely on the same data or other statistical data in evaluating the 
reasonableness of the loss reserve estimate. After identifying the relevant 
data, the auditor should obtain an understanding of the controls related to the 
completeness, accuracy, and classification of the loss data; assess control risk 
for assertions about loss reserves; and determine the nature, timing, and 
extent of substantive tests that will be performed for these assertions. Because 
claim data and characteristics such as dates and type of loss can significantly 
influence reserve estimation, the auditor should test the completeness, accu­
racy, and classification of the claim loss data. Chapter 4 and exhibit B-2 in 
appendix B of the audit guide provide more extensive guidance on auditing the 
claims cycle. [Paragraph renumbered, April 1998, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

Evaluating the Reasonableness of the Estimate

Selecting an Audit Approach
.67 SAS No. 57 states that the auditor should obtain an understanding of 

how management developed the accounting estimates included in the financial 
statements. The loss reserve estimate is a significant estimate on the financial 
statements of an insurance entity. Accordingly, regardless of the approach 
used to audit the loss reserve estimate, the auditor should gain an under­
standing of how management developed the estimate. The auditor should use 
one or a combination of the following approaches in evaluating the reasonable­
ness of the accounting estimates:

a. Review and test the process used by management to develop the 
estimate.

b. Develop an independent expectation of the estimate to corroborate 
the reasonableness of management’s estimate.

c. Review subsequent events or transactions occurring prior to comple­
tion of fieldwork.

[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]
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.68  When auditing loss reserve estimates, usually approach a, b, or a 
combination of the two is used. Normally, approach c alone is insufficient to 
provide reasonable assurance because claims are usually reported to insurance 
companies and settled over a period of time extending well beyond a normal 
opinion date. However, approach c may provide additional information con­
cerning the reasonableness of loss reserve estimates, particularly for short-tail 
lines of business, when used in combination either with approach a or b or with 
both. [Paragraph renumbered, April 1998, to reflect conforming changes nec­
essary due to the issuance of recent authoritative literature.]

.69  When planning the audit, the auditor chooses to use either approach 
a or b, or a combination of both approaches, depending on his or her expectation 
of what approach will result in sufficient competent evidential matter in the 
most cost-effective manner. Either approach can be used and, depending on 
client circumstances, either approach may be effective. However, when man­
agement has not used the services of a loss reserve specialist in developing its 
loss reserve estimate, approach a, reviewing and testing management’s proc­
ess, is not appropriate. In this circumstance, approach b, developing an inde­
pendent expectation, should be used. [Paragraph renumbered, April 1998, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

Reviewing and Testing the Process Used by Management to 
Develop the Estimate

.70  The auditor may assess the reasonableness of an accounting estimate 
by performing procedures to test the process used by management to make the 
estimate. This approach may be appropriate when loss reserve estimates are 
recommended by an outside loss reserve specialist and management accepts 
those recommendations, when loss reserve specialists employed by the com­
pany are responsible for recommending the estimates, or when both outside 
and internal specialists are used. [Paragraph renumbered, April 1998, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.71  A company that uses an outside loss reserve specialist to develop loss 
reserve recommendations may engage the specialist to evaluate only the 
company’s major lines of business or only certain components of the loss 
reserves. In either circumstance, the auditor should determine whether a 
different approach is needed for auditing the items not reported on by the loss 
reserve specialist. [Paragraph renumbered, April 1998, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

.72  If the auditor reviews and tests the process used by management to 
develop its estimate, and management’s estimate differs significantly from the 
recommendations developed by its specialists, appropriate procedures should 
be applied to the factors and assumptions that resulted in the difference 
between management’s estimate and the specialists’ recommendations. Such 
procedures should include discussion with management and its specialists. It 
is management’s responsibility to record its best estimate of loss reserves in 
the financial statements. [Paragraph renumbered, April 1998, to reflect con­
forming changes necessary due to the issuance of recent authoritative litera­
ture.]

.73  SAS No. 57 identifies the following as procedures the auditor may 
consider performing when using this approach. Some of the procedures listed 
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below apply to the process management uses to supply data to the loss reserve 
specialist, some apply to the process used by the specialist to develop recom­
mendations, some apply to the process used by management to review and 
evaluate those recommendations, and some apply to the process management 
uses to translate the specialist’s recommendations into the loss reserve esti­
mates recorded in the financial statements.

a. Identify whether there are controls over the preparation of accounting 
estimates and supporting data that may be useful in the evaluation. 
Controls over the preparation of accounting estimates may include—

• Procedures for selecting independent loss reserve specialists or 
hiring internal specialists, including procedures for determining 
that the specialist has the requisite competence in loss reserv­
ing, knowledge of the company’s types of business, and under­
standing of the different methods available for calculating loss 
reserve estimates.

• Procedures for reviewing and evaluating the recommendations 
of the loss reserve specialist.

• Procedures to ensure that the methods used to calculate the loss 
reserve estimate are appropriate and sufficient in the circum­
stances.

Controls over the preparation of supporting data, in addition to those 
discussed in chapter 4 and exhibit B-2 in appendix B of the audit 
guide, may include—

• Procedures for verifying that data used by the loss reserve 
specialist is appropriately summarized and classified from the 
company’s claims data base.

• Procedures for ensuring that data actually used by the loss 
reserve specialist is complete and accurate.

• Procedures to substantiate and determine the appropriateness 
of industry or other external data sources used in developing 
assumptions (for example, data received from involuntary risk 
pools).

b. Identify the sources of data and factors that management used in 
forming the assumptions, and consider whether such data and factors 
are relevant, reliable, and sufficient for the purpose, based on infor­
mation gathered in other audit tests. Sources of data and factors 
used may include—

• Company historical claims data from its own data bases, includ­
ing changes and trends in the data.

• Company information on reinsurance levels and changes from 
prior years’ reinsurance programs.

• Data received from involuntary risk pools such as the National 
Council on Compensation Insurance.

• Industry loss data from published sources.

• Internal company experience or information from published 
sources concerning recent trends in socioeconomic factors affect­
ing claim payments, such as—
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— General inflation rates and specific inflation rates for medi­
cal costs, wages, automobile repair costs, arid the like.

— Judicial decisions assessing liability.

— Judicial decisions regarding noneconomic damages.

— Changes in legislation affecting payment levels and settle­
ment practices.

Consider whether the company’s data is sufficient to have adequate 
statistical credibility (e.g., to allow the “law of large numbers” to work 
for the company’s estimates). Consider whether the types of industry 
data used in developing assumptions are relevant to the company’s 
book of business, considering policy limits, reinsurance retention, 
geographic and industry concentrations, and other appropriate fac­
tors.

c. Consider whether there are additional key factors or alternative 
assumptions about the factors. Key factors and potential alternative 
assumptions that might be considered include—

• Changes in the company’s experience or trends in loss reporting 
and settlements. Increases in the speed of the settlement of 
claims may lead to assumptions that paid development levels 
will be lower in the future, or may indicate changes in the 
company’s procedures for processing claims that could lead to 
increased development in the future.

• Divergence in company experience relative to industry experi­
ence. Such divergence might later result in company develop­
ment experience that reduces the divergence or might be 
indicative of a change in a company’s experience with a book of 
business.

• Changes in a company’s practices and procedures relating to 
recording and settling claims.

• A company’s reinsurance programs and changes therein.

• Changes in a company’s underwriting practices such as new or 
increased use of managing general agents.

• New or changed policy forms or coverages.

• Recent catastrophic occurrences.
d. Evaluate whether the assumptions are consistent with each other, the 

supporting data, relevant historical data, and industry data. As­
sumptions that should be evaluated include not only explicit assump­
tions but also the assumptions inherent in various loss projection 
methods.

• Paid loss projection methods assume that a company’s historical 
experience relating to the timeliness of settlement will be pre­
dictive of future results.

• Reported (incurred) loss development projection methods as­
sume that a company’s experience in estimating case-basis re­
serves will be repeated in the future.
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e. Analyze historical data used in developing the assumptions to assess 
whether it is comparable and consistent with data of the period under 
audit, and consider whether the data is sufficiently reliable for the 
purpose. Consider whether the company’s past methods of estimat­
ing loss reserves have resulted in appropriate estimates and whether 
current data (for example, current-year development factors) indi­
cate changes from prior experience. Consider how known changes in 
the company’s loss reporting procedures and settlement practices 
have been factored into the estimate. Consider how changes in 
reinsurance programs, in the current period and during historical 
periods, have been factored into management’s estimates.

f. Consider whether changes in the business or industry may cause other
factors to become significant to the assumptions. Consider such 
changes as—

• New lines of business and classes of business within lines.

• Changes in reinsurance programs.

• Changes in the regulatory environment, such as premium rate 
rollbacks and regulation.

• Changes in the method of establishing rates and changes in 
methods of underwriting business.

g. Review available documentation of the assumptions used in develop­
ing the accounting estimates, inquire about any other plans, goals, 
and objectives of the entity, and consider their relationship to the 
assumptions. A company’s practices concerning loss settlement, 
such as a practice of vigorously defending suits or of quickly settling 
suits, can have a significant effect on a company’s loss experience.

h. Consider using the work of a specialist regarding certain assump­
tions. Using the work of a specialist is discussed in SAS No. 73, Using 
the Work of a Specialist, and in paragraphs .98 through .100 of this SOP.

i. Test the calculations used by management to translate the assump­
tions and key factors into the accounting estimate. Consider whether 
all lines of business and accident years are included in the loss 
reserve estimate. Consider how reinsurance recoverable, salvage, 
and subrogation have been included.

[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

Developing on Independent Expectation of the Estimate
.74  Based on his or her understanding of the facts and circumstances, the 

auditor may independently develop an expectation of the estimate by using 
other key factors or alternative assumptions about those factors. This ap­
proach is required whenever management has not used the services of a loss 
reserve specialist in developing its loss reserve estimate and may be appropri­
ate to assist the auditor in assessing the variability of the loss reserve esti­
mates, even when management does use a loss reserve specialist. The auditor 
frequently develops independent projections because this method may result 
in a more cost-effective method of obtaining sufficient competent evidential 
matter. [Paragraph renumbered, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]
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.7 5 When this approach is used, the auditor should use an outside loss 
reserve specialist (the auditor may also be a loss reserve specialist) to develop 
the independent expectation of the loss reserve estimate. The use of a specialist 
is discussed in paragraphs .98 through .100 of this SOP. [Paragraph renum­
bered, April 1998, to reflect conforming changes necessary due to the issuance 
of recent authoritative literature.]

Analytical Procedures
.7 6 Various analytical procedures may be used in the evaluation of loss 

reserve trends and data, such as the analysis of—
• Loss ratios.
• Loss frequency and severity statistics.
• Claim cost by exposure units.
• Adequacy/redundancy of prior year reserves.
• Average case reserves.
• Claim closure rates.
• Paid to incurred ratios.

[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

. 77 Such analyses include comparison of trends and data with industry 
averages or other expectations. Evaluation would normally be performed by 
line of business and accident or report year. [Paragraph renumbered, April 
1998, to reflect conforming changes necessary due to the issuance of recent 
authoritative literature.]

Loss Reserve Ranges
. 78 As stated in SAS No. 57:

Estimates are based on subjective as well as objective factors and, as a result, 
judgment is required to estimate an amount at the date of the financial 
statements. Management’s judgment is normally based on its knowledge and 
experience about past and current events and its assumptions about conditions 
it expects to exist and courses of action it expects to take.

Accordingly, loss reserves may develop in a number of ways and a reserve for 
a particular line of business or accident year may prove to be redundant or 
deficient when analyzed in a following period. Loss reserves considered to be 
adequate in prior periods may need to be adjusted at a later date as a result of 
events outside the control of the insurance company that create the need for a 
change in estimate. Such events include future court decisions and periods of 
inflation, in which rates may change significantly from period to period and 
affect the payout of claims. As a result of the circumstances described above, 
the need to adjust loss reserve estimates in future periods because of future 
events that are not predictable at the balance sheet date should not be 
interpreted as evidence of an error or poor loss reserving practices in the past. 
[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

AICPA Technical Practice Aids §14,230.78



30,582 Statements of Position

.79 Because the ultimate settlement of claims is subject to future events, 
no single loss reserve estimate can be considered accurate with certainty. An 
audit approach should address the inherent variability of loss reserve esti­
mates and the effect of that variability on audit risk. The development of a 
single loss reserve projection, by itself, does not address the concept of variabil­
ity and may not provide sufficient evidence to evaluate the reasonableness of 
the loss reserve provision in the financial statements. An analysis of the 
reasonableness of loss reserve estimates ordinarily should include an analysis 
of the amount of variability in the estimate. One way to perform this analysis 
is to consider a range of loss reserve estimates bounded by a high and a low 
estimate. The high and low ends of the range should not correspond to an 
absolute best-and-worst-case scenario of ultimate loss settlements, because 
such estimates may be the result of unlikely assumptions. The range should be 
realistic and therefore should not include the set of all possible outcomes but 
instead only those outcomes that are considered reasonable. Extreme projec­
tions should be critically analyzed and, if appropriate, be adjusted, given less 
credence, or discarded (this would apply to projections outside a cluster of other 
logical projections that fall within a narrower range). [Paragraph renumbered, 
April 1998, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.80 Another way to address the variability of the loss reserve estimate is 
to develop a best estimate and to supplement it with qualitative analysis that 
addresses the variability of the estimate. Qualitative analysis involves consid­
eration of the factors affecting the variability of loss reserves and integrating 
such factors into a determination of the range of reasonable estimates around 
a best estimate. Such factors, among others, include the mix of products 
underwritten, losses incurred by the insurance industry for similar coverages 
and underwriting years, and the correlation between past and current business 
written. In any analysis, a thorough working knowledge of the risk factors is a 
prerequisite to setting a realistic range. Whether the auditor prepares a formal 
reserve range or a selected estimate, factors affecting the variability of the 
recorded loss reserve should be considered. The audit procedures performed for 
this purpose will vary based on the characteristics of the business, the controls 
the company uses to monitor such variability, and other audit procedures used. 
[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

.81 The size of the loss reserve range will vary by line of business. For 
example, automobile physical damage claims may be estimated with greater 
precision than product liability claims. In extreme cases, the top-to-bottom 
range could extend to 50 percent and upward of the amount provided. An 
example of an extreme case might be a newly formed company that writes 
primarily volatile types of business. The results of operations in such a situ­
ation are sensitive to future fluctuations since the loss reserve estimate is 
based primarily on assumptions that will undoubtedly change over time. More 
important, however, is the strain that any extremely adverse loss development 
would place on such a company’s surplus. In an opposite extreme case, the 
top-to-bottom range might only be 5 percent of the amount provided for a 
company that only writes automobile physical damage coverages. [Paragraph 
renumbered, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.82 When evaluating the variability of loss reserves for an entity, the 
auditor should be aware that variability within an individual risk group or line 
of business may be mitigated by the variability within other risk groups or lines 
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of business. In other words, it is unlikely that ultimate claim settlements for 
each line of business will fall at the same end of the range. [Paragraph 
renumbered, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

Risk Factors and Developing a Range
.83 Because loss reserves represent both reported and unreported claims 

that have occurred as of the valuation date, the auditor needs to gain an 
understanding of the company’s exposure to risk through the business it writes 
as well as an understanding of environmental factors that may affect the 
company’s loss development at the valuation date. [Paragraph renumbered, 
April 1998, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.84 Some risk factors existing within the company that may affect the 
variability of the company’s loss reserves are—

• The frequency and severity of claims associated with a line of business. 
Medical malpractice, directors’ and officers’ liability, and other lines 
of business that typically produce few claims with large settlement 
amounts tend to have a high degree of variability.

• Policy characteristics. Individual lines of business can be written on 
different policy forms. For example, loss reserving and its related 
variability for medical malpractice written on an occurrence basis will 
differ markedly when the policy is written on a claims-made basis, 
especially during the early years of conversion from an occurrence to 
a claims-made basis.

• Retention levels. The greater a company’s retention level, the more 
variable the results are likely to be. This increased variability is due 
to the effect that one or several large losses can have on the overall 
book of business. For reinsurance assumed, the concepts analogous to 
retention levels are referred to as attachment points and limits.

• The mix of a company’s business with respect to long-tail liability lines 
and short-tail property lines. Typically, loss reserves on business with 
longer tails exhibit greater variability than on business with shorter 
tails because events affecting ultimate claim settlements may occur at 
a later date.

[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

.85 Some external factors that may affect the variability of loss reserves 
are—

• Catastrophes or major civil disorders.
• Jury awards and social inflation arising from the legal environment 

in principal states in which a company’s risks are underwritten.
• The effect of inflation.

[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

.86 Other risk factors that may affect the variability of loss reserve 
estimates are described in the Appendix [paragraph .107] of this SOP. [Para­
graph renumbered, April 1998, to reflect conforming changes necessary due to 
the issuance of recent authoritative literature.]
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.87 The auditor should obtain an understanding of both internal and 
external risk factors. This may be accomplished by a review of contracts, 
inquiries of underwriters, a review of pertinent trade publications, and any 
other procedures deemed necessary under the circumstances. The auditor 
should consider these factors in evaluating a reasonable loss reserve range. 
The best estimate may not necessarily be midway between the highest and 
lowest estimates in the range, because certain factors (for example, risk 
retention limits and retrospectively rated contracts) may reduce the variability 
at one end of the range but not at the other. [Paragraph renumbered, April 
1998, to reflect conforming changes necessary due to the issuance of recent 
authoritative literature.]

.88 When analyzing the variability of loss reserves, the auditor should be 
aware of potential offsets that may serve to reduce the financial statement 
effects of misstatements in the recorded loss reserves. Two common examples 
are ceded reinsurance and retrospectively rated contracts (primary or reinsur­
ance). Such offsets, if material, should be included in an analysis of reserve 
ranges to quantify the true income statement or balance sheet effect that 
results from an increase or decrease in loss reserves. [Paragraph renumbered, 
April 1998, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]

.89 As noted previously in the discussion of internal risk factors and 
per-risk retention levels, a lower net retention level typically would translate 
into a lower variability of reserves. In addition, the auditor should consider the 
workings of all significant reinsurance ceded contracts and the effect that these 
contracts have on best estimates and high and low points in a range. In 
considering the effect of reinsurance ceded agreements on loss reserves, the 
auditor should also consider the effect on ceded reinsurance premiums. See 
paragraphs .104 through .106 of this SOP for a discussion of the effects of ceded 
reinsurance on loss reserve estimates. [Paragraph renumbered, April 1998, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.90 A retrospectively rated feature in an insurance contract means that 
increases or decreases in incurred losses may be wholly or partially offset by 
changes to earned but unbilled premiums. As a result of such a clause, an 
increase in loss reserves may lead to a receivable for additional premiums 
while a decrease in loss reserves may be offset by a reduction in premiums. 
[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

Evaluating the Financial Effect of a Reserve Range

.91 To determine the amount of variability that is significant to the 
financial statements, the financial leverage of a company should be analyzed. 
Financial leverage refers to items such as reserve-to-surplus ratios. The finan­
cial position of a company with a 2-to-l reserve-to-surplus ratio is less affected 
by variability in its loss reserves than is a company operating at a 4-to-l ratio. 
[Paragraph renumbered, April 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

.92 Additionally, an analysis comparing the difference between recorded 
loss reserves and the high and low ends of a range with key financial statement 
balances, such as surplus or recorded loss reserves, might be performed. 
Combining financial leverage with other materiality factors pertinent to the 
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company (for example, loan covenant agreements) may provide insights into 
the amount of variability that is acceptable to the auditor. Because of the 
imprecise nature of estimating loss reserves, the acceptable range of loss 
reserve estimates will generally be higher than that of a more tangible balance 
such as accounts receivable or payable. [Paragraph renumbered, April 1998, to 
reflect conforming changes necessary due to the issuance of recent authorita­
tive literature.]

.93 According to SAS No. 47, “If the auditor believes the estimated 
amount included in the financial statements is unreasonable, he should treat 
the difference between the estimate and the closest reasonable estimate as a 
likely misstatement and aggregate it with other likely misstatements.” There­
fore, if the recorded loss reserve is outside the realistic range, the difference 
between the recorded reserve and the nearer end of the realistic reserve range 
should be treated as an audit difference. This audit difference should be 
considered with any other audit differences to evaluate the materiality of the 
effects on the financial statements. If the difference is deemed material, the 
auditor should first ask management for additional information that may have 
been overlooked in the original evaluation. Then, if still necessary, the auditor 
should attempt to persuade management to make an appropriate adjustment. 
If management does not make an appropriate adjustment, the auditor should 
consider modifying his or her report on the financial statements. [Paragraph 
renumbered, April 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.94 SAS No. 47 also states, “Since no one accounting estimate can be 
considered accurate with certainty, the auditor recognizes that a difference 
between an estimated amount best supported by the audit evidence and the 
estimated amount included in the financial statements may be reasonable, and 
such difference would not be considered to be a likely misstatement.” Accord­
ingly, if the recorded loss reserve is within the reasonable range developed by 
the auditor, an audit adjustment may not be appropriate. [Paragraph renum­
bered, April 1998, to reflect conforming changes necessary due to the issuance 
of recent authoritative literature.]

.95 The significance of the variability within a realistic reserve range 
should also be evaluated against the financial statements. If the difference 
between the company’s recorded reserve and the farther end of the reserve 
range is deemed significant, the auditor should consider extending audit 
procedures to obtain additional evidential matter relating to the reserve esti­
mate. [Paragraph renumbered, April 1998, to reflect conforming changes nec­
essary due to the issuance of recent authoritative literature.]

.96 Management must select a single loss reserve estimate that represents 
its judgment about the most likely circumstances and events. If management 
develops a reasonable range, the amount recorded should be the best estimate 
within that range. The auditor should obtain an understanding of the process used 
by management in arriving at this estimate. In determining the reasonableness of 
loss reserves, the auditor also should consider the consistency of reserve estimates 
and any changes in the degree of conservatism of recorded reserves. A change in 
the degree of conservatism of management’s estimate may be indicative of a 
change in management’s reserve process. SAS No. 32, Adequacy of Disclosure in 
Financial Statements, discusses the auditor’s responsibility to consider whether 
the financial statements include adequate disclosure of material matters in light 
of the circumstances and facts of which the auditor is aware. [Paragraph renum­
bered, April 1998, to reflect conforming changes necessary due to the issuance of 
recent authoritative literature.]
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Auditor Uncertainly About the Reasonableness of 
Management's Estimate and Reporting Implications

.97 Ordinarily, the auditor would look to historical data to obtain eviden­
tial matter that will provide reasonable assurance that management’s 
estimate of loss reserves is reasonable in the circumstances. Such historical 
data may not currently exist for certain new companies, for companies 
writing significant amounts of new lines of business, or for companies with 
a low volume of claims. When the historical data is not sufficient to resolve 
uncertainty about the reasonableness of management’s estimate of loss 
reserves and the auditor is unable to resolve that uncertainty through other 
means, the auditor should consider whether management has adequately 
disclosed the uncertainty in the notes to the financial statements as re­
quired by FASB Statement No. 5, Accounting for Contingencies, and para­
graphs 4 and 6 of FASB Interpretation No. 14, Reasonable Estimation of the 
Amount of a Loss, and SOP 94-6. A matter involving an uncertainty is one that 
is expected to be resolved at a future date at which time conclusive evidential 
matter concerning its outcome would be expected to become available. Conclu­
sive evidential matter concerning the ultimate outcome of uncertainties cannot 
be expected to exist at the time of the audit because the outcome and related 
evidential matter are prospective. In these circumstances, management is 
responsible for estimating the effect of future events on the financial state­
ments, or determining that a reasonable estimate cannot be made and making 
the required disclosures, all in accordance with GAAP, based on management’s 
analysis of existing conditions. Absence of the existence of information related 
to the outcome of an uncertainty does not necessarily lead to a conclusion that 
the evidential matter supporting management’s assertion is not sufficient. 
Rather, the auditor’s judgment regarding the sufficiency of the evidential 
matter is based on the evidential matter that is, or should be, available. If, after 
considering the existing conditions and available evidence, the auditor con­
cludes that sufficient evidential matter supports management’s assertion 
about the nature of a matter involving an uncertainty and its presentation or 
disclosure in the financial statements, an unqualified opinion ordinarily is 
appropriate. If the auditor is unable to obtain sufficient evidential matter to 
support management’s assertions about the nature of a matter involving an 
uncertainty and its presentation or disclosure in the financial statements, the 
auditor should consider the need to express a qualified opinion or to disclaim 
an opinion because of a scope limitation. A qualification or disclaimer of 
opinion because of a scope limitation is appropriate if sufficient evidential 
matter related to an uncertainty does or did exist but was not available to the 
auditor for reasons such as management’s record retention policies or a restric­
tion imposed by management. [Paragraph renumbered and revised, April 
1998, to reflect conforming changes necessary due to the issuance of recent 
authoritative literature.]

Use of Specialists by Auditors in Evaluating 
Loss Reserves

.98 It is the auditor’s responsibility to evaluate the reasonableness of the 
loss reserve established by management. The procedures that the auditor 
should consider in evaluating the reasonableness of the loss reserve are 
described in SAS No. 57. One of the procedures the auditor may consider in 
evaluating the reasonableness of the loss reserve is using the work of a special­
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ist. SAS No. 73 provides guidance to the auditor who uses the work of a 
specialist in performing an audit of financial statements. It states that the 
auditor is not expected to have the expertise of a person trained for or qualified 
to engage in the practice of another profession or occupation. The Statement 
also states that the auditor should evaluate the relationship of the specialist to 
the client, including circumstances that might impair the specialist’s objectiv­
ity. When a specialist does not have a relationship with the client, the special­
ist’s work usually will provide the auditor with greater assurance of reliability. 
Although SAS No. 73 does not preclude the auditor from using the work of a 
specialist who is related to the client, because of the significance of loss 
reserves to the financial statements of insurance companies and the complex­
ity and subjectivity involved in making loss reserve estimates, the audit of loss 
reserves requires the use of an outside loss reserve specialist, that is, a 
specialist who is not an employee or officer of the company. The term loss 
reserve specialist is defined in paragraphs .44 and .45 of this SOP. When the 
auditor has the requisite knowledge and experience in loss reserving, the 
auditor may serve as the loss reserve specialist. If the auditor does not possess 
the level of competence in loss reserving to qualify as a loss reserve specialist, 
the auditor should use the work of an outside specialist. [Paragraph renum­
bered and revised, April 1998, to reflect conforming changes necessary due to 
the issuance of recent authoritative literature.]

.99 In accordance with SAS No. 73, whenever the auditor uses the work 
of a specialist, the auditor should fulfill certain fundamental requirements. 
The auditor should satisfy himself or herself concerning the professional 
qualifications and reputation of the specialist by inquiry or other procedures. 
The auditor also should consider the relationship, if any, of the specialist to the 
client. An understanding should be established between the auditor, the client, 
and the specialist as to the scope and nature of the work to be performed by the 
specialist and the form and content of the specialist’s report. The auditor has 
the responsibility to obtain an understanding of the methods or assumptions 
used by the specialist to determine whether the findings of the specialist are 
suitable for corroborating representations in the financial statements. These 
responsibilities apply to all the situations described in paragraph .100. [Para­
graph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

.100 The following are descriptions of situations involving the presence or 
absence of a loss reserve specialist in management’s determination of loss 
reserves and the recommended response by the auditor in each situation.
Situation 1—The company has no loss reserve specialist involved in the 
determination of loss reserves.
Auditor response to situation 1—As stated in paragraph .47, this situation may 
constitute a reportable condition and possibly a material weakness in the internal 
control. The auditor should use an outside loss reserve specialist to develop an 
independent expectation of the loss reserve estimate recorded by the company.
Situation 2—The company has an in-house loss reserve specialist who is 
involved in the determination of loss reserves and the company does not use an 
outside loss reserve specialist.
Auditor response to situation 2—The auditor would be required to use an 
outside loss reserve specialist to evaluate the reasonableness of the company’s 
loss reserve estimate.
Situation 3—The company has no in-house specialist but involves an outside 
loss reserve specialist in the determination of loss reserves.
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Auditor response to situation 3—The auditor should evaluate the relationship, 
if any, of the specialist to the company. If the specialist is related to the client, 
the auditor should perform additional procedures with respect to some or all of 
the specialist’s assumptions, methods, or findings to determine that the find­
ings are not unreasonable or should use an outside specialist for that purpose.

Situation 4—The company involves an in-house loss reserve specialist in the 
determination of loss reserves and involves an outside loss reserve specialist 
to separately review the loss reserves.

Auditor response to situation 4—The auditor could use the separate review 
performed by the outside loss reserve specialist.

[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

Evaluating the Reasonableness of Loss Adjustment 
Expense Reserves

.101 Evaluation of the reasonableness of LAE reserves involves many of 
the same skills that are needed to evaluate the reasonableness of loss reserves; 
therefore, such an evaluation ordinarily requires the use of an outside loss 
reserve specialist. Frequently, both ALAE reserves and ULAE reserves are 
calculated based on formulas related to paid losses; therefore, in conjunction 
with the audit of loss adjustment expenses, the auditor should perform suffi­
cient procedures to obtain assurance about the reliability of the paid-loss data. 
Although ALAE and ULAE frequently are calculated using formulas based on 
paid losses, they are calculated differently; accordingly, different procedures 
are used in the evaluation of these two types of reserves. [Paragraph renum­
bered, April 1998, to reflect conforming changes necessary due to the issuance 
of recent authoritative literature.]

.102 In most circumstances, a development test cannot be used as a test 
of the reasonableness of the ULAE reserve. The reasonableness of the ULAE 
reserve is primarily dependent on the application of sound techniques of cost 
accounting and expense allocation. The basis of this allocation should be 
reviewed by the auditor because the way that the company allocates its 
expenses will have an effect on the ULAE reserve calculation. This review 
should focus on the allocation of costs to the loss adjustment classification as 
well as the allocation within that classification to the individual lines of 
business. [Paragraph renumbered, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

Ceded Reinsurance Receivable
.103 This section discusses certain concepts and procedures that the 

auditor should be aware of to make a proper evaluation of the reasonableness 
of reinsurance receivable. This section does not address the following items, 
which are discussed in detail in the audit guide. Reference should be made to 
the audit guide for information about—

• The purpose and nature of reinsurance.
• Forms and types of reinsurance.
• Generally accepted accounting practices for reinsurance transactions.
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• Internal control structure considerations relating to ceded and as­
sumed reinsurance and a description of audit procedures to verify the 
integrity of recorded transaction data pursuant to such agreements.

[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]

Understanding an Insurance Company's Reinsurance Program

.104 The audit guide recommends that the auditor obtain an under­
standing of an insurance company’s reinsurance program to properly perform 
audit procedures to verify the accuracy and completeness of recorded cessions 
and assess the ability of reinsurers to meet their financial obligations under 
such agreements. This understanding is also essential to properly evaluate the 
reasonableness of reinsurance receivable balances. The scope of this under­
standing should not be limited to the reinsurance program currently in effect 
but should also include reinsurance program(s) in effect during historical 
periods from which loss experience will be used to project current year net 
ultimate losses and reinsurance recoveries. [Paragraph renumbered and re­
vised, April 1998, to reflect conforming changes necessary due to the issuance 
of recent authoritative literature.]

.105 Net loss development patterns will vary to the extent that current 
reinsurance arrangements (coverages, levels of retention, and type and form of 
reinsurance) differ from arrangements in effect during the claim experience 
period used to project losses. Accordingly, the effect of such differences on 
reinsurance receivables will need to be carefully assessed by the auditor. The 
level of complexity involved in making this assessment is largely dependent on 
the types of reinsurance used and the amount of experience available under 
the program. [Paragraph renumbered and revised, April 1998, to reflect con­
forming changes necessary due to the issuance of recent authoritative litera­
ture.]

.106 Special difficulties arise in estimating reinsurance receivable on 
excess of loss reinsurance arrangements in which claim frequency is sporadic, 
retention levels have changed, and aggregate excess of loss arrangements is 
used. Estimates of reinsurance receivables are generally easiest for primary 
coverages (first dollar coverage of either property or casualty business). Addi­
tionally, relying on expected loss ratios as a guide for estimating recoveries on 
excess reinsurance arrangements will not be very helpful if the pricing of such 
arrangements has varied from year to year with little correlation to the 
underlying economics of these agreements. Some companies separately project 
reinsurance receivable on IBNR by stratifying the data base by size of loss. 
[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]
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.107

Appendix

Inherent and Control Risk Factors Affecting Loss Reserves

This Appendix describes various factors that may affect the auditor’s assess­
ment of inherent and control risk when auditing insurance entities’ loss 
reserves.

Factors Affecting Inherent Risk

• A company’s product mix may have a significant effect on the variabil­
ity of loss reserves. It is more difficult to estimate loss reserves for 
long-tail lines of business than it is to estimate reserves for short-tail 
lines of business because events affecting ultimate claim settlement 
amounts will occur at a later date.

• New products or new types of risks generally will add to the subjectiv­
ity of the loss reserving process because of the company’s lack of 
experience with the new product and relative lack of relevant histori­
cal data.

• Deductibles, policy limits, and the retention level of specific lines of 
business may have a significant effect on the volatility of losses to be 
settled.

• Policy lines with a low frequency and high severity of claim settle­
ments may exhibit more variability than policy lines associated with 
a high frequency and low severity of claim settlements.

• Future inflation may result in ultimate loss settlements different from 
the amounts originally anticipated.

• Social inflation, which arises from the legal environment, as well as 
recent jury awards have the potential to increase ultimate loss settle­
ments.

• The level and consistency of backlogs in processing claims affect the 
stability of loss reserve analyses.

• The degree of management’s optimism or skepticism when estab­
lishing loss reserve assumptions may lead to fluctuations in reserves.

• The introduction of new policy forms may result in an unanticipated 
expansion of coverage. In addition, the company may lack historical 
data for losses under the new policy forms.

• Changes in regulations may cause insurance companies to change 
their claims adjusting practices; for example, a change in regulations 
may require an increase in the waiting period before workers’ compen­
sation benefits begin, or “bad faith” claim settlement laws may alter 
settlement practices.

• Catastrophic or unusual losses may distort historical experience. 
Reserves for catastrophic losses, particularly losses that occur near 
the end of the period, are difficult to estimate.
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• Insurance company cash flow considerations may result in a change 
in loss payment practices.

Factors Affecting Control Risk

• The quality and experience of personnel reviewing a company’s loss 
reserves affect the overall control environment. For example, a com­
pany that employs a qualified actuary or an experienced loss reserve 
specialist to review reserves is usually better equipped to estimate loss 
reserves than is a company that uses a less qualified individual to 
perform that task.

• The proper functioning of controls over claim processing will reduce 
the possibility of error in the data underlying loss reserve estimates. 
The risk of error in the claims data base will be minimized if controls 
are functioning as designed.

• The completeness and accuracy of a company’s data base will affect 
the risk of misstatement in assertions about loss reserves.

• The accuracy and reliability of claims data received from outside 
sources (cedants, reinsurers, voluntary and involuntary risk pools, 
etc.) will also affect the risk of misstatement in assertions about loss 
reserves.

• The adequacy of information and data produced by a company is 
critical in projecting loss reserves. For example, a company capable of 
accumulating only basic data on premium and loss experience gener­
ally poses a greater risk, all other things being equal, than does a 
company that is capable of accumulating and analyzing more sophis­
ticated data.

• Significant decentralization of operations and reliance on intermedi­
aries may increase control risk.

• A high level of delegation of claims processing or adjusting functions 
to intermediaries or outside adjusters, without adequate supervision, 
may result in inefficient claim handling and inappropriate case re­
serve estimates.

• Changes in delegated responsibilities may result in changes in claims 
settlement patterns and thereby invalidate historical claim experi­
ence.

• The quality of a company’s underwriting and claims staff and its 
knowledge of the industry and control over the company’s exposure to 
loss will have a significant effect on the loss reserving process.

• Existing manual or computerized systems may not be able to cope with 
a change in the volume of claims.

• Changes in the insurance company’s claims processing system may 
invalidate the historical data used to develop and evaluate loss re­
serves. Types of changes that may have this result include— 
— Changes in claim classification, such as counting claimants in­

stead of counting claims, considering reopened claims as IBNR 
claims rather than as development on reported claims, and chang­
ing the definition of claims closed without payment.
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— Changes in settlement patterns, such as slowing down the pay­
ment of claims to increase the holding period of investable assets 
or speeding up the payment of claims to decrease the effects of 
inflation.

— Changes in case reserving methodologies, either explicit or im­
plicit, such as a change from estimating case basis reserves on an 
ultimate cost basis to estimating case-basis reserves on a current 
cost basis.

— Changes in computerized information systems that result in 
faster or slower recognition and payment of claims.

[Paragraph renumbered and revised, April 1998, to reflect conforming changes 
necessary due to the issuance of recent authoritative literature.]
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Section 14,250
Statement of Position 92-8
Auditing Property/Casualty Insurance
Entities' Statutory Financial
Statements—Applying Certain Requirements 
of the NAIC Annual Statement Instructions

October, 1992

NOTE
This Statement of Position presents the recommendations of the Insurance 

Companies Committee regarding the audit of property/casualty insurance 
entities’ statutory financial statements in applying certain requirements of the 
National Association of Insurance Commissioners’ (NAIC’s) Annual Statement 
Instructions. It has been reviewed by the chairman of the Auditing Standards 
Board for consistency with auditing standards. AICPA members may have to 
justify departures from the recommendations in this Statement of Position if their 
work is challenged.

Applicability
.01 This statement of position (SOP) provides guidance on the impact of 

certain requirements of the National Association of Insurance Commissioners’ 
(NAIC’s) Annual Statement Instructions—Property and Casualty on the audi­
tor’s procedures in the audit of statutory financial statements of property/casu­
alty insurance entities.

Introduction
.02 The NAIC’s Annual Statement Instructions direct property/casualty 

insurers to require their independent certified public accountants to subject 
the current Schedule P-Part 1 (excluding those amounts related to bulk and 
incurred-but-not-reported [IBNR] reserves and claim counts) to the auditing 
procedures applied in the audit of the current statutory financial statements 
to determine whether Schedule P-Part 1 is fairly stated in all material respects 
in relation to the basic statutory financial statements taken as a whole. 
Schedule P-Part 1 includes Part 1-Summary and Part 1A-1R.

.03 Although no separate report on Schedule P-Part 1 is required by the 
NAIC, the auditor should consider the provisions of SAS No, 29, Reporting on 
Information Accompanying the Basic Financial Statements in Auditor-Submit­
ted Documents, and the provisions of this SOP. However, the requirements of 
this SOP do not preclude an auditor from issuing a report similar to that 
illustrated in paragraph 12 of SAS No. 29.

Auditing Procedures
.04 Certain of the information in Schedule P-Part 1 is typically subjected 

to auditing procedures applied in the audit of the basic statutory financial state­
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ments (for example, premiums earned and losses paid). Other information not 
directly related to the basic statutory financial statements is also presented 
(for example, lines of business classifications for immaterial lines). Although 
such information may not have been subjected to auditing procedures applied 
in the audit of the basic statutory financial statements in all instances, such 
information may have been derived from accounting records that have been 
tested by the auditor.

.05 Paragraph 7 of SAS No. 29 states that although an auditor is not 
required by generally accepted auditing standards to apply auditing proce­
dures to information presented outside of the basic financial statements, he or 
she may choose to modify or redirect certain of the procedures to be applied in 
the audit of the basic financial statements.

.06 In applying auditing procedures to the information presented in 
Schedule P-Part 1, the guidance about auditing the claims data base in 
paragraphs 4.1 and 4.2 of AICPA’s SOP 92-4, Auditing Insurance Entities’ Loss 
Reserves [section 14,230.61 and .62], applies. The auditor should also refer to 
chapter 4 and exhibit B-2 in appendix B of the AICPA Audit and Accounting 
Guide Audits of Property and Liability Insurance Companies.

.07 As stated in paragraph 4.2 of SOP 92-4 [section 14,230.62], because 
claim data and characteristics such as dates and types of loss can significantly 
influence reserve estimation, the auditor should test the completeness, reli­
ability, and classification of the claim loss and loss expense data during the 
audit of the statutory financial statements. In extending those procedures to 
Schedule P-Part 1, the auditor should determine that—

a. The data presented on Schedule P-Part 1 is properly reconciled to 
the statistical records of the company.

b. Changes between the prior-year and current-year Schedule P-Part 1 
are properly reconciled to the current-year audited statutory finan­
cial statements.

c. The source of the data for the auditing procedures applied to the 
claim loss and loss adjustment expense data during the current 
calendar year (for example, tests of payments on claims for all 
accident years that were paid during the current calendar year) is 
the same as (or reconciles to) the statistical records that support the 
data presented on Schedule P-Part 1.

.0 8 If, as a result of the procedures performed during the audit of the 
statutory financial statements, the auditor becomes aware that Schedule 
P-Part 1 is not fairly stated in relation to the financial statements taken as a 
whole, the auditor should communicate to the company’s management and the 
opining actuary that Schedule P-Part 1 is not fairly stated and should describe 
the misstatement. If the company will not agree to revise Schedule P-Part 1, 
the auditor should issue a report on Schedule P-Part 1 and should include a 
description of the misstatement in that report. (The auditor should refer to SAS 
No. 29 when a report will be issued.) The auditor should consider the impact of 
a misstatement in Schedule P-Part 1 on the auditor’s report on the statutory 
financial statements.

Effective Date
.0 9 This SOP is effective for audits of statutory-basis financial statements 

of property/casualty insurance entities for periods ending after December 15, 
1992.

§14,250.05 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Auditing Property/Casualty Insurance Entities 30,763

Insurance Companies Committee 
(1991-1992)

John T. Baily, Chairman 
Shirley L. Abel 
Edward F. Bader 
Richard H. Bertholdt 
Anthony R. Biele 
Howard E. Dalton 
Frederick W. Deichmann 
J. Heath Fitzsimmons 
William C. Freda

Robert W. Granow 
Wayne R. Huneke 
R. Larry Johnson 
Peter E. Jokiel 
John W. McCullough 
Gary W. Roubinek 
Bruce E. Schowengerdt 
Fredricka Taubitz

AICPA Staff

Dan M. Guy
Vice President
Auditing Standards

Ellise G. Konigsberg 
Technical Manager 
Accounting Standards

[The next page is 30,941.]

AICPA Technical Practice Aids §14,250.09





Required Supplementary Information 30,941

Section 14,270
Statement of Position 93-5
Reporting on Required Supplementary 
Information Accompanying Compiled or 
Reviewed Financial Statements of Common 
Interest Realty Associations

April 23, 1993

NOTE
This Statement of Position presents the recommendations of the AICPA 

Accounting and Review Services Committee on the application of Statements on 
Standards for Accounting and Review Services to compilations and reviews of 
financial statements of common interest realty associations. It has been reviewed 
by the chairman of the Accounting and Review Services Committee for 
consistency with existing compilation and review standards. AICPA members 
should be prepared to justify departures from the recommendations in this 
Statement of Position.

.01 The American Institute of Certified Public Accountants (AICPA) has 
issued the Audit and Accounting Guide Common Interest Realty Associations 
(the CIRA guide), which requires common interest realty associations (CIRAs) 
to disclose certain supplementary information outside the basic financial state­
ments. This requirement also applies to nonpublic CIRAs whose financial 
statements are compiled or reviewed in accordance with Statements on Stand­
ards for Accounting and Review Services (SSARSs). Paragraph 43 of SSARS 1, 
Compilation and Review of Financial Statements, describes the accountant’s 
responsibility when the financial statements are accompanied by information 
voluntarily presented for supplementary analysis purposes; however, SSARSs 
do not address the accountant’s responsibility when the financial statements 
are accompanied by required supplementary information. This statement of 
position (SOP) amends chapter 8, “Review and Compilation Engagements,” of 
the CIRA guide by providing accountants with performance and reporting 
guidance when required supplementary information accompanies the basic 
financial statements in a compilation or review engagement.

.02  Paragraph 4.31 of the CIRA guide describes the required supplemen­
tary information that should accompany the basic financial statements. That 
information consists of—

• Estimates of current or future costs of future major repairs and 
replacements of all existing components, such as roofs, including 
estimated amounts required, methods used to determine the costs, the 
basis for calculations (including assumptions, if any, about interest 
and inflation rates), sources used, and the dates of studies made for 
this purpose, if any.1

1 There is no requirement for CIRAs to obtain studies prepared by professional engineers. 
Estimates made by the board of directors or estimates obtained from licensed contractors are 
satisfactory, as discussed in paragraphs 3.06 and 3.07 of the CIRA guide, Common Interest Realty 
Associations.
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• A presentation of components to be repaired and replaced, estimates
of the remaining useful lives of those components, estimates of current 
or future replacement costs, and amounts of funds accumulated for 
each to the extent designated by the board.

.03  When the basic financial statements have been compiled or reviewed, 
the required supplementary information accompanying the basic financial 
statements should, at a minimum, be compiled. If the entity chooses to omit 
the required supplementary information, the guidance in paragraph .06 should 
be followed. To compile the required supplementary information, the account­
ant should—

a. Establish an understanding with the entity regarding the services 
the accountant will perform with respect to the required supplemen­
tary information and how that information will affect the report the 
accountant expects to render.

b. Consider what supplementary information is required by the CIRA 
guide and how that information is to be presented.

c. Obtain an understanding of how the required supplementary infor­
mation was developed. This understanding ordinarily includes the 
following:

— The source of the information, for example, engineering reports, 
estimates obtained from licensed contractors, tables in technical 
manuals on useful lives

— Whether the required supplementary information is based on 
current or future replacement costs

— The interest and inflation rates used to determine funding 
requirements if the information is based on future replacement 
costs

d. Consider whether it will be necessary to perform other accounting 
services in order to compile the required supplementary information.

e. Read the required supplementary information and consider whether 
it appears to be appropriate in form and free from obvious material 
error.

f. Obtain additional or revised information, if the accountant becomes 
aware that the required supplementary information is incorrect, 
incomplete, or otherwise unsatisfactory.

g. If the entity is unable or refuses to provide additional or revised 
information, consider whether a modification of the standard report 
is adequate to disclose the deficiency in the measurement or presen­
tation of the required supplementary information. If modification of 
the standard report is adequate to disclose the deficiency, the ac­
countant should follow the guidance in paragraph .05. If modification 
of the standard report is not adequate to disclose the deficiency, the 
accountant should withdraw from the engagement.

.04  When the basic financial statements have been compiled or reviewed 
and the accompanying required supplementary information has been com­
piled, the accountant should indicate in the report, or in a separate report, the 
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degree of responsibility he or she is taking for the supplementary information. 
The report should—

a. Identify the required supplementary information accompanying the 
financial statements. (Identification may be by descriptive title or 
page number of the document.)

b. State that the supplementary information is not a required part of 
the basic financial statements but is supplementary information 
required by the AICPA.

c. State that the accountant has compiled the accompanying supple- , 
mentary information from information that is the representation of 
management, without audit or review.

d. State that the accountant does not express an opinion or any other 
form of assurance on the supplementary information.

An example of an additional paragraph that may be added to a compilation 
report follows:

The [identify the supplementary information] on page XX is not a required part 
of the basic financial statements but is supplementary information required by 
the American Institute of Certified Public Accountants. We (I) have compiled 
[identify the supplementary information] from information that is the repre­
sentation of management of XYZ Company, without audit or review. Accord­
ingly, we (I) do not express an opinion or any other form of assurance on the 
supplementary information.

.05  If, on the basis of facts known to him or her, the accountant becomes 
aware that the supplementary information has not been measured or pre­
sented in accordance with prescribed guidelines, the accountant should indi­
cate in his or her report that the information does not conform to the guidelines 
and should describe the nature of any material departure(s). An example of a 
sentence that might be added to the illustrative paragraph presented in 
paragraph .04 follows:

However, we (I) did become aware that the supplementary information about 
future major repairs and replacements of common property is not presented in 
conformity with the guidelines established by the American Institute of Certi­
fied Public Accountants because [describe the material departure from the 
AICPA guidelines].

.06  When the compiled or reviewed financial statements are not accom­
panied by the required supplementary information, a paragraph should be 
added to the compilation or review report indicating that the required supple­
mentary information has been omitted. The accountant need not present the 
supplementary information in the accountant’s report. The following is an 
example of a paragraph that the accountant might use in these circumstances:

The American Institute of Certified Public Accountants has determined that 
supplementary information about future major repairs and replacements of 
common property is required to supplement, but not required to be a part of, 
the basic financial statements. The Association has not presented this supple­
mentary information.

.07  In an engagement to review the basic financial statements, the re­
quired supplementary information is not subjected to the inquiry and analyti­
cal procedures applied in the review of the basic financial statements; therefore,
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SSARSs are not applicable to the review of this information. If the accountant 
has been engaged to review the required supplementary information, he or she 
may do so in accordance with Statement on Standards for Attestation Engage­
ments No. 1, Attestation Standards.

Effective Date

.08  This SOP is effective for compilations and reviews of financial state­
ments for periods ending on or after December 15, 1993. Earlier application is 
encouraged.
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Section 14,280
Statement of Position 93-8
The Auditor's Consideration of Regulatory 
Risk-Based Capitol for Life Insurance 
Enterprises

December 29, 1993

NOTE
This Statement of Position presents the recommendations of the AICPA 

Insurance Companies Committee regarding the application of generally accepted 
auditing standards to audits of financial statements of insurance enterprises. 
Members of the AICPA Auditing Standards Board have found the recommenda­
tions in this Statement of Position to be consistent with existing standards 
covered by Rule 202 of the AICPA Code of Professional Conduct. AICPA members 
should be prepared to justify departures from the recommendations in this 
Statement of Position.

Introduction and Scope
.01 Life insurance enterprises operate in a highly regulated environment. 

The regulation of life insurance enterprises is directed primarily toward safe­
guarding policyholders’ interests and maintaining public confidence in the 
safety and soundness of the life insurance system. One of the primary tools 
used by state insurance departments for ensuring that those objectives are 
being achieved is risk-based capital (RBC).

.02 This Statement of Position (SOP) addresses the auditors’ responsibil­
ity that arises from the RBC requirements imposed on life insurance enter­
prises. These RBC requirements affect audits of life insurance enterprises in 
the following three primary areas:

a. Audit planning
b. Going-concern considerations
c. Other reporting considerations

Overview of Risk-Based Capital
.03 Regulation of life insurance enterprises has historically focused on 

their capital. The National Association of Insurance Commissioners (NAIC) 
requires life insurance enterprises to disclose RBC in their statutory filings. 
The RBC calculation serves as a benchmark for the regulation of life insurance 
enterprises’ solvency by state insurance regulators. RBC requirements set 
forth dynamic surplus formulas similar to target surplus formulas used by 
commercial rating agencies. The formulas specify various weighting factors 
that are applied to financial balances or various levels of activity based on the 
perceived degree of risk. Such formulas focus on four general types of risk:

a. The risk related to the insurer’s assets (asset or default risk)
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b. The risk of adverse insurance experience with respect to the insurer’s 
liabilities and obligations (insurance or underwriting risk)

c. The interest rate risk from the insurer’s business (asset/liability 
matching)

d. All other business risks (management, regulatory action, and contin­
gencies)

The amount determined under such formulas is called the authorized control 
level RBC (ACLC).

.04  RBC requirements establish a framework for linking various levels of 
regulatory corrective action to the relationship of a life insurance entity’s total 
adjusted capital (TAC) (equal to the sum of statutory capital and surplus and 
such other items, if any, as the NAIC’s RBC instructions1 may provide) to 
the calculated ACLC. The levels of regulatory action, the trigger point, and the 
corrective actions are summarized as follows:

Risk-Based Capital Levels and Corrective Actions

1 The NAIC’s RBC instructions may be amended by the NAIC from time to time in accordance 
with procedures adopted by the NAIC.

Level Trigger Corrective Action

Company Action TAC is less than or The life insurance en­
Level RBC (CALC) equal to 2 x ACLC, or 

TAC is less than or 
equal to 2.5 x ACLC 
with negative trend

terprise must submit 
a comprehensive plan 
to the insurance 
commissioner.

Regulatory Action TAC is less than or In addition to the ac­
Level RBC (RALC) equal to 1.5 x ACLC, 

or unsatisfactory RBC 
Plan

tion above, the insur­
ance commissioner is 
required to perform 
an examination or 
analysis deemed 
necessary and issue a 
corrective order 
specifying corrective 
actions required.

Authorized Control TAC is less than or In addition to the ac­
Level RBC (ACLC) equal to 1 x ACLC tions described above, 

the insurance com­
missioner is permitted 
but not required to 
place the life insur­
ance enterprise under 
regulatory control.

Mandatory Control TAC is less than or The insurance com­
Level RBC (MCLC) equal to .7 x ACLC missioner is required 

to place the life in­
surance enterprise 
under regulatory 
control.
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.05  Under the RBC requirements, the comprehensive financial plan 
should—

a. Identify the conditions in the insurer that contribute to the failure 
to meet the capital requirements.

 b. Contain proposals of corrective actions that the insurer intends to 
take and that would be expected to result in compliance with capital 
requirements.

c. Provide projections of the insurer’s financial results in the current 
year and at least the four succeeding years, both in the absence of 
proposed corrective actions and giving effect to the proposed correc­
tive actions.

d. Identify the key assumptions impacting the insurer’s projections and 
the sensitivity of the projections to the assumptions.

e. Identify the quality of, and problems associated with, the insurer’s 
business, including but not limited to its assets, anticipated business 
growth and associated surplus strain, extraordinary exposure to risk, 
mix of business, and use of reinsurance in each case, if any.

Audit Planning

.06  The objective of an audit of a life insurance enterprise’s financial 
statements is to express an opinion on whether they present fairly, in all 
material respects, the enterprise’s financial position, results of operations, and 
cash flows in conformity with generally accepted accounting principles 
(GAAP). To accomplish that objective, the auditor assesses the risk that the 
financial statements contain material misstatements and plans and performs 
audit procedures to provide reasonable assurance that the financial state­
ments are free of material misstatements. Because of the importance of RBC 
to life insurance enterprises, RBC should be considered in assessing risk and 
planning the audit. The auditor should ordinarily obtain and review the client’s 
RBC reports and should understand the RBC requirements for preparing such 
reports and the actual regulations associated with RBC.

Going-Concern Considerations
.07  Statement on Auditing Standards (SAS) No. 59, The Auditor’s Consid­

eration of an Entity’s Ability to Continue as a Going Concern, requires auditors 
to evaluate, as part of every audit, whether there is substantial doubt about 
the ability of the entity to continue as a going concern for a reasonable period 
of time, not to exceed one year beyond the financial statement date. A signifi­
cant consideration in the auditor’s evaluation of a life insurance enterprise’s 
ability to continue as a going concern is whether the enterprise complies with 
regulatory RBC requirements.2

2 Auditors should evaluate a life insurance enterprise’s ability to continue as a going concern 
even if the enterprise meets the minimum RBC standards. There are other conditions and events 
that may indicate that there could be substantial doubt about a life insurance enterprise’s ability to 
continue as a going concern, such as recurring operating losses, indications of strained liquidity, 
concerns expressed by regulators, and indications of strained relationships with regulators. However, 
this SOP discusses only failure to meet RBC standards.
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.0 8 In view of the serious ramifications of noncompliance with regulatory 
RBC requirements for life insurance enterprises (see paragraph .04), such 
failure is a condition that indicates that there could be substantial doubt about 
the entity’s ability to continue as a going concern for a reasonable period of 
time. Accordingly, the auditor should obtain information about management’s 
plans that are intended to mitigate the adverse effects of the noncompliance 
with regulatory RBC capital requirements or events that gave rise to the 
condition and assess the likelihood that such plans can be implemented. In 
evaluating management’s plans, the auditor should consider—

a. The life insurance enterprise’s existing regulatory capital position.
b. Whether a comprehensive financial plan has been filed and, if so, 

whether it has been accepted by the regulators.
.09 The auditor should consider the amount of any RBC capital defi­

ciency. In general, the lower the ratio of total adjusted capital to authorized 
control level RBC, the greater the doubt about the enterprise’s ability to 
continue as a going concern for a reasonable period. The auditor should, 
however, also assess the likelihood that the life insurance enterprise’s regula­
tory capital position will improve or deteriorate in the next twelve months.

.10 The auditor should also consider the nature or source (asset quality, 
underwriting, asset/liability matching, or other) of the deficiency. Curing 
deficiencies from certain sources may be more within the control of the man­
agement of the life insurance enterprise than curing deficiencies from other 
sources.

.11 Furthermore, the auditor should ascertain whether a comprehensive 
financial plan has been filed and accepted by the commissioner. If the commis­
sioner has accepted the comprehensive financial plan, the auditor should 
identify those elements of the comprehensive financial plan that are particu­
larly significant to overcoming the adverse effects of the failure to comply with 
regulatory RBC requirements and should identify and perform auditing proce­
dures to obtain evidential matter about the significant elements. For example, 
the auditor should consider the adequacy of support regarding an enterprise’s 
ability to obtain additional capital or a planned disposal of assets. When 
prospective financial information is particularly significant to management’s 
plans, the auditor should request that management provide the information 
and should consider the adequacy of support for significant assumptions that 
underlie it. Further, the auditor should identify those elements of the compre­
hensive financial plan and conditions placed on the life insurance enterprise 
by the commissioner that are most difficult to achieve and consider the likeli­
hood that the life insurance enterprise will not be able to implement the 
elements successfully.

.12 If the commissioner has rejected the comprehensive financial plan, 
the auditor should consider the commissioner’s reasons for rejecting it, any 
revisions proposed by the commissioner to render the comprehensive financial 
plan satisfactory, management’s intentions for revising the comprehensive 
financial plan, and possible regulatory sanctions. If the commissioner has not 
yet notified the insurer whether the comprehensive financial plan has been 
accepted,3 the auditor should review related communication between the 
commissioner and the life insurance enterprise and make inquiries of both 
management and regulatory officials to determine the current status of the 

3 The RBC Requirements require the commissioner to notify the insurer whether the compre­
hensive financial plan is accepted or is unsatisfactory within sixty days of submission of the plan.
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comprehensive financial plan. If the life insurance enterprise has not filed a 
financial plan with the commissioner,4 the auditor should make inquiries of 
management officials about their comprehensive financial plan and their plans 
for filing.

4 The RBC Requirements require that a comprehensive financial plan be filed with the commis­
sioner within forty-five days of the failure to meet RBC standards.

6 Auditors of publicly held life insurance enterprises should consider SEC Financial Reporting 
Release No. 16, Rescission of Interpretation Relating to Certification of Financial Statements, which 
states, “... filings containing accountants’ reports that are qualified as a result of questions about the 
entity’s continued existence must contain appropriate and prominent disclosure of the registrant’s 
financial difficulties and viable plans to overcome these difficulties.”

6 The circumstances described in the fourth paragraph of this illustrative report represent 
assumptions made for purposes of illustration Only. They are not intended to provide criteria or other 
guidelines to be used by independent auditors in deciding whether an explanatory paragraph should 
be added to their reports.

.13 After the auditor has evaluated management’s plans, the auditor 
should conclude whether substantial doubt about the life insurance enter­
prise’s ability to continue as a going concern for a reasonable period of time 
remains or is alleviated. This is often a complex judgment requiring consider­
able professional experience.

Substantial Doubt Remains

.14 If the auditor concludes that substantial doubt about the life insur­
ance enterprise’s ability to continue as a going concern for a reasonable period 
of time remains, the auditor should (a) consider the possible effects on the 
financial statements and the adequacy of the related disclosures5 and (b) 
modify his or her report.

Independent Auditor's Reports
.15 The auditor’s report should either (a) include an explanatory para­

graph (following the opinion paragraph) to reflect the auditor’s conclusion 
about the existence of substantial doubt that the entity can continue as a going 
concern for a reasonable period of time (see paragraph .17) or (b) disclaim an 
opinion (see paragraph .18).

.16 The illustrative auditors’ reports in this SOP are presented to assist 
auditors in drafting their reports under various RBC circumstances. Each 
illustration intentionally describes the same general fact situation to avoid 
suggesting that particular facts always lead to a particular form of opinion. The 
appropriate form of opinion depends on the auditor’s judgment as to the 
severity and most probable outcome of the matter described.

.17 The following is an illustration of an auditor’s report (unqualified 
opinion) on the financial statements of a life, insurance enterprise with an 
explanatory paragraph added because of the existence of substantial doubt 
about the enterprise’s ability to continue as a going concern.

Independent Auditor’s Report6

To the Board of Directors and Shareholders
ABC Life Company

We have audited the accompanying balance sheets of ABC Life Company as of 
December 31, 19X2 and 19X1, and the related statements of income, changes 
in stockholders’ equity, and cash flows for the years then ended. These financial 
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statements are the responsibility of the Company’s management. Our respon­
sibility is to express an opinion on these financial statements based on our 
audits.

We conducted our audits in accordance with generally accepted auditing 
standards. Those standards require that we plan and perform the audits to 
obtain reasonable assurance about whether the financial statements are free 
of material misstatement. An audit includes examining, on a test basis, 
evidence supporting the amounts and disclosures in the financial statements. 
An audit also includes assessing the accounting principles used and significant 
estimates made by management, as well as evaluating the overall financial 
statement presentation. We believe that our audits provide a reasonable basis 
for our opinion.

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the financial position of ABC Life Company as of December 
31, 19X2 and 19X1, and the results of its operations and its cash flows for the 
years then ended in conformity with generally accepted accounting principles.

The accompanying financial statements have been prepared assuming that 
ABC Life Company will continue as a going concern. As discussed in Note XX 
to the financial statements, [State of Domicile’s Insurance Regulatory Body] 
imposes risk-based capital requirements on life insurance enterprises, includ­
ing the Company. At December 31, 19X2, the Company’s total adjusted capital 
is at the company action level based on the risk-based capital calculation 
required by [State of Domicile’s Insurance Regulatory Body]. The Company has 
filed a comprehensive financial plan with the commissioner outlining the 
Company’s plans for attaining the required levels of regulatory capital by 
December 31, 19XX. To date, the Company has not received notification from 
the commissioner regarding acceptance or rejection of its comprehensive finan­
cial plan. Failure to meet the capital requirements and interim capital targets 
included in the Company’s plan would expose the Company to regulatory 
sanctions that may include restrictions on operations and growth, mandatory 
asset dispositions, and placing the Company under regulatory control. These 
matters raise substantial doubt about the ability of ABC Life Company to 
continue as a going concern. The ability of the Company to continue as a going 
concern is dependent on many factors, one of which is regulatory action, 
including ultimate acceptance of the Company’s comprehensive financial plan. 
Management’s plans in regard to these matters are described in Note XX. The 
financial statements do not include any adjustments that might result from the 
outcome of this uncertainty.

[Signature]

[Date]

.18 SAS No. 59 states that inclusion of an explanatory paragraph (follow­
ing the opinion paragraph) in the auditor’s report as described above serves 
adequately to inform users of the financial statements of the auditor’s substan­
tial doubt. Nonetheless, SAS No. 59 does not preclude the auditor from declin­
ing to express an opinion in cases involving uncertainties. If the auditor 
disclaims an opinion, the uncertainties and their possible effects should be 
disclosed in an appropriate manner and the auditor’s report should state all of 
the substantive reasons for the disclaimer of opinion. The following is an 
illustration of an auditor’s report containing a disclaimer of opinion as the 
result of uncertainties relating to an auditor’s substantial doubt about a life 
insurance enterprise’s ability to continue as a going concern for a reasonable 
period of time.
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Independent Auditor’s Report7

To the Board of Directors and Shareholders
XYZ Life Company

We have audited the accompanying balance sheets of XYZ Life Company as of 
December 31, 19X2 and 19X1, and the related statements of income, changes 
in stockholders’ equity, and cash flows for the years then ended. These financial 
statements are the responsibility of the Company’s management. Our respon­
sibility is to report on these financial statements based on our audits.

We conducted our audits in accordance with generally accepted auditing stand­
ards. Those standards require that we plan and perform the audits to obtain 
reasonable assurance about whether the financial statements are free of material 
misstatement. An audit includes examining, on a test basis, evidence supporting 
the amounts and disclosures in the financial statements. An audit also includes 
assessing the accounting principles used and significant estimates made by 
management, as well as evaluating the overall financial statement presentation. 
We believe that our audits provide a reasonable basis for our report.

The accompanying financial statements have been prepared assuming that 
XYZ Life Company will continue as a going concern. As discussed in Note XX 
to the financial statements, [State of Domicile’s Insurance Regulatory Body] 
imposes risk-based capital requirements on life insurance enterprises, includ­
ing the Company. At December 31, 19X2, the Company’s total adjusted capital 
is at the company action level based on the risk-based capital calculation 
required by [State of Domicile’s Insurance Regulatory Body]. The Company has 
filed a comprehensive financial plan with the commissioner outlining its plans 
for attaining the required levels of regulatory capital by December 31, 19XX. 
To date, the Company has not received notification from the commissioner 
regarding acceptance or rejection of its comprehensive financial plan. Failure to 
meet the capital requirements and interim capital targets included in the Com­
pany’s plan would expose the Company to regulatory sanctions that may include 
restrictions on operations and growth, mandatory asset dispositions, and placing 
the Company under regulatory control. These matters raise substantial doubt 
about the ability of XYZ Life Company to continue as a going concern. The ability 
of the Company to continue as a going concern is dependent on many factors, one 
of which is regulatory action, including ultimate acceptance of the Company’s 
comprehensive financial plan. Management’s plans in regard to these matters are 
described in Note XX. The financial statements do not include any adjustments 
that might result from the outcome of this uncertainty.

Because of the significance of the uncertainty discussed above, we are unable 
to express, and we do not express, an opinion on the financial statements for 
the year ended December 31, 19X2.

In our opinion, the 19X1 financial statements referred to above present fairly, 
in all material respects, the financial position of XYZ Life Company as of 
December 31, 19X1, and the results of its operations and its cash flows for the 
year then ended in conformity with generally accepted accounting principles.

[Signature]

[Date]

7 The circumstances described in the third paragraph of this illustrative report represent
assumptions made for purposes of illustration only. They are not intended to provide criteria or other
guidelines to be used by independent auditors in deciding whether to disclaim an opinion on financial
statements.
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Substantial Doubt Alleviated
.19 If the auditor concludes that substantial doubt about the life insur­

ance enterprise’s ability to continue as a going concern for a reasonable period 
of time is alleviated, the auditor should consider the adequacy of disclosure in 
the financial statements of the principal conditions or events that initially 
raised the substantial doubt. The auditor should follow the guidance in SAS 
No. 59, paragraphs .10 and .11. Furthermore, the auditor may wish to add an 
emphasis of matter paragraph to the auditor’s report (see paragraphs .27 and 
.28, below).

Other Reporting Considerations

Uncertainties
.20 A matter involving an uncertainty is one that is expected to be 

resolved at a future date, at which time conclusive evidential matter concern­
ing its outcome would be expected to become available. Uncertainties include, 
but are not limited to, contingencies covered by FASB Statement No. 5, 
Accounting for Contingencies, and matters related to estimates covered by SOP 
94-6, Disclosure of Certain Significant Risks and Uncertainties [section 
10,640]. [Paragraph revised, June 1998, to reflect conforming changes neces­
sary due to the issuance of recent authoritative literature.]

.21 Conclusive evidential matter concerning the ultimate outcome of 
uncertainties cannot be expected to exist at the time of the audit because the 
outcome and related evidential matter are prospective. In these circumstances, 
management is responsible for estimating the effect of future events on the 
financial statements, or determining that a reasonable estimate cannot be 
made and making the required disclosures, all in accordance with GAAP, based 
on management’s analysis of existing conditions. An audit includes an assess­
ment of whether the evidential matter is sufficient to support management’s 
analysis. Absence of the existence of information related to the outcome of an 
uncertainty does not necessarily lead to a conclusion that the evidential matter 
supporting management’s assertion is not sufficient. Rather, the auditor’s 
judgment regarding the sufficiency of the evidential matter is based on the 
evidential matter that is, or should be, available. If, after considering the 
existing conditions and available evidence, the auditor concludes that suffi­
cient evidential matter supports management’s assertions about the nature of 
a matter involving an uncertainty and its presentation or disclosure in the 
financial statements, an unqualified opinion ordinarily is appropriate. [Para­
graph added, June 1998, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

.22 If the auditor is unable to obtain sufficient evidential matter to 
support management’s assertion about the nature of a matter involving an 
uncertainty and its presentation or disclosure in the financial statements, the 
auditor should consider the need to express a qualified opinion or to disclaim 
an opinion because of a scope limitation. A qualified opinion or disclaimer of 
opinion because of a scope limitation is appropriate if sufficient evidential 
matter related to an uncertainty does or did exist but was not available to the 
auditor for reasons such as management’s record retention policies or a restric­
tion imposed by management. [Paragraph added, June 1998, to reflect con­
forming changes necessary due to the issuance of recent authoritative 
literature.]
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.23 Scope limitations related to uncertainties should be differentiated 
from situations in which the auditor concludes that the financial statements 
are materially misstated due to departures from GAAP related to uncertain­
ties. Such departures may be caused by inadequate disclosure concerning the 
uncertainty, the use of inappropriate accounting principles, or the use of 
unreasonable accounting estimates. [Paragraph added, June 1998, to reflect 
conforming changes necessary due to the issuance of recent authoritative 
literature.]

.24 The auditor’s decision to add an explanatory paragraph to the audi­
tor’s report because of the existence of such an uncertainty that affects the 
financial statements is one that requires a high degree of professional judg­
ment. Prior to considering whether an explanatory paragraph should be added 
to the auditor’s report because of the existence of a material uncertainty, the 
auditor should have concluded that substantial doubt about the life insurance 
enterprise’s ability to continue as a going concern does not exist (see para­
graphs .07 to .19, above). An explanatory paragraph for a material uncertainty 
should not be used for situations in which the auditor’s uncertainty involves 
substantial doubt about the ability of the life insurance enterprise to continue 
as a going concern. [Paragraph renumbered, June 1998, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

.25 Because its resolution is prospective, management generally cannot 
estimate the effect of the uncertainty on the entity’s financial statements. 
Uncertainties should not be confused with future events that generally are 
susceptible to reasonable estimation by management in preparing financial 
statements. If the auditor believes that financial statements are materially 
misstated as a result of the use of inappropriate accounting principles, the 
auditor should express a qualified or adverse opinion. A scope limitation should 
result in a qualified opinion or a disclaimer of opinion. [Paragraph renum­
bered, June 1998, to reflect conforming changes necessary due to the issuance 
of recent authoritative literature.]

.26 If the auditor decides to include an explanatory paragraph(s) in the 
report because of the existence of a material uncertainty that affects the 
financial statements, the explanatory language should follow the opinion 
paragraph and should describe the matter giving rise to the uncertainty and 
indicate that its outcome cannot presently be determined. The explanatory 
language may be shortened by referring to disclosures made in a note to the 
financial statements. No reference to the uncertainty should be made in the 
introductory, scope, or opinion paragraphs of the auditor’s report. The follow­
ing is an illustration of an auditor’s report (unqualified opinion) on the finan­
cial statements of a life insurance enterprise with an explanatory paragraph 
because of the existence of a material uncertainty as a result of possible regulatory 
sanctions.

Independent Auditor’s Report8

8 The circumstances described in the fourth paragraph of this illustrative report represent 
assumptions made for purposes of illustration only. They are not intended to provide criteria or other 
guidelines to be used by independent auditors in deciding whether an explanatory paragraph should 
be added to their reports.

To the Board of Directors and Shareholders
GHI Life Insurance Company

We have audited the accompanying balance sheets of GHI Life Insurance 
Company as of December 31, 19X2 and 19X1, and the related statements of 
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income, changes in stockholders’ equity, and cash flows for the years then 
ended. These financial statements are the responsibility of the Company’s 
management. Our responsibility is to report on these financial statements 
based on our audits.

We conducted our audits in accordance with generally accepted auditing 
standards. Those standards require that we plan and perform the audits to 
obtain reasonable assurance about whether the financial statements are free 
of material misstatement. An audit includes examining, on a test basis, 
evidence supporting the amounts and disclosures in the financial statements. 
An audit also includes assessing the accounting principles used and significant 
estimates made by management, as well as evaluating the overall financial 
statement presentation. We believe that our audits provide a reasonable basis 
for our opinion.

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the financial position of GHI Life Insurance Company as of 
December 31, 19X2 and 19X1, and the results of its operations and its cash 
flows for the years then ended in conformity with generally accepted accounting 
principles.

As discussed in Note XX to the financial statements, [State of Domicile’s 
Insurance Regulatory Body} imposes risk-based capital requirements on life 
insurance enterprises, including the Company. At December 31, 19X2, the 
Company’s total adjusted capital is at the company action level based on the 
risk-based capital calculation required by [State of Domicile’s Insurance Regu­
latory Body}. The ultimate outcome of this situation cannot presently be 
determined. Accordingly, no adjustments that may result from the ultimate 
resolution of this uncertainty have been made in the accompanying financial 
statements.

[Signature}

[Date}

[Paragraph renumbered, June 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

Emphasis of a Matter
.27 In some circumstances, the auditor may wish to emphasize a matter 

regarding the financial statements, but nevertheless intends to express an 
unqualified opinion. An example of such a circumstance is the failure to comply 
with regulatory RBC requirements. Prior to considering whether an emphasis 
of a matter paragraph should be added to the auditor’s report for a failure to 
comply with regulatory RBC requirements, however, the auditor should have 
concluded that the matter being emphasized does not create substantial doubt 
about the life insurance enterprise’s ability to continue as a going concern (see 
paragraphs .07 to .19, above) and does not reflect a material uncertainty (see 
paragraphs .20 to .26, above). [Paragraph renumbered, June 1998, to reflect 
conforming changes necessary due to the issuance of recent authoritative 
literature.]

.28 Emphasis of a matter should be presented in a separate paragraph of 
the auditor’s report. Phrases such as “with the foregoing explanation” should 
not be used in the opinion paragraph in situations of this type. The following 
is an illustration of an unqualified opinion with an emphasis of a matter 
paragraph regarding the possible effects of a life insurance enterprise’s failure 
to comply with regulatory RBC requirements on its financial statements.
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Independent Auditor’s Report9

9 The circumstances described in the third paragraph of this illustrative report represent 
assumptions made for purposes of illustration only. They are not intended to provide criteria or other 
guidelines to be used by independent auditors in deciding whether an emphasis paragraph should be 
added to their reports.

To the Board of Directors and Shareholders
DEF Life Company

We have audited the accompanying balance sheets of DEF Life Company as of 
December 31, 19X2 and 19X1, and the related statements of income, changes 
in stockholders’ equity, and cash flows for the years then ended. These financial 
statements are the responsibility of the Company’s management. Our respon­
sibility is to express an opinion on these financial statements based on our 
audits.

We conducted our audits in accordance with generally accepted auditing 
standards. Those standards require that we plan and perform the audits to 
obtain reasonable assurance about whether the financial statements are free 
of material misstatement. An audit includes examining, on a test basis, 
evidence supporting the amounts and disclosures in the financial statements. 
An audit also includes assessing the accounting principles used and significant 
estimates made by management, aS well as evaluating the overall financial 
statement presentation. We believe that our audits provide a reasonable basis 
for our opinion.

As discussed in Note XX to the financial statements, [State of Domicile’s 
Insurance Regulatory Body] imposes risk-based capital requirements on life 
insurance enterprises, including the Company. At December 31, 19X2, the 
Company’s total adjusted capital is at the company action level based on the 
risk-based capital calculation required by [State of Domicile’s Insurance Regu­
latory Body].

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the financial position of DEF Life Company as of December 
31, 19X2 and 19X1, and the results of its operations and its cash flows for the 
years then ended in conformity with generally accepted accounting principles.

[Signature]

[Date]

[Paragraph renumbered, June 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]

Effective Date

.29 This statement of position is effective for audits of life insurance 
enterprises’ financial statements for periods ending after December 15, 1993. 
[Paragraph renumbered, June 1998, to reflect conforming changes necessary 
due to the issuance of recent authoritative literature.]
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Section 14,290
Statement of Position 94-1
Inquiries of State Insurance Regulators

April 20, 1994

NOTE
This Statement of Position (SOP) presents the recommendations of the AICPA 

Insurance Companies Committee regarding the application of generally accepted 
auditing standards to audits of financial statements of insurance enterprises. 
Members of the AICPA Auditing Standards Board have found the recommenda­
tions in this SOP to be consistent with existing standards covered by Rule 202 of 
the AICPA Code of Professional Conduct. AICPA members should be prepared to 
justify departures from the recommendations in this SOP.

SOP 94-1 is amended by SOP 01-5, Amendments to Specific AICPA Pronounce­
ments for Changes Related to the NAIC Codification. SOP 01-5 is effective for 
audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001.

Introduction
.01 This Statement of Position (SOP) addresses the auditor’s considera­

tion of regulatory examinations as a source of evidential matter in conducting 
an audit of an insurance enterprise’s financial statements and the auditor’s 
evaluation of material permitted statutory accounting practices.

Applicability
.02 This SOP applies to audits of financial statements of life insurance 

enterprises,1 property and casualty insurance enterprises, title insurance 
enterprises, mortgage guaranty insurance enterprises, assessment enter­
prises, fraternal benefit societies, reciprocal or interinsurance exchanges, pools 
other than public-entity risk pools, syndicates, and captive insurance compa­
nies. It amends chapter 2 (“Audit Considerations”) of the AICPA Audit and 
Accounting Guides Audits of Property and Liability Insurance Companies and 
Life and Health Insurance Entities.[2] As amended, effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001, by Statement of Position 01-5.]

.03 The insurance laws and regulations of most states require insurance 
companies domiciled in those states to comply with the guidance provided in 
the NAIC Accounting Practices and Procedures Manual except as prescribed 

1 FASB Interpretation No. 40, Applicability of Generally Accepted Accounting Principles to 
Mutual Life Insurance and Other Enterprises, clarifies that FASB Statements and Interpretations 
and Accounting Principles Board (APB) Opinions apply to mutual life insurance enterprises, except 
when specifically exempted, that prepare financial statements in conformity with generally accepted 
accounting principles. This SOP applies to audits of mutual life insurance enterprises.

[2] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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by state law. In 1999, the NAIC completed a process to codify statutory 
accounting practices for certain insurance enterprises, resulting in a revised 
Accounting Practices and Procedures Manual (the revised Manual), effective 
January 1, 2001. It is expected that all states will require insurers to comply 
with most, if not all, provisions of the revised Manual. Auditors of an insurance 
enterprise should monitor the status of the adoption of the revised Manual by 
the various state regulatory authorities. [Paragraph added, effective for audits 
of statutory financial statements for fiscal years ending on or after December 
15, 2001, by Statement of Position 01-5.]

Auditor's Consideration of State Regulatory Examinations
.04 The auditor should consider evaluating “information contained in 

regulatory or examination reports, supervisory correspondence, and similar 
materials from applicable regulatory agencies” (Statement on Auditing Stand­
ards [SAS] No. 57, Auditing Accounting Estimates [AICPA, Professional Stand­
ards, vol. 1, AU sec. 342]). The auditor may encounter specific information that 
may raise a question concerning possible illegal acts, such as . . . violations of 
laws or regulations cited in reports of examinations by regulatory agencies that 
have been available to the auditor” (SAS No. 54, Illegal Acts by Clients [AICPA, 
Professional Standards, vol. 1, AU sec. 317]). Accordingly, it is appropriate that 
the auditor review examination reports and related communications between 
regulators and the insurance enterprise to obtain competent evidential matter. 
[Paragraph renumbered and amended, effective for audits of statutory finan­
cial statements for fiscal years ending on or after December 15, 2001, by 
Statement of Position 01-5.]

.05 The auditor should review reports of examinations and communica­
tions between regulators and the insurance enterprise and make inquiries of 
the regulators. The auditor should—

• Request that management provide access to all reports of examina­
tions and related correspondence including correspondence relating to 
financial conditions.

• Read reports of examinations and related correspondence between 
regulators and the insurance enterprise during the period under audit 
through the date of the auditor’s report.

• Inquire of management and communicate with the regulators, with 
the prior approval of the insurance enterprise, when the regulators’ 
examination of the enterprise is in process or a report on an examina­
tion has not been received by the insurance enterprise regarding 
conclusions reached during the examination.

[Paragraph renumbered by the issuance of Statement of Position 01-5, Decem­
ber 2001.]

.06 A refusal by management to allow the auditor to review communica­
tions from, or to communicate with, the regulator would ordinarily be a 
limitation on the scope of the audit sufficient to preclude an unqualified 
opinion (SAS No. 58, Reports on Audited Financial Statements [AICPA Profes­
sional Standards, vol. 1, AU sec. 508]). A refusal by the regulator to communi­
cate with the auditor may be a limitation on the scope of the audit sufficient to 
preclude an unqualified opinion, depending on the auditor’s assessment of 
other relevant facts and circumstances. [Paragraph renumbered by the issu­
ance of Statement of Position 01-5, December 2001.]

§14,290.04 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Inquiries of State Insurance Regulators 30,973

Auditor's Consideration of Permitted Statutory 
Accounting Practices

.07 Prescribed statutory accounting practices are those practices incorpo­
rated directly or by reference in state laws, regulations, and general adminis­
trative rules applicable to all insurance enterprises domiciled in a particular 
state. States may adopt the revised Manual in whole, or in part, as an element 
of prescribed statutory accounting practices in those states. If, however, the 
requirements of state laws, regulations, and administrative rules differ from 
the guidance provided in the revised Manual or subsequent revisions, those 
state laws, regulations, and administrative rules will take precedence. Audi­
tors of insurance enterprises should review state laws, regulations, and admin­
istrative rules to determine the specific prescribed statutory accounting 
practices applicable in each state. [Paragraph renumbered and amended, 
effective for audits of statutory financial statements for fiscal years ending on 
or after December 15, 2001, by Statement of Position 01-5.]

.08 Permitted statutory accounting practices include practices not pre­
scribed by the domiciliary state, as described in paragraph .07 above, but 
allowed by the domiciliary state regulatory authority. An insurance enterprise 
may request permission from the domiciliary state regulatory authority to use 
a specific accounting practice in the preparation of the enterprise’s statutory 
financial statements (a) if it wishes to depart from the prescribed statutory 
accounting practices, or (b) if prescribed statutory accounting practices do not 
address the accounting for the transaction. Accordingly, permitted accounting 
practices differ from state to state, may differ from company to company within 
a state, and may change in the future. [Paragraph renumbered and amended, 
effective for audits of statutory financial statements for fiscal years ending on 
or after December 15, 2001, by Statement of Position 01-5.]

.09 Auditors should exercise care in concluding that an accounting treat­
ment is permitted, and should consider the adequacy of disclosures in the 
financial statements regarding such matters.[3] For each examination, audi­
tors should obtain sufficient competent evidential matter to corroborate man­
agement’s assertion that permitted statutory accounting practices that are 
significant to an insurance enterprise’s financial statements are permitted by 
the domiciliary state regulatory authority. [Paragraph renumbered and 
amended, effective for audits of statutory financial statements for fiscal years 
ending on or after December 15, 2001, by Statement of Position 01-5.]

.10 Sufficient competent evidential matter consists of any one or combi­
nation of—

• Written acknowledgment sent directly from the regulator to the audi­
tor. (This type of corroboration includes letters similar to attorneys’ 
letters and responses to confirmations.)

• Written acknowledgment prepared by the regulator, but not sent 
directly to the auditor, such as a letter to the client.

• Direct oral communications between the regulator and the auditor, 
supported by written memorandum. (If the auditor, rather than the 
regulator, prepares the memorandum, the auditor should send such 
memorandum to the regulator to make sure it accurately reflects the 
communication.)

[3] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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Auditors should use judgment to determine the type of corroboration that is 
necessary in the circumstances. [Paragraph renumbered by the issuance of 
Statement of Position 01-5, December 2001.]

.11 If the auditor is unable to obtain sufficient competent evidential 
matter to corroborate management’s assertion regarding a permitted statutory 
accounting practice that is material to the financial statements, the auditor 
should qualify or disclaim an opinion on the statutory financial statements 
because of the limitation on the scope of the audit (SAS No. 58 [AU sec. 508]). 
[Paragraph renumbered by the issuance of Statement of Position 01-5, Decem­
ber 2001.]

Effective Dates
.12 The provisions of this SOP as originally issued in 1994 should be 

applied to audits of financial statements performed for periods ending on or 
after December 15, 1994. The amendments to this SOP are effective for audits 
of statutory financial statements for fiscal years ending on or after December 
15, 2001. Retroactive application is not permitted. [Paragraph renumbered 
and amended, effective for audits of statutory financial statements for fiscal 
years ending on or after December 15, 2001, by Statement of Position 01-5.]
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Section 14,300
Statement of Position 95-4
Letters for State Insurance Regulators 
to Comply With the NA1C Model
Audit Rule

November 3, 1995

NOTE
This Statement of Position presents the recommendations of the AICPA 

Insurance Companies Committee regarding the application of generally accepted 
auditing standards to audits of financial statements of insurance enterprises. 
Members of the AICPA Auditing Standards Board have found the recommenda­
tions in this Statement of Position to be consistent with existing standards 
covered by Rule 202 of the AICPA Code of Professional Conduct. AICPA members 
should be prepared to justify departures from the recommendations in this 
Statement of Position.

Introduction
.01 This Statement of Position (SOP) provides guidance to auditors on the 

form and content of communications with state insurance regulators. Such 
communications are required by the National Association of Insurance Com­
missioners (NAIC) Annual Statement Instructions Requiring Annual Audited 
Financial Statements, which incorporates the January 1991 Model Rule (Regu­
lation) Requiring Annual Audited Financial Reports (reissued in July 1995) 
(hereinafter called the Model Audit Rule). The Model Audit Rule was designed 
by the NAIC to promote uniformity in state laws and regulations dealing with 
audits of insurance enterprises’ statutory financial statements. Though some 
states have laws or regulations that differ from the Model Audit Rule, this SOP 
addresses only the requirements of the Model Audit Rule.

.02 To the extent that the Model Audit Rule is changed in the future, the 
illustrations in this SOP may need to be changed to reflect the revised provi­
sions of the Model Audit Rule. For example, at the time of this SOP, the NAIC 
is in the process of codifying statutory accounting practices for certain insur­
ance enterprises. The Annual Statement Instructions Requiring Annual 
Audited Financial Statements currently requires that statutory financial state­
ments be prepared using accounting practices prescribed or otherwise permit­
ted by the insurance department of the state of domicile. It is expected that 
when the NAIC completes the codification of statutory accounting practices, 
the Model Audit Rule will be amended to require auditors to express opinions 
on statutory financial statements as to their conformity with the newly codified 
statutory accounting principles rather than as to their conformity with statu­
tory accounting practices prescribed or permitted by the insurance department 
of the state of domicile.
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Scope
.03 This SOP applies to audits of financial statements of all insurance 

companies that file audited financial statements with state insurance depart­
ments in accordance with the NAIC’s Model Audit Rule. It amends the Ameri­
can Institute of Certified Public Accountants (AICPA) Audit and Accounting 
Guide Audits of Property and Liability Insurance Companies and the AICPA 
Industry Audit Guide Audits of Stock Life Insurance Companies.1

1 The AICPA has a project under way to prepare an Audit and Accounting Guide Audits of Life 
and Health Insurance Entities which covers audits of mutual life insurance companies as well as 
stock life insurance companies. The new Audit and Accounting Guide would replace the Industry 
Audit Guide Audits of Stock Life Insurance Companies and would incorporate the guidance in this 
Statement of Position.

Conclusions—Form and Content

Awareness
.04 Section 6 of the Model Audit Rule requires that the insurer notify the 

insurance commissioner of the state of domicile of the name and address of the 
insurer’s independent certified public accountant (hereinafter referred to as 
auditor). In connection with that notification, the insurer is required to obtain 
an awareness letter from its auditor stating that the auditor--

a. Is aware of the provisions of the insurance code and the rules and 
regulations of the insurance department of the state of domicile that 
relate to accounting and financial matters.

b. Will issue a report on the financial statements in terms of their 
conformity to the statutory accounting practices prescribed or other­
wise permitted by the insurance department of the state of domicile, 
specifying exceptions as appropriate.

.05 The following is an illustration of the awareness letter:

To the Board of Directors of ABC Insurance Company:

We have been engaged by ABC Insurance Company (the Company) to perform 
annual audits in accordance with generally accepted auditing standards of the 
Company’s statutory financial statements. In connection therewith, we ac­
knowledge the following:

We are aware of the provisions relating to the accounting and financial 
reporting matters in the Insurance Code of [name of state of domicile] and the 
related rules and regulations of the Insurance Department of [name of state of 
domicile] that are applicable to audits of statutory financial statements of 
insurance enterprises. Also, after completion of our audits, we expect that we 
will issue our report on the statutory financial statements of ABC Insurance 
Company as to their conformity with accounting practices prescribed or per­
mitted by the Insurance Department of [name of state of domicile}.

This letter is intended solely for the information and use of the Insurance 
Department of [name of state of domicile} and other state insurance depart­
ments and is not intended to be and should not be used by anyone other than 
these specified parties.

[Revised, June 1999, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]
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Change in Auditor

.06 Section 6 of the Model Audit Rule requires that insurers notify the 
insurance department of the state of domicile within five business days of the 
dismissal or resignation of the auditor for the immediately preceding filed 
audited statutory financial statements. Within ten business days of that 
notification, the insurer also is required to provide a separate letter stating 
whether, in the twenty-four months preceding that event, there were any 
disagreements, subsequently resolved or not, with the former auditor on any 
matter of accounting principles or practices, financial statement disclosure, or 
auditing scope or procedure, which disagreements, if not resolved to the 
satisfaction of the former auditor, would have caused the auditor to make 
reference to the subject matter of the disagreement in connection with the 
auditor’s opinion. The Model Audit Rule requires that the insurer provide the 
insurance department of the state of domicile a letter from the former auditor 
to the insurer indicating whether the auditor agrees with the statements in the 
insurer’s letter and, if not, stating the reasons for the disagreement.

.07 The following is an illustration of the change in auditor letter:

To the Board of Directors of DEF Insurance Company:

We previously were auditors for DEF Insurance Company and, under the date 
of [report date], we reported on the statutory financial statements of DEF 
Insurance Company as of and for the years ended December 31, 19X1 and 
19X0.2 Effective [date of termination], we are no longer auditors of DEF 
Insurance Company. We have read DEF Insurance Company’s statements in 
its letter dated [date of insurer’s letter], which is attached hereto, and we agree 
with the statements therein. [However, if the auditor is (a) not in a position to 
agree or disagree or (b) does not agree with the insurer’s statement, the auditor’s 
letter should state that the auditor is not in a position to agree or disagree or 
that the auditor does not agree with such statements and give the reasons.]3

2 If the auditor had not reported on any financial statements, the first sentence should be 
modified as follows:

We previously were engaged to audit the statutory financial statements of DEF Insurance 
Company as of and for the year ending December 31, 19X1.

3 The insurer’s letter may contain a statement, such as—
In connection with the audits of the statutory financial statements of the Company for the years 

ended December 31, 19X2 and 19X1, and the subsequent interim period through [date of termina­
tion], there were no disagreements with [CPA Firm] on any matter of accounting principles, statutory 
accounting practices prescribed or permitted by the Insurance Department of [name of state of 
domicile], financial statement disclosure, or auditing scope or procedures, which disagreements if not 
resolved to their satisfaction would have caused them to make reference to the subject matter of the 
disagreement in their reports.

Qualifications

.08 Section 12 of the Model Audit Rule requires the auditor to provide a 
letter to the insurer to be included in the annual financial report stating—

a. The auditor is independent with respect to the insurer and conforms 
with the standards of his or her profession as contained in the Code 
of Professional Conduct and pronouncements of the AICPA and the 
Rules of Professional Conduct of the appropriate state board of public 
accountancy.

b. The background and experience in general and of the individuals 
used for an engagement and whether each is a certified public 
accountant.
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c. The auditor understands that the annual audited statutory financial
statements and his or her opinion thereon will be filed in compliance 
with the requirement of the Model Audit Rule and that the domicili­
ary commissioner will be relying on the information in the monitor­
ing and regulating of the financial position of insurers.

d. The auditor consents to the workpaper requirements contained in 
the Model Audit Rule and agrees to make the workpapers available 
for review by the domiciliary commissioner or the commissioner’s 
designee under the auditor’s control.4

e. The engagement partner is licensed by an appropriate state licensing 
authority and is a member in good standing of the AICPA.

f. The auditor meets the Qualifications and is in compliance with the 
“Qualifications of Independent Certified Public Accountant” section 
of the Model Audit Rule.

4 Refer to AICPA, Professional Standards, vol. 1, AU 9339, Working Papers: Auditing Interpreta­
tions of Section 339.

.09 The following is an illustration of the qualification letter:

To the Board of Directors of GHI Insurance Company:

We have audited, in accordance with generally accepted auditing standards, 
the statutory financial statements of GHI Insurance Company (the Company) 
for the years ended December 31, 19X1 and 19X0, and have issued our report 
thereon dated [date of report]. In connection therewith, we advise you as follows:

a. We are independent certified public accountants with respect to the 
Company and conform to the standards of the accounting profession as 
contained in the Code of Professional Conduct and pronouncements of 
the American Institute of Certified Public Accountants, and the Rules 
of Professional Conduct of the [state] Board of Public Accountancy.

b. The engagement partner and engagement manager, who are certified 
public accountants, have [ ] years and [ ] years, respectively, of experi­
ence in public accounting and are experienced in auditing insurance 
enterprises. Members of the engagement team, most (some) of whom 
have had experience in auditing insurance enterprises and [X] percent 
of whom are certified public accountants, were assigned to perform 
tasks commensurate with their training and experience.

c. We understand that the Company intends to file its audited statutory 
financial statements and our report thereon with the Insurance Depart­
ment of [name of state of domicile] and other state insurance depart­
ments in states in which the Company is licensed and that the insurance 
commissioners of those states will be relying on that information in 
monitoring and regulating the statutory financial condition of the 
Company.

While we understand that an objective of issuing a report on the 
statutory financial statements is to satisfy regulatory requirements, our 
audit was not planned to satisfy all objectives or responsibilities of 
insurance regulators. In this context, the Company and insurance 
commissioners should understand that the objective of an audit of statu­
tory financial statements in accordance with generally accepted auditing 
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standards is to form an opinion and issue a report on whether the 
statutory financial statements present fairly, in all material respects, 
the admitted assets, liabilities, and capital and surplus, results of 
operations and cash flow in conformity with accounting practices pre­
scribed or permitted by the Insurance Department of [name of state of 
domicile]. Consequently, under generally accepted auditing standards, 
we have the responsibility, within the inherent limitations of the 
auditing process, to plan and perform our audit to obtain reasonable 
assurance about whether the statutory financial statements are free of 
material misstatement, whether caused by error or fraud, and to exer­
cise due professional care in the conduct of the audit. The concept of 
selective testing of the data being audited, which involves judgment 
both as to the number of transactions to be audited and the areas to be 
tested, has been generally accepted as a valid and sufficient basis for 
an auditor to express an opinion on financial statements. Audit proce­
dures that are effective for detecting errors, if they exist, may be 
ineffective for detecting misstatements resulting from fraud. Because 
of the characteristics of fraud, particularly those involving concealment 
and falsified documentation (including forgery), a properly planned and 
performed audit may not detect a material misstatement resulting from 
fraud. In addition, an audit does not address the possibility that 
material misstatements resulting from fraud may occur in the future. 
Also, our use of professional judgment and the assessment of materiality 
for the purpose of our audit means that matters may exist that would 
have been assessed differently by insurance commissioners.
It is the responsibility of the management of the Company to adopt 
sound accounting policies, to maintain an adequate and effective system 
of accounts, and to establish and maintain an internal control structure 
that will, among other things, provide reasonable, but not absolute, 
assurance that assets are safeguarded against loss from unauthorized 
use or disposition and that transactions are executed in accordance with 
management’s authorization and recorded properly to permit the prepa­
ration of financial statements in conformity with accounting practices 
prescribed or permitted by the Insurance Department of [name of state 
of domicile].

The Insurance Commissioner should exercise due diligence to obtain 
whatever other information that may be necessary for the purpose of 
monitoring and regulating the statutory financial position of insurers 
and should not rely solely upon the independent auditor’s report.

d. We will retain the workpapers  prepared in the conduct of our audit 
until the Insurance Department of [name of state of domicile] has filed 
a Report of Examination covering 19X1, but not longer than seven years. 
After notification to the Company, we will make the workpapers avail­
able for review by the Insurance Department of [name of state of domicile] 

5

5 Section 13 of the Model Audit Rule defines workpapers as follows:

Workpapers are the records kept by the independent certified public accountant of the pro­
cedures followed, the tests performed, the information obtained, and the conclusions reached 
pertinent to the accountant’s examination of the financial statements of an insurer. Work­
papers, accordingly, may include audit planning documentation, work programs, analyses, 
memoranda, letters of confirmation and representation, abstracts of company documents 
and schedules or commentaries prepared or obtained by the independent certified public 
accountant in the course of his or her examination of the financial statements of an insurer 
and which support the accountant’s opinion.

[Footnote added, September 1997, to reflect conforming changes necessary due to the issuance of the 
Notice to Practitioners on communications with state insurance regulators.]
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at the offices of the insurer, at our offices, at the Insurance Department 
or at any other reasonable place designated by the Insurance Commis­
sioner. Furthermore, in the conduct of the aforementioned periodic 
review by the Insurance Department of [name of state of domicile}, 
photocopies of pertinent audit workpapers may be made (under the 
control of the accountant) and such copies may be retained by the 
Insurance Department of [name of state of domicile].6

e. The engagement partner has served in that capacity with respect to the 
Company since [year that current “term” started}, is licensed by the [state 
name} Board of Public Accountancy, and is a member in good standing 
of the American Institute of Certified Public Accountants.

f. To the best of our knowledge and belief, we are in compliance with the 
requirements of section 7 of the NAIC’s Model Rule (Regulation) Requir­
ing Annual Audited Financial Reports regarding qualifications of inde­
pendent certified public accountants.

This letter is intended solely for the information and use of the Insurance 
Department of [name of state of domicile} and other state insurance depart­
ments and is not intended to be and should not be used by anyone other than 
these specified parties.

[Revised, September 1997 and September 1998, to reflect conforming changes 
necessary due to the issuance of the Notice to Practitioners on communications 
with state insurance regulators. Revised, June 1999, to reflect conforming 
changes necessary due to the issuance of recent authoritative literature.]

Notification of Adverse Financial Condition
.10 Section 10 of the Model Audit Rule requires that the auditor notify the 

insurer’s board of directors or audit committee in writing within five business 
days of a determination that (a) the insurer has materially misstated its 
financial condition as reported to the domiciliary commissioner as of the 
balance-sheet date currently under examination or (6) the insurer does not 
meet the minimum capital and surplus requirements of the state insurance 
statute as of the balance-sheet date. The Model Audit Rule also requires the 
insurer to provide (a) to the insurance commissioner of the state of domicile a 
copy of the notification of adverse financial condition within five days of its 
receipt and (6) to the auditor evidence that the notification has been provided 
to the insurance commissioner. If the auditor receives no such evidence, the 
Model Audit Rule requires the auditor to send the notification to the insurance 
commissioner directly within the next five business days.

.11 The following is an illustration of the auditor’s notification of adverse 
financial condition letter when the audit is complete:7

6 See footnote 4. [Footnote renumbered, September 1997, to reflect conforming changes neces­
sary due to the issuance of the Notice to Practitioners on communications with state insurance 
regulators.]

7 A determination that financial statements filed with a state insurance department contain a 
material misstatement does not necessarily always occur when an audit is complete. The Model Audit 
Rule requires notification to be provided within five business days of such determination. The 
language in this illustrative letter should be modified depending on the relevant facts and circum­
stances. [Footnote renumbered, September 1997, to reflect conforming changes necessary due to the 
issuance of the Notice to Practitioners on communications with state insurance regulators.]

To the Board of Directors of MNO Insurance Company:
We have audited, in accordance with generally accepted auditing standards, 
the statutory financial statements of MNO Insurance Company (the Company) 
as of December 31, 19X1 and 19X0, and have issued our report thereon dated 
[date of report}.
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In connection with our audit, we determined that capital and surplus reflected 
in the statement of admitted assets, liabilities, and capital and surplus of the 
Company as of December 31, 19X1, as reported on the 19X1 Annual State­
ment filed with the Insurance Department of [name of state] is materially 
misstated because [provide explanation]. Statutory capital and surplus of $ 
reported on the 19X1 Annual Statement should be reduced by $ as a result of 
the matter in the preceding sentence.8

8 The wording of this paragraph is intended for those situations in which audit adjustments 
would not cause minimum capital and surplus of an insurer to fall below statutory requirements. The 
paragraph should be reworded if the company did not meet minimum capital and surplus require­
ments as presented on its Annual Statement as filed with the domiciliary commissioner. [Footnote 
renumbered, September 1997, to reflect conforming changes necessary due to the issuance of the 
Notice to Practitioners on communications with state insurance regulators.]

If we do not receive evidence that the Company has forwarded a copy of this 
letter to the insurance commissioner of [name of state] within five business days 
of receipt, we are required to give the insurance commissioner a copy of this 
letter within the next five business days.

This letter is intended solely for the information and use of the Insurance 
Department of [name of state of domicile] and other state insurance depart­
ments and is not intended to be and should not be used by anyone other than 
these specified parties.

[Revised, June 1999, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature.]

Report on Internal Controls

.12 Section 11 of the Model Audit Rule requires that insurers provide the 
insurance commissioner of the state of domicile a written report describing 
significant deficiencies in the insurer’s internal control structure noted during 
the audit. Auditors should follow the guidance in Statement on Auditing 
Standards No. 60, Communication of Internal Control Structure Related Mat­
ters Noted in an Audit. Additionally, the Model Audit Rule requires insurers to 
provide a description of remedial actions taken or proposed to correct signifi­
cant deficiencies, if not covered in the auditor’s report. The reports on internal 
controls should be filed by the insurer within sixty days after filing the annual 
audited financial statements. No report is required to be issued if the auditor 
does not identify significant deficiencies.

Effective Date
.13 This SOP should be applied to audits of statutory financial statements 

performed for periods ending on or after December 15, 1995. Early application 
is encouraged.
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Section 14,310
Statement of Position 95-5
Auditor's Reporting on Statutory Financial
Statements of Insurance Enterprises

December 21, 1995

NOTE
This Statement of Position (SOP) presents the recommendations of the AICPA 

Insurance Companies Committee regarding the application of generally accepted 
auditing standards to audits of financial statements of insurance enterprises. 
Members of the AICPA Auditing Standards Board have found the recommenda­
tions in this SOP to be consistent with existing standards covered by Rule 202 of 
the AICPA Code of Professional Conduct. AICPA members should be prepared to 
justify departures from the recommendations in this SOP.

SOP 95-5 is amended by SOP 01-5, Amendments to Specific AICPA Pronounce­
ments for Changes Related to the NAIC Codification. SOP 01-5 is effective for 
audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001.

Introduction and Background
.01 All states require domiciled insurance enterprises to submit to the 

state insurance commissioner an annual statement on forms developed by the 
National Association of Insurance Commissioners (NAIC). The states also 
require that audited statutory financial statements be provided as a supple­
ment to the annual statements. Statutory financial statements are prepared 
using accounting principles and practices “prescribed or permitted by the 
regulatory authority of the state of domicile,” referred to in this Statement of 
Position (SOP) as statutory accounting practices. Statutory accounting prac­
tices are considered an other comprehensive basis of accounting (OCBOA) as 
described in Statement on Auditing Standards (SAS) No. 62, Special Reports 
(AICPA, Professional Standards, vol. 1, AU sec. 623). [As amended, effective 
for audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001, by Statement of Position 01-5.]

.02 The insurance laws and regulations of most states require insurance 
companies domiciled in those states to comply with the guidance provided in 
the NAIC Accounting Practices and Procedures Manual except as otherwise 
prescribed by state law. In 1999, the NAIC completed a process to codify 
statutory accounting practices for certain insurance enterprises, resulting in a 
revised Accounting Practices and Procedures Manual (the revised Manual), 
effective January 1, 2001. It is expected that all states will require insurers to 
comply with most, if not all, provisions of the revised Manual. Auditors of an 
insurance enterprise should monitor the status of the adoption of the revised
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Manual by the various state regulatory authorities. [As amended, effective for 
audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001, by Statement of Position 01-5.]

[.03] [Paragraph deleted by the issuance of Statement of Position 01-5, 
December 2001.]

Prescribed-or-Permitted Statutory Accounting Practices

.04 Prescribed statutory accounting practices are those practices that are 
incorporated directly or by reference in state laws, regulations, and general 
administrative rules applicable to all insurance enterprises domiciled in a 
particular state. States may adopt the revised Manual in whole or in part as 
an element of prescribed statutory accounting practices in those states. If, 
however, the requirements of state laws, regulations, and administrative rules 
differ from the guidance provided in the revised Manual or subsequent revi­
sions, those state laws, regulations, and administrative rules will take prece­
dence. Auditors of insurance enterprises should review state laws, regulations, 
and administrative rules to determine the specific prescribed statutory ac­
counting practices applicable in each state. [As amended, effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001, by Statement of Position 01-5.]

.05 Permitted statutory accounting practices include practices not pre­
scribed by the domiciliary state as described in paragraph .04, above, but 
allowed by the domiciliary state regulatory authority. An insurance enterprise 
may request permission from the domiciliary state regulatory authority to use 
a specific accounting practice in the preparation of the enterprise’s statutory 
financial statements (a) if it wishes to depart from the state prescribed statu­
tory accounting practices, or (b) if prescribed statutory accounting practices do 
not address the accounting for the transaction. Accordingly, permitted ac­
counting practices differ from state to state, may differ from company to 
company within a state, and may change in the future. [As amended, effective 
for audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001, by Statement of Position 01-5.]

NAIC-Codified Statutory Accounting[1]

[.06] [Paragraph deleted by the issuance of Statement of Position 01-5, 
December 2001.]

Other Relevant AICPA Pronouncements

.07 During 1994, the AICPA issued the following two pronouncements 
that address statutory accounting practices and statutory financial state­
ments. These documents were amended by SOP 01-5, Amendments to Specific 
AICPA Pronouncements for Changes Related to the NAIC Codification [section 
10,840].

a. SOP 94-1, Inquiries of State Insurance Regulators [section 14,290], 
requires, for each audit, auditors to obtain sufficient competent 
evidential matter to corroborate management’s assertion that per­
mitted statutory accounting practices that are material to an insur­
ance enterprise’s financial statements are permitted by the 
regulatory authority of the state of domicile.

[1] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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h. SOP 94-5, Disclosures of Certain Matters in the Financial Statements 
of Insurance Enterprises [section 10,630], requires insurance enter­
prises to disclose information about prescribed and permitted statu­
tory accounting practices in their financial statements.

[As amended, effective for audits of statutory financial statements for fiscal 
years ending on or after December 15, 2001, by Statement of Position 01-5.]

Applicability
.08 This SOP applies to all audits of statutory financial statements of 

insurance enterprises that file financial statements with state regulatory 
authorities, including stock and mutual insurance enterprises. Insurance en­
terprises that prepare statutory financial statements include life and health 
insurance enterprises, property and casualty insurance enterprises, title in­
surance enterprises, mortgage guaranty insurance enterprises, assessment 
enterprises, fraternal benefit societies, reciprocal or interinsurance exchanges, 
pools, syndicates, captive insurance companies, financial guaranty insurance 
enterprises, health maintenance organizations, and hospital, medical, and 
dental service or indemnity corporations. [As amended, effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001, by Statement of Position 01-5.]

.09 This SOP supersedes SOP 90-10, Reports on Audited Financial State­
ments of Property and Liability Insurance Companies. It also amends the 
AICPA Audit and Accounting Guides Audits of Property and Liability Insur­
ance Companies and Life and Health Insurance Entities. [As amended, effec­
tive for audits of statutory financial statements for fiscal years ending on or 
after December 15, 2001, by Statement of Position 01-5.][2]

Conclusions

Superseding Statement of Position 90-10, Reports on Audited 
Financial Statements of Property and Liability Insurance Companies

.10 Auditors should not issue reports on statutory financial statements as 
to fair presentation in conformity with statutory accounting practices that 
include a disclaimer of opinion as to fair presentation in conformity with 
generally accepted accounting principles (GAAP). [As amended, effective for 
audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001, by Statement of Position 01-5.]

General-Use Reports
.11 If an insurance enterprise’s statutory financial statements are in­

tended for distribution other than for filing with the regulatory authorities to 
whose jurisdiction the insurance enterprise is subject, the auditor of those 
statements should use the general-use form of report for financial statements 
that lack conformity with GAAP (SAS No. 62, Special Reports [AICPA, Profes­
sional Standards, vol. 1, AU sec. 623]). SAS No. 1, section 544, Lack of 
Conformity With Generally Accepted Accounting Principles, paragraph .04 
(AICPA, Professional Standards, vol. 1, AU sec. 544.04), requires the auditor 
to use the standard form of report described in SAS No. 58, Reports on Audited

[2] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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Financial Statements (AICPA, Professional Standards, vol. 1, AU sec. 508), 
modified as appropriate because of departures from GAAP. [As amended, 
effective for audits of statutory financial statements for fiscal years ending on 
or after December 15, 2001, by Statement of Position 01-5.]

.12 Although it may not be practicable to determine the amount of differ­
ence between GAAP and statutory accounting practices, the nature of the 
differences is known. The differences generally exist in significant financial 
statement items, and are believed to be material and pervasive to most 
insurance enterprises’ financial statements. Therefore, there is a rebuttable 
presumption that the differences between GAAP and statutory accounting 
practices are material and pervasive. Auditors should express an adverse 
opinion with respect to conformity with GAAP (AU sec. 508.58), unless the 
auditor determines the differences between GAAP and statutory accounting 
practices are not material and pervasive. [As amended, effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001, by Statement of Position 01-5.]

.13 The auditor, when expressing an adverse opinion, is required to 
disclose in a separate explanatory paragraph(s) preceding the opinion para­
graph in his or her report (a) all of the substantive reasons for the adverse 
opinion, and (b) the principal effects of the subject matter of the adverse 
opinion on financial position, results of operations, and cash flows, if practica­
ble3 (AU sec. 508.59 and .60). If the effects are not reasonably determinable, 
the report should so state, and also should state that the differences are 
presumed to be material. Furthermore, the notes to the statutory financial 
statements should discuss statutory accounting practices and describe how 
those practices differ from GAAP. [As amended, effective for audits of statutory 
financial statements for fiscal years ending on or after December 15, 2001, by 
Statement of Position 01-5.]

.14 After expressing an opinion on the statutory financial statements as 
to conformity with GAAP, auditors may express an opinion on whether the 
statutory financial statements are presented in conformity with statutory 
accounting practices. If departures from statutory accounting practices are 
found to exist and are considered to be material, the auditors should express a 
qualified or adverse opinion on the statutory financial statements just as they 
would under SAS No. 58 (AICPA, Professional Standards, vol. 1, AU sec. 508) 
regarding conformity with GAAP.[4] [As amended, effective for audits of statu­
tory financial statements for fiscal years ending on or after December 15, 2001, 
by Statement of Position 01-5.]

.15 Following is an illustration of an independent auditor’s report on the 
general-use financial statements of an insurance enterprise prepared in con­
formity with statutory accounting practices, which contains an adverse opinion 
as to conformity with GAAP, and an unqualified opinion as to conformity with 
statutory accounting practices . In this illustrative report, it is assumed that 
the effects on the statutory financial statements of the differences between 
GAAP and statutory accounting practices are not reasonably determinable.

3 SAS No. 32, Adequacy of Disclosure in the Financial Statements (AICPA, Professional Stand­
ards, vol. 1, AU sec. 431), defines practicable as “the information is reasonably obtainable from 
management’s accounts and records and that providing the information in his report does not require 
the auditor to assume the position of a preparer of financial information.” For example, if the 
information can be obtained from the accounts and records without the auditor substantially increas­
ing the effort that would normally be required to complete the audit, the information should be 
presented in the auditor’s report.

[4] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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Independent Auditor's Report

To the Board of Directors
ABC Insurance Company

We have audited the accompanying statutory statements of admitted assets, 
liabilities, and surplus of ABC Insurance Company as of December 31, 20X2 
and 20X1, and the related statutory statements of income and changes in 
surplus, and cash flows for the years then ended. These financial statements 
are the responsibility of the Company’s management. Our responsibility is to 
express an opinion on these financial statements based on our audits.

We conducted our audits in accordance with auditing standards generally 
accepted in the United States of America. Those standards require that we plan 
and perform the audit to obtain reasonable assurance about whether the 
financial statements are free of material misstatement. An audit includes 
examining, on a test basis, evidence supporting the amounts and disclosures 
in the financial statements. An audit also includes assessing the accounting 
principles used and significant estimates made by management, as well as 
evaluating the overall financial statement presentation. We believe that our 
audits provide a reasonable basis for our opinion.

As described more fully in Note X to the financial statements, the Company 
prepared these financial statements using accounting practices prescribed or 
permitted by the Insurance Department of the State of [state of domicile], [5] 
which practices differ from generally accepted accounting principles. The 
effects on the financial statements of the variances between statutory account­
ing practices and accounting principles generally accepted in the United States 
of America, although not reasonably determinable, are presumed to be material.

In our opinion, because of the effects of the matter discussed in the preceding 
paragraph, the financial statements referred to above do not present fairly, in 
conformity with accounting principles generally accepted in the United States 
of America, the financial position of ABC Insurance Company as of December 
31, 20X2 and 20X1, or the results of its operations or its cash flows for the years 
then ended.

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the admitted assets, liabilities, and surplus of ABC Insur­
ance Company as of December 31, 20X2 and 20X1, and the results of its 
operations and its cash flows for the years then ended, on the basis of accounting 
described in Note X.

[As amended, effective for audits of statutory financial statements for fiscal 
years ending on or after December 15, 2001, by Statement of Position 01-5.]

Limited-Use Reports
.16 Prescribed-or-permitted statutory accounting practices for insurance 

enterprises are considered an OCBOA as described in SAS No. 62 (AICPA, 
Professional Standards, vol. 1, AU sec. 623). If an insurance enterprise’s 
statutory financial statements are intended solely for filing with state regula­
tory authorities to whose jurisdiction the insurance enterprise is subject, the 
auditor may use the form of report for financial statements prepared in 
accordance with a comprehensive basis of accounting other than GAAP. Such 
reporting is appropriate even though the auditor’s report may be made a 
matter of public record (AU sec. 623.05/). However, that paragraph further 
states that limited-use reports may be used only if the financial statements and

[5] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001].
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report are intended solely for filing with the regulatory agencies to whose 
jurisdiction the insurance enterprise is subject. The auditor’s report should 
contain a statement that there is a restriction on the use of the statutory 
financial statements to those within the insurance enterprise and for filing 
with the state regulatory authorities to whose jurisdiction the insurance 
enterprise is subject. [As amended, effective for audits of statutory financial 
statements for fiscal years ending on or after December 15, 2001, by Statement 
of Position 01-5.]

.17 Although auditing standards do not prohibit an auditor from issuing 
limited-use and general-use reports on the same statutory financial state­
ments of an insurance enterprise, it is preferable to issue only one of those 
types of reports. Few, if any, insurance enterprises that do not prepare finan­
cial statements in conformity with GAAP will be able to fulfill all of their 
reporting obligations with limited-use statutory financial statements. [As 
amended, effective for audits of statutory financial statements for fiscal years 
ending on or after December 15, 2001, by Statement of Position 01-5.]

.18 Following is an illustration, adapted from paragraph 8 of SAS No. 62 
(AICPA, Professional Standards, vol. 1, AU sec. 623.08), of an unqualified 
auditor’s report on limited-use financial statements prepared in conformity 
with statutory accounting practices.

Independent Auditor’s Report

To the Board of Directors
XYZ Insurance Company

We have audited the accompanying statutory statements of admitted assets, 
liabilities, and surplus of XYZ Insurance Company as of December 31, 20X2 
and 20X1, and the related statutory statements of income and changes in 
surplus, and cash flow, for the years then ended. These financial statements 
are the responsibility of the Company’s management. Our responsibility is to 
express an opinion on these financial statements based on our audits.

We conducted our audits in accordance with auditing standards generally 
accepted in the United States of America. Those standards require that we plan 
and perform the audit to obtain reasonable assurance about whether the 
financial statements are free of material misstatement. An audit includes 
examining, on a test basis, evidence supporting the amounts and disclosures 
in the financial statements. An audit also includes assessing the accounting 
principles used and significant estimates made by management, as well as 
evaluating the overall financial statement presentation. We believe that our 
audits provide a reasonable basis for our opinion.

As described more fully in Note X to the financial statements, these financial 
statements were prepared in conformity with accounting practices prescribed 
or permitted by the Insurance Department of the State of [state of domicile], [6] 
which is a comprehensive basis of accounting other than generally accepted 
accounting principles.

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the admitted assets, liabilities, and surplus of XYZ Insurance 
Company as of December 31, 20X2 and 20X1, and the results of its operations 
and its cash flows for the years then ended, on the basis of accounting described 
in Note X.

[6] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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This report is intended solely for the information and use of the board of 
directors and the management of XYZ Insurance Company and state insurance 
departments to whose jurisdiction the company is subject and is not intended 
to be and should not be used by anyone other than these specified parties.

[Revised, June 1999, to reflect conforming changes necessary due to the 
issuance of recent authoritative literature. As amended, effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001, by Statement of Position 01-5.]

[.19] [Paragraph deleted by the issuance of Statement of Position 01-5, 
December 2001.]

General-Use and Limited-Use Reports

.20 The notes accompanying an insurance enterprise’s statutory financial 
statements should contain a summary of significant accounting policies that 
discuss statutory accounting practices and describe how this basis differs from 
GAAP (AU sec. 623.10). In general-use statutory financial statements, the 
effects of the differences should be disclosed, if quantified. However, in limited­
use statutory financial statements, the effects of the differences need not be 
quantified or disclosed. [Paragraph added, effective for audits of statutory 
financial statements for fiscal years ending on or after December 15, 2001, by 
Statement of Position 01-5.]

.21 The auditor should consider the need for an explanatory paragraph 
(or other explanatory language) under the circumstances described in SAS No. 
58 (AU sec. 508.11) and SAS No. 62 (AU sec. 623.31) regardless of any of the 
following:

a. The type of report—general-use or limited-use

b. The opinion expressed—unqualified, qualified, or adverse

c. Whether the auditor is reporting as to conformity with GAAP or 
conformity with the statutory accounting practices

For example, in a general-use report, an auditor may express an adverse 
opinion as to conformity with GAAP and an unqualified opinion as to conformity 
with the statutory accounting practices, and also conclude there is a need to 
add an explanatory paragraph regarding substantial doubt about the insurance 
enterprise’s ability to continue as a going concern; such paragraph should follow 
both opinion paragraphs. [Paragraph renumbered and amended, effective for 
audits of statutory financial statements for fiscal years ending on or after 
December 15, 2001, by Statement of Position 01-5.]

.2 2 The auditor may wish to emphasize a matter in a separate paragraph 
of the auditor’s report (AU secs. 508.37 and 623.31). When an insurance 
enterprise prepares its financial statements using accounting practices pre­
scribed or permitted by the regulatory authority of the state of domicile and 
has significant transactions that it reports using permitted accounting prac­
tices that materially affect the insurance enterprise’s statutory capital, the 
auditor is strongly encouraged to include an emphasis-of-a-matter paragraph 
in the report describing the permitted practices and their effects on statutory

[7] [Footnote deleted by the issuance of Statement of Position 01-5, December 2001.]
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capital. [Paragraph renumbered and amended, effective for audits of statutory 
financial statements for fiscal years ending on or after December 15, 2001, by 
Statement of Position 01-5.]

.23  An example of an emphasis-of-a-matter paragraph follows:

As discussed in Note X to the financial statements, the Company received 
permission from the Insurance Department of the [state of domicile] in 20XX 
to write up its home office property to appraised value; under prescribed 
statutory accounting practices home office property is carried at depreciated 
cost. As of December 31, 20X5, that permitted accounting practice increased 
statutory surplus by $XX million over what it would have been had the 
prescribed accounting practices been followed.

[Paragraph renumbered and amended, effective for audits of statutory finan­
cial statements for fiscal years ending on or after December 15, 2001, by 
Statement of Position 01-5.]

.24  If subsequent to the initial adoption of the revised Manual there has 
been a change in accounting principles or in the method of their application 
that has a material effect on the comparability of the company’s financial 
statements, the auditor should refer to the change in an explanatory para­
graph of the report (AU sec. 508.16). The explanatory paragraph (following the 
opinion paragraph) should identify the nature of the change and refer to the 
note in the financial statements that discusses the change. The auditor’s 
concurrence with a change is implicit, unless the auditor takes exception to the 
change in expressing the opinion as to the fair presentation of the financial 
statements in conformity with GAAP or the statutory accounting practices. 
[Paragraph added, effective for audits of statutory financial statements for 
fiscal years ending on or after December 15, 2001, by Statement of Position 
01-5.]

.25  An example of an explanatory paragraph follows:
As discussed in Note X to the financial statements, the Company changed its 
method of accounting for guaranty funds and other assessments.

[Paragraph added, effective for audits of statutory financial statements for 
fiscal years ending on or after December 15, 2001, by Statement of Position 
01-5.]

Mutual Life Insurance Enterprises
.26  In April 1993, the Financial Accounting Standards Board (FASB) 

issued Interpretation No. 40, Applicability of Generally Accepted Accounting 
Principles to Mutual Life Insurance and Other Enterprises, which concludes 
that mutual life insurance enterprises can no longer issue statutory financial 
statements that are described as “in conformity with generally accepted ac­
counting principles.” Interpretation No. 40, as amended by FASB Statement of 
Financial Accounting Standards No. 120, Accounting and Reporting by Mutual 
Life Insurance Enterprises and by Insurance Enterprises for Certain Long- 
Duration Participating Contracts, is effective for financial statements issued 
for fiscal years beginning after December 15, 1995. (FASB Statement No. 120 
does not change the disclosure and other transition provisions of Interpreta­
tion No. 40.) For statutory financial statements of mutual life insurance 
enterprises issued before that effective date, auditors may report on the 
statutory financial statements as being in conformity with generally accepted 
accounting principles. [Paragraph renumbered by the issuance of Statement of 
Position 01-5, December 2001.]
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Effective Dates

.27 The provisions of this* SOP as originally issued in 1995 should be 
applied to audits of statutory financial statements for years ended on or after 
December 31, 1996. The amendments to this SOP are effective for audits of 
statutory financial statements for fiscal years ending on or after December 15, 
2001. Retroactive application is not permitted. [Paragraph renumbered and 
amended, effective for audits of statutory financial statements for fiscal years 
ending on or after December 15, 2001, by Statement of Position 01-5.]
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Section 14,330
Statement of Position 98-6
Reporting on Management's Assessment 
Pursuant to the Life Insurance Ethical Market
Conduct Program of the Insurance 
Marketplace Standards Association

April 9, 1998

NOTE
This Statement of Position presents the recommendations of the AICPA 

Insurance Companies Committee regarding the application of Statements on 
Standards for Attestation Engagements to engagements to report on 
management’s assessment pursuant to the Life Insurance Ethical Market Conduct 
Program of the Insurance Marketplace Standards Association. Members of the 
AICPA Auditing Standards Board have found the recommendations in this 
Statement of Position to be consistent with existing standards covered by Rule 202 
of the AICPA Code of Professional Conduct. AICPA members should be prepared 
to justify departures from the recommendations in this Statement of Position.

Summary
This Statement of Position (SOP) provides guidance to practitioners in conduct­
ing and reporting on an independent examination performed pursuant to the 
AICPA Statement on Standards for Attestation Engagements to assist an 
entity in meeting the requirements of the Insurance Marketplace Standards 
Association (IMSA) program (the IMSA program). IMSA requires that such 
engagements use the criteria it sets forth; consequently, users of this SOP 
should be familiar with the IMSA program and its Assessment Handbook and 
requirements.
The SOP amends chapter 9, “Auditor’s Reports,” of the AICPA Audit and 
Accounting Guide Audits of Property and Liability Insurance Companies and 
chapter 11, “Auditors’ Reports,” of the AICPA Industry Audit Guide Audits of 
Stock Life Insurance Companies. It is effective for independent assessments 
with IMSA report dates after January 31, 1998.

Introduction and Background
.01 Within the past several years, the life insurance industry has experi­

enced allegations of improper market conduct practices such as questionable 
sales practices and potentially misleading policyholder illustrations. These 
allegations have triggered regulatory scrutiny, class action litigation, signifi­
cant monetary settlements, and negative publicity related to market conduct 
issues. As a result, the industry is taking steps to promote a higher standard 
of ethical behavior that it hopes will reverse the negative perceptions held by 
many customers. In that regard, the American Council of Life Insurers (ACLI), 
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the largest life insurance trade organization, has established the Insurance 
Marketplace Standards Association (IMSA) as a nonaffiliated membership 
organization with its own board of directors composed of chief executives of life 
insurance companies. IMSA seeks to encourage and assist participating life 
insurance entities (hereinafter referred to as entities) in the design and imple­
mentation of sales and marketing policies and procedures that are intended to 
benefit and protect the consumer. Entities that desire to join IMSA will be 
required to adopt the IMSA Principles of Ethical Market Conduct (the Princi­
ples) and the Code of Ethical Market Conduct (the Code) and Accompanying 
Comments and respond affirmatively to an assessment questionnaire (the 
Questionnaire). Each prospective member also will be required to conduct a 
self-assessment to determine that it has policies and procedures in place that 
will enable it to respond affirmatively to the Questionnaire. An entity’s self-as­
sessment responses to the Questionnaire will need to be validated by an 
independent examination of the self-assessment. On obtaining an unqualified 
third-party assessment report, entities will be eligible for IMSA membership. 
Membership in IMSA is valid for a three-year period. Members are permitted 
to use IMSA’s logo subject to rules set forth by IMSA for advertising and other 
promotional activities. The assessment process is intended to encourage enti­
ties and help them continually review and modify their policies and procedures 
in order to improve their market conduct practices and those of the industry 
and to strengthen consumer confidence in the life insurance business.

.02 Certified public accountants in the practice of public accounting 
(herein referred to as practitioners as defined by Statement on Standards for 
Attestation Engagements [SSAE] No. 1, Attestation Standards [AICPA, Pro­
fessional Standards, vol. 1, AT sec. 100, “Attestation Engagements”]), may be 
engaged to examine and/or provide various consulting services related to the 
entity’s self-assessment. This Statement of Position (SOP) provides guidance 
to practitioners in conducting and reporting on an independent examination 
performed pursuant to the American Institute of Certified Public Accountants 
(AICPA) SSAEs to assist an entity in meeting the requirements of the IMSA 
Life Insurance Ethical Market program (the IMSA program). As described 
herein, IMSA requires that such engagements use the criteria it sets forth; 
consequently, users of this SOP should be familiar with the IMSA program and 
its Assessment Handbook and requirements.

Scope
.03 This SOP applies to engagements to report on an entity’s assertion 

that the affirmative responses to the Questionnaire relating to the IMSA 
Principles and Code and Accompanying Comments are based on policies and 
procedures in place at the IMSA report date. Reporting on assertions made in 
connection with the IMSA program are examination engagements that should 
be performed under SSAE No. 1 (AT sec. 100).

Overview of the IMSA Life Insurance Ethical Market 
Conduct Program

Principles of Ethical Market Conduct
.04 The Principles consist of six statements that set certain standards 

with respect to the sale and service of individually sold life and annuity 
products. The Principles that the entity is required to adopt are as follows:
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Principle 1
To conduct business according to high standards of honesty arid fairness 
and to render that service to its customers which, in the same circum­
stances, it would apply to or demand for itself.
Principle 2
To provide competent and customer-focused sales and service.
Principle 3
To engage in active and fair competition.
Principle 4
To provide advertising and sales materials that are clear as to purpose and 
honest and fair as to content.
Principle 5
To provide for fair and expeditious handling of customer complaints and 
disputes.
Principle 6
To maintain a system of supervision and review that is reasonably de­
signed to achieve compliance with these Principles of Ethical Market 
Conduct.

.05 IMSA developed the Code of Ethical Market Conduct to expand the 
Principles of Ethical Market Conduct to the operating level and to identify the 
attributes of the sales, marketing, and compliance systems that IMSA believes 
should support each of the Principles.

.06 To further expand on the Principles and Code, IMSA developed Ac­
companying Comments, which further define the intention of the Principles 
and Code and, in some instances, provide examples of implementation.

IMSA Assessment Questionnaire

.07 As noted above, IMSA developed the Questionnaire to provide pro­
spective members with uniform criteria to demonstrate for self-assessment 
purposes that they have policies and procedures in place that meet the objec­
tive of the questions in the Questionnaire.

Insurance Marketplace Standards Association Membership and 
Certification Process

.08 Participation in the IMSA program requires an entity to adopt the 
Principles and Code and to undertake a two-step assessment process. First, an 
entity conducts a self-assessment, using the Questionnaire and Assessment 
Handbook, with the objective of concluding that it can respond affirmatively to 
every question in the Questionnaire in conformity with the criteria set forth in 
IMSA’s Principles, Code, and Accompanying Comments. Second, an inde­
pendent assessor from a list of IMSA-approved assessors examines the self-as­
sessment materials to determine whether the entity has a reasonable basis for 
its affirmative responses to the Questionnaire.

.09 Once the assessment process is complete, the entity submits its IMSA 
Membership Application (the application) and Self-Assessment Report. The 
Self-Assessment Report states that the entity has adopted the Principles and 
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Code, has conducted a self-assessment of its policies and procedures, and has 
determined that the answer to each of the questions in the Questionnaire is 
“yes” in conformity with the Assessment Handbook. The entity also submits an 
unqualified examination report from an IMSA-approved independent assessor.

IMSA Independent Assessor Application Process and 
Required Training

.10 IMSA will accept independent assessor reports only from those asses­
sors that have been preapproved by IMSA. To become an independent assessor, 
a candidate is required to submit an IMSA Independent Assessor Application 
that requires that the candidate meet specific educational and professional 
requirements established by the IMSA board of directors. IMSA also requires 
that all independent assessors attend IMSA training as outlined by the board 
of IMSA. Independent assessors may be of various occupations or professional 
disciplines, including certified public accountants.

IMSA Assessment Handbook

.11 IMSA developed an Assessment Handbook (the Handbook or the 
IMSA Handbook) to assist companies in the implementation of the IMSA 
program and provide guidance to independent assessors. Entity personnel and 
independent assessors should use the Handbook to gain an understanding of 
the assessment process and as a source of information for performing an 
assessment. The Handbook is intended for companies of all sizes regardless of 
the means by which they distribute individually sold life and annuity products. 
IMSA acknowledges that this is a new program that will evolve over time. 
Therefore, the Handbook may be revised as companies and independent asses­
sors provide IMSA with suggestions for improvement. Practitioners should 
ensure that they are utilizing the most current version of the Handbook in 
planning and performing their work.

Conclusions

Planning the Engagement

.12 To satisfy IMSA program requirements, practitioners need to perform 
an examination engagement pursuant to SSAE No. 1 (AT sec. 100), which 
states that planning an attest engagement involves developing an overall 
strategy for the expected conduct and scope of the engagement. To develop such 
a strategy, practitioners should have adequate technical training and profi­
ciency in the attest function and have adequate knowledge in life insurance 
market conduct and the IMSA program to enable them to sufficiently under­
stand the events, transactions, and practices that, in their judgment, have a 
significant effect on the presentation of the assertions.

.13 The examination should be made in accordance with standards estab­
lished by the AICPA, including obtaining an understanding of the policies and 
procedures in place upon which the affirmative responses to the Questionnaire 
are based. To be acceptable to IMSA, the engagement also should be performed 
in accordance with the criteria set forth in the IMSA Handbook. This SOP is 
intended to provide neither all the required criteria set forth in the IMSA 
Handbook nor all the applicable standards established by the AICPA.
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.14 In accordance with SSAE No. 1 (AT sec. 100.33-.35) and the Hand­
book, a practitioner performing the examination should supervise the engage­
ment team, which involves directing the efforts of the engagement team in 
accomplishing the objectives of the engagement and determining whether the 
engagement objectives were met. If the practitioner is not an IMSA-approved 
independent assessor, such an assessor should be a member of the engagement 
team with responsibility for, among other things, assisting the practitioner in 
performing these functions.

.15 The engagement team should be informed of its responsibilities, 
including the objectives of the procedures that they are to perform and matters 
that may affect the nature, extent, and timing of such procedures. The work 
performed by each member of the engagement team should be reviewed to 
determine if it was adequately performed.

.16 IMSA, through its Handbook, has adopted a methodology to foster a 
uniform determination by entities and their independent assessor on whether 
policies and procedures are in place. The Handbook requires the following 
three aspects be present: approach, deployment, and monitoring. (See appen­
dix B, paragraph B-2 [paragraph .38], for further discussion.)

Establishing an Understanding With the Client

.17 The practitioner should consider the risks associated with accepting 
an engagement to examine and report on an entity’s assertion about its 
responses to the IMSA Questionnaire. The practitioner should establish an 
understanding with the client regarding the services to be performed. The 
understanding should include the objectives of the engagement, management’s 
responsibilities, the practitioner’s responsibilities, limitations of the engage­
ment, provision for changes in the scope of the engagement, and the expected 
form of the report. The practitioner should document the understanding in the 
working papers, preferably through a written communication with the client, 
such as an engagement letter. Appendix C [paragraph .39] contains a sample 
engagement letter that may be used for this type of engagement.

Assessments of Attestation Risk
.18 The practitioner should evaluate the attestation risk that policies and 

procedures may not be in place to support affirmative responses to the Ques­
tionnaire and should consider this risk in designing the attest procedures to be 
performed. In examining whether policies and procedures are in place, the 
practitioner determines whether the policies and procedures have been 
adopted and are in operation and whether such policies and procedures satisfy 
the six components required by IMSA for the entity to respond affirmatively to 
each question, as discussed in appendix B [paragraph .38]. Whether an entity 
has policies and procedures in place does not encompass whether those policies 
and procedures operated effectively as of a particular date, or over any period 
of time, to ensure compliance with the Principles, Code, and Accompanying 
Comments or about whether the entity or its employees have complied with 
applicable laws and regulations.

.19 Examples of risk considerations that may affect the nature, timing, 
and extent of testing procedures are listed in appendix A [paragraph .37]. Not 
all the examples are relevant in all circumstances, and some may be of greater 
or lesser significance in entities of different size, distribution channels, product 
lines, or sales volume. In determining the examination procedures to be 
performed, practitioners should assess the impact that those risk considera­
tions, individually and in combination, may have on attestation risk.
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.20 Before performing attestation procedures, the practitioner should be 
adequately trained and should obtain an understanding of the entity’s overall 
operations and market conduct practices, as well as its policies and procedures 
that have been identified in the self-assessment as supporting its affirmative 
responses to the Questionnaire. In addition, the practitioner should obtain an 
understanding of the operation and history of the entity’s distribution systems 
and products sold and of sales volume by product and distribution system. The 
practitioner should also obtain an understanding of the entity’s past market 
conduct issues and related corrective measures.

Evidential Matter
.21 In an examination engagement performed under the attestation stand­

ards, the practitioner’s objective is to accumulate sufficient evidence to limit 
attestation risk to a level that is, in the practitioner’s professional judgment, 
appropriately low for the high level of assurance that may be imparted by his or 
her report. In such an engagement, the practitioner should select from all available 
procedures any combination that can limit attestation risk to such an appropri­
ately low level. Accordingly, in an examination engagement it is necessary for a 
practitioner’s procedures to go beyond reading relevant policies and procedures 
and making inquiries of appropriate members of management to determine 
whether the policies and procedures supporting affirmative responses to the 
Questionnaire were in place. Examination procedures should also include verifi­
cation procedures, such as inspecting documents and records, confirming asser­
tions with employees or agents, and observing activities. See appendix B 
[paragraph .38] for examples of illustrative procedures.

.22 As outlined in the Handbook, the entity should provide the practi­
tioner with adequate information for the practitioner to obtain reasonable 
assurance that there is a basis for an affirmative response to each of the 
questions in the Questionnaire. The AICPA’s concept of reasonable assurance 
in the context of an attestation engagement is set forth in SSAE No. 2, 
Reporting on an Entity’s Internal Control Over Financial Reporting (AICPA, 
Professional Standards, vol. 1, AT sec. 400.13), and SSAE No. 3, Compliance 
Attestation (AICPA, Professional Standards, vol. 1, AT sec. 500.30). These 
concepts are consistent with IMSA’s concept of reasonable assurance as de­
fined in the Handbook.1

.23 In an examination of management’s assertion about an entity’s af­
firmative responses to the Questionnaire, the practitioner’s evaluation of 
sufficiency and competency of evidential matter should include consideration 
of (a) the nature of management’s assertion and the related indicators used to 
support such assertions, (b) the nature and frequency of deviations from 
expected results of applying examination procedures, and (c) qualitative con­
siderations, including the needs and expectations of the report’s users.

1 Reasonable (assurance) is defined in the Handbook as follows: “In the context of the IMSA 
program documents, the term reasonable is used to modify assurance, as an acknowledgment that it 
is virtually impossible to provide absolute and certain assurance that an event will happen (e.g., that 
a policy will address every possible circumstance, or that procedures will be applied without excep­
tion). Reasonable, as a qualifier, suggests that there exists a standard in both design and perform­
ance, and that such a standard, while conforming to the judgment or discernment of a knowledgeable 
person, is neither excessive nor extreme.”

Reporting Considerations
.24 SSAE No. 1 (AT sec. 100) defines an attest engagement as one in 

which a practitioner is engaged to issue a written communication that expres­
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ses a conclusion about the reliability of a written assertion that is the respon­
sibility of another party. The accompanying affirmative responses to the 
questions in the Questionnaire are written assertions of the entity. When a 
practitioner is engaged by an entity to express a written conclusion about 
management’s assertions about its policies and procedures, such an engage­
ment involves a written conclusion about the reliability of an assertion that is 
the responsibility of the entity. The entity is responsible for the design, 
implementation, and monitoring of the policies and procedures upon which the 
responses to the Questionnaire are based.

.25 Self-assessment is based in part on criteria set forth in the IMSA 
Handbook, which is prepared by an industry organization for the specific use 
of its members. Such criteria are not suitable for general distribution report­
ing. Accordingly, the independent accountant’s report should contain a state­
ment that it is intended solely for the information and use of the entity’s board 
of directors and management as well as IMSA.

.26 IMSA has adopted a uniform assessment report that all independent 
assessors (regardless of professional discipline) are required to use when 
reporting on the results of an independent assessment. IMSA has indicated 
that deviations from its standard report format, except as discussed below, will 
not be accepted. The following is an illustration of an independent accountant’s 
report on a company’s assertion relating to its affirmative responses to the 
IMSA Questionnaire. The third paragraph in the following report deviates 
from the IMSA format, where the practitioner specifies that the examination 
was made in accordance with standards established by the AICPA, and refers 
to those standards before referring to the criteria set forth in the IMSA 
Handbook. The other deviation is that the report is titled “Independent Ac­
countant’s Report” rather than “Independent Assessor Report.” Repre­
sentatives of IMSA have indicated that they will accept only these deviations 
for reports issued by practitioners.

Independent Accountant’s Report

To [name of insurer} Board of Directors and the Insurance Marketplace Stand­
ards Association:

We have examined management’s assertion that the affirmative responses of 
[name of insurer} to the Questionnaire relating to the Principles of Ethical 
Market Conduct and the Code of Ethical Market Conduct and Accompanying 
Comments for individually sold life and annuity products, adopted by the 
Insurance Marketplace Standards Association (“IMSA”), are based on policies 
and procedures in place as of [the IMSA report date}. The Company is respon­
sible for the design, implementation, and monitoring of the policies and proce­
dures in place upon which the responses to the Questionnaire are based.

Our examination was made in accordance with standards established by the 
American Institute of Certified Public Accountants and in accordance with the 
criteria set forth in the IMSA Assessment Handbook, and included obtaining 
an understanding of the policies and procedures in place upon which the 
affirmative responses to the Questionnaire are based and such other procedures 
as we considered necessary in the circumstances. We believe that our exami­
nation provides a reasonable basis for our opinion. Our examination was not 
designed to evaluate whether the policies and procedures, upon which the 
Company’s responses to the Questionnaire are based, have or will operate 
effectively, nor have we evaluated whether or not the Company has or will 
comply with applicable laws or regulations. Accordingly, we do not express an 
opinion or any other form of assurance thereon.
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In our opinion, management’s assertion that the affirmative responses to the 
Questionnaire are based on policies and procedures in place as of [the IMSA 
report date] is fairly stated, in all material respects, based upon the criteria set 
forth in the Principles of Ethical Market Conduct, the Code of Ethical Market 
Conduct and Accompanying Comments, and the Assessment Handbook.

This report is intended solely for the information and use of the board of 
directors and management of the Company and the Insurance Marketplace 
Standards Association and should not be used for any other purpose.

[IMSA Report Date; see paragraph .28]

[Company (Insurer)]

[Name of Independent Assessor; see paragraph .27]

[Signature of Independent Accountant or Firm]

[Date of Signature; see paragraph .29]

Note: In any instance where an alternative indicator is used to support an 
affirmative answer to any question in the Questionnaire, such alternative 
indicator must be fully set forth in an attachment to this Assessor Report (see 
paragraph .30).

Elements of the Report

.27 Signatures and Identification of the Independent Assessor. IMSA 
prefers that the independent assessor sign his or her name on the report. 
However, many AICPA member firms require that a manual or printed signa­
ture of the firm name be presented on the face of the report and prohibit a 
member of the firm from signing the report as an individual. Although IMSA 
will accept this practice, it requires the identification on the face of the 
independent accountant’s report of the IMSA-approved independent assessor 
who actively participated in and supervised relevant portions of the engage­
ment on behalf of the firm. In addition, in circumstances where the IMSA-ap­
proved independent assessor does not sign the report as an individual, IMSA 
requires an affirmation from the independent assessor to be attached to the 
independent accountant’s report. A sample affirmation follows:

Affirmation of Independent Assessor

I, [print name], affirm that I have reviewed the attached Independent Account­
ant’s Report on management’s assertions regarding the IMSA program for 
[insurer] as of [IMSA report date] and that I was the Independent Assessor 
responsible for supervising relevant portions of the assessment identified 
herein.

[Signature]
[Date of Signature]
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.28 IMSA Report Date. The IMSA report date referred to in the inde­
pendent accountant’s report is the date of the self-assessment and the date to 
which the entity and the independent assessor have agreed as the point in time 
which the policies and procedures supporting the affirmative response to the 
Questionnaire are in place. Due care should be taken to ensure that repre­
sentations made by management on the basis of a self-assessment are current 
as of the IMSA report date. If a significant amount of time has elapsed between 
the date of the performance of the practitioner’s procedures on certain ques­
tions and the IMSA report date, due care should be taken to ensure that 
policies and procedures were in place as of the IMSA report date.

.29 Date of Signature. The date of signature is the date fieldwork is 
completed. Changes in the policies and procedures, personnel changes, or other 
considerations that might significantly affect responses to the Questionnaire 
may occur subsequent to the IMSA report date but before the date of signature 
or the date when the report is issued. The practitioner should obtain manage­
ment’s representations relating to such matters and perform such other proce­
dures regarding subsequent events considered necessary in the circumstances. 
The practitioner has no responsibility to perform examination procedures or 
update his or her report for events subsequent to the date when the report is 
issued; however, the practitioner may later become aware of conditions that 
existed at that date that might have affected the practitioner’s opinion had he 
or she been aware of them. The practitioner’s consideration of such subsequent 
information is similar to an auditor’s consideration of information discovered 
subsequent to the date of a report on an audit of financial statements described 
in SAS No. 1 (AICPA, Professional Standards, vol. 1, AU sec. 561, “Subsequent 
Discovery of Facts Existing at the Date of the Auditor’s Report”).

.30 Alternative Indicators. A list of indicators in the Handbook corre­
sponds to each of the questions in the Questionnaire and lists possible policies 
and procedures identified by IMSA that an entity can have in place to be able 
to respond affirmatively to a question. A company must support each “yes” 
response to a question by the selection of indicators sufficient to meet the six 
required components and to meet the objective of each question. IMSA has 
established limitations on the use of indicators other than those contained in 
the Handbook. Alternative indicators that are used as support for an affirm­
ative response to a question in the Questionnaire may require preapproval by 
IMSA in certain situations, as noted in the Handbook. It will be necessary for 
the practitioner to evaluate whether an alternative indicator used by the entity 
supports an affirmative response to the question. The alternative indicators 
should be disclosed by the practitioner to IMSA in the basic independent 
accountant’s report as an attached appendix, and an explanatory paragraph 
should be added to the standard independent accountant’s report in paragraph 
.26. The following is an example of a paragraph that should be included in the 
examination report when alternative indicators are used by management. The 
paragraph should precede the opinion paragraph.

Management’s assertion supporting an affirmative response to certain ques­
tions is supported by the use of alternative indicators, as that term is defined 
in the IMSA Handbook. The attached appendix to this report lists the questions 
and alternative indicators used by management.

.31 Negative Responses. IMSA will not grant membership applications to 
an entity whose application contains a “no” response to any question. In 
circumstances where no report will be issued to IMSA, management may 
request the practitioner to report findings to management or the board of dir­
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ectors. In this situation, the practitioner and management should agree on the 
means and format of such communication and document this understanding in 
writing.

.32 Working Papers. The practitioner should prepare and maintain 
working papers in connection with an engagement under the attestation 
standards; such working papers should be appropriate to the circumstances 
and the practitioner’s needs on the engagement to which they apply. Although 
it is not possible to specify the form or content of the working papers that a 
practitioner should prepare in connection with an assessment because circum­
stances vary in individual engagements, the practitioner’s working papers 
ordinarily should indicate that—

a. The work was adequately planned and supervised.

b. Evidential matter (SSAE No. 1 [AT sec. 100.36-.39]) was obtained to 
provide a reasonable basis for the conclusion that the policies and 
procedures underlying the affirmative responses contained in the 
Questionnaire are in place.

In its required training, IMSA has advised IMSA-approved independent asses­
sors to appreciate the sensitivity of insurers to litigation risks and the produc­
tion of documents that litigation typically requires. IMSA has reminded 
assessors and insurers alike that the self-assessment process is designed to 
demonstrate compliance currently with IMSA assessment criteria and that 
reports will not be accepted by IMSA unless all questions are answered in the 
affirmative. Accordingly, IMSA has stated its belief that IMSA-approved as­
sessors will have no need, at least for IMSA’s purposes, to maintain documen­
tation of noncompliance with the IMSA assessment criteria currently or in the 
past.

.33  Concern over access to the practitioner’s working papers might cause 
some clients to inquire about working paper requirements. In situations where 
the practitioner is requested to not maintain copies of certain client documen­
tation, or to not prepare and maintain documentation similar to client docu­
ments, the practitioner may refer to the auditing Interpretation “The Effect of 
an Inability to Obtain Evidential Matter Relating to Income Tax Accruals” 
(AICPA, Professional Standards, vol. 1, AU sec. 9326.06-.17) for guidance. See 
the attest Interpretation “Providing Access to or Photocopies of Working 
Papers to a Regulator” (AICPA, Professional Standards, vol. 1, AT sec. 
9100.58) for guidance related to providing access to or photocopies of working 
papers to a regulator in connection with work performed on an attestation 
engagement.

.34  Management’s Representations. The practitioner should obtain writ­
ten representation from management—

a. Acknowledging management’s responsibility for the design, imple­
mentation, and monitoring of the policies and procedures in place 
upon which the responses to the Questionnaire are based and that 
the affirmative responses to the Questionnaire are based on such 
policies and procedures in place as of a specific point in time.

b. Stating that management has adopted the Principles and Code, and 
has performed and made available to the practitioners all documen­
tation related to a self-assessment of the policies and procedures in 
place as of the IMSA report date upon which the affirmative re­
sponses to the Questionnaire are based.
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c. Stating that management has disclosed to the practitioner all mat­
ters regarding the design, implementation, and monitoring of poli­
cies and procedures that could adversely affect the entity’s ability to 
answer affirmatively the questions in the Questionnaire.

d. Describing any related material fraud or other fraud or illegal acts 
that, whether or not material, involve management or other employ­
ees who have a significant role in the entity’s design, implementa­
tion, and monitoring of the policies and procedures in place upon 
which the responses to the Questionnaire were made.

e. Stating whether there were, subsequent to the date of management’s 
self-assessment (that is, the IMSA report date), any known changes 
or deficiencies in the design, implementation, and monitoring of the 
policies and procedures in place, including any personnel changes or 
other considerations of reference to the IMSA Questionnaire subject 
matter.

f. Stating that management has disclosed any communication from 
regulatory agencies, internal auditors, and other parties concerning 
matters regarding the design, implementation, and monitoring of the 
policies and procedures in place, including communication received 
between the IMSA report date (the date of management’s assertion) 
and the date of the practitioner’s report (the date of signature).

g. Stating that management has disclosed to the practitioners, orally 
or in writing, information about past market conduct issues (for 
example, policyholder complaints or litigation) of relevance to the 
IMSA Questionnaire subject matter and the related corrective meas­
ures taken to support affirmative responses in those areas.

.3 5 Management’s refusal to furnish all appropriate written repre­
sentations constitutes a limitation on the scope of the examination sufficient 
to preclude an unqualified report suitable for submission to IMSA. Further, the 
practitioner should consider the effects of management’s refusal on his or her 
ability to rely on other management representations.

Effective Date
.3 6 This SOP is effective for independent assessments with IMSA report 

dates after January 31, 1998. Early application is permissible.
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.37

Appendix A

Assessment of Attestation Risk
A. 1. The following are examples of considerations that may influence the 

nature, timing, and extent of a practitioner’s testing procedures relating to an 
entity’s assertion of its affirmative responses to the Questionnaire. The consid­
erations may also affect a practitioner’s decision to accept such an engagement. 
The examples are not intended to be a complete list.

Management Characteristics and Influence Over the Control 
Environment
• Management’s attitude regarding internal control over sales and 

marketing practices, which may affect its ability to foster a more 
comprehensive and effective compliance program

• Management’s financial support of the internal resources allocated to
the development and maintenance of compliance with the IMSA 
program through adequate funding, resources, time, etc.

• Management’s history of ensuring that sales personnel are qualified, 
trained, licensed, and supervised

• Management’s history and systems for tracking complaint and re­
placement trends

• Management’s ability to generate timely, complete, and accurate 
information on issues of regulatory concern regarding sales and mar­
keting practices

• The entity’s relationship with its current independent assessor, regu­
latory authorities, or both (The practitioner should gain an under­
standing of the circumstances surrounding the disengagement of 
predecessor independent assessors, any issues identified in prior self­
assessments or independent assessments, and consider making in­
quires of predecessor assessors.)

• Consistent application of policies and procedures across product lines 
and distribution channels (If the entity did not address each distribu­
tion channel, product line, or both because it deemed certain ones to 
be immaterial in terms of premiums earned or in force, or because of 
low volume of production, the practitioner will need to use his or her 
professional judgment to assess whether the omitted product lines or 
distribution channels should have been considered in the entity’s 
self-assessment and assess the impact on his or her ability to opine on 
management’s assertions by exercising that judgment. The definition 
of the term appropriate to its size in the Handbook may also apply.)

• Whether the entity’s approach to its self-assessment includes valida­
tion of the information it collected to support that policies and proce­
dures are in place

Industry Conditions
• Changes in regulations or laws, such as those governing various 

products, sales methods and materials, agent compensation, and cus­
tomer disclosure
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• Publicity about sales and marketing practices and increased litigation 
to seek remedy

• Rapid changes in the industry, such as the introduction of new and 
complex product offerings or information technology

• The degree of competition or market saturation
Distribution, Sales Volume, and Products
• The diversity of distribution systems
• The relative volume of business for different products and distribution 

systems
• The length of time that products, distribution systems, or both have 

been available, used, or both
• Limitations of an entity’s ability to assert control over producers
• Compliance training provided by management to its producers and 

employees involved in the sales process
• The complexity of product offerings
• The targeted markets for various products
• Whether the entity is applying for IMSA membership as a fleet of 

entities or as an individual entity (If the entity is applying for fleet 
membership, the independent assessor should plan the engagement 
to address whether the policies and procedures are in place at each 
company within the fleet, including newly acquired subsidiaries or 
affiliates in the fleet.)

Other Considerations
• Issues identified in prior self-assessments, independent assessments, 

and other services provided
• Findings from recent market conduct examinations conducted by 

regulatory authorities or internal auditors
• Policyholder concerns expressed through complaints or litigation
• Ratings received from rating agencies
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Appendix B

Illustrative Procedures
B.1. Examples of illustrative procedures are provided in this appendix. The 

procedures are organized by the three aspects of each question. Many of these 
procedures can be used for more than one question. The illustrative procedures 
are intended to be used as a guide and are not to be considered all-inclusive. 
Because the objective and the types of policies and procedures for each question 
will differ according to the methods for establishing, maintaining, communi­
cating, deploying, and monitoring as they differ by entity and for each question, 
no single methodology for testing can be suggested. Practitioners should use 
judgment to determine the procedures necessary to be performed to render an 
opinion. It will be more difficult to obtain objective evidence about some 
indicators than others. Accordingly, the practitioner should adjust the proce­
dures selected for testing. A challenging aspect of the IMSA program is its 
application to various distribution channels, including independent producers, 
and how entities will satisfy questions relating to these various channels. This 
is because an entity’s ability to enforce or encourage producers to use its policies 
and procedures varies by channel. The practitioner needs to clearly understand 
how an entity manages each significant distribution channel.

B.2. IMSA has identified three aspects of each question: approach, deploy­
ment, and monitoring. The aspects are defined in the glossary of the Handbook 
as follows:

Approach—A systematic method or means used by the entity to address the 
requirements of the Principles and Code, as queried by the specific question.

Deployment—Refers to the extent to which the entity’s approach is actually 
being applied to the provisions of the Principles and Code.

Monitoring —To check routinely and systematically with a view to collecting 
certain specified categories of information, to investigate and resolve questions 
concerning anomalous or unexpected information, and to identify the need for 
or to make recommendations designed to reduce the probability of future 
anomalies. The Principles, Code, Accompanying Comments, and Questionnaire 
require that monitoring be performed to provide reasonable assurance that 
policies accurately reflect management’s (or other applicable governing bodies’) 
point of view, that procedures are designed to support those policies, and that 
procedures are appropriately executed.

Approach
B.3. The two components underlying the first aspect, approach, as defined 

by the Handbook are as follow:
a. Does the insurer have in place policies and procedures that address 

the objective of the question?
b. Is someone (an individual or a team) responsible for establishing, 

maintaining, communicating, deploying, and monitoring these poli­
cies and procedures?

B.4. The following are examples of procedures the practitioner and engage­
ment team may employ to test the affirmative responses for the approach 
aspect:
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Examine Documentation

• Obtain and read written policies and procedures to obtain an under­
standing of—

a. The policies and procedures that are supposed to be in place and 
to which distribution systems, products, and markets those 
policies and procedures apply.

b. How the policies and procedures respond to the objective of the 
question.

c. Who (a person or department) is responsible for establishing, 
maintaining, communicating, deploying, and monitoring those 
policies and procedures.

• Examine job descriptions, titles, organization charts, and other com­
munications for those identified as being responsible for the policies 
and procedures to support the assignment of those responsibilities.

Inquiry

• Through inquiry, obtain an understanding of—
a. How the policies and procedures are being used in practice.
b. Who is responsible for the policies and procedures being ad­

dressed.
c. The responsibilities of management and employees who oversee 

the policies and procedures.
d. Evidence that supports that the policies and procedures exist.
e. Evidence that policies and procedures have been in place for a 

sufficient period.
f. The distribution systems, products, and markets to which the 

policies and procedures apply.
g. How the policies and procedures respond to the selected indica­

tor.

Deployment

B.5. The two components underlying the second aspect, deployment, as 
defined by the Handbook are as follow:

a. Are the policies and procedures communicated?
b. Does the insurer consistently use these policies and procedures?

B.6. The following are examples of procedures the practitioner and engage­
ment team may employ to test the affirmative responses for the deployment 
aspect:

Examine/lnspect Documentation

• Obtain and read internal documents—including memos, e-mail, hand­
books, policy manuals, and contracts—to verify that communications 
have been made.

• Obtain and read written confirmation or other evidence that the 
intended audience of the policies and procedures has received and read 
the communication.

AICPA Technical Practice Aids §14,330.38



31,300 Statements of Position

• Obtain independent confirmation that policies and procedures are 
being used.

Observation

• Observe that reference materials (internal or external) that may be 
required for personnel to adequately perform the policies and proce­
dures are reasonably accessible.

• For a sample of items, perform a walkthrough of the policies and 
procedures deemed to be in place in the approach aspect to support 
that those policies and procedures are being consistently applied for 
distribution channels and product lines that use those policies and 
procedures. Determine that the policies and procedures have also been 
consistently applied for a sufficient time by including transactions for 
various dates in the sample of transactions for the walkthrough.

Inquiry
• Interview personnel who perform the activities described in the poli­

cies and procedures documents to support that policies and procedures 
have been communicated to them.

Monitoring
B.7. The two components underlying the third aspect, monitoring, as 

defined by the Handbook are as follow:
a. Does the insurer routinely monitor the operation of these policies and 

procedures with a view toward achieving the intended result?
b. Does the insurer act upon the information received?

B.8. The following are examples of procedures the practitioner and engage­
ment team may employ to test the affirmative responses for the monitoring 
aspect:

Examine Documentation
• Obtain and examine documents prepared by entity personnel that 

provide the responsible party with appropriate monitoring tools (for 
example, management reports, trend analyses, and tracking logs).

• Examine monitoring tools to identify deviations from the expected 
results, provide analysis of these deviations, and demonstrate inves­
tigation has occurred.

• Examine documentation of the corrective actions taken in response to 
information received by the responsible parties.

• Examine monitoring documents subsequent to corrective action tak­
ing place to ascertain whether the incidence of an identified problem 
or complaint has decreased in frequency because of the corrective 
action.

Inquiry
• Interview the personnel responsible for preparing reports used as 

monitoring tools to determine that the appropriate information is 
being gathered in a reasonable manner.
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• Interview the personnel responsible for acting on the information 
provided and identify the procedures in place to perform corrective 
actions.

Observation

• Examine monitoring reports to ascertain whether they are prepared 
and distributed on a regular basis to the responsible personnel.

• Perform a walkthrough for a selection of transactions in which the 
action described by the identified responsible party should have oc­
curred and ascertain whether the procedure was put in place.

• Observe changes in policies and procedures or communications to 
entity personnel that have occurred because of the recurrence of an 
identified problem or complaint.
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.39

Appendix C

Sample Engagement Letter
The following is an illustration of a sample engagement letter that may be used 
for this type of engagement.

[CPA Firm Letterhead]

[Client’s Name and Address}

Dear:

This will confirm our understanding of the arrangements for our examination 
of management’s assertion that the affirmative responses of [name of client 
entity} to the Insurance Marketplace Standards Association (“IMSA”) question­
naire (the “Questionnaire”) relating to the Principles of Ethical Market Conduct 
and the Code of Ethical Market Conduct and Accompanying Comments for 
individually sold life and annuity products, are based on policies and proce­
dures in place as of [the IMSA report date}.

We will examine management’s assertion that the affirmative responses to the 
Questionnaire are based on policies and procedures in place as of the IMSA 
report date for the purpose of expressing an opinion as to whether manage­
ment’s assertion is fairly stated, in all material respects, based upon the criteria 
set forth in the Principles of Ethical Market Conduct, Code of Ethical Market 
Conduct and Accompanying Comments, and Assessment Handbook. The Com­
pany is responsible for the design, implementation, and monitoring of the 
policies and procedures in place upon which the responses are based. Our 
responsibility is to express an opinion on management’s assertion based on our 
examination.

We will conduct our examination in accordance with standards established by 
the American Institute of Certified Public Accountants and in accordance with 
the criteria set forth in the IMSA Assessment Handbook. Our examination will 
include obtaining an understanding of the policies and procedures in place upon 
which the affirmative responses to the Questionnaire are based and such other 
procedures as we consider necessary in the circumstances. Our examination 
will not be designed to evaluate whether the policies and procedures, upon 
which [the entity’s] responses to the Questionnaire are based, operate effec­
tively, nor will we evaluate whether [the entity] has complied with applicable 
laws or regulations. Accordingly, we will not express an opinion or any other 
form of assurance thereon.2

2 The independent accountant may wish to include an understanding with the client about any 
limitation or other arrangements regarding liability of the practitioner or the client in the engage­
ment letter.

Working papers that are prepared in connection with this engagement are the 
property of the independent accountant. The working papers are prepared for 
the purpose of providing the principal support for the independent accountant’s 
report.

At the completion of our work we expect to issue an examination report in a 
form acceptable to IMSA (example attached). If, however, we are not able to 
conclude that management’s assertion that the affirmative responses to the
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Questionnaire are based on policies and procedures in place as of the IMSA 
report date, we will so advise you. At that time we will discuss with you the 
form of communication, if any, that you desire for our findings. We will ask you 
to confirm your request in writing at that time. If no report is requested, we 
understand that our engagement will be terminated, our working papers will 
be destroyed (at your request), our professional fees will be payable in full, and 
our professional responsibilities to you will be complete. We will have no 
responsibility to report in writing at a later date. If you request written or oral 
communication of our findings, we will do so and our working papers will be 
retained in accordance with our firm’s working paper retention policy. Our 
professional fees will be subject to adjustment. If you request that we delay 
issuance of our report until corrective action is taken that will result in 
affirmative answers to all questions, we will do so only at your written request. 
Our working papers will be retained in accordance with our firm’s working 
paper retention policy. Again, our fees will be subject to adjustment. If we 
conclude that we are unable to issue an unqualified report, we reserve the right 
to bring the matter to the attention of an appropriate level of management or 
the board of directors.

The distribution of the independent accountant’s report will be restricted to the 
board of directors and management of [the entity} and IMSA. [The entity] agrees 
that it will not use the CPA firm’s name in advertising materials referring to 
[the entity’s} membership in IMSA.

Our fees will be billed as work progresses and are based on the amount of time 
required at various levels of responsibility plus actual out-of-pocket expenses. 
Invoices are payable upon presentation. We will notify you immediately of any 
circumstances we encounter that could significantly affect our initial estimate 
of total fees.

If this letter correctly expresses your understanding of this engagement, please 
sign the enclosed copy where indicated and return it to us.

We appreciate the opportunity to serve you.

Sincerely,

[Partner’s Signature}
[Firm Name or Firm Representative}

Accepted and agreed to:

[Client Representative’s Signature}

[Title}

[Date}
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Section 14,350
Statement of Position 99-1
Guidance to Practitioners in Conducting and 
Reporting on an Agreed-Upon Procedures 
Engagement to Assist Management in 
Evaluating the Effectiveness of Its Corporate 
Compliance Program

May 21,1999

NOTE
This Statement of Position presents the recommendations of the AICPA Health 

Care Pilot Task Force regarding the application of Statements on Standards for 
Attestation Engagements to agreed-upon procedures attestation engagements 
performed to assist a health care provider in evaluating the effectiveness of its 
corporate compliance program consistent with the requirements of a Corporate 
Integrity Agreement entered into with the Office of Inspector General of the U.S. 
Department of Health and Human Services. The Auditing Standards Board has 
found the recommendations in this Statement of Position to be consistent with 
existing standards covered by Rule 202 of the AICPA Code of Professional Conduct. 
AICPA members should be prepared to justify departures from the 
recommendations in this Statement of Position.

Summary

This Statement of Position (SOP) provides guidance to practitioners in conduct­
ing and reporting on an agreed-upon procedures engagement performed pur­
suant to the AICPA Statements on Standards for Attestation Engagements to 
assist a health care provider in evaluating the effectiveness of its corporate 
compliance program consistent with the requirements of a Corporate Integrity 
Agreement (CIA) entered into with the Office of Inspector General (OIG) of the 
U.S. Department of Health and Human Services. CIAs are specific to the entity 
involved; consequently, users of this SOP should be familiar with the specific 
requirements of the entity’s CIA.

Introduction and Background

. 01 Within the past several years, the health care industry has experi­
enced a significant increase in the number and magnitude of allegations of 
fraud and abuse involving federal health care programs (for example, Medicare 
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and Medicaid) and private health care insurance. These allegations have 
triggered regulatory scrutiny, litigation, significant monetary settlements, and 
negative publicity related to—among other things—coding and billing prac­
tices, patient referrals, cost reporting, quality of care, and clinical practices. 
Typically, as part of the global resolution of these allegations, the entity enters 
into a Corporate Integrity Agreement (CIA) with the Office of Inspector Gen­
eral (OIG) of the U.S. Department of Health and Human Services. Such 
agreements require that management annually report on its compliance with 
the terms of the CIA and that there be an assessment of the entity’s compliance 
with the CIA. This assessment includes a billing analysis, which may be 
performed by an independent review organization (such as a practitioner or 
consultant) or the provider (if permitted by the OIG), and an agreed-upon 
procedures engagement.

. 02 This SOP provides guidance to practitioners in conducting and report­
ing on an agreed-upon procedures engagement performed pursuant to the 
American Institute of Certified Public Accountants (AICPA) Statements on 
Standards for Attestation Engagements (SSAEs) to assist an entity in evalu­
ating the effectiveness of its corporate compliance program consistent with 
the requirements of a CIA.  The terms of a CIA are unique to the entity; 
consequently, users of this SOP need to be familiar with the actual CIA and its 
requirements.

1

. 03 This SOP applies to agreed-upon procedures engagements to assist in 
evaluating an entity’s compliance for a specified period. Such engagements 
should follow the AICPA attestation standards, including SSAE No. 1, Attesta­
tion Standards', SSAE No. 3, Compliance Attestation; and SSAE No. 4, Agreed- 
Upon Procedures Engagements. The engagement should be conducted in 
accordance with standards established by the AICPA, including the criteria set 
forth in this SOP. However, this SOP is not intended to provide all the required 
criteria set forth in individual CIAs, nor all the applicable standards estab­
lished by the AICPA. Additionally, the SOP contains some guidance that may 
be applied in evaluating an organization’s corporate compliance program, even 
though the program was not imposed by a CIA.

1 The practitioner also might be engaged to assist in other areas beyond an agreed-upon 
procedures engagement such as providing consulting services in connection with evaluating the 
company’s billing practices, policies, and procedures as required by the CIA or in implementing, 
assessing, and reporting on voluntarily adopted compliance programs. In addition, the practitioner 
may assist in preparing an entity’s self-disclosure reports to federal health agencies related to billing 
errors and other compliance matters. Similarly, practitioners may be involved in an entity’s prepara­
tion of government-required (but not CIA-imposed) compliance reporting (for example, contract 
requirements for Medicare part C) beyond an agreed-upon procedures engagement.

Overview of a Typical Corporate Integrity Agreement
. 04 A CIA is an agreement between a health care provider and the OIG 

in conjunction with a global settlement of a fraud investigation. Such an 
agreement typically seeks to establish a compliance program within the health 
care provider (for example, hospital, clinical lab, physician group) that will 
promote compliance with the requirements of Medicare, Medicaid, and all 
other federal health care programs.

. 05 CIAs are case-specific. Their terms are tailored to address the organ­
izational and operating deficiencies related to providing and billing for health 
care services that have been identified by the OIG, the entity, or others. Detailed 
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compliance requirements are imposed as a condition for continued participa­
tion in federal health care programs. A sample CIA, provided by the OIG and 
intended to identify potential requirements, is included in appendix A [para­
graph .32], “Sample Corporate Integrity Agreement.” Typical agreements 
cover five years and require the entity to address the following areas:

• Appointment of a compliance officer and establishment of a compli­
ance committee

• Establishment of a code of conduct
• Establishment of policies and procedures regarding the compliance 

program
• Development of an information and education program as to CIA 

requirements, compliance program and code of conduct
• Annual assessment of billing policies, procedures, and practices
• Establishment of a confidential disclosure program
• Prohibition of employment of excluded or convicted persons
• Notification to OIG of investigation or legal proceedings
• Reporting of credible evidence of misconduct
• Notifications to OIG of new provider locations
• Provision of implementation and annual reports
• Proper notification and submission of required reports
• Granting of OIG access to documents and individuals to conduct 

assessments
• Documentation of record retention requirements
• Awareness of disclosure criteria
• Agreement to comply with certain default provisions, penalties, and 

remedies

• Review of rights as to dispute resolution
• Review of effective and binding agreement clauses

Conditions for Engagement Performance
. 06 A practitioner may perform an agreed-upon procedures engagement 

related to management’s compliance with a CIA if all of the conditions specified 
in SSAE No. 4 and SSAE No. 3 are met.

. 07 As discussed more fully in the SSAEs noted in paragraph .06, man­
agement’s assertions as to its compliance must be capable of evaluation against 
reasonable criteria that either have been established by a recognized body or 
are stated in or attached to the practitioner’s report in a sufficiently clear and 
comprehensive manner. Generally, to avoid confusion, management’s asser­
tions, which are based on the specific terms of its CIA, should be attached to 
the practitioner’s report. If the entity is not subject to a CIA, management may 
develop its assertions using the model CIA. A sample based on the model CIA, 
which is not meant to be all-inclusive, is included as appendix B [paragraph 
.33], “Sample Statement of Management’s Assertions.”
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Establishing an Understanding With the Client

. 08 The practitioner should document the understanding in the working 
papers, preferably through a written communication with the client, such as 
an engagement letter. Appendix C [paragraph .34], “Sample Engagement 
Letter,” contains a sample engagement letter that may be used for this kind of 
engagement.

Users' Responsibilities

. 09 Users typically would be the management of the health care provider 
and the OIG. Management is responsible for ensuring that the entity complies 
with the requirements of the CIA. That responsibility encompasses (a) identi­
fying applicable compliance requirements, (b) establishing and maintaining 
internal control policies and procedures to provide reasonable assurance that 
the entity complies with those requirements, (c) evaluating and monitoring the 
entity’s compliance, and (d) preparing reports that satisfy legal, regulatory, or 
contractual requirements. Management’s evaluation may include documenta­
tion such as accounting or statistical data, policy manuals, accounting manu­
als, narrative memoranda, procedural write-ups, flowcharts, completed 
questionnaires, internal auditors’ reports, and other special studies or analy­
ses. The form and extent of documentation will vary depending on the nature 
of the compliance requirements and the size and complexity of the entity. 
Management may engage the practitioner to gather information to assist it in 
evaluating the entity’s compliance. Regardless of the procedures performed by 
the practitioner, management must accept responsibility for its assertions and 
must not base such assertions solely on the practitioner’s procedures.

. 10 Specified users are responsible for the sufficiency (nature, timing, and 
extent) of the agreed-upon procedures because they best understand their own 
needs. The specified users assume the risk that such procedures might be 
insufficient for their purposes. In addition, the specified users assume the risk 
that they might misunderstand or otherwise inappropriately use findings 
properly reported by the practitioner.

Practitioner's Responsibilities

. 11 The objective of the practitioner’s agreed-upon procedures is to pre­
sent specific findings to assist users in evaluating an entity’s compliance with 
the requirements specified in the CIA. (See appendix D [paragraph .35], 
“Sample Procedures.”)

. 12 The practitioner’s procedures generally may be as limited or extensive 
as the specified users desire, as long as the specified users agree upon the 
procedures performed or to be performed and take responsibility for the 
sufficiency of the agreed-upon procedures for their purposes.

. 13 To satisfy the requirements that the practitioner and the specified 
users agree upon the procedures performed or to be performed and that the 
specified users take responsibility for the sufficiency of the agreed-upon proce­
dures for their purposes, ordinarily the practitioner should communicate di­
rectly with and obtain affirmative acknowledgment from each of the specified 
users. For the purposes of these engagements, an effective way to obtain this 
agreement ordinarily is to distribute a draft of the report, detailing the proce­
dures, that is expected to be issued to the OIG with a request for any comments 
it may have.
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. 14 To avoid possible misunderstandings, the practitioner should circu­
late the draft with a legend stating that these are the procedures expected to 
be performed, and unless informed otherwise, the practitioner assumes that 
there are no additional procedures that he or she is expected to perform. A 
legend such as the following might be used.

This draft is furnished solely for the purpose of indicating the form of report that 
we would expect to be able to furnish pursuant to the request by Management of 
[Provider] for our performance of limited procedures relating to [Provider’s] 
compliance with the Corporate Integrity Agreement with the Office of Inspector 
General (OIG) of the U.S. Department of Heath and Human Services. Based on 
our discussions with [Provider], it is our understanding that the procedures 
outlined in this draft report are those we are expected to follow. Unless informed 
otherwise within ninety (90) days of this transmittal, we shall assume that there 
are no additional procedures that we are expected to follow. The text of the 
definitive report will depend, of course, on the results of the procedures.

Involvement of a Specialist2

2 A specialist is a person (or firm) possessing special skill or knowledge in a particular field other 
than the attest function. As used herein, a specialist does not include a person employed by the 
practitioner’s firm who participates in the attestation engagement.

3 SAS No. 65, The Auditor’s Consideration of the Internal Audit Function in an Audit of 
Financial Statements (AICPA, Professional Standards, vol. 1, AU sec. 322), does not apply to 
agreed-upon procedures engagements.

. 15 The practitioner’s education and experience enable him or her to be 
knowledgeable about business matters in general, but he or she is not expected 
to have the expertise of a person trained for or qualified to engage in the 
practice of another profession or occupation. In certain circumstances, it may 
be appropriate to involve a specialist to assist the practitioner in the perform­
ance of one or more procedures. The following are examples:

• An attorney might provide assistance concerning the application of 
laws, regulations, or rules to a client’s situation.

• A medical specialist might provide assistance in understanding the 
characteristics of diagnosis codes documented in patient medical records.

. 16 The practitioner and the specified users should agree to the involve­
ment of a specialist in assisting a practitioner in the performance of an 
agreed-upon procedures engagement. This agreement may be reached when 
obtaining agreement on the procedures performed or to be performed and 
acknowledgment of responsibility for the sufficiency of the procedures, as 
discussed previously. The practitioner’s report should describe the nature of 
the assistance provided by the specialist.

. 17 A practitioner may agree to apply procedures to the report or work 
product of a specialist that does not constitute assistance by the specialist to 
the practitioner in an agreed-upon procedures engagement. For example, the 
practitioner may make reference to information contained in a report of a 
specialist in describing an agreed-upon procedure. However, it is inappropriate 
for the practitioner to agree to merely read the specialist’s report solely to 
describe or repeat the findings, or to take responsibility for all or a portion of 
any procedures performed by a specialist or the specialist’s work product.

Internal Auditors and Other Personnel3

. 18 The agreed-upon procedures to be enumerated or referred to in the 
practitioner’s report are to be performed entirely by the practitioner except as 
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discussed in paragraphs .15-.17 of this SOP. However, internal auditors or 
other personnel may prepare schedules, accumulate data, perform an internal 
assessment of management’s compliance, or provide other information for the 
practitioner’s use in performing the agreed-upon procedures.

. 19 A practitioner may agree to perform procedures on information docu­
mented in the working papers of internal auditors. For example, the practi­
tioner may agree to—

• Repeat all or some of the procedures.

• Determine whether the internal auditors’ working papers contain 
documentation of procedures performed and whether the findings 
documented in the working papers are presented in a report by the 
internal auditors.

. 20 However, it is inappropriate for the practitioner to—

• Agree to merely read the internal auditor’s report solely to describe or 
repeat its findings.

• Take responsibility for all or a portion of any procedures performed by 
internal auditors by reporting those findings as the practitioner’s own.

• Report in any manner that implies shared responsibility for the 
procedures with the internal auditors.

Planning the Engagement

.21 Planning an agreed-upon procedures engagement involves working 
with the users to develop an overall strategy for the expected conduct and scope 
of the engagement. To develop such a strategy, practitioners should have 
adequate technical training and proficiency in the attestation standards and 
have adequate knowledge in health care regulatory matters to enable them to 
sufficiently understand the events, transactions, and practices that, in their 
judgment, have a significant effect on the presentation of the assertions.

Working Papers
.22 The practitioner should prepare and maintain working papers in 

connection with an engagement under the attestation standards; such working 
papers should be appropriate to the circumstances and the practitioner’s needs 
on the engagement to which they apply.

.23 Concern over access to the practitioner’s working papers might 
cause some clients to inquire about working paper requirements. In situ­
ations where the practitioner is requested to not maintain copies of certain 
client documentation, or to not prepare and maintain documentation simi­
lar to client documents, the practitioner may refer to the Auditing Interpre­
tation, “The Auditor’s Consideration of the Completeness Assertion” 
(AICPA, Professional Standards, vol. 1, AU sec. 9326.06-.17), for guidance. See 
the Attest Interpretation, “Providing Access to or Photocopies of Working 
Papers to a Regulator,” for guidance related to providing access to or photocop­
ies of working papers to a regulator in connection with work performed on an 
attestation engagement.
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Management's Representations
.24 The practitioner should obtain written representation from manage­

ment on various matters including the following:
a. Acknowledging management’s responsibility for complying with the 

CIA
b. Acknowledging management’s responsibility for establishing and 

maintaining effective internal control over compliance
c. Stating that management has performed an evaluation of the entity’s

compliance with CIA-specified requirements
d. Stating management’s assertions about the entity’s compliance with 

all aspects of the CIA, including the specific issues that gave rise to 
the CIA4

e. Stating that management has disclosed to the practitioner all known

4 Depending on the circumstances, representations in the following areas might be appropriate.
• Violations or possible violations of laws or regulations, such as those related to the Medicare 

and Medicaid antifraud and abuse statutes
• Compliance of third-party billings with applicable coding guidelines (for example, ICD-9-CM, 

CPT) and laws and regulations (including medical necessity, proper approvals, and proper 
rendering of care)

• Proper filing of all required Medicare, Medicaid, and similar reports under the applicable 
reimbursement rules and regulations (including nature of costs—allowable, patient-related, 
properly allocated, in accordance with applicable rules and regulations, properly adjusted to 
reflect prior audit adjustments) and adequacy of disclosures (including disputed costs)

noncompliance with the CIA
f. Stating that management has made available all documentation 

relating to compliance with the CIA
g. Stating management’s interpretation of any compliance require­

ments that have varying interpretations
h. Stating that management has disclosed any communication from 

regulatory agencies, internal auditors, legal counsel, and other par­
ties concerning matters regarding the design, implementation, and 
monitoring of the policies and procedures in place, including commu­
nication received between the end of the reporting period and the 
date of the practitioner’s report (the date of signature)

i. Stating that management has disclosed any known noncompliance 
occurring subsequent to the end of the reporting period

j. Describing any related material fraud or abuse, other fraud, abuse 
or illegal acts that, whether or not material, involve management or 
other employees who have a significant role in the entity’s design, 
implementation, and monitoring of the policies and procedures in 
place upon which compliance is based

k. Stating that management has disclosed to the practitioners, orally 
or in writing, information about past noncompliance issues covered 
in the settlement agreement that gave rise to the CIA and the related 
corrective measures taken to support compliance in those areas

Management’s refusal to furnish all appropriate written representations con­
stitutes a limitation on the scope of the engagement sufficient to require 
withdrawal from the engagement.
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Reporting Considerations
.25 A practitioner should present the results of applying agreed-upon 

procedures to the specific subject matter in the form of findings. The practi­
tioner should not provide negative assurance about whether the assertion is 
fairly stated in accordance with established or stated criteria. For example, the 
practitioner should not include a statement that “nothing came to my attention 
that caused me to believe that the assertion is not fairly stated in accordance 
with (established or stated) criteria.”

.26 The practitioner should report all findings from the application of the 
agreed-upon procedures. The concept of materiality does not apply to findings 
to be reported in an agreed-upon procedures engagement unless the definition 
of materiality is agreed to by the specified users. Any agreed-upon materiality 
limits should be described in the practitioner’s report.

.27 The practitioner has no obligation to perform procedures beyond the 
agreed-upon procedures. However, if noncompliance related to management’s 
assertion comes to the practitioner’s attention by other means, such informa­
tion ordinarily should be included in his or her report.

.28 The practitioner may become aware of noncompliance related to 
management’s assertion that occurs subsequent to the reporting period but 
before the date of the practitioner’s report. The practitioner should consider 
including information regarding such noncompliance in his or her report. 
However, the practitioner has no responsibility to perform procedures to detect 
such noncompliance other than obtaining management’s representation about 
noncompliance in the subsequent period.

.29 The practitioner should follow the reporting guidance in SSAE No. 4. 
A sample report is included in appendix E [paragraph .36], “Sample Report.”

.30 Evaluating compliance with certain requirements may require inter­
pretation of the laws, regulations, rules, contracts, or other agreements that 
establish those requirements. In such situations, the practitioner should con­
sider whether he or she is provided with the reasonable criteria required to 
evaluate an assertion under the third general attestation standard. If these 
interpretations are significant, the practitioner may include a paragraph 
stating the description and the source of interpretations made by the entity’s 
management. An example of such a paragraph, which should precede the 
procedures and findings paragraph(s), follows:

We have been informed that, under [name of entity’s] interpretation of [identify 
the compliance requirement}, [explain the nature and source of the relevant 
interpretation}.

.31 The date of completion of the agreed-upon procedures should be used 
as the date of the practitioner’s report.
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.32

Appendix A

Sample Corporate Integrity Agreement 
Between the Office of Inspector General 

of the Department of Health and 
Human Services and [Provider]

I. Preamble
[Provider] (“[Provider]”) hereby enters into this Corporate Integrity Agree­

ment (“CIA”) with the Office of Inspector General (“OIG”) of the United States 
Department of Health and Human Services (“HHS”) to ensure compliance by 
its employees with the requirements of Medicare, Medicaid and all other 
Federal health care programs (as defined in 42 U.S.C. 1320a-7b(f)) (hereinafter 
collectively referred to as the “Federal health care programs”). [Provider’s] 
compliance with the terms and conditions in this CIA shall constitute an 
element of [Provider’s] present responsibility with regard to participation in 
the Federal health care programs. Contemporaneously with this CIA, 
[Provider] is entering into a Settlement Agreement with the United States, and 
this CIA is incorporated by reference into the Settlement Agreement.

II. Term of the CIA
The period of the compliance obligations assumed by [Provider] under this 

CIA shall be 5 years from the effective date of this CIA (unless otherwise 
specified). The effective date of this CIA will be the date on which the final 
signatory of this CIA executes this CIA (the “effective date”).*

III. Corporate Integrity Obligations
[Provider] shall establish a compliance program that includes the following 

elements:
A. Compliance Officer

Within ninety (90) days after the effective date of this CIA, [Provider] 
shall appoint an individual to serve as Compliance Officer, who shall 
be responsible for developing and implementing policies, procedures, 
and practices designed to ensure compliance with the requirements 
set forth in this CIA and with the requirements of the Federal health 
care programs. The Compliance Officer shall be a member of senior 
management of [Provider], shall make regular (at least quarterly) 
reports regarding compliance matters directly to the CEO and/or to 
the Board of Directors of [Provider] and shall be authorized to report 
to the Board of Directors at any time. The Compliance Officer shall be 
responsible for monitoring the day-to-day activities engaged in by 
[Provider] to further its compliance objectives as well as any reporting 
obligations created under this CIA. In the event a new Compliance 
Officer is appointed during the term of this CIA, [Provider] shall notify 
the OIG, in writing, within fifteen (15) days of such a change.

Source: Office of the Inspector General of the United States Department of Health and Human 
Services.
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[Provider] shall also appoint a Compliance Committee within ninety 
(90) days after the effective date of this CIA. The Compliance Commit­
tee shall, at a minimum, include the Compliance Officer and any other 
appropriate officers as necessary to meet the requirements of this CIA 
within the provider’s corporate structure (e.g., senior executives of 
each major department, such as billing, clinical, human resources, 
audit, and operations). The Compliance Officer shall chair the Com­
pliance Committee and the Committee shall support the Compliance 
Officer in fulfilling his/her responsibilities.

B. Written Standards
1. Code of Conduct. Within ninety (90) days of the effective date of 

this CIA, [Provider] shall establish a Code of Conduct. The Code of 
Conduct shall be distributed to all employees within ninety (90) days 
of the effective date of this CIA. [Provider] shall make the promotion 
of, and adherence to, the Code of Conduct an element in evaluating 
the performance of managers, supervisors, and all other employees. 
The Code of Conduct shall, at a minimum, set forth:

a. [Provider's] commitment to full compliance with all stat­
utes, regulations, and guidelines applicable to Federal 
health care programs, including its commitment to pre­
pare and submit accurate billings consistent with Federal 
health care program regulations and procedures or in­
structions otherwise communicated by the Health Care 
Financing Administration (“HCFA”) (or other appropriate 
regulatory agencies) and/or its agents;

b. [Provider’s] requirement that all of its employees shall be 
expected to comply with all statutes, regulations, and 
guidelines applicable to Federal health care programs and 
with [Provider’s] own policies and procedures (including 
the requirements of this CIA);

c. the requirement that all of [Provider’s] employees shall be 
expected to report suspected violations of any statute, 
regulation, or guideline applicable to Federal health care 
programs or with [Provider’s] own policies and procedures;

d. the possible consequences to both [Provider] and to any 
employee of failure to comply with all statutes, regula­
tions, and guidelines applicable to Federal health care 
programs and with [Provider’s] own policies and proce­
dures or of failure to report such non-compliance; and

e. the right of all employees to use the confidential disclosure
program, as well as [Provider’s] commitment to confiden­
tiality and non-retaliation with respect to disclosures.

Within ninety (90) days of the effective date of the CIA, each 
employee shall certify, in writing, that he or she has received, 
read, understands, and will abide by [Provider’s] Code of Conduct. 
New employees shall receive the Code of Conduct and shall 
complete the required certification within two (2) weeks after the 
commencement of their employment or within ninety (90) days of 
the effective date of the CIA, whichever is later.
[Provider] will annually review the Code of Conduct and will make 
any necessary revisions. These revisions shall be distributed within 
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thirty (3Q) days of initiating such a change. Employees shall 
certify on an annual basis that they have received, read, under­
stand and will abide by the Code of Conduct.

2. Policies and Procedures. Within ninety (90) days of the effective 
date of this CIA, [Provider] shall develop and initiate implemen­
tation of written Policies and Procedures regarding the operation 
of [Provider’s] compliance program and its compliance with all 
federal and state health care statutes, regulations, and guide­
lines, including the requirements of the Federal health care pro­
grams, At a minimum, the Policies and Procedures shall 
specifically address [insert language relevant to allegations in the 
case]. In addition, the Policies and Procedures shall include disci­
plinary guidelines and methods for employees to make disclosures 
or otherwise report on compliance issues to [Provider] manage­
ment through the Confidential Disclosure Program required by 
section III.E. [Provider] shall assess and update as necessary the 
Policies and Procedures at least annually and more frequently, as 
appropriate. A summary of the Policies and Procedures will be 
provided to OIG in the Implementation Report. The Policies and 
Procedures will be available to OIG upon request.
Within ninety (90) days of the effective date of the CIA, the 
relevant portions of the Policies and Procedures shall be distrib­
uted to all appropriate employees. Compliance staff or supervisors 
should be available to explain any and all policies and procedures.

C. Training and Education
1. General Training. Within ninety (90) days of the effective date 

of this CIA, [Provider] shall provide at least two (2) hours of 
training to each employee. This general training shall explain 
[Provider’s]:

a. Corporate Integrity Agreement requirements;
b. Compliance Program (including the Policies and Proce­

dures as they pertain to general compliance issues); and
c. Code of Conduct.

These training materials shall be made available to the OIG, upon 
request.
New employees shall receive the general training described above 
within thirty (30) days of the beginning of their employment or 
within ninety (90) days after the effective date of this CIA, which­
ever is later. Each year, every employee shall receive such general 
training on an annual basis.

2. Specific Training. Within ninety (90) days of the effective date of 
this CIA, each employee who is involved directly or indirectly in 
the delivery of patient care and/or in the preparation or submis­
sion of claims for reimbursement for such care (including, but not 
limited to, coding and billing) for any Federal health care pro­
grams shall receive at least [insert number of training hours] 
hours of training in addition to the general training required 
above. This training shall include a discussion of:

a. the submission of accurate bills for services rendered to 
Medicare and/or Medicaid patients;
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b. policies, procedures and other requirements applicable to 
the documentation of medical records;

c. the personal obligation of each individual involved in the 
billing process to ensure that such billings are accurate;

d. applicable reimbursement rules and statutes;
e. the legal sanctions for improper billings; and
f. examples of proper and improper billing practices.

These training materials shall be made available to OIG, upon 
request. Persons providing the training must be knowledgeable 
about the subject area.
Affected new employees shall receive this training within thirty 
(30) days of the beginning of their employment or within ninety 
(90) days of the effective date of this CIA, whichever is later. If a 
new employee has any responsibility for the delivery of patient 
care, the preparation or submission of claims and/or the assign­
ment of procedure codes prior to completing this specific training, 
a [Provider] employee who has completed the substantive training 
shall review all of the untrained person’s work regarding the 
assignment of billing codes.
Each year, every employee shall receive such specific training on 
an annual basis.

3. Certification. Each employee shall certify, in writing, that he or 
she has attended the required training. The certification shall 
specify the type of training received and the date received. The 
Compliance Officer shall retain the certifications, along with 
specific course materials. These shall be made available to OIG 
upon request.

D. Review Procedures
[Provider] shall retain an entity, such as an accounting, auditing or 
consulting firm (hereinafter “Independent Review Organization”), to 
perform review procedures to assist [Provider] in assessing the ade­
quacy of its billing and compliance practices pursuant to this CIA. This 
shall be an annual requirement and shall cover a twelve (12) month 
period. The Independent Review Organization must have expertise in 
the billing, coding, reporting and other requirements of the Federal 
health care programs from which [Provider] seeks reimbursement. 
The Independent Review Organization must be retained to conduct 
the assessment of the first year within ninety (90) days of the effective 
date of this CIA. For purposes of complying with this review proce­
dures requirement, the OIG at its discretion, may permit the 
[Provider] to utilize internal auditors to perform the review(s). In such 
case, the [Provider] will engage the Independent Review Organization 
to verify the propriety of the internal auditors’ methods and accuracy 
of their results. The [Provider] will request the Independent Review 
Organization to produce a report on its findings which report shall be 
included in the Annual Report to the OIG.
The Independent Review Organization (or the [Provider], if permitted 
by the OIG, as set forth above) will conduct two separate engagements. 
One will be an analysis of [Provider’s] billing to the Federal health care 
programs to assist the [Provider] and OIG in determining compliance 
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with all applicable statutes, regulations, and directives/guidance 
(“billing engagement”). The second engagement will assist the 
[Provider} and OIG in determining whether [Provider} is in compliance 
with this CIA (“compliance engagement”).
1. Billing Engagement. The billing engagement shall consist of a 

review of a statistically valid sample of claims for the relevant 
period. The sample size shall be determined through the use of a 
probe sample.  At a minimum, the full sample must be within a 
ninety (90) percent confidence level and a precision of twenty-five 
(25) percent. The probe sample must contain at least thirty (30) 
sample units and cannot be used as part of the full sample. Both 
the probe sample and the sample must be selected through ran­
dom numbers. [Provider} shall use OIG’s Office of Audit Services 
Statistical Sampling Software, also known as “RAT-STATS”, 
which is available through the Internet at 

.

1

www.hhs.gov/pro- 
gorg/ratstat.html

1 Probe sample is defined as a small, random preliminary sample.

Each annual billing engagement analysis shall include the follow­
ing components in its methodology:

a. Billing Engagement Objective: Provide a statement stat­
ing clearly the objective intended to be achieved by the 
billing engagement and the procedure or combination of 
procedures that will be applied to achieve the objective.

b. Billing Engagement Population: Identify the population, 
which is the group about which information is needed. 
Explain the methodology used to develop the population 
and provide the basis for this determination.

c. Sources of Data: Provide a full description of the source of
the information upon which the billing engagement con­
clusions will be based, including the legal or other stand­
ards applied, documents relied upon, payment data, 
and/or any contractual obligations.

d. Sampling Unit: Define the sampling unit, which is any of 
the designated elements that comprise the population of 
interest.

e. Sampling Frame: Identify the sampling frame, which is 
the totality of the sampling units from which the sample 
will be selected.

As part of the billing engagement:
a. Inquire of management as to the procedures and controls 

affecting the billing process subject to the annual assess­
ment as specified in the CIA. Document that aspect of the 
billing process (e.g., flow of documents, processing activi­
ties), and those controls that will be tested in the sample. 
The documentation may consist of flow charts, excerpts 
from policies and procedures manuals, control question­
naires, etc.

b. Report the sample results, including the overall error rate 
and the nature of the errors found (e.g., no documentation, 
inadequate documentation, assignment of incorrect code).
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c. Document findings related to [Provider’s] procedures to 
correct inaccurate billings and codings to the Federal 
health care programs and findings regarding the steps 
[Provider] is taking to bring its operations into compliance 
or to correct problems identified by the audit.

2. Agreed-upon Procedures or Compliance Engagement. An Inde­
pendent Review Organization (or the [Provider], if permitted by 
the OIG) shall also conduct an agreed-upon procedures or compli­
ance engagement, which shall assist the users in determining 
whether [Provider’s] program, policies, procedures, and opera­
tions comply with the terms of this CIA. This engagement shall 
include a section by section analysis of the requirements of this 
CIA.
A complete copy of the Independent Review Organization’s billing 
and agreed-upon procedures or compliance engagement shall be 
included in each of [Provider’s] Annual Reports to OIG.

3. Disclosure of Overpayments and Material Deficiencies. If, as a 
result of these engagements, [Provider] or the Independent Re­
view Organization identifies any billing, coding or other policies, 
procedures and/or practices that result in an overpayment, 
[Provider] shall notify the payor (e.g., Medicare fiscal intermedi­
ary or carrier) within 30 days of discovering the deficiency or 
overpayment and take remedial steps within 60 days of discovery 
(or such additional time as may be agreed to by the payor) to 
correct the problem, including preventing the deficiency from 
recurring. The notice to the payor shall include:

a. a statement that the refund is being made pursuant to this
CIA;

b. a description of the complete circumstances surrounding 
the overpayment;

c. the methodology by which the overpayment was deter­
mined;

d. .the amount of the overpayment;
e. any claim-specific information used to determine the over­

payment (e.g., beneficiary health insurance number, claim 
number, service date, and payment date);

f. the cost reporting period; and
g. the provider identification number under which the repay­

ment is being made.
If [Provider] determines an overpayment represents a material 
deficiency, contemporaneous with [Provider’s] notification to the 
payor as provided above, [Provider] shall also notify OIG of:

a. a complete description of the material deficiency;
b. amount of overpayment due to the material deficiency ;
c. [Provider’s] action(s) to correct and prevent such material 

deficiency from recurring;
d. the payor’s name, address, and contact person where the 

overpayment was sent;
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e. the date of the check and identification number (or elec­
tronic transaction number) on which the overpayment was 
repaid.

For purposes of this CIA, an “overpayment” shall mean the 
amount of money the provider has received in excess of the 
amount due and payable under the Federal health care programs’ 
statutes, regulations or program directives, including carrier and 
intermediary instructions.
For purposes of this CIA, a “material deficiency” shall mean 
anything that involves: (i) a substantial overpayment or improper 
payment relating to the Medicare and/or Medicaid programs; (ii) 
conduct or policies that clearly violate the Medicare and/or Medi­
caid statute, regulations or directives issued by HCFA and/or its 
agents; or (iii) serious quality of care implications for federal 
health care beneficiaries or recipients. A material deficiency may 
be the result of an isolated event or a series of occurrences.

4. Verification /Validation. In the event that the OIG determines 
that it is necessary to conduct an independent review to determine 
whether or the extent to which [Provider] is complying with its 
obligations under this CIA, [Provider] agrees to pay for the rea­
sonable cost of any such review or engagement by the OIG or any 
of its designated agents.

E. Confidential Disclosure Program
Within ninety (90) days after the effective date of this CIA, [Provider] 
shall establish a Confidential Disclosure Program, which must include 
measures (e.g., a toll-free compliance telephone line) to enable employees, 
contractors, agents or other individuals to disclose, to the Compliance 
Officer or some other person who is not in the reporting individual’s chain 
of command, any identified issues or questions associated with 
[Provider's] policies, practices or procedures with respect to the Federal 
health care program, believed by the individual to be inappropriate. 
[Provider] shall publicize the existence of the hotline (e.g., e-mail to 
employees or post hotline number in prominent common areas).
The Confidential Disclosure Program shall emphasize a non-retribution, 
non-retaliation policy, and shall include a reporting mechanism for 
anonymous, confidential communication. Upon receipt of a complaint, 
the Compliance Officer (or designee) shall gather the information in 
such a way as to elicit all relevant information from the individual 
reporting the alleged misconduct. The Compliance Officer (or desig­
nee) shall make a preliminary good faith inquiry into the allegations 
set forth in every disclosure to ensure that he or she has obtained all 
of the information necessary to determine whether a further review 
should be conducted. For any disclosure that is sufficiently specific so 
that it reasonably: (1) permits a determination of the appropriateness 
of the alleged improper practice, and (2) provides an opportunity for 
taking corrective action, [Provider] shall conduct an internal review of 
the allegations set forth in such a disclosure and ensure that proper 
follow-up is conducted.
The Compliance Officer shall maintain a confidential disclosure log, 
which shall include a record and summary of each allegation received, 
the status of the respective investigations, and any corrective action 
taken in response to the investigation.
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F. Ineligible Persons
[Provider] shall not hire or engage as contractors any “Ineligible 
Person.” For purposes of this CIA, an “Ineligible Person” shall be any 
individual or entity who: (i) is currently excluded, suspended, debarred 
or otherwise ineligible to participate in the Federal health care pro­
grams; or (ii) has been convicted of a criminal offense related to the 
provision of health care items or services and has not been reinstated 
in the Federal health care programs after a period of exclusion, 
suspension, debarment, or ineligibility.
Within ninety (90) days of the effective date of this CIA, [Provider] will 
review its list of current employees and contractors against the Gen­
eral Services Administration’s List of Parties Excluded from Federal 
Programs (available through the Internet at http://www.arnet.gov/epls) 
and the HHS/OIG Cumulative Sanction Report (available through the 
Internet at http://www.dhhs.gov/progorg/oig) to ensure that it is not 
currently employing or contracting with any Ineligible Person. There­
after, [Provider] will review the list once semi-annually to ensure that 
no current employees or contractors are or have become Ineligible 
Persons.
To prevent hiring or contracting with any Ineligible Person, [Provider] 
shall screen all prospective employees and prospective contractors 
prior to engaging their services by (i) requiring applicants to disclose 
whether they are Ineligible Persons, and (ii) reviewing the General 
Services Administration’s List of Parties Excluded from Federal Pro­
grams (available through the Internet at http://www.amet.gov/epls) 
and the HHS/OIG Cumulative Sanction Report (available through the 
Internet at http://www.dhhs.gov/progorg/oig).
If [Provider] has notice that an employee or agent is charged with a 
criminal offense related to any Federal health care program, or is 
suspended or proposed for exclusion during his or her employment or 
contract with [Provider], within 10 days of receiving such notice 
[Provider] will remove such employee from responsibility for, or in­
volvement with, [Provider's] business operations related to the Fed­
eral health care programs until the resolution of such criminal action, 
suspension, or proposed exclusion. If [Provider] has notice that an 
employee or agent has become an Ineligible Person, [Provider] will 
remove such person from responsibility for, or involvement with, 
[Provider's] business operations related to the Federal health care 
programs and shall remove such person from any position for which 
the person’s salary or the items or services rendered, ordered, or 
prescribed by the person are paid in whole or in part, directly or 
indirectly, by Federal health care programs or otherwise with Federal 
funds at least until such time as the person is reinstated into partici­
pation in the Federal health care programs.

G. Notification of Proceedings
Within thirty (30) days of discovery, [Provider] shall notify OIG, in 
writing, of any ongoing investigation or legal proceeding conducted or 
brought by a governmental entity or its agents involving an allegation 
that [Provider] has committed a crime or has engaged in fraudulent 
activities or any other knowing misconduct. This notification shall 
include a description of the allegation, the identity of the investigating 
or prosecuting agency, and the status of such investigation or legal 
proceeding. [Provider] shall also provide written notice to OIG within 
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thirty (30) days of the resolution of the matter, and shall provide OIG 
with a description of the findings and/or results of the proceedings, if 
any.

H. Reporting
1. Credible evidence of misconduct. If [Provider] discovers credible 

evidence of misconduct from any source and, after reasonable 
inquiry, has reason to believe that the misconduct may violate 
criminal, civil, or administrative law concerning [Provider’s] prac­
tices relating to the Federal health care programs, then [Provider] 
shall promptly report the probable violation of law to OIG. Defen­
dants shall make this disclosure as soon as practicable, but, not 
later than thirty (30) days after becoming aware of the existence 
of the probable violation. The [Provider’s] report to OIG shall 
include:

a. the findings concerning the probable violation, including 
the nature and extent of the probable violation;

b. [Provider’s] actions to correct such probable violation; and
c. any further steps it plans to take to address such probable 

violation and prevent it from recurring.
To the extent the misconduct involves an overpayment, the report 
shall include the information listed in section III.D.3 regarding 
material deficiencies.

2. Inappropriate Billing. If [Provider] discovers inappropriate or 
incorrect billing through means other than the Independent Re­
view Organization’s engagement, the provider shall follow proce­
dures in section III.D.3 regarding overpayments and material 
deficiencies.

IV. New Locations
In the event that [Provider] purchases or establishes new business units 

after the effective date of this CIA, [Provider] shall notify OIG of this fact within 
thirty (30) days of the date of purchase pr establishment. This notification shall 
include the location of the new operation(s), phone number, fax number, 
Federal health care program provider number(s) (if any), and the corresponding 
payor(s) (contractor specific) that has issued each provider number. All employ­
ees at such locations shall be subject to the requirements in this CIA that apply 
to new employees (e.g., completing certifications and undergoing training).

V. Implementation and Annual Reports
A. Implementation Report

Within one hundred and twenty (120) days after the effective date of 
this CIA, [Provider] shall submit a written report to OIG summarizing 
the status of its implementation of the requirements of this CIA. This 
Implementation Report shall include:
1. the name, address, phone number and position description of the 

Compliance Officer required by section III.A;
2. the names and positions of the members of the Compliance Com­

mittee required by section III.A;
3. a copy of [Provider’s] Code of Conduct required by section III.B.1;
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4. the summary of the Policies and Procedures required by section 
III.B.2;

5. a description of the training programs required by section III.C 
including a description of the targeted audiences and a schedule 
of when the training sessions were held;

6. a certification by the Compliance Officer that:
a. the Policies and Procedures required by section III.B have 

been developed, are being implemented, and have been 
distributed to all pertinent employees;

b. all employees have completed the Code of Conduct certifi­
cation required by section III.B.1; and;

c. all employees have completed the training and executed 
the certification required by section III.C;

7. a description of the confidential disclosure program required by 
section III.E;

8. the identity of the Independent Review Organization(s) and the 
proposed start and completion date of the first audit; and

9. a summary of personnel actions taken pursuant to section III.F.
B. Annual Reports

[Provider] shall submit to OIG an Annual Report with respect to the 
status and findings of [Provider’s] compliance activities. The Annual 
Reports shall include:
1. any change in the identity or position description of the Compli­

ance Officer and/or members of the Compliance Committee de­
scribed in section III.A;

2. a certification by the Compliance Officer that:

a. all employees have completed the annual Code of Conduct 
certification required by section III.B.1; and

b. all employees have completed the training and executed 
the certification required by section III.C;

3. notification of any changes or amendments to the Policies and 
Procedures required by section III.B and the reasons for such 
changes (e.g., change in contractor policy);

4. a complete copy of the report prepared pursuant to the Inde­
pendent Review Organization’s billing and compliance engage­
ment, including a copy of the methodology used;

5. [Provider’s] response/corrective action plan to any issues raised 
by the Independent Review Organization;

6. a summary of material deficiencies reported throughout the 
course of the previous twelve (12) months pursuant to III.D.3 and 
III.H;

7. a report of the aggregate overpayments that have been returned 
to the Federal health care programs that were discovered as a 
direct or indirect result of implementing this CIA. Overpayment 
amounts should be broken down into the following categories: 
Medicare, Medicaid (report each applicable state separately) and 
other Federal health care programs;
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8. a copy of the confidential disclosure log required by section III.E;
9. a description of any personnel action (other than hiring) taken by 

[Provider] as a result of the obligations in section III.F;
10. a summary describing any ongoing investigation or legal proceed­

ing conducted or brought by a government entity involving an 
allegation that [Provider] has committed a crime or has engaged 
in fraudulent activities, which have been reported pursuant to 
section III.G. The statement shall include a description of the 
allegation, the identity of the investigating or prosecuting agency, 
and the status of such investigation, legal proceeding or requests 
for information;

11. a corrective action plan to address the probable violations of law 
identified in section III.H; and

12. a listing of all of the [Provider’s] locations (including locations and 
mailing addresses), the corresponding name under which each 
location is doing business, the corresponding phone numbers and 
fax numbers, each location’s Federal health care program 
provider identification number(s) and the payor (specific contrac­
tor) that issued each provider identification number.

The first Annual Report shall be received by the OIG no later than one 
year and thirty (30) days after the effective date of this CIA. Sub­
sequent Annual Reports shall be submitted no later than the anniver­
sary date of the due date of the first Annual Report.

C. Certifications
The Implementation Report and Annual Reports shall include a certifi­
cation by the Compliance Officer under penalty of perjury, that: (1) 
[Pro vider] is in compliance with all of the requirements of this CIA, to the 
best of his or her knowledge; and (2) the Compliance Officer has reviewed 
the Report and has made reasonable inquiry regarding its content and 
believes that, upon such inquiry, the information is accurate and truthful.

VI. Notifications and Submission of Reports
Unless otherwise stated in writing subsequent to the effective date of this 

CIA, all notifications and reports required under this CIA shall be submitted 
to the entities listed below:
OIG:

Civil Recoveries Branch—Compliance Unit
Office of Counsel to the Inspector General
Office of Inspector General
U.S. Department of Health and Human Services
Cohen Building, Room 5527
330 Independence Avenue, SW
Washington, DC 20201
Phone 202-619-2078; Fax 202-205-0604

[Provider]:
[Address and Telephone number of Provider’s Compliance Contact]

VII. OIG Inspection, Audit and Review Rights
In addition to any other rights OIG may have by statute, regulation, or 

contract, OIG or its duly authorized representative(s), may examine 
[Provider’s] books, records, and other documents and supporting materials for 
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the purpose of verifying and evaluating: (a) [Provider’s] compliance with the 
terms of this CIA; and (b) [Provider’s] compliance with the requirements of the 
Federal health care programs in which it participates. The documentation 
described above shall be made available by [Provider] to OIG or its duly 
authorized representative(s) at all reasonable times for inspection, audit or 
reproduction. Furthermore, for purposes of this provision, OIG or its duly 
authorized representative(s) may interview any of [Provider’s] employees who 
consent to be interviewed at the employee’s place of business during normal 
business hours or at such other place and time as may be mutually agreed upon 
between the employee and OIG. [Provider] agrees to assist OIG in contacting 
and arranging interviews with such employees upon OIG’s request. [Provider’s] 
employees may elect to be interviewed with or without a representative of 
[Provider] present.

VIII. Document and Record Retention
[Provider] shall maintain for inspection all documents and records relating 

to reimbursement from the Federal health care programs or to compliance with 
this CIA one year longer than the term of this CIA (or longer if otherwise 
required by law).

IX. Disclosures
Subject to HHS’s Freedom of Information Act (“FOIA”) procedures, set forth 

in 45 C.F.R. Part 5, the OIG shall make a reasonable effort to notify [Provider] 
prior to any release by OIG of information submitted by [Provider] pursuant to 
its obligations under this CIA and identified upon submission by [Provider] as 
trade secrets, commercial or financial information and privileged and confiden­
tial under the FOIA rules. [Provider] shall refrain from identifying any infor­
mation as trade secrets, commercial or financial information and privileged and 
confidential that does not meet the criteria for exemption from disclosure under 
FOIA.

X. Breach and Default Provisions
[Provider] is expected to fully and timely comply with all of the obligations 

herein throughout the term of this CIA or other time frames herein agreed to.
A. Stipulated Penalties for Failure to Comply with Certain Obligations

As a contractual remedy, [Provider] and OIG hereby agree that failure to 
comply with certain obligations set forth in this CIA may lead to the 
imposition of the following monetary penalties (hereinafter referred to as 
“Stipulated Penalties”) in accordance with the following provisions.
1. A Stipulated Penalty of $2,500 (which shall begin to accrue on the 

day after the date the obligation became due) for each day, 
beginning 120 days after the effective date of this CIA and con­
cluding at the end of the term of this CIA, [Provider] fails to have 
in place any of the following:

a. a Compliance Officer;
b. a Compliance Committee;
c. a written Code of Conduct;
d. written Policies and Procedures;
e. a training program; and
f. a Confidential Disclosure Program;
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2. A Stipulated Penalty of $2,500 (which shall begin to accrue on the 
day after the date the obligation became due) for each day 
[Provider] fails to meet any of the deadlines to submit the Imple­
mentation Report or the Annual Reports to the OIG.

3. A Stipulated Penalty of $2,000 (which shall begin to accrue on the 
date the failure to comply began) for each day [Provider]:

a. hires or contracts with an Ineligible Person after that 
person has been listed by a federal agency as excluded, 
debarred, suspended or otherwise ineligible for participa­
tion in the Medicare, Medicaid or any other Federal health 
care program (as defined in 42 U.S.C. 1320a7b(f)). This 
Stipulated Penalty shall not be demanded for any time 
period if [Provider] can demonstrate that it did not dis­
cover the person’s exclusion or other ineligibility after 
making a reasonable inquiry (as described in section III.F) 
as to the status of the person;

b. employs or contracts with an Ineligible Person and that 
person: (i) has responsibility for, or involvement with, 
[Provider’s] business operations related to the Federal 
health care programs or (ii) is in a position for which the 
person’s salary or the items or services rendered, ordered, 
or prescribed by the person are paid in whole or in part, 
directly or indirectly, by the Federal health care programs 
or otherwise with Federal funds (this Stipulated Penalty 
shall not be demanded for any time period during which 
[Provider] can demonstrate that it did not discover the 
person’s exclusion or other ineligibility after making a 
reasonable inquiry (as described in III.F) as to the status 
of the person);

c. employs or contracts with a person who: (i) has been 
charged with a criminal offense related to any Federal 
health care program, or (ii) is suspended or proposed for 
exclusion, and that person has responsibility for, or in­
volvement with, [Provider’s] business operations related 
to the Federal health care programs (this Stipulated Pen­
alty shall not be demanded for any time period before 10 
days after [Provider] received notice of the relevant matter 
or after the resolution of the matter).

4. A Stipulated Penalty of $1,500 (which shall begin to accrue on the 
date the [Provider] fails to grant access) for each day [Provider] 
fails to grant access to the information or documentation as 
required in section V of this CIA.

5. A Stipulated Penalty of $1,000 (which shall begin to accrue ten 
(10) days after the date that OIG provides notice to [Provider] of 
the failure to comply) for each day [Provider] fails to comply fully 
and adequately with any obligation of this CIA. In its notice to 
[Provider], the OIG shall state the specific grounds for its deter­
mination that the [Provider] has failed to comply fully and ade­
quately with the CIA obligation(s) at issue.

B. Payment of Stipulated Penalties
1. Demand Letter. Upon a finding that [Provider] has failed to 

comply with any of the obligations described in section X. A and 
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determining that Stipulated Penalties are appropriate, OIG shall 
notify [Provider] by personal service or certified mail of (a) 
[Provider’s] failure to comply; and (b) the OIG’s exercise of its 
contractual right to demand payment of the Stipulated Penalties 
(this notification is hereinafter referred to as the “Demand Letter”).
Within fifteen (15) days of the date of the Demand Letter, 
[Provider] shall either (a) cure the breach to the OIG’s satisfaction 
and pay the applicable stipulated penalties, or (b) request a 
hearing before an HHS administrative law judge (“ALJ”) to dis­
pute the OIG’s determination of noncompliance, pursuant to the 
agreed-upon provisions set forth below in section X.D. In the event 
[Provider] elects to request an ALJ hearing, the Stipulated Pen­
alties shall continue to accrue until [Provider] cures, to the OIG’s 
satisfaction, the alleged breach in dispute. Failure to respond to 
the Demand Letter in one of these two manners within the allowed 
time period shall be considered a material breach of this CIA and 
shall be grounds for exclusion under section X.C.

2. Timely Written Requests for Extensions. [Provider] may submit 
a timely written request for an extension of time to perform any 
act or file any notification or report required by this CIA. Notwith­
standing any other provision in this section, if OIG grants the 
timely written request with respect to an act, notification, or 
report, Stipulated Penalties for failure to perform the act or file 
the notification or report shall not begin to accrue until one day 
after [Provider] fails to meet the revised deadline as agreed to by 
the OIG-approved extension. Notwithstanding any other provi­
sion in this section, if OIG d,enies such a timely written request, 
Stipulated Penalties for failure to perform the act or file the 
notification or report shall not begin to accrue until two (2) 
business days after [Provider] receives OIG’s written denial of 
such request. A “timely written request” is defined as a request in 
writing received by OIG at least five (5) business days prior to the 
date by which any act is due to be performed or any notification 
or report is due to be filed.

3. Form of Payment. Payment of the Stipulated Penalties shall be 
made by certified or cashier’s check, payable to “Secretary of the 
Department of Health and Human Services,” and submitted to 
OIG at the address set forth in section VI.

4. Independence from Material Breach Determination. Except as 
otherwise noted, these provisions for payment of Stipulated Pen­
alties shall not affect or otherwise set a standard for the OIG’s 
determination that [Provider] has materially breached this CIA, 
which decision shall be made at the OIG’s discretion and governed 
by the provisions in section X.C, below.

C. Exclusion for Material Breach of this CIA
1. Notice of Material Breach and Intent to Exclude. The parties 

agree that a material breach of this CIA by [Provider] constitutes 
an independent basis for [Provider’s] exclusion from participation 
in the Federal health care programs (as defined in 42 U.S.C. 
1320a7b(f)). Upon a determination by OIG that [Provider] has 
materially breached this CIA and that exclusion should be im­
posed, the OIG shall notify [Provider] by certified mail of (a) 
[Provider’s] material breach; and (b) OIG’s intent to exercise its 
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contractual right to impose exclusion (this notification is herein­
after referred to as the “Notice of Material Breach and Intent to 
Exclude”).

2. Opportunity to Cure. [Provider] shall have thirty-five (35) days 
from the date of the Notice of Material Breach and Intent to 
Exclude Letter to demonstrate to the OIG’s satisfaction that:

a. [Provider] is in full compliance with this CIA;
b. the alleged material breach has been cured; or
c. the alleged material breach cannot be cured within the 

35-day period, but that: (i) [Provider] has begun to take 
action to cure the material breach, (ii) [Provider] is pursu­
ing such action with due diligence, and (iii) [Provider] has 
provided to OIG a reasonable timetable for curing the 
material breach.

3. Exclusion Letter. If at the conclusion of the thirty-five (35) day 
period, [Provider] fails to satisfy the requirements of section 
X.C.2, OIG may exclude [Provider] from participation in the 
Federal health care programs. OIG will notify [Provider] in writ­
ing of its determination to exclude [Provider] (this letter shall be 
referred to hereinafter as the “Exclusion Letter”). Subject to the 
Dispute Resolution provisions in section X.D, below, the exclusion 
shall go into effect thirty (30) days after the date of the Exclusion 
Letter. The exclusion shall have national effect and will also apply 
to all other federal procurement and non-procurement programs. 
If [Provider] is excluded under the provisions of this CIA, 
[Provider] may seek reinstatement pursuant to the provisions at 
42 C.F.R. §§1001.3001-.3004.

4. Material Breach. A material breach of this CIA means:
a. a failure by [Provider] to report a material deficiency, take 

corrective action and pay the appropriate refunds, as pro­
vided in section III.D;

b. repeated or flagrant violations of the obligations under 
this CIA, including, but not limited to, the obligations 
addressed in section X.A of this CIA;

c. a failure to respond to a Demand Letter concerning the 
payment of Stipulated Penalties in accordance with sec­
tion X.B above; or

d. a failure to retain and use an Independent Review Organi­
zation for review purposes in accordance with section 
III.D.

D. Dispute Resolution
1. Review Rights. Upon the OIG’s delivery to [Provider] of its De­

mand Letter or of its Exclusion Letter, and as an agreed-upon 
contractual remedy for the resolution of disputes arising under 
the obligation of this CIA, [Provider] shall be afforded certain 
review rights comparable to the ones that are provided in 42 
U.S.C. §§1320a7(f) and 42 C.F.R. §1005 as if they applied to the 
Stipulated Penalties or exclusion sought pursuant to this CIA. 
Specifically, the OIG’s determination to demand payment of 
Stipulated Penalties or to seek exclusion shall be subject to review 
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by an AU and, in the event of an appeal, the Departmental Appeals 
Board (“DAB”), in a manner consistent with the provisions in 42 
C.F.R. §§1005.2-.21. Notwithstanding the language in 42 C.F.R.
§1005.2(c), the request for a hearing involving stipulated penalties 
shall be made within fifteen (15) days of the date of the Demand 
Letter and the request for a hearing involving exclusion shall be 
made within thirty (30) days of the date of the Exclusion Letter.

2. Stipulated Penalties Review. Notwithstanding any provision of 
Title 42 of the United States Code or Chapter 42 of the Code of 
Federal Regulations, the only issues in a proceeding for stipulated 
penalties under this CIA shall be (a) whether [Provider] was in full 
and timely compliance with the obligations of this CIA for which the 
OIG demands payment; and (b) the period of noncompliance. 
[Provider] shall have the burden of proving its full and timely 
compliance and the steps taken to cure the noncompliance, if any. If 
the AU finds for the OIG with regard to a finding of a breach of this 
CIA and orders [Provider] to pay Stipulated Penalties, such Stipu­
lated Penalties shall become due and payable twenty (20) days after 
the AU issues such a decision notwithstanding that [Provider] may 
request review of the ALJ decision by the DAB.

3. Exclusion Review. Notwithstanding any provision of Title 42 of 
the United States Code or Chapter 42 of the Code of Federal 
Regulations, the only issues in a proceeding for exclusion based 
on a material breach of this CIA shall be (a) whether [Provider] 
was in material breach of this CIA; (b) whether such breach was 
continuing on the date of the Exclusion Letter; and (c) the alleged 
material breach cannot be cured within the 35-day period, but that 
(i) [Provider] has begun to take action to cure the material breach, 
(ii) [Provider] is pursuing such action with due diligence, and (iii) 
[Provider] has provided to OIG a reasonable timetable for curing 
the material breach.
For purposes of the exclusion herein, exclusion shall take effect 
only after an AU decision that is favorable to the OIG. [Provider’s] 
election of its contractual right to appeal to the DAB shall not 
abrogate the OIG’s authority to exclude [Provider] upon the issu­
ance of the ALJ’S decision. If the AU sustains the determination 
of the OIG and determines that exclusion is authorized, such 
exclusion shall take effect twenty (20) days after the AU issues 
such a decision, notwithstanding that [Provider] may request 
review of the AU decision by the DAB.

4. Finality of Decision. The review by an AU or DAB provided for 
above shall not be considered to be an appeal right arising under 
any statutes or regulations. Consequently, the parties to this CIA 
agree that the DAB’s decision (or the AU’s decision if not ap­
pealed) shall be considered final for all purposes under this CIA 
and [Provider] agrees to waive any right it may have to appeal the 
decision administratively, judicially or otherwise seek review by 
any court or other adjudicative forum.

XI. Effective and Binding Agreement
Consistent with the provisions in the Settlement Agreement pursuant to 

which this CIA is entered, and into which this CIA is incorporated, [Provider] 
and OIG agree as follows:
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a. This CIA shall be binding on the successors, assigns and transferees 
of [Provider]',

b. This CIA shall become final and binding on the date the final 
signature is obtained on the CIA;

c. Any modifications to this CIA shall be made with the prior written 
consent of the parties to this CIA; and

d. The undersigned [Provider] signatories represent and warrant that 
they are authorized to execute this CIA. The undersigned OIG 
signatory represents that he is signing this CIA in his official capac­
ity and that he is authorized to execute this CIA.

On Behalf of [Provider]

[Date] 

[Date] 

[Date]
[Please identify all signatories]

ON BEHALF OF THE OFFICE OF INSPECTOR GENERAL 
OF THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

Lewis Moris [Date]

Assistant Inspector General for Legal Affairs 
Office of Inspector General 

U.S. Department of Health and Human Services
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Appendix B

Sample Statement of Management's Assertions
[Date]
In connection with the Corporate Integrity Agreement (CIA) entered into with 
the Office of the Inspector General of the United States Department of Health 
and Human Services dated [date], we make the following assertions, which are 
true to the best of our knowledge and belief.

Governance
Within 90 days of the date of the CIA, we—

1. Established a Compliance Committee, which meets at least monthly 
and requires a quorum to meet.

2. Appointed to our Compliance Committee members who include at a 
minimum those individuals specified in the CIA.

3. Delegated to the Compliance Committee the authority to implement 
and monitor the CIA, as evidenced by the organization chart or the 
Compliance Committee’s charter.

4. Appointed a compliance officer, who reports directly to the individual 
specified in the CIA.

We appointed a compliance officer who—
1. Has sufficient staff and resources to carry out his or her responsibilities.
2. Actively participates in compliance training.
3. Has authority to conduct full and complete internal investigations 

without restriction.
4. Periodically revises the compliance program to meet changing cir­

cumstances and risks.

Billing Practices, Policies, and Procedures
Although no system of internal controls can provide absolute assurance that 
all bills comply in all respects with Medicare, Medicaid, and other federal 
health care program guidelines, we are not aware of any material weaknesses 
in our billing practices, policies, and procedures. Billings to third-party payors 
comply in all material respects with applicable coding principles and laws and 
regulations (including those dealing with Medicare and Medicaid antifraud and 
abuse) and only reflect charges for goods and services that were medically 
necessary, properly approved by regulatory bodies (e.g., the Food and Drug 
Administration), if required and properly rendered. [Insert other assertions as 
necessary to address matters covered in the CIA.] Any Medicare, Medicaid, and 
other federal health program billing deficiencies that we identified have been 
properly reported to the applicable payor within 60 days of discovery of the 
deficiency.

Corporate Integrity Policy
1. Our policy was developed and implemented within [number] days of 

execution of the CIA.
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2. The policy addresses the Company’s commitment to preparation and 
submission of accurate billings consistent with the standards set 
forth in federal health care program statutes, regulations, proce­
dures and guidelines or as otherwise communicated by Health Care 
Financing Administration (HCFA), its agents or any other agency 
engaged in the administration of the applicable federal health care 
program.

3. The policy addressed the specific issues that gave rise to the settle­
ment, as well as other risk areas identified by the OIG in published 
Fraud Alerts issued through [date].

4. Further details on the development and implementation of our policy 
were provided to the OIG in our letter dated [date].

5. Our policy was distributed to all employees, physicians and inde­
pendent contractors involved in submitting or preparing requests for 
reimbursement.

6. We have prominently displayed a copy of our policy on the Company’s 
premises.

Information and Education Program

As discussed more fully in our letter to the OIG dated [date], we conducted an 
Information and Education Program within [number] days of the CIA. The 
Information and Education Program requires that each officer, employee, agent 
and contractor charged with administering federal health care programs (in­
cluding, but not limited to billers, coders, nurses, physicians, medical records, 
hospital administration and other individuals directly involved in billing fed­
eral health care programs) receive at least [number] hours of training.

The training provided to employees involved in billing, coding, and/or charge 
capture consisted of instructions on submitting accurate bills, the personal 
obligations of each individual to ensure billings are accurate, the nature of 
company-imposed disciplinary actions on individuals who violate company 
policies and/or laws and regulations, applicable federal health care program 
rules, legal sanctions against the company for submission of false or fraudulent 
information, and how to report potential abuses or fraud. The training material 
addresses those issues underlying our settlement with the OIG.

The experience of the trainers is consistent with the topics presented.

Confidential Disclosure Program

Our Confidential Disclosure Program—

1. Was established within [number] days of the CIA.

2. Enables any employee to disclose any practices or billing procedures 
relating to federal health care programs.

3. Provides a toll-free telephone line maintained by the Company, 
which Company representatives have indicated is maintained 
twenty-four hours a day, seven days a week, for the purpose of 
making any disclosures regarding compliance with the Company’s 
Compliance Program, the obligations in the CIA, and Company’s 
overall compliance with federal and state standards.
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4. Includes policies requiring the review of any disclosures to permit 
a determination of the appropriateness of the billing practice 
alleged to be involved and any corrective action to be taken to 
ensure that proper follow-up is conducted.

5. A detailed summary of the communications (including the num­
ber of disclosures by employees and the dates of such disclosures) 
concerning billing practices reported as, and found to be, inappro­
priate under the Confidential Disclosure Program, and the results 
of any internal review and the follow-up on such disclosures are 
summarized in Attachment [title] to our Annual Report.

Excluded Individuals or Entities

Company policy—
1. Prohibits the employment of or contracting with an individual or 

entity that is listed by a federal agency as convicted of abuse or 
excluded, suspended or otherwise ineligible for participation in 
federal health care programs.

2. Includes a process to make an inquiry into the status of any 
potential employee or independent contractor.

3. Provides for an annual review of the status of all existing employ­
ees and contractors to verify whether any individual had been 
suspended or excluded or charged with a criminal offense relating 
to the provision of federal health care services.

We are not aware of any individuals employed in contravention of the prohibi­
tions in the CIA.

Record Retention

Our record retention policy is consistent with the requirements of the CIA.

Signed by:

[Chief Executive Officer]

[Chief Financial Officer]

[Corporate Compliance Officer]
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Appendix C

Sample Engagement Letter

The following is an illustration of a sample engagement letter that may be used 
for this kind of engagement.

[CPA Firm Letterhead]

[Client’s Name and Address]

Dear:

This will confirm our understanding of the arrangements for our performance 
of certain agreed-upon procedures in Connection with management’s compli­
ance with the terms of the Corporate Integrity Agreement (CIA) with the Office 
of Inspector General (OIG) of the U.S. Department of Health and Human 
Services (HHS) dated [date of CIA} for the period ending [date].

We will perform those procedures enumerated in the attachment to this letter. 
Our responsibility is to carry out these procedures and report our findings. We 
will conduct our engagement in accordance with standards established by the 
American Institute of Certified Public Accountants. Our planned procedures 
were agreed to by management and will be communicated to the OIG for its 
review and are based on the terms specified in the CIA. The sufficiency of these 
procedures is solely the responsibility of the specified users of the report. 
Consequently, it is understood that we make no representation regarding the 
sufficiency of the procedures described in the attachment for the purpose for 
which this report has been requested or for any other purpose.

Management is responsible for the Company’s compliance with all applicable 
laws, regulations, and contracts and agreements, including the CIA. Manage­
ment also is responsible for the design, implementation, and monitoring of the 
policies and procedures upon which compliance is based.

Our engagement to perform agreed-upon procedures is substantially less in 
scope than an examination, the objective of which is the expression of an opinion 
on management’s compliance with the CIA. Accordingly, we will not express 
such an opinion or any other form of assurance thereon.1

1 The independent accountant may wish to include an understanding with the client about any 
limitation or other arrangements regarding liability of the practitioner or the client in the engage­
ment letter. For example, the following might be included in the letter:

Our maximum liability relating to services rendered under this letter (regardless of form of 
action, whether in contract, negligence or otherwise) shall be limited to the charges paid to us 
for the portion of the services or work products giving rise to liability. We will not be liable for 
consequential or punitive damages (including lost profits or savings) even if aware of their 
possible existence.
You will indemnify us against any damage or expense that may result from any third-party 
claim relating to our services or any use by you of any work product, and you will reimburse 
us for all expenses (including counsel fees) as incurred by us in connection with any such claim, 
except to the extent such claim (i) is finally determined to have resulted from our gross negli­
gence or willful misconduct or (ii) is covered by any of the preceding indemnities.
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Working papers that are prepared in connection with this engagement are the 
property of the independent accountant. The working papers are prepared for 
the purpose of providing the principal support for the independent accountant’s 
report. At the completion of our work, we expect to issue an agreed-upon 
procedures report in the attached form.

If, however, we are not able to complete all of the specified procedures, we will 
so advise you. At that time, we will discuss with you the form of communication, 
if any, that you desire for our findings. We will ask you to confirm your request 
in writing at that time. If you request that we delay issuance of our report until 
corrective action is taken that will result in compliance with all aspects of the 
CIA, we will do so only at your written request. Our working papers will be 
retained in accordance with our firm’s working paper retention policy.

The distribution of the independent accountant’s report will be restricted to the 
governing board and management of the Company and the OIG.

Our fees will be billed as work progresses and are based on the amount of time 
required at various levels of responsibility plus actual out-of-pocket expenses. 
Invoices are payable upon presentation. We will notify you immediately of any 
circumstances we encounter that could significantly affect our initial estimate 
of total fees.

We agree that to the extent required by law, we will allow the Comptroller General 
of the United States, HHS, and their duly authorized representatives to have 
access to this engagement letter and our documents and records to the extent 
necessary to verify the nature and amount of costs of the services provided to the 
Company, until the expiration of four years after we have concluded providing 
services to the Company that are performed pursuant to this Engagement Letter. 
In the event the Comptroller General, HHS, or their duly authorized repre­
sentatives request such records, we agree to notify the Company of such request 
as soon as practicable.

In the event we are requested or authorized by the Company or are required by 
government regulation, subpoena, or other legal process to produce our documents 
or our personnel as witnesses with respect to our engagements for the Company, 
the Company will, so long as we are not a party to the proceeding in which the 
information is sought, reimburse us for our professional time and expenses, as well 
as the fees and expenses of our counsel, incurred in responding to such requests.

If this letter correctly expresses your understanding of this engagement, please 
sign the enclosed copy where indicated and return it to us. We appreciate the 
opportunity to serve you.

Sincerely,____________________________
[Partner’s Signature]
[Firm Name or Firm Representative]

Accepted and agreed to:
[Client Representative’s Signature]

[Title]_______________________________

[Date]_______________________________
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Appendix D

Sample Procedures

Procedure 
Governance

Findings

1. We read the Company’s corporate minutes and  
organization chart and ascertained that, within 
[number] days of the date of the Corporate Integ­
rity Agreement (CIA), the Company—
a. Established a Compliance Committee, which 

is to meet meets at least monthly and requires 
a quorum to meet.

b. Appointed to its Compliance Committee 
members who include, at a minimum, those 
individuals specified in the CIA.

c. Delegated to the Compliance Committee the 
authority to implement and monitor the CIA, 
as evidenced by the organization chart or the 
Compliance Committee’s charter.

d. Appointed a compliance officer who reports 
directly to the individual specified in the CIA.

2. We interviewed the compliance officer and were 
informed that, in his or her opinion, the Compli­
ance Officer—
a. Has sufficient staff and resources to carry out 

his or her responsibilities.
b. Actively participates in compliance training.
c. Has the authority to conduct full and complete 

internal investigations without restriction.
d. Periodically revises the compliance program 

to meet changing circumstances and risks.

3. We read the OIG notification letter as specified in 
the CIA and noted that the appropriate official 
signed the letter, that it was addressed to the OIG, 
that it covered items (a) through (d) in Step 1, and 
that it was dated within [number of] days of the 
execution of the CIA.

Billing Practices, Policies, and Procedures
The practitioner might be engaged to provide consulting 
services in connection with the evaluation of the Com­
pany’s billing practices, policies, and procedures. If so, 
generally no agreed-upon procedures would be per­
formed relating to this area.
Alternatively, if the procedures relating to the Com­
pany’s billing practices, policies, and procedures are 
performed by others such as the Company’s internal 
audit staff, the practitioner performs Steps 4 through 9.
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Procedure Findings
4. We read the compliance work plan and noted the

following:
a. The work plan’s stated objectives include the 

determination that billings are accurate and 
complete, for services rendered that have been 
deemed by medical specialists as being 
necessary, and are submitted in accordance 
with federal program guidelines.

b. The work plan sampling methodology sets 
confidence levels consistent with those defined 
in the CIA.

c. The work plan identifies risk areas, as defined 
in the CIA (if applicable), and specifies testing 
procedures by risk area.

d. The work plan specifies that samples are 
taken in risk areas (if applicable) identified by 
the CIA.

e. The work plan includes testing procedures, 
which the practitioner should modify as 
required by the CIA, for the following risks 
areas (if applicable) identified in the CIA:
(1) Clinical documentation, as follows:

(i) No documentation of service
(ii) Insufficient documentation of service
(iii) Improper diagnosis or treatment 

plan giving rise to the provision of a 
medically unnecessary service or 
treatment

(iv) Service or treatment does not conform 
medically with the documented 
diagnosis or treatment plan

(v) Services incorrectly coded
(2) Billing and coding, as follows:

(i) Noncovered or unallowable service
(ii) Duplicate payment
(iii) DRG window error
(iv) Unbundling
(v) Utilization
(vi) Medicare credit balances

[Note to Practitioner: Modify the preceding list as 
required by the CIA.]

5. We selected [quantity ] probe samples performed by 
the independent review organization for the 
following risk areas [list risk areas tested]. For the 
probe samples selected, we noted that the—
a. Sample patient billing files were randomly 

selected.
b. Sample size reflected confidence levels 

specified in the CIA.
c. Sample plan describes how missing items (if 

any) would be treated.
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Procedure Findings

d. Patient billing files tested were pulled per the 
listing of random numbers and all patient 
billing files were accounted for in the working 
papers.

e. Work plans for the specific sample described 
the risk areas (if applicable) being tested and 
the testing approach/procedures.

f. Working papers noted the completion of each 
work plan step.

g. Working papers contained a summary of 
findings for the sample.

6. We reperformed the work plan steps [list of specific 
steps performed} for the sample patient billing 
files. The reperformance of work plan steps related 
to the medical review of the sample patient billing 
files was performed by the following individuals 
[note the professional qualifications of individuals 
without listing names}. Any exceptions between 
our findings and the Company’s are summarized 
in the Attachment to this report.

7. We read the summary findings of all internal 
compliance reviews that the Company’s Internal 
Audit department indicated it had performed for 
the Company and noted that all material billing 
deficiencies [specify material threshold as defined 
by the Company} noted therein were discussed in 
written communications addressed to the appro­
priate payor (for example, Medicare Part B carrier) 
and were dated within 60 days from the time the 
deficiency occurred.1

8. We inquired of [individual} as to whether the 
Company took remedial steps within [number of] 
days (or such additional time as agreed to by the 
payor) to correct all material billing deficiencies 
noted in Step 7. We were informed that such 
remedial steps had been taken.

9. By reading applicable correspondence, we noted 
that any material billing deficiencies noted in Step 
7 were communicated to the OIG, including 
specific findings relative to the deficiency, the 
Company’s actions taken to correct the deficiency, 
and any further steps the Company plans to take 
to prevent any similar deficiencies from recurring.

The CIA provides its own legal definition of a “material deficiency.” Determination of whether a 
billing or other act meets this definition is normally beyond the auditor’s professional competence 
and may have to await final determination by a court of law. Accordingly, to avoid confusion, a 
working definition different from that provided in the CIA (e.g., a specified dollar threshold) may be 
necessary.
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Procedure
Corporate Integrity Policy
10. We read the Company’s Corporate Integrity Policy 

and noted the following.
a. The policy was developed and implemented 

within [number of] days of execution of the 
CIA.

b. The policy addressed the Company’s commit­
ment to preparation and submission of ac­
curate billings consistent with the standards 
set forth in federal health care program 
statutes, regulations, procedures, and 
guidelines or as otherwise communicated by 
HCFA, its agents, or any other agency 
engaged in the administration of the 
applicable federal health care program.

c. The policy addressed the specific issues that 
gave rise to the settlement, as well as other 
risk areas identified by the OIG in published 
Fraud Alerts issued through [agency].

d. Correspondence addressed to the OIG covered 
the development and implementation of the 
policy.

e. Documentation indicating that the policy was 
distributed to all employees, physicians, and 
independent contractors involved in submit­
ting or preparing requests for reimbursement.

f. The prominent display of a copy of the policy 
on the Company’s premises.

11. We selected a sample of ten employees (involved in 
submitting and preparing requests for reimburse­
ment) and examined written confirmation in the 
employee’s personnel file indicating receipt of a 
copy of the Corporate Integrity Policy.

Information and Education Program
12. We read the Company’s Information and Educa­

tion Program and noted the following. 
a. The Information and Education Program 

agenda was dated within [number of] days of 
execution of the CIA.

b. Correspondence covering the development 
and implementation of the Information and 
Education Program was addressed to the OIG.

c. The Information and Education Program re­
quires that each officer, employee, agent, and 
contractor charged with administering federal 
health care programs (including, but not 
limited to billers, coders, nurses, physicians, 
medical records, hospital administration and 
other individuals directly involved in billing 
federal health care programs) receive at least 
[number of] hours of training.
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13. We selected a sample of ten employees involved in 
billing, coding and/or charge capture and ex­
amined sign-in logs of the training classes and 
noted that each had signed indicating that they 
had received at least [number of\ hours of training 
as specified in the Information and Education Pro­
gram. We also reviewed tests and surveys com­
pleted by each of the ten trained employees noting 
evidence that they were completed.

14. We inquired as to the training of individuals not 
present during the regularly scheduled training 
programs and were informed that each such indi­
vidual is trained either individually or in a separ­
ate make-up session. We inquired as to the names 
of individuals not initially present and selected one 
such individual and examined that individual’s 
post-training test and survey for completion.

15. We read the course agenda and noted that the 
training provided to employees involved in billing, 
coding, and/or charge capture consisted of 
instructions on submitting accurate bills, the 
personal obligations of each individual to ensure 
billings are accurate, the nature of company- 
imposed disciplinary actions on individuals who 
violate company policies and/or laws and regula­
tions applicable to federal health care program 
rules, legal sanctions against the company for sub­
mission of false or fraudulent information, and 
how to report potential abuses or fraud. We also 
noted that the training material addressed the 
following issues which gave rise to the settlement 
[practitioner list].

16. We inquired of the Corporate Compliance Officer 
as to the qualifications and experience of the train­
ers and were informed that, in the Corporate Com­
pliance Officer’s opinion, they were consistent with 
the topics presented.

17. We noted that the Company’s draft Annual Report 
to the OIG dated [date] addresses certification of 
training.

Confidential Disclosure Program
18. We read documentation of the Company’s Confi­

dential Disclosure Program and noted that it—
a. Includes the printed effective date that was 

within [number of] days of execution of the CIA.
b. Consists of a confidential disclosure program 

enabling any employee to disclose any prac­
tices or billing procedures relating to federal 
health care programs.
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Procedure

c. Provides a toll-free telephone line maintained 
by the Company, which Company representa­
tives have indicated is maintained twenty- 
four hours a day, seven days a week, for the 
purpose of making any disclosures regarding 
compliance with the Company’s Compliance 
Program, the obligations in the CIA, and 
Company’s overall compliance with federal 
and state standards.

d. Includes policies requiring the review of any 
disclosures to permit a determination of the 
appropriateness of the billing practice alleged to 
be involved and any corrective action to be taken 
to ensure that proper follow-up is conducted.

19. We made five test calls to the toll-free telephone 
line (hotline) and noted the following.
a. Each call was captured in the hotline logs and 

reported with all other incoming calls.
b. Anonymity is not discouraged.

20. We noted that the Company included in its draft 
Annual Report addressed to OIG dated [date] a 
detailed summary of the communications (includ­
ing the number of disclosures by employees and the 
dates of such disclosures) concerning billing prac­
tices reported as, and found to be, inappropriate 
under the Confidential Disclosure Program, and 
the results of any internal review and the follow-up 
on such disclosures.

21. We observed the display of the Company’s Confiden­
tial Disclosure Program, including notice of the 
availability of its hotline, on the Company’s premises.

Excluded Individuals or Entities
22. We read the Company’s written policy relating to 

dealing with excluded or convicted persons or 
entities and noted that the policy—
a. Prohibits the hiring of or contracting with an 

individual or entity that is listed by a federal 
agency as convicted of abuse or excluded, sus­
pended, or otherwise ineligible for participa­
tion in federal health care programs.

b. Includes a process to make an inquiry into the 
status of any potential employee or indepen­
dent contractor.

c. Provides for a semi-annual review of the 
status of all existing employees and contrac­
tors to verify whether any individual had been 
suspended or excluded or charged with a cri­
minal offense relating to the provision of 
federal health care services.
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Procedure

23. We selected a sample of ten employees hired over 
the course of the test period as defined in the CIA 
and examined support in the employee’s personnel 
file documenting inquiries made into the status of 
the employee, including documentation of com­
parison to the [source specified in the CIA].

24. We performed the following procedures related to 
the Company’s semi-annual review of employee 
status.
a. Read documentation of the semi-annual re­

view as evidence that a review was performed.
b. Selected and reviewed the lesser of ten or all 

exceptions and determined that such employees 
were removed from responsibility for or involve­
ment with Provider business operations related 
to the Federal health care programs.

c. Examined a notification letter addressed to 
the OIG and dated within 30 days of the em­
ployee’s removal from employment.

d. Inquired of [officer] as to whether he or she 
was aware of any individuals employed in 
contravention of the prohibitions in the CIA. 
If so, we further noted that [indicate specific 
procedures] to confirm that such situation was 
cured within 30 days by [indicate how situa­
tion was cured].

Annual Report

25. We read the Company’s draft Annual Report dated 
[date] and determined that it included the follow­
ing items, to be modified as appropriate, by the 
practitioner:
a. Compliance Program Charter and organiza­

tion chart
b. Amendments to policies
c. Detailed descriptions of reviews and audits
d. Summary of hotline communications
e. Summary of annual review of employees
f. Cross-referencing to items noted in the CIA

Record Retention
26. We read the Company’s record retention policy and 

noted that it was consistent with the requirements 
as outlined in the CIA.

Findings
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.36

Appendix E

Sample Report

Independent Accountant’s Report

[Date]

[Sample Health Care Provider]
Office of Inspector General of the U.S. Department of Health and Human 
Services

We have performed the procedures enumerated in the Attachment, which were 
agreed to by Sample Health Care Provider (Company) and the Office of 
Inspector General (OIG) of the U.S. Department of Health and Human Serv­
ices, solely to assist the users in evaluating management’s assertion about 
[name of entity’s] compliance with the Corporate Integrity Agreement (CIA) 
with the OIG dated [date of CIA] for the [period] ending [date], which is included 
as Attachment A to this report. This agreed-upon procedures engagement was 
performed in accordance with standards established by the American Institute 
of Certified Public Accountants. The sufficiency of these procedures is solely 
the responsibility of the specified users of the report. Consequently, we make 
no representation regarding the sufficiency of the procedures described in 
Attachment B either for the purpose for which this report has been requested 
or for any other purpose.

We were not engaged to and did not perform an examination, the objective of 
which would be the expression of an opinion on management’s compliance with 
the CIA. Accordingly, we do not express such an opinion. Had we performed 
additional procedures, other matters might have come to our attention that 
would have been reported to you.

This report is intended solely for the information and use of the Compliance 
Committee and management of the Company and the OIG, and is not intended 
to be and should not be used by anyone other than those specified parties.

[Include as Attachments the CIA and the summary that enumerates procedures 
and findings.]

[Signature]
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Section 14,360
Statement of Position 00-1
Auditing Health Care Third-Party
Revenues and Related Receivables

March 10,2000

NOTE
This Statement of Position presents the recommendations of the AICPA Health 

Care Third-Party Revenue Recognition Task Force with regard to auditing 
financial statement assertions about third-party revenues and related receivables 
of health care entities. The Auditing Standards Board has found the 
recommendations in this Statement of Position to be consistent with existing 
standards covered by rule 202 of the AICPA Code of Professional Conduct. AICPA 
members should be prepared to justify departures from the recommendations in 
this Statement of Position.

Summary
This Statement of Position (SOP) provides guidance to auditors regarding 
uncertainties inherent in health care third-party revenue recognition. It dis­
cusses auditing matters to consider in testing third-party revenues and related 
receivables, and provides guidance regarding the sufficiency of evidential 
matter and reporting on financial statements of health care entities exposed to 
material uncertainties.

Introduction and Background

.01 Most health care providers participate in payment programs that pay 
less than full charges for services rendered. For example, some cost-based 
programs retrospectively determine the final amounts reimbursable for serv­
ices rendered to their beneficiaries based on allowable costs. With increasing 
frequency, even non-cost-based programs (such as the Medicare Prospective 
Payment System) have become subject to retrospective adjustments (for exam­
ple, billing denials and coding changes). Often, such adjustments are not known 
for a considerable period of time after the related services were rendered.

.02 The lengthy period of time between rendering services and reaching 
final settlement, compounded further by the complexities and ambiguities of 
reimbursement regulations, makes it difficult to estimate the net patient 
service revenue associated with these programs. This situation has been 
compounded due to the frequency of changes in federal program guidelines.

.03 The AICPA Audit and Accounting Guide Health Care Organizations 
(the Guide) requires that patient revenues be reported net of provisions for 
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contractual and other adjustments (paragraph 10.20). As a result, patient 
receivables, including amounts due from third-party payors, are also reported 
net of expected contractual and other adjustments. However, amounts ulti­
mately realizable will not be known until some future date, which may be 
several years after the period in which the services were rendered.

.04 This SOP provides guidance to auditors regarding uncertainties in­
herent in health care third-party revenue recognition. It discusses auditing 
matters to consider in testing third-party revenue and related receivables, 
including the effects of settlements (both cost-based and non-cost-based third- 
party payment programs), and provides guidance regarding the sufficiency of 
evidential matter and reporting on financial statements of health care entities 
exposed to material uncertainties.

Scope and Applicability
.05 This SOP applies to audits of health care organizations falling within 

the scope of the Guide. Its provisions are effective for audits of periods ending 
on or after June 30, 2000. Early application of the provisions of this SOP is 
permitted.

Third-Party Revenues and Related Receivables— 
Inherent Uncertainties

.06 Health care entities need to estimate amounts that ultimately will be 
realizable in order for revenues to be fairly stated in accordance with generally 
accepted accounting principles (GAAP). The basis for such estimates may 
range from relatively straightforward calculations using information that is 
readily available to highly complex judgments based on assumptions about 
future decisions.

.07 Entities doing business with governmental payors (for example, 
Medicare and Medicaid) are subject to risks unique to the government­
contracting environment that are hard to anticipate and quantify and that may 
vary from entity to entity. For example—

• A health care entity’s revenues may be subject to adjustment as a result 
of examination by government agencies or contractors. The audit proc­
ess and the resolution of significant related matters (including disputes 
based on differing interpretations of the regulations) often are not 
finalized until several years after the services were rendered.

• Different fiscal intermediaries (entities that contract with the federal 
government to assist in the administration of the Medicare program) 
may interpret governmental regulations differently.

• Differing opinions on a patient’s principal medical diagnosis, including
the appropriate sequencing of codes used to submit claims for pay­
ment, can have a significant effect on the payment amount.1

1 Historically, the Health Care Financing Administration (HCFA) contracted with Peer Review 
Organizations (PROs) to validate the appropriateness of admissions and the clinical coding from 
which reimbursement was determined. Such reviews were typically performed within ninety days of 
the claim submission date. However, the government has modified its policies with respect to such 
reviews and now analyzes coding errors through other means, including in conjunction with investi­
gations conducted by the Office of the Inspector General (OIG) of the U.S. Department of Health and 
Human Services.
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• Otherwise valid claims may be determined to be nonallowable after 
the fact due to differing opinions on medical necessity.

♦ Claims for services rendered may be nonallowable if they are 
later determined to have been based on inappropriate referrals.2

• Governmental agencies may make changes in program interpreta­
tions, requirements, or “conditions of participation,” some of which 
may have implications for amounts previously estimated.

.08 Such factors often result in retrospective adjustments to interim 
payments. Reasonable estimates of such adjustments are central to the third- 
party revenue recognition process in health care, in order to avoid recognizing 
revenue that the provider will not ultimately realize. The delay between 
rendering services and reaching final settlement, as well as the complexities 
and ambiguities of billing and reimbursement regulations, makes it difficult to 
estimate net realizable third-party revenues.

2 Effective January 1, 1995, the Limitation on Certain Physician Referrals law prohibited 
physicians from referring Medicare and Medicaid patients to health care organizations with which 
they had a financial relationship for the furnishing of designated health services. Implementing 
regulations have not yet been adopted as of the date of this publication.

Management's Responsibilities
.09 Management is responsible for the fair presentation of its financial 

statements in conformity with GAAP. Management also is responsible for 
adopting sound accounting policies and for establishing and maintaining inter­
nal control that will, among other things, record, process, summarize, and 
report transactions (as well as events and conditions) consistent with manage­
ment’s assertions embodied in the financial statements. Despite the inherent 
uncertainties, management is responsible for estimating the amounts recorded 
in the financial statements and making the required disclosures in accordance 
with GAAP, based on management’s analysis of existing conditions.

.10 Management’s assertions regarding proper valuation of its revenues 
and receivables are embodied in the financial statements. Management is 
responsible for assuring that revenues are not recognized until their realiza­
tion is reasonably assured. As a result, management makes a reasonable 
estimate of amounts that ultimately will be realized, considering—among 
other things—adjustments associated with regulatory reviews, audits, billing 
reviews, investigations, or other proceedings. Estimates that are significant to 
management’s assertions about revenue include the provision for third-party 
payor contractual adjustments and allowances.

.11 Management also is responsible for preparing and certifying cost 
reports submitted to federal and state government agencies in support of 
claims for payment for services rendered to government program beneficiaries.

The Auditor's Responsibilities
.12 The auditor’s responsibility is to express an opinion on the financial 

statements taken as a whole. In reaching this opinion, the auditor considers 
the evidence in support of recorded amounts. If amounts are not known with 
certainty, the auditor considers the reasonableness of management’s estimates 
in the present circumstances. The auditor also considers the fairness of the 
presentation and adequacy of the disclosures made by management.

AICPA Technical Practice Aids §14,360.12



31,434 Statements of Position

.13 In planning the audit, the auditor considers current industry condi­
tions, as well as specific matters affecting the entity.3 Among a number of 
things, the auditor’s procedures typically include an analysis of historical 
results (for example, prior fiscal intermediary audit adjustments and compari­
sons with industry benchmarks and norms) that enable the auditor to better 
assess the risk of material misstatements in the current period. When there 
are heightened risks, the auditor performs more extensive tests covering the 
current period. Exhibit 5.1 of the Guide includes a number of examples of 
procedures that auditors may consider.

.14 With respect to auditing third-party revenues, in addition to the usual 
revenue recognition considerations, the auditor considers whether amounts 
ultimately realizable are or should be presently known or are uncertain 
because they are dependent on some other future, prospective actions or 
confirming events. For example, under a typical fee-for-service contract with a 
commercial payor, if the provider has performed a service for a covered indi­
vidual, the revenue to which the provider is entitled should be determinable at 
the time the service is rendered. On the other hand, if the service was provided 
under a cost-based government contract, the revenue ultimately collectible 
may not be known until certain future events occur (for example, a cost report 
has been submitted and finalized after desk review or audit). In this case, 
management estimates the effect of such potential future adjustments.

.15 As stated previously, management is responsible for preparing the 
estimates contained in the financial statements. The auditor evaluates the 
adequacy of the evidence supporting those estimates, reviews the facts sup­
porting management’s judgments, and evaluates the judgments made based on 
conditions existing at the time of the audit. The fact that net revenues recorded 
at the time services are rendered differ materially from amounts that ulti­
mately are realized does not necessarily mean the audit was not properly 
planned or carried out. Similarly, the fact that future events may differ 
materially from management’s assumptions or estimates does not necessarily 
mean that management’s estimates were not valid or the auditor did not follow 
generally accepted auditing standards (GAAS) as described in this SOP with 
respect to auditing estimates.

3 Risk factors, including ones related to legislative and regulatory matters, are discussed annu­
ally in the AICPA Audit Risk Alert Health Care Industry Developments.

Evidential Matter
.16 The measurement of estimates is inherently uncertain and depends 

on the outcome of future events. Statement on Auditing Standards (SAS) No. 
57, Auditing Accounting Estimates (AICPA, Professional Standards, vol. 1, AU 
sec. 342), and SAS No. 79, Amendment to SAS No. 58, Reports on Audited 
Financial Statements (AICPA, Professional Standards, vol. 1, AU sec. 508) 
provide guidance to the auditor when the valuation of revenues is uncertain, 
pending the outcome of future events. In the current health care environment, 
conclusive evidence concerning amounts ultimately realizable cannot be ex­
pected to exist at the time of the financial statement audit because the 
uncertainty associated with future program audits, administrative reviews, 
billing reviews, regulatory investigations, or other actions will not be resolved 
until sometime in the future.

.17 The fact that information related to the effects of future program 
audits, administrative reviews, regulatory investigations, or other actions does 
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not exist does not lead to a conclusion that the evidential matter supporting 
management’s assertions is not sufficient to support management’s estimates. 
Rather, the auditor’s judgment regarding the sufficiency of the evidential 
matter is based on the evidential matter that is available or can reasonably be 
expected to be available in the circumstances. If, after considering the existing 
conditions and available evidence, the auditor concludes that sufficient eviden­
tial matter supports management’s assertions about the valuation of revenues 
and receivables, and their presentation and disclosure in the financial state­
ments, an unqualified opinion ordinarily is appropriate.

.18 If relevant evidential matter exists that the auditor needs and is 
unable to obtain, the auditor should consider the need to express a qualified 
opinion or to disclaim an opinion because of a scope limitation. For example, if 
an entity has conducted an internal evaluation (for example, of coding or other 
billing matters) under attorney—client privilege and management and its 
legal counsel refuse to respond to the auditor’s inquiries and the auditor 
determines the information is necessary, ordinarily the auditor qualifies his or 
her opinion for a scope limitation.

.19 The auditor considers the reasonableness of management’s assump­
tions in light of the entity’s historical experience and the auditor’s knowledge 
of general industry conditions, because the accuracy of management’s assump­
tions will not be known until future events occur. For certain matters, the best 
evidential matter available to the auditor (particularly as it relates to clinical 
and legal interpretations) may be the representations of management and its 
legal counsel, as well as information obtained through reviewing correspon­
dence from regulatory agencies.

.20 Pursuant to SAS No. 85, Management Representations (AICPA, Pro­
fessional Standards, vol. 1, AU sec. 333), the auditor should obtain written 
representations from management concerning the absence of violations or 
possible violations of laws or regulations whose effects should be considered for 
disclosure in the financial statements or as a basis for recording a loss contin­
gency. Examples of specific representations include the following:

• Receivables
— Adequate consideration has been given to, and appropriate provi­

sion made for, estimated adjustments to revenue, such as for 
denied claims and changes to diagnosis-related group (DRG) 
assignments.

— Recorded valuation allowances are necessary, appropriate, and 
properly supported.

— All peer review organizations, fiscal intermediary, and third- 
party payor reports and information have been made available.

• Cost reports filed with third parties
— All required Medicare, Medicaid, and similar reports have been 

properly filed.
— Management is responsible for the accuracy and propriety of all 

cost reports filed.
— All costs reflected on such reports are appropriate and allowable 

under applicable reimbursement rules and regulations and are 
patient-related and properly allocated to applicable payors.

— The reimbursement methodologies and principles employed are 
in accordance with applicable rules and regulations.

AICPA Technical Practice Aids 614.360.20



31,436 Statements of Position

— Adequate consideration has been given to, and appropriate provi­
sion made for, audit adjustments by intermediaries, third-party 
payors, or other regulatory agencies.

— All items required to be disclosed, including disputed costs that 
are being claimed to establish a basis for a subsequent appeal, 
have been fully disclosed in the cost report.

— Recorded third-party settlements include differences between 
filed (and to be filed) cost reports and calculated settlements, 
which are necessary based on historical experience or new or 
ambiguous regulations that may be subject to differing interpre­
tations. While management believes the entity is entitled to all 
amounts claimed on the cost reports, management also believes 
the amounts of these differences are appropriate.

• Contingencies
— There are no violations or possible violations of laws or regula­

tions, such as those related to the Medicare and Medicaid anti- 
fraud and abuse statutes, including but not limited to the 
Medicare and Medicaid Anti-Kickback Statute, Limitations on 
Certain Physician Referrals (the Stark law), and the False Claims 
Act, in any jurisdiction, whose effects should be considered for 
disclosure in the financial statements or as a basis for recording 
a loss contingency other than those disclosed or accrued in the 
financial statements.

— Billings to third-party payors comply in all material respects with 
applicable coding guidelines (for example, ICD-9-CM and CPT-4) 
and laws and regulations (including those dealing with Medicare 
and Medicaid antifraud and abuse), and billings reflect only 
charges for goods and services that were medically necessary; 
properly approved by regulatory bodies (for example, the Food and 
Drug Administration), if required; and properly rendered.

— There have been no communications (oral or written) from regulatory 
agencies, governmental representatives, employees, or others con­
cerning investigations or allegations of noncompliance with laws and 
regulations in any jurisdiction (including those related to the Medi­
care and Medicaid antifraud and abuse statutes), deficiencies in 
financial reporting practices, or other matters that could have a 
material adverse effect on the financial statements.

. 21 Management’s refusal to furnish written representations constitutes 
a limitation on the scope of the audit sufficient to preclude an unqualified 
opinion and is ordinarily sufficient to cause an auditor to disclaim an opinion 
or withdraw from the engagement. However, based on the nature of the 
representations not obtained or the circumstances of the refusal, the auditor 
may conclude that a qualified opinion is appropriate.

Potential Departures From GAAP Related to Estimates 
and Uncertainties

. 22 In addition to examining the evidence in support of management’s 
estimates, the auditor determines that there has not been a departure from 
GAAP with respect to the reporting of those estimates in the financial state­
ments. Such departures generally fall into one of the following categories:
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• Unreasonable accounting estimates
• Inappropriate accounting principles
• Inadequate disclosure

Therefore, in order to render an opinion, the auditor’s responsibility is to 
evaluate the reasonableness of management’s estimates based on present 
circumstances and to determine that estimates are reported in accordance with 
GAAP and adequately disclosed.

. 23 As discussed in SAS No. 31, Evidential Matter (AICPA, Professional 
Standards, vol. 1, AU sec. 326), the auditor’s objective is to obtain sufficient 
competent evidential matter to provide him or her with a reasonable basis for 
forming an opinion. As discussed previously, exhibit 5.1 of the Guide provides 
a number of sample procedures that the auditor might consider in auditing an 
entity’s patient revenues and accounts receivable, including those derived from 
third-party payors. For example, the Guide notes that the auditor might “test 
the reasonableness of settlement amounts, including specific and unallocated 
reserves, in light of the payors involved, the nature of the payment mechanism, 
the risks associated with future audits, and other relevant factors.”4

Unreasonable Accounting Estimates

. 24 In evaluating the reasonableness of management’s estimates, the 
auditor considers the basis for management’s assumptions regarding the na­
ture of future adjustments and management’s calculations as to the effects of 
such adjustments.5 The auditor cannot determine with certainty whether such 
estimates are right or wrong, because the accuracy of management’s assump­
tions cannot be confirmed until future events occur.

. 25 Though difficult to predict, it is reasonable for the auditor to expect 
that management has made certain assumptions (either in detail or in the 
aggregate) in developing its estimates regarding conditions likely to result in 
adjustments. The auditor gathers evidence regarding the reasonableness of the 
estimates (for example, consistency with historical experience and basis of 
management’s underlying assumptions). In evaluating reasonableness, the 
auditor should obtain an understanding of how management developed the 
estimate. Based on that understanding, the auditor should use one or a 
combination of the following approaches:

a. Review and test the process used by management to develop the 
estimate.

b. Develop an independent expectation of the estimate to corroborate 
the reasonableness of management’s estimates.

c. Review subsequent events or transactions occurring prior to comple­
tion of fieldwork (AU sec. 342.10).

.2 6 Since no one accounting estimate can be considered accurate with 
certainty, the auditor recognizes that a difference between an estimated 
amount best supported by the audit evidence and the estimated amount 
included in the financial statements may be reasonable, and such difference 
would not be considered to be a likely misstatement. However, if the auditor

4 See paragraphs .25-.28.
6 The lack of such analyses may call into question the reasonableness of recorded amounts.
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believes the estimated amount included in the financial statements is unrea­
sonable, he or she should treat the difference between that estimate and the 
closest reasonable estimate in the range as a likely misstatement and aggre­
gate it with other likely misstatements. The auditor also should consider 
whether the difference between estimates best supported by the audit evidence 
and the estimates included in the financial statements, which are individually 
reasonable, indicate a possible bias on the part of the entity’s management. For 
example, if each accounting estimate included in the financial statements was 
individually reasonable, but the effect of the difference between each estimate 
and the estimate best supported by the audit evidence was to increase income, 
the auditor should reconsider the reasonableness of the estimates taken as a 
whole (SAS No. 47, Audit Risk and Materiality in Conducting an Audit 
[AICPA, Professional Standards, vol. 1, AU sec. 312.36]).

.27 The auditor recognizes that approaches and estimates will vary from 
entity to entity. Some entities with significant prior experience may attempt 
to quantify the effects of individual potential intermediary or other govern­
mental (for example, the Office of Inspector General and the Department of 
Justice) or private payor adjustments, basing their estimates on very detailed 
calculations and assumptions regarding potential future adjustments. Some 
may prepare cost report6 analyses to estimate the effect of potential adjust­
ments. Others may base their estimates on an analysis of potential adjustments 
in the aggregate, in light of the payors involved; the nature of the payment 
mechanism; the risks associated with future audits; and other relevant factors.

6 Medicare cost reimbursement is based on the application of highly complex technical rules, 
some of which are ambiguous and subject to different interpretations even among Medicare’s fiscal 
intermediaries. It is not uncommon for fiscal intermediaries to reduce claims for reimbursement that 
were based on management’s good faith interpretations of pertinent laws and regulations. Addition­
ally, the Provider Reimbursement Review Board (PRRB) or the courts may be required to resolve 
controversies regarding the application of certain rules. To avoid recognizing revenues before their 
realization is reasonably assured, providers estimate the effects of such potential adjustments. This 
is occasionally done by preparing a cost report based on alternative assumptions to help estimate 
contractual allowances required by generally accepted accounting principles. The existence of re­
serves or a reserve cost report does not by itself mean that a cost report was incorrectly or 
fraudulently filed.

.28 Normally, the auditor considers the historical experience of the entity 
(for example, the aggregate amount of prior cost-report adjustments and 
previous regulatory settlements) as well as the risk of potential future adjust­
ments. The fact that an entity currently is not subject to a governmental 
investigation does not mean that a recorded valuation allowance for potential 
billing adjustments is not warranted. Nor do these emerging industry trends 
necessarily indicate that an accrual for a specific entity is warranted.

.29 In evaluating valuation allowances, the auditor may consider the entity’s 
historical experience and potential future adjustments in the aggregate. For 
example, assume that over the past few years after final cost report audits were 
completed, a hospital’s adjustments averaged 3 percent to 5 percent of total filed 
reimbursable costs. Additionally, the hospital is subject to potential billing adjust­
ments, including errors (for example, violations of the three-day window, dis­
charge and transfer issues, and coding errors). Even though specific incidents are 
not known, it may be reasonable for the hospital to estimate and accrue a valuation 
allowance for such potential future retrospective adjustments, both cost-based and 
non-cost-based. Based on this and other information obtained, the auditor may 
conclude that a valuation allowance for the year under audit of 3 percent to 5 
percent of reimbursable costs plus additional amounts for potential non-cost-based 
program billing errors is reasonable.
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.30 Amounts that ultimately will be realized by an entity are dependent 
on a number of factors, many of which may be unknown at the time the 
estimate is first made. Further, even if two entities had exactly the same 
clinical and coding experience, amounts that each might realize could vary 
materially due to factors outside of their control (for example, differing appli­
cation of payment rules by fiscal intermediaries, legal interpretations of courts, 
local enforcement initiatives, timeliness of reviews, and quality of documenta­
tion). As a result, because estimates are a matter of judgment and their 
ultimate accuracy depends on the outcome of future events, different entities 
in seemingly similar circumstances may develop materially different esti­
mates. The auditor may conclude that both estimates are reasonable in light 
of the differing assumptions.

Inappropriate Accounting Principles

.31 The auditor also determines that estimates are presented in the 
financial statements in accordance with GAAP. If the auditor believes that the 
accounting principles have not been applied correctly, causing the financial 
statements to be materially misstated, the auditor expresses a qualified or 
adverse opinion.

.32 Valuation allowances are recorded so that revenues are not recog­
nized until the revenues are realizable. Valuation allowances are not estab­
lished based on the provisions of Financial Accounting Standards Board 
(FASB) Statement of Financial Accounting Standards No. 5, Accounting for 
Contingencies.

.33 The auditor should be alert for valuation allowances not associated 
with any particular program, issue, or time period (for example, cost-report 
year or year the service was rendered). Such a reserve may indicate measure­
ment bias. The auditor also considers the possibility of bias resulting in 
distorted earnings trends over time (for example, building up specific or 
unallocated valuation allowances in profitable years and drawing them down 
in unprofitable years).

Inadequate Disclosure

.34 If the auditor concludes that a matter involving a risk or an uncer­
tainty is not adequately disclosed in the financial statements in conformity 
with GAAP, the auditor should express a qualified or adverse opinion. SOP 
94-6, Disclosure of Certain Significant Risks and Uncertainties [section 10,640], 
provides guidance on the information that reporting entities should disclose 
regarding risks and uncertainties existing as of the date of the financial 
statements.

.35 In the health care environment, it is almost always at least reason­
ably possible that estimates regarding third-party payments could change in 
the near term as a result of one or more future confirming events (for example, 
regulatory actions reflecting local or national audit or enforcement initiatives). 
For most entities with significant third-party revenues, the effect of the change 
could be material to the financial statements. Where material exposure exists, 
the uncertainty regarding revenue realization is disclosed in the notes to the 
financial statements. Because representations from legal counsel are often key 
audit evidence in evaluating the reasonableness of management’s estimates of 
potential future adjustments, the inability of an attorney to form an opinion on 
matters about which he or she has been consulted may be indicative of an 
uncertainty that should be specifically disclosed in the financial statements.
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.36 Differences between original estimates and subsequent revisions 
might arise due to final settlements, ongoing audits and investigations, or 
passage of time in relation to the statute of limitations. The Guide (paragraph 
5.07) requires that these differences be included in the statement of operations 
in the period in which the revisions are made and disclosed, if material. Such 
differences are not treated as prior period adjustments unless they meet the 
criteria for prior period adjustments as set forth in FASB Statement No. 16, 
Prior Period Adjustments.

.37 Disclosures such as the following may be appropriate:

General Hospital (the Hospital) is a (not-for-profit, for-profit, or governmental 
hospital or health care system) located in (City, State). The Hospital provides 
health care services primarily to residents of the region.

Net patient service revenue is reported at estimated net realizable amounts 
from patients, third-party payors, and others for services rendered and includes 
estimated retroactive revenue adjustments due to future audits, reviews, and 
investigations. Retroactive adjustments are considered in the recognition of 
revenue on an estimated basis in the period the related services are rendered, 
and such amounts are adjusted in future periods as adjustments become known 
or as years are no longer subject to such audits, reviews, and investigations.

Revenue from the Medicare and Medicaid programs accounted for approxi­
mately 40 percent and 10 percent, respectively, of the Hospital’s net patient 
revenue for the year ended 1999. Laws and regulations governing the Medicare 
and Medicaid programs are extremely complex and subject to interpretation. 
As a result, there is at least a reasonable possibility that recorded estimates 
will change by a material amount in the near term. The 1999 net patient service 
revenue increased approximately $10,000,000 due to removal of allowances 
previously estimated that are no longer necessary as a result of final settle­
ments and years that are no longer subject to audits, reviews, and investiga­
tions. The 1998 net patient service revenue decreased approximately 
$8,000,000 due to prior-year retroactive adjustments in excess of amounts 
previously estimated.
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.38

Appendix

Other Considerations Related to 
Government Investigations
In recent years, the federal government and many states have aggressively 
increased enforcement efforts under Medicare and Medicaid anti-fraud and 
abuse legislation. Broadening regulatory and legal interpretations have signifi­
cantly increased the risk of penalties for providers; for example, broad inter­
pretations of “false claims'' laws are exposing ordinary billing mistakes to 
scrutiny and penalty consideration. In such circumstances, evaluating the 
adequacy of accruals for or disclosure of the potential effects of illegal acts in 
the financial statements of health care organizations is a matter that is likely 
to require a high level of professional judgment.

As previously discussed in this SOP, the far-reaching nature of alleged fraud 
and abuse violations creates an uncertainty with respect to the valuation of 
revenues, because future allegations of illegal acts could, if proven, result in a 
subsequent reduction of revenues. In addition, management makes provisions 
in the financial statements and disclosures for any contingent liabilities asso­
ciated with fines and penalties due to violations of such laws. FASB Statement 
No. 5, Accounting for Contingencies, provides guidance in evaluating contingent 
liabilities, such as fines and penalties under applicable laws and regulations. 
Estimates of potential fines and penalties are not accrued unless their payment 
is probable and reasonably estimable.

The auditor’s expertise is in accounting and auditing matters rather than 
operational, clinical, or legal matters. Accordingly, the auditor’s procedures 
focus on areas that normally are subject to internal controls relevant to 
financial reporting. However, the further that potential illegal acts are removed 
from the events and transactions ordinarily reflected in the financial state­
ments, the less likely the auditor is to become aware of the act, to recognize its 
possible illegality, and to evaluate the effect on the financial statements. For 
example, determining whether a service was medically necessary, obtained 
through a legally appropriate referral, properly performed (including using 
only approved devices, rendered in a quality manner), adequately supervised, 
accurately documented and classified, or rendered and billed by nonsanctioned 
individuals typically is not within the auditor’s professional expertise. As a 
result, an audit in accordance with generally accepted auditing standards 
(GAAS) is not designed to detect such matters.
Further, an audit conducted in accordance with GAAS does not include render­
ing an opinion or any form of assurance on an entity’s compliance with laws 
and regulations.1 Nor does an audit under GAAS include providing any assur­
ance on an entity’s billings or cost report. In fact, cost reports typically are not 
prepared and submitted until after the financial statement audit has been 
completed.

1 Even when auditors undertake a special engagement designed to attest to compliance with 
certain provisions of laws, regulations, contracts, and grants (for example, an audit in accordance 
with OMB Circular A-133), the auditor’s procedures do not extend to testing compliance with laws 
and regulations related to Medicare and Medicaid fraud and abuse.
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Certain audit procedures, although not specifically designed to detect illegal 
acts, may bring possible illegal acts to an auditor’s attention. When a poten­
tially illegal act is detected, the auditor’s responsibilities are addressed in SAS 
No. 54, Illegal Acts by Clients (AICPA, Professional Standards, vol. 1, AU sec. 
317). Disclosure of an illegal act to parties other than the client’s senior 
management and its audit committee or board of directors is not ordinarily part 
of the auditor’s responsibility, and such disclosure would be precluded by the 
auditor’s ethical or legal obligation of confidentiality, unless the matter affects 
the auditor’s opinion on the financial statements.2

2 Statement on Auditing Standards No. 54, Illegal Acts by Clients (AICPA, Professional Stand­
ards, vol. 1, AU sec. 317.23) discusses circumstances in which a duty to notify parties outside the 
client of detected illegal acts may exist.
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Section 14,370
Statement of Position 01-3
Performing Agreed-Upon Procedures 
Engagements That Address Infernal Control 
Over Derivative Transactions as Required by 
the New York State Insurance Law

June 15,2001

NOTE
This Statement of Position represents the recommendations of the 

AICPA’s Reporting on Internal Control Over Derivative Transactions at 
Insurance Entities Task Force regarding the application of Statements 
on Standards for Attestation Engagements to agreed-upon procedures 
engagements performed to comply with the requirements of Section 
1410(b)(5) of the New York State Insurance Law, as amended (the Law), 
which addresses the assessment of internal control over derivative 
transactions as defined in Section 1401(a) of the Law, and Section 
178.6(b) of Regulation No. 163. The Auditing Standards Board has found 
the recommendations in this Statement of Position to be consistent with 
existing standards covered by Rule 202 of the AICPA Code of Professional 
Conduct. AICPA members should be aware that they may have to justify 
departures from the recommendations in this Statement of Position if 
the quality of their work is questioned.

Introduction and Background
.01 The New York State Insurance Department (the Department) has 

issued regulations to implement the New York Derivative Law (the Law) which 
amends Article 14 of the State of New York Insurance Law, effective July 1, 
1999. The Law establishes certain requirements for domestic life insurers, 
domestic property and casualty insurers, domestic reciprocal insurers, domes­
tic mortgage guaranty insurers, domestic cooperative property and casualty 
insurance corporations, and domestic financial guaranty insurers. Foreign 
insurers engaging in derivative transactions and derivative instruments are 
subject to and required to comply with all of the provisions of the Law. 
However, a foreign insurer may enter into other derivative transactions pro­
vided the insurer meets certain conditions of its domestic state law. In this 
document, an insurer covered by the Law is referred to as an insurance company.

.02 The requirements of the Law include the following:
• Approval by the board of directors, or a similar body, of derivative 

transactions
• Submission of a derivative use plan (the DUP) to the Department
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• Assessment by an independent certified public accountant (CPA) of 
the insurance company’s internal control over derivative transactions.

.03 In addition to the Law, the Department also has established Regula­
tion No. 163, “Derivative Transactions” (11 NYCRR 178) (the Regulation), 
which provides guidance in implementing the Law. Section 178.6(b) of Regula­
tion No. 163 states the following.

As set forth in section 1410(b)(5) of the Insurance Law, an insurer engaging in 
derivative transactions shall be required to include, as part of the evaluation 
of accounting procedures and internal controls required to be filed pursuant to 
section 307 of the Insurance Law, a statement describing the assessment by 
the independent certified public accountant of the internal controls relative to 
derivative transactions. The purpose of this part of the evaluation is to assess 
the adequacy of the internal controls relative to the derivative transactions. 
Such an assessment shall be made whether or not the derivative transactions 
are material in relation to the insurer’s financial statements and shall report 
all material deficiencies in internal control relative to derivative transactions, 
whether or not such deficiencies would lead to an otherwise “reportable condi­
tion,” as that term is used in auditing standards adhered to by certified public 
accountants. The statement describing the assessment need not be set forth in 
a separate report.

.04 The Department has proposed that the Regulation be amended to 
provide that an assessment in the form of an agreed-upon procedures engage­
ment or other attestation engagement, as those terms are used in standards 
adhered to by CPAs, may be used to meet the requirement for an assessment 
of internal control over derivative transactions. This proposed amendment to 
the Regulation has not been promulgated at the date of this Statement of 
Position (SOP). However, in a letter dated April 27, 2001, the Department 
stated the following:

This letter confirms that in determining compliance with Section 1410(b)(5) of 
the Insurance Law, the Department acknowledges that an agreed-upon proce­
dures engagement, including an engagement performed using the procedures 
in the proposed SOP (“Performing Agreed-Upon Procedures Engagements that 
Address Internal Control Over Derivative Transactions as Required by the New 
York State Insurance Law”), can be used to satisfy the statutory requirement.

.05 The DUP was due to be filed by applicable insurance companies by 
January 1, 2000. The first independent CPA’s report is due on June 1, 2001. 
The Law expires on June 30, 2003; however, the State of New York may extend 
the expiration date.

.06 As previously stated, the letter from the Department indicates that 
an agreed-upon procedures engagement or other attestation engagement may 
be used to satisfy the requirements of the Law. However, this SOP only 
describes an agreed-upon procedures engagement. It does not address any 
other attestation engagements that might be performed, such as an examination­
level attestation engagement. For guidance on performing such other attesta­
tion engagements, see “Attest Engagements,” in Statement on Standards for 
Attestation Engagements (SSAE) No. 10, Attestation Standards: Revision and 
Codification (AICPA, Professional Standards, vol. 1, AT sec. 101).

Applicability

.07 This SOP was developed to provide practitioners with guidance on 
performing agreed-upon procedures engagements that address an insurance 
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company’s internal control over derivative transactions to meet the require­
ments of the Law. Practitioners should note that the engagement described in 
this SOP is designed only to satisfy the requirements of the Law. The proce­
dures, as set forth in this SOP, are not necessarily appropriate for use in any 
other engagement.

.08 Although the Department has indicated that an agreed-upon proce­
dures engagement pursuant to this SOP can be used to satisfy the require­
ments for an assessment of internal control over derivative transactions, the 
Department has not agreed to the sufficiency of the procedures included in this 
SOP for their purposes.

The Law

Definition of a Derivative

.09 Article 14 of the Law defines a derivative instrument as including 
caps, collars, floors, forwards, futures, options, swaps, swaptions, and warrants.

.10 The following definitions are included in the Law and are applicable 
when performing the agreed-upon procedures engagement described in this SOP.

Cap—An agreement obligating the seller to make payments to the buyer 
with each payment based on the amount by which a reference price or level 
or the performance or value of one or more underlying interests exceeds a 
predetermined number, sometimes called the strike rate or strike price.
Collar—An agreement to receive payments as the buyer of an option, cap, 
or floor and to make payments as the seller of a different option, cap, or 
floor.
Floor—An agreement obligating the seller to make payments to the buyer 
in which each payment is based on the amount by which a predetermined 
number, sometimes called the floor rate or price, exceeds a reference price, 
level, performance, or value of one or more underlying interests.
Forward—An agreement (other than a future) to make or take delivery in 
the future of one or more underlying interests, or effect a cash settlement, 
based on the actual or expected price, level, performance, or value of such 
underlying interests, but shall not mean or include spot transactions 
effected within customary settlement periods, when-issued purchases, or 
other similar cash market transactions.
Future—An agreement traded on a futures exchange, to make or take 
delivery of, or effect a cash settlement based on the actual or expected price, 
level, performance, or value of one or more underlying interests.
Option—An agreement giving the buyer the right to buy or receive (a call 
option), sell or deliver (a put option), enter into, extend or terminate, or 
effect a cash settlement based on the actual or expected price, spread, level, 
performance, or value of one or more underlying interests.
Swap—An agreement to exchange or to net payments at one or more times 
based on the actual or expected price, yield, level, performance, or value of 
one or more underlying interests.
Swaption—An option to purchase or sell a swap at a given price and time 
or at a series of prices and times. A swaption does not mean a swap with 
an embedded option.

AICPA Technical Practice Aids §14.370.10



31,464 Statements of Position

Warrant—An instrument that gives the holder the right to purchase or sell 
the underlying interest at a given price and time or at a series of prices 
and times outlined in the warrant agreement.
.11 Article 14 of the Law permits an insurance company to enter into 

replication transactions provided that certain conditions set forth in the Law 
are met. A replication transaction is defined in the Law as follows.

A derivative transaction or combination of derivative transactions effected 
either separately or in conjunction with cash market investments included in 
the insurer’s investment portfolio in order to replicate the investment charac­
teristic of another authorized transaction, investment or instrument and/or 
operate as a substitute for cash market transactions. A derivative transaction 
entered into by the insurer as a hedging transaction or income generation 
transaction authorized pursuant to this section [of the Law] shall not be 
considered a replication transaction.

Derivative Use Plan

.12 An insurance company entering into derivative transactions must file 
a DUP with the Department. The DUP generally should include the following 
items:1

• A certified copy of the authorization by the insurer’s board of directors,

1 Reference should be made to the Law and the Regulation for specific details and exact 
requirements.

or other similar body, to file the DUP, which should include authori­
zation of derivative transactions and an assurance that individuals 
responsible for derivative transactions, processes, and controls have 
the necessary experience and knowledge

• A section on management oversight standards including a discussion 
of the following:
— Limits on identified risks
— Controls over the nature and amount of identified risks
— Processes for identifying such risks
— Processes for documenting, monitoring, and reporting risk exposure
— Internal audit and review processes that ensure integrity of the 

overall risk management process
— Quarterly reporting to the board of directors
— The establishment of risk tolerance levels
— Management’s measurement and monitoring against those levels

• A section on internal control and reporting including a discussion of 
the following:
— The existence of controls over the valuation and effectiveness of 

derivative instruments
— Credit risk management
— The adequacy of professional personnel
— Technical expertise and systems
— Management reporting
— The review and legal enforceability of derivative contracts be­

tween parties
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• A section on documentation and reporting requirements which shall 
for each derivative transaction document the following:
— The purpose of the transaction
— The assets Or liabilities to which the transaction relates
— The specific derivative instrument used
— For over-the-counter (OTC) transactions, the name of the coun­

terparty and counterparty exposure amount
— For exchange traded transactions, the name of the exchange and 

the name of the firm handling the trade
• Written guidelines to be followed in engaging in derivative transac­

tions. The guidelines should include or address the following:
— The type, maturity, and diversification of derivative instruments 
— The limitation on counterparty exposures, including limitations 

based on credit ratings
— The limitations on the use of derivatives
— Asset and liability management practices with respect to deriva­

tive transactions
— The liquidity needs and the insurance company’s capital and 

surplus as it relates to the DUP
— The policy objectives of management specific enough to outline 

permissible derivative strategies
— The relationship of the strategies to the insurer’s operations
— How the strategies relate to the insurer’s risk
— A requirement that management establish and execute manage­

ment oversight standards as required by the Law
— A requirement that management establish and execute internal 

control and reporting standards as required by the Law
— A requirement that management establish and execute documen­

tation and reporting standards as required by the Law
• Guidelines for the insurer’s determination of acceptable levels of basis 

risk, credit risk, foreign currency risk, interest rate risk, market risk, 
operational risk, and option risk

• A requirement that the board of directors and senior management 
comply with risk oversight functions and adhere to laws, rules, regu­
lations, prescribed practices, or ethical standards

Related Professional Standards

AT Section 201, "Agreed-Upon Procedures Engagements," 
Statement on Standards for Attestation Engagements No. 10

.13 Agreed-upon procedures engagements performed to meet the require­
ments of the Law are to be performed in accordance with AT section 201, 
Agreed- Upon Procedures Engagements, in SSAE No. 10. As described in AT 
section 201.03, an agreed-upon procedures engagement is one in which a 
practitioner is engaged by a client to issue a report of findings based on specific 
procedures performed on the subject matter. Not all of the provisions of AT 
section 201 are discussed herein. Rather, this SOP includes guidance to assist 
practitioners in the application of selected aspects of AT section 201.
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.14 AT section 201.06 states, in part, that the practitioner may perform 
an agreed-upon procedures engagement provided that, . (c) the practitioner 
and the specified parties agree upon the procedures performed or to be per­
formed by the practitioner; and (d) the specified parties take responsibility for 
the sufficiency of the agreed-upon procedures for their purposes.”

.15 As previously stated, the letter from the Department states that an 
agreed-upon procedures engagement may be used to meet the requirement for 
an independent CPA’s assessment of internal control over derivative transac­
tions, and acknowledges the use of this SOP in such engagements. Accordingly, 
practitioners should not eliminate any of the procedures presented in appendix 
B, “Agreed-Upon Procedures for Testing Internal Control Over Derivative 
Transactions” [paragraph .37], of this SOP or reduce the extent of the tests. 
The Department or the insurance company may request that additional proce­
dures be performed and the practitioner may agree to perform such proce­
dures. In those circumstances, it would be expected that the additional 
procedures would be performed in the context of a separate agreed-upon 
procedures engagement.

.16 As previously noted, the Department has not agreed to the sufficiency 
of the procedures included in this SOP for their purposes. Therefore, the 
Department should not be named as a specified party to the agreed-upon 
procedures report, and the use of a practitioner’s agreed-upon procedures report, 
issued in accordance with this SOP, should be restricted to the board of directors 
and management of the insurance company. Although the Department is not a 
specified party, footnote 15 of AT section 101, Attest Engagements, states the 
following, in part:

... a regulatory agency as part of its oversight responsibility for an entity may 
require access to restricted-use reports in which they are not named as a 
specified party.

Statement on Auditing Standards No. 92, Auditing Derivative 
Instruments, Hedging Activities, and Investments in Securities

.17 Statement on Auditing Standards (SAS) No. 92, Auditing Derivative 
Instruments, Hedging Activities, and Investments in Securities (AICPA, Pro­
fessional Standards, vol. 1, AU sec. 332), provides guidance to auditors in 
planning and performing auditing procedures for financial statement asser­
tions about derivative instruments, hedging activities, and investments in 
securities in a financial statement audit performed in accordance with gener­
ally accepted auditing standards. A practitioner performing the agreed-upon 
procedures engagement described in this SOP may find it helpful to consider 
the guidance in SAS No. 92 and the related audit guide of the same name 
supporting SAS No. 92. Specifically, the practitioner should consider AU 
sections 332.05 and 332.06 of SAS No. 92 which describe the need for special 
skill or knowledge to plan and perform the auditing procedures presented in 
SAS No. 92. That same skill and knowledge is needed to perform the proce­
dures described in this SOP.

.18 The procedures in this SOP are not designed to meet the requirements 
of generally accepted auditing standards for an audit of the financial state­
ments of an entity that engages in derivative transactions. In addition, per­
forming the audit procedures described in SAS No. 92 would not meet the 
requirements of this SOP.
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.19 In an audit of financial statements, the auditor may determine that 

he or she will not perform procedures related to derivative transactions be­
cause they are not material to the financial statements. There is no require­
ment to perform the procedures described in this SOP when performing an 
audit of financial statements. In contrast, the Law requires that an assessment 
of internal control be performed whether or not the derivative transactions are 
material to the insurer’s financial statements. Accordingly, a decision not to 
perform procedures related to derivative transactions in an audit of financial 
statements, because of immateriality, would not alleviate the requirement to 
perform the agreed-upon procedures engagement described herein.

Procedures to Be Performed
.20 The agreed-upon procedures to be performed are directed toward tests 

of controls over derivative transactions that occurred during the period covered 
by the practitioner’s report. Any projection of the practitioner’s findings to the 
future is subject to the risk that because of change, the controls may no longer 
be in existence, suitably designed, or operating effectively. Also, the potential 
effectiveness of controls over derivative transactions is subject to inherent 
limitations and, accordingly, errors or fraud may occur and not be detected.

.21 The procedures to be performed in the agreed-upon procedures en­
gagement described in this SOP are presented in appendix B [paragraph .37]. 
The procedures have been designed so that the findings resulting from the 
application of the procedures can be recorded in a tabular format. The findings 
for each procedure should be reported as No Exception, Exception, or N/A (not 
applicable). If a procedure is not applicable to a particular insurance company, 
the procedure should be marked N/A rather than deleted from the report.

.22 Section 1 of appendix B [paragraph .37] of this SOP is applicable to all 
insurance companies that enter into derivative transactions. Therefore, the 
procedures in section 1 are to be performed in all engagements performed in 
accordance with this SOP. Sections 2 through 10 of appendix B [paragraph .37] 
of this SOP each address a specific type of derivative. The procedures in those 
sections are to be performed only if the insurance company entered into 
derivative transactions of the type covered by the section. Sections that address 
types of derivatives not used by the insurance company should not be attached 
to the agreed-upon procedures report.

.23 If any portion of a procedure results in an exception, the findings for 
that entire procedure should be recorded as an exception and described in the 
section “Description of Exceptions If Any,” at the end of each section. The 
practitioner should provide a brief factual explanation for each exception that 
will enable the specified parties to understand the nature of the findings 
resulting in the exception. If management informs the practitioner that the 
condition giving rise to the exception was corrected by the date of the practi­
tioner’s report, the practitioner’s explanation of the exception may include that 
information; for example, “Management has advised us that the condition 
resulting in the exception was corrected on Month X, 20XX. We have performed 
no procedures with respect to management’s assertion.”

.24 A practitioner may perform significant portions of the agreed-upon 
procedures engagement before the end of the period covered by the report. If, 
during that time, the practitioner identifies conditions that result in an excep­
tion in one or more agreed-upon procedures, he or she should report the 
exception in the findings section of the agreed-upon procedures report, even if 
management corrects the condition prior to the end of the period.
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.25 The Law requires the insurance company to provide the Department 
with a statement describing the independent CPA’s assessment of the insur­
ance company’s internal control over derivative transactions. It also requires 
the insurance company to include a description of any remedial actions taken 
or proposed to be taken to correct any deficiencies identified by the inde­
pendent CPA.

.26 AT section 201.40 states the following.

The practitioner need not perform procedures beyond the agreed-upon proce­
dures. However, in connection with the application of agreed-upon procedures, 
if matters come to the practitioner’s attention by other means that significantly 
contradict the subject matter (or written assertion related thereto) referred to 
in the practitioner’s report, the practitioner should include this matter in his 
or her report. For example, if during the course of applying agreed-upon 
procedures regarding an entity’s internal control, the practitioner becomes 
aware of a material weakness by means other than performance of the agreed- 
upon procedures, the practitioner should include this matter in his or her 
report.

.27 A practitioner has no obligation to perform procedures beyond the 
agreed-upon procedures included in appendix B [paragraph .37] of this SOP. 
However, if information indicating a weakness in internal control over deriva­
tive transactions comes to the practitioner’s attention by other means, such 
information should be included in the practitioner’s report. This would apply 
to conditions or events occurring during the subsequent-events period (sub­
sequent to the period covered by the practitioner’s report but prior to the date 
of the practitioner’s report) that either contradict the findings in the report or 
that would have resulted in the reporting of an exception by the practitioner if 
that condition or event had existed during the period covered by the report. 
However, the practitioner has no responsibility to perform any procedure to 
detect such conditions or events.

Establishing an Understanding With the Client

.28 In accordance with AT section 201.10, the practitioner should estab­
lish an understanding with the client regarding the services to be performed. 
Such an understanding reduces the risk that the client may misinterpret the 
objectives and limitations of an agreed-upon procedures engagement per­
formed to meet the regulatory requirements of the Law. Such an under­
standing also reduces the risk that the client will misunderstand its 
responsibilities and the responsibilities of the practitioner. The practitioner 
should document the understanding in the working papers, preferably through 
a written communication with the client (an engagement letter). The communi­
cation should be addressed to the client. Matters that might be included in such 
an understanding are the following:

• A statement confirming that an agreed-upon procedures engagement 
is to be performed to meet the requirements of Section 1410(b)(5) of 
the Law

• A statement identifying the procedures to be performed as those set 
forth in this SOP

• A statement identifying the client as the specified party to the agreed- 
upon procedures report
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• A statement acknowledging the client’s responsibility for the suffi­
ciency of the procedures in the SOP

• A statement acknowledging that the practitioner makes no repre­
sentation regarding the sufficiency of the procedures in the SOP

• A statement describing the responsibilities of the practitioner, includ­
ing but not limited to the responsibility to perform the agreed-upon 
procedures and to provide the client with a report, and the circum­
stances under which the practitioner may decline to issue a report

• A statement indicating that the engagement will be conducted in 
accordance with attestation standards established by the American 
Institute of Certified Public Accountants (AICPA)

• A statement indicating that an agreed-upon procedures engagement 
does not constitute an examination, the objective of which would be 
the expression of an opinion on the internal control over derivative 
transactions, and that if an examination were performed, other mat­
ters might come to the practitioner’s attention

• A statement indicating that the practitioner will not express an 
opinion or any other form of assurance

• A statement describing the client’s responsibility to comply with the 
Law and the client’s responsibility for the design and operation of 
effective internal control over derivative transactions

• A statement describing the client’s responsibility for providing accu­
rate and complete information to the practitioner

• A statement indicating that the practitioner has no responsibility for 
the completeness or accuracy of the information provided to the 
practitioner

• A statement restricting the use of the report to the client
• A statement describing any arrangements to involve a specialist

.29  Although AT section 201 does not require a practitioner to obtain a 
representation letter from management in an agreed-upon procedures engage­
ment, it is recommended that the practitioner obtain such a letter when 
performing the engagement described in this SOP. The representation letter 
generally should be signed by the appropriate members of management includ­
ing the highest ranking officer responsible for internal control over derivative 
transactions. Management’s refusal to furnish written representations that 
the practitioner has determined to be appropriate for the engagement consti­
tutes a limitation on the performance of the engagement that requires either 
modification of the report or withdrawal from the engagement.

.30  The representations that a practitioner deems appropriate will de­
pend on the specific nature of the engagement; however, the practitioner 
ordinarily would obtain the following representations from management:

• A statement acknowledging responsibility for establishing and main­
taining effective internal control over derivative transactions

• A statement that there have been no errors or fraud that might 
indicate a weakness in the internal control over derivative transactions
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• A statement that management has disclosed to the practitioner all 
significant deficiencies in the design or operation of the internal 
control over derivative transactions

• A statement that management has disclosed to the practitioner any 
communications from regulatory agencies, internal auditors, and 
other practitioners or consultants relating to the internal control over 
derivative transactions

• A statement that management has made available to the practitioner 
all information they believe is relevant to the internal control over 
derivative transactions

• A statement that management has responded fully to all inquiries 
made by the practitioner during the engagement

• A statement that no events have occurred subsequent to the date as 
of which the procedures were applied that would require adjustment 
to or modification to responses to the agreed-upon procedures

.31  An illustrative representation letter is presented in appendix C, 
“Illustrative Management Representation Letter” [paragraph .38] of this SOP. 
For additional information regarding management’s representations in an 
agreed-upon procedures engagement, see AT sections 201.37-39.

Restriction on the Performance of Procedures
.32  As previously stated, a practitioner should not agree to do either of 

the following.

a. Eliminate any of the procedures presented in appendix B [paragraph 
.37] of this SOP, unless a section is not applicable because the 
insurance company did not enter into derivative transactions ad­
dressed by the section.

b. Reduce the extent of the tests in an applicable section.
.33 If circumstances impose restrictions on the performance of the 

agreed-upon procedures presented in appendix B [paragraph .37] of this SOP, 
the practitioner should describe the restriction(s) in his or her report or 
withdraw from the engagement.

Dating the Report
.34 The date of completion of the agreed-upon procedures should be used 

as the date of the practitioner’s report.

Effective Date
.35 This SOP is effective upon issuance and is applicable only to agreed- 

upon procedures engagements that address internal control over derivative 
transactions required by the Law.
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.36

Appendix A

Illustrative Agreed-Upon Procedures Report
The following is an illustrative agreed-upon procedures report based on the 
guidance in AT section 201, Agreed-Upon Procedures Engagements, in State­
ment on Standards for Attestation Engagements (SSAE) No. 10, Attestation 
Standards: Revision and Recodification (AICPA, Professional Standards, vol. 
1, AT sec. 201).

Independent Accountant’s Report 
on Applying Agreed-Upon Procedures

To the Management of ABC Insurance Company:
We have performed the applicable procedures enumerated in the American 
Institute of Certified Public Accountants’ Statement of Position (SOP), 01-3, 
Performing Agreed-Upon Procedures Engagements That Address Internal Con­
trol Over Derivative Transactions as Required by the New York State Insurance 
Law, which were agreed to by ABC Insurance Company, solely to assist you in 
complying with the requirements of Section 1410(b)(5) of the New York State 
Insurance Law, as amended (the Law), which addresses the assessment of 
internal control over derivative transactions as defined in Section 1401(a) of 
the Law, and Section 178.6(b) of Regulation No. 163 during the year ended 
December 31, 20XX. Management of ABC Insurance Company is responsible 
for maintaining effective internal control over derivative transactions. This 
agreed-upon procedures engagement was conducted in accordance with attesta­
tion standards established by the American Institute of Certified Public Ac­
countants. The sufficiency of these procedures is solely the responsibility of 
ABC Insurance Company. Consequently, we make no representation regarding 
the sufficiency of the procedures described in the attached appendix either for 
the purpose for which this report has been requested or for any other purpose.

The procedures performed and the findings are included in the attached 
appendix.

We were not engaged to and did not conduct an examination, the objective of 
which would be the expression of an opinion on the internal control over 
derivative transactions of ABC Insurance Company for the year ended Decem­
ber 31, 20XX. Accordingly, we do not express such an opinion. Had we per­
formed additional procedures, other matters might have come to our attention 
that would have been reported to you.
This report is intended solely for the information and use of the management 
and Board of Directors of ABC Insurance Company and is not intended to be 
and should not be used by anyone other than these specified parties.
[Signature]

[Date]
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.37

Appendix B

Agreed-Upon Procedures for Testing Internal Control 
Over Derivative Transactions
The following table lists the types of derivative transactions permitted by the 
New York Derivative Law (the Law). We inquired of management of the 
insurance company as to whether the insurance company used the type of 
derivative addressed by each section, and marked the column entitled “Is the 
Section Applicable?” either Yes or No based on management’s response to the 
inquiry. For each type of derivative with a Yes response, we performed the 
procedures in the applicable section and attached the section to the report. For 
each type of derivative with a No response, we did not perform procedures nor 
did we attach the applicable section to the report. We compared the types of 
derivative reported by the insurance company in its “Schedule of Derivative 
Transactions” included in the Annual Statement with the types of derivatives 
listed in the following table and found that the types of derivatives included in 
the schedule were marked Yes in the table.

Attachments to the Report
Section of the Is the Section

Agreed-Upon Procedures Applicable?
No. Type of Derivative Yes or No

1 All Derivative Types Yes
2 Cap Contracts 
3 Collar Contracts 
4 Floor Contracts 
5 Forward Contracts 
6 Future Contracts 
7 Option Contracts 
8 Swap Contracts 
9 Swaption Contracts 
10 Warrant Contracts
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Section 1—All Derivative Types
Findings

No
Procedures Exception Exception N/A

The following procedures were performed to 
test controls applicable to all derivative trans­
actions. The procedures were applied to the 
internal control over derivative transactions in 
existence during the year ended December 31, 
20XX.

Documentation of Controls, Policies, 
and Procedures

1. Read the insurance company’s derivative 
use plan (DUP), amendments thereto, and 
its documentation of controls, policies, and 
procedures that describe internal control 
over derivative transactions and found that 
the DUP and the documentation of controls, 
policies, and procedures include a descrip­
tion of controls that address the following:
a. Systems or processes for the periodic 

valuation of derivative transactions in­
cluding mechanisms for compensating 
for any lack of independence in valuing 
derivative positions (Valuation)   

b. Systems or processes for determining 
whether a derivative instrument used 
for hedging or replication has been ef­
fective (Effectiveness)   

c. Credit risk management systems or 
processes for over-the-counter (OTC) 
derivative transactions that measure 
credit risk exposure using the counter­
party exposure amount and policies for 
the establishment of collateral arrange­
ments with counterparties (Credit Risk 
Management)   

d. Management assessment of the ade­
quacy and technical expertise of person­
nel associated with derivative transac­
tions and systems to implement and 
control investment practices involving 
derivatives (Professional Competence)   

e. Systems or processes for regular re­
ports to management, segregation of 
duties, and internal review procedures 
(Reporting)   
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Findings 
No

Procedures Exception Exception N/A

f. Procedures for conducting initial and 
ongoing legal reviews of derivative 
transactions including assessments of 
contract enforceability (Legal Reviews) 

Nontransaction-Specific Procedures

2. Read the minutes of meetings of the board 
of directors and found an indication that 
the board of directors of the insurance com­
pany approved the DUP and any amend­
ments thereto. 

3. Inquired of management as to whether the 
DUP and any amendments thereto were 
approved by the New York State Insur­
ance Department and was advised that the 
DUP and any amendments thereto were 
approved. 

4. Read the minutes of meetings of the board 
of directors and found an indication that 
the board of directors of the insurance com­
pany approved the commitment of finan­
cial resources determined by management 
to be sufficient to accomplish the objectives 
of the insurance company’s DUP. 

This procedure does not provide an assessment 
of or assurance about the adequacy of the re­
sources determined by management to be suffi­
cient to accomplish the objectives of the DUP.

In performing the following procedures, the 
practitioner should be aware that management 
frequently will have designated and will have 
in place limits, controls, or procedures that are 
more restrictive than those approved for use in 
the DUP.

5. For the year ended December 31, 20XX, 
inquired of management and was advised  
that—

a. There was monitoring of derivative 
transactions by a control staff, such as 
internal audit or other internal review 
group, that is independent of deriva­
tives trading activities. 
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Procedures

b. There were procedures in place for de­
rivative personnel to obtain, prior to 
exceeding limits prescribed by manage­
ment, at least oral approval from mem­
bers of senior management who are inde­
pendent of derivatives trading activities.

c. There were procedures in place for senior 
management to address excesses related 
to management-established limits and 
divergences from management-approved 
derivative strategies, and that such man­
agement has authority to grant excep­
tions to derivatives limits.

d. There were procedures in place requiring 
that management be informed when lim­
its prescribed in the DUP were exceeded 
and for management to approve correc­
tive action(s) in such circumstances.

e. There were procedures in place for the 
accurate transmittal of derivatives po­
sitions to the risk measurement sys­
tems when management had imple­
mented risk management systems.

f. There were procedures in place for the 
performance of appropriate reconcili­
ations to ensure data integrity across 
the full range of derivatives, including 
any new or existing derivatives that 
may be monitored apart from the main 
processing networks.

g. There were procedures in place for risk 
managers and senior management to 
define constraints on derivative activi­
ties to ensure compliance with the DUP 
and to justify excesses with respect to 
specified management limits.

h. There were procedures in place for senior 
management, an independent group, or 
an individual that management desig­
nated to perform at least an annual as­
sessment of the identified controls and 
financial results of the derivative activi­
ties to determine that controls were effec­
tively implemented and that the insur­
ance company’s business objectives and 
strategies were achieved.

Findings
No 

Exception Exception N/A
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Findings
No

Procedures Exception Exception N/A

i. There were procedures in place for a re­
view of limits in the context of changes in 
strategy, risk tolerance of the insurance 
company, and market conditions. 

Reporting to the Board of Directors or 
Committee Thereof

The Law contains provisions regarding man­
agement oversight of derivative and replica­
tion transactions.

6. Read the minutes of the board of directors 
meetings or committees thereof and found 
an indication that the board of directors or 
committee thereof received, at least quar­
terly, a report regarding derivative and 
replication transactions. 

7. Read one quarterly report referred to in 
procedure 6 and found that the report con­
tained—
a. A list, or appropriate summaries, of the 

following:
(1) Derivative transactions during the

period ________ _________________
(2) Derivative transactions outstand­

ing at the end of the period 
(3) Unrealized gains or losses on open 

derivative positions 
(4) Derivative transactions closed dur­

ing the period 
b. A summary of the performance of the 

derivatives in comparison to the objec­
tive of the derivative transactions 

c. An evaluation of the risks and benefits 
of the derivative transactions 

d. A summary of the amount, type, and 
performance of replication transactions 

8. If the report referred to in the preceding 
procedure was received, reviewed, and ap­
proved by a committee of the board of direc­
tors, read the minutes of the board of direc­
tors meeting and found an indication that a 
report of such committee was reviewed at 
the next board of directors meeting. 
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Findings
No

Procedures Exception Exception NIA

9. Read the board of directors minutes and 
found an indication that the board of direc­
tors received a report during the year de­
scribing the level of knowledge and experi­
ence of individuals conducting, monitoring, 
controlling, and auditing derivative and rep­
lication transactions.   

Derivative and Replication Limitations

The Law contains limits on hedging and repli­
cation transactions. An insurance company 
may enter into hedging or replication transac­
tions if, as a result of and after giving effect to 
the transaction, the derivative investments 
and replication investments do not exceed cer­
tain specified percentages of admitted assets. 
The following procedures were performed us­
ing one analysis per quarter prepared by the 
insurance company to monitor compliance 
with the limitations.

10. Obtained and read the insurance com­
pany’s analysis used to test limitations on 
investments in derivatives and replication 
transactions and found that the amounts 
shown in the analysis indicated that—
a. The aggregate statement value of op­

tions, swaptions, caps, floors, and war­
rants purchased was not in excess of 
seven and one-half percent of the insur­
ance company’s admitted assets, per 
the last annual statement.   

b. The aggregate statement value of op­
tions, swaptions, caps, and floors writ­
ten was not in excess of three percent of 
admitted assets.   

c. The aggregate potential exposure of col­
lars, swaps, forwards, and futures en­
tered into and options, swaptions, caps, 
and floors written was not in excess of 
six and one-half percent of admitted 
assets. _______  ________  

d. The aggregate statement value of all 
assets being replicated did not exceed 
ten percent of the insurance company’s 
admitted assets.   
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Findings
No 

Procedures Exception Exception N/A.

e. The extent of derivative transactions did 
not exceed the insurance company’s inter­
nal limitations or that any excess had been 
specifically authorized by management. 

11. Inquired of the preparer of the analysis 
read in procedure 10 and was advised that 
the analysis excluded transactions entered 
into to hedge the currency risk of invest­
ments denominated in a currency other 
than United States dollars. 

12. Obtained and read the insurance com­
pany’s analysis used to test limitations on 
counterparty exposure, as defined in sec­
tion 178.3(e) of the Regulation, and found 
that the report indicated that—
a. The counterparty exposure under one 

or more derivative transactions for any 
single counterparty, other than a 
“qualified counterparty,” was not in ex­
cess of one percent of the insurance 
company’s admitted assets. 

b. The counterparty exposure under one 
or more derivative transactions for all 
counterparties, other than qualified 
counterparties, was not in excess of 
three percent of the insurance com­
pany’s admitted assets. 

13. If the insurance company required collat­
eral arrangements with the counterpar­
ties, obtained and read the insurance com­
pany’s analysis used to monitor the 
adequacy of the collateral held in accord­
ance with the terms of the arrangement 
and found that the amount of the collateral 
held as shown on the analysis was equal to 
or in excess of the amount to be held. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 2—Cap Contracts
Findings

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected cap contracts to test internal control 
over cap transactions. Selected five percent of 
each type of cap transaction (that is, purchases 
[premium disbursements], sales [premium re­
ceipts], and closeouts [closings and settlings of 
the position]), with the selections distributed 
throughout the year. If five percent of a given 
type of transaction exceeded 40, the number of 
items selected for that type of transaction was 
limited to 40. If five percent of a type of trans­
action resulted in less than four items, selected 
four or fewer items that represented all the 
transactions of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to enter into cap 
contracts.   

2. For each cap selected for testing, read 
management’s documentation describing 
the intended use of the cap and performed 
the following procedures, as applicable. 

For caps used as a hedge—

3. Determined that the documentation de­
scribed the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the cap was expected to be effec­
tive in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 

4. Determined that the following items were 
documented:

a. The purpose(s) of the cap as a hedge 
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Findings 
No

Procedures Exception Exception N/A

b. The terms of the cap, the name of the 
counterparty, and the counterparty ex­
posure amount 

c. The assets or liabilities (or portion 
thereof) that the cap hedged 

d. Evidence that the cap continued to be 
an effective hedge 

e. Evidence that the cap was consistent 
with the insurance company’s parame­
ters, as specified in the DUP or applicable 
company policies and procedures, for en­
tering into hedge transactions; for exam­
ple, the notional amount or underlying 

If the cap was an exact offset to an outstanding 
cap—

5. Read documentation indicating that the 
cap offset an outstanding cap previously 
purchased or sold by the insurance com­
pany and that the cap was an exact offset 
of the market risk of the cap being offset. 

For caps used in a replication transaction—

6. Determined that the documentation de­
scribed the following:

a. The investment type and charac­
teristics replicated 

b. How the replication was consistent 
with the overall management invest­
ment strategy 

c. How the cap was expected to be effec­
tive in replicating the investment char­
acteristics of the replicated investment 

d. The approach for assessing the effec­
tiveness of the replication transaction 

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated 
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Findings 
No

Procedures Exception Exception N/A

b. The terms of the cap, the name of the 
counterparty, and the counterparty ex­
posure amount   

For all selected caps including those that are a 
part of a replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof, who had the authority to author­
ize cap transactions. Compared the name 
of the individual who authorized the cap 
transaction with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount or strike price exceeded a limit 
requiring additional approval. If the board 
of directors or a committee thereof was 
required to approve the transaction, read 
minutes of the board of directors or a com­
mittee thereof or other appropriate sup­
port and found evidence of approval of the 
transaction tested.  _______________

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the cap transaction with names 
on the list and found the name of the coun­
terparty on the respective qualified or non­

qualified list.   

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10.   

AICPA Technical Practice Aids §14,370.37



31,482 Statements of Position

Findings

Procedures
No 

Exception Exception NIA

12. Obtained a list of individuals authorized 
by the board of directors or a committee 
thereof to trade cap contracts. Compared 
the name of the individual who executed 
the purchase, sale, or closeout of the cap 
with the names on the list and found the 
name of the individual on the list.

13. Obtained a list of individuals authorized to 
approve payments relating to caps. Com­
pared the name of the individual who ap­
proved any payment relating to the cap 
with the names on the list and found the 
name of the individual on the list.

14. Compared the name of the individual who 
approved any payment relating to the cap 
with the name of the individual who ap­
proved entering into the contract and 
found that the names were different.

15. Compared the name of the individual who 
received cash or other consideration in 
connection with the cap with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different.

16. Obtained the deal ticket and confirmation 
for the purchase, sale, or closeout of the cap 
and found that the purchase, sale, or 
closeout was confirmed by the counter­
party.

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade caps and found that 
the name was not on the list.

18. Compared the terms of the cap contract, as 
stated on the deal ticket and confirmation, 
with the terms of the cap contract recorded • 
in the insurance company’s accounting re­
cords and found them to be in agreement. 

§14,370.37 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Internal Control Over Derivative Transactions 31,483

Findings
No

Procedures Exception Exception N/A

19. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
indicating that the insurance company de­
termined that its accounting records for 
caps tested in procedure 18, agreed with or 
reconciled to the related control account; 
for example, the subsidiary ledger to the 
general ledger.   

20. Obtained the accounting record document­
ing modifications, if any, to the cap agree­
ment. Compared the name of the individ­
ual who approved the modification with a 
list of individuals authorized to approve 
modifications and found the name of the 
individual who approved the modification 
on the list.   

21. Compared the terms of the cap agreement 
recorded in the insurance company’s ac­
counting records with the terms shown in 
the executed copy of the cap agreement 
and found them to be in agreement.

22. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
indicating that the insurance company 
physically inventoried the cap agree­
ments.

23. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the cap agreement with the 
names of individuals authorized to execute 
purchases, sales, or closeouts of cap con­
tracts and found that the name of the indi­
vidual was not on the list.

24. Compared information regarding the 
cap, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement.
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Findings

Procedures
No 

Exception Exception NIA

25. If the cap should have been included in the 
monitoring analysis separately tested in 
procedure 10 within section 1, “All Deriva­
tive Types,” compared information regard­
ing the cap, such as type of derivative, 
notional amount, and fair value, with the 
comparable information in the monitoring 
analysis and found them to be in agreement. 

26. Read accounting documentation indicat­
ing that the insurance company monitored 
periodic cash settlements related to the 
cap tested, meaning, the insurance com­
pany had controls in place to determine 
that periodic cash settlements, if any, were 
received. ________

Effectiveness of Caps Used As Hedges 
and in Replication Transactions

27. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the cap as a hedge or replication 
in accordance with the policies regarding 
effectiveness.

28. If the cap was no longer effective as a hedge 
or replication, compared the action taken 
by the insurance company with the action 
required by the accounting policies and 
procedures and found that the action 
taken was consistent with the accounting 
policy.

Legal Review

29. Read documentation indicating that the 
legal department reviewed the cap agree­
ment to assess contract compliance with 
the DUP and enforceability. 

30. Read documentation indicating that the le­
gal department updated its assessment of 
agreement enforceability at least annually. 
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Findings
No

Procedures Exception Exception N/A

Valuation
31. Obtained the insurance company’s policies 

and procedures for valuing caps and found 
that the insurance company determined 
the fair value of the cap in accordance with 
the policy described in the insurance com­
pany’s procedures for the valuation of caps.   

32. Read documentation supporting the fair 
value of the cap and found that the fair 
value was either (a) obtained from an in­
dependent source, (b) checked against an 
independent source, or (c) calculated inter­
nally by an authorized person.   

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 3—Collar Contracts
Findings 

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected collar contracts to test internal control 
over collar transactions. Selected five percent 
of each type of collar transaction (that is, exe­
cutions [entering into a collar transaction in 
which the net position at inception may result 
in either no cash outlay, cash received, or cash 
disbursed] and closeouts [closings and set­
tlings of the position]), with the selections dis­
tributed throughout the year. If five percent of 
a given type of transaction exceeded 40, the 
number of items selected for that type of trans­
action was limited to 40. If five percent of a 
type of transaction resulted in less than four 
items, selected four or fewer items that repre­
sented all the transactions of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to enter into collar 
contracts. 

2. For each collar selected for testing, read 
management’s documentation describing 
the intended use of the collar and per­
formed the following procedures, as appli­
cable. ________ _________________

For collars used as a hedge—

3. Determined that the documentation de­
scribed the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the collar was expected to be effec­
tive in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were
documented:

a. The purpose(s) of the collar as a hedge   

b. The terms of the collar, the name of the 
counterparty, and the counterparty ex­
posure amount   

c. The assets or liabilities (or portion 
thereof) that the collar hedged   

d. Evidence that the collar continued to be 
an effective hedge   

e. Evidence that the contract was consis­
tent with the insurance company’s pa­
rameters, as specified in the DUP or 
applicable company policies and proce­
dures, for entering into hedge transac­
tions; for example, the notional amount 
or underlying   

If the collar was an exact offset of an outstand­
ing collar—

5. Read documentation indicating that the 
collar offset an outstanding collar pre­
viously purchased or sold by the insurance 
company and that the collar was an exact 
offset of the market risk of the collar being 
offset. _______  ________  _____

For collars used in a replication transaction—

6. Determined that the documentation de­
scribed the following:

a. The investment type and charac­
teristics replicated 

b. How the replication was consistent 
with the overall management invest­
ment strategy 

c. How the collar was expected to be effec­
tive in replicating the investment char­
acteristics of the replicated investment 

d. The approach in assessing the effective­
ness of the replication transaction 
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Findings
No 

Procedures Exception Exception N/A

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated 

b. The terms of the collar, the name of the 
counterparty, and the counterparty ex­
posure amount 

For all selected collars including those that are 
a part of a replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof, who had the authority to author­
ize collar transactions. Compared the 
name of the individual who authorized the 
collar transaction with the names on the 
list and found the name of the individual 
on the list. 

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount or strike price exceeded a limit 
requiring additional approval. If the board 
of directors or a committee thereof was 
required to approve the transaction, read 
minutes of the board of directors or a com­
mittee thereof or other appropriate sup­
port and found evidence of approval of the 
transaction tested. 

10. Obtained a list of qualified and nonquali­
fied counterparties approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty involved 
in the collar transaction with names on the 
list and found the name of the counter­
party on the respective qualified or non­
qualified list. 
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Findings
No

Procedures Exception Exception N/A

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10.   

12. Obtained a list of individuals authorized 
by the board of directors or a committee 
thereof to trade collar contracts. Com­
pared the name of the individual who exe­
cuted the execution or closeout of the collar 
contract with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

13. Obtained a list of individuals authorized to 
approve payments relating to collars. 
Compared the name of the individual who 
approved any payment relating to the col­
lar with the names on the list and found 
the name of the individual on the list.

14. Compared the name of the individual who 
approved any payment relating to the col­
lar with the name of the individual who 
approved entering into the contract and 
found that the names were different.

15. Compared the name of the individual who 
received cash or other consideration in con­
nection with the collar with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different.

16. Obtained the deal ticket and confirmation 
for the execution or closeout of the collar 
and found that the execution or closeout 
was confirmed by the counterparty.

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade collars and found that 
the name was not on the list.
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Findings
No 

Procedures Exception Exception N/A

18. Compared the terms of the collar contract, 
as stated on the deal ticket and confirma­
tion, with the terms of the collar contract 
recorded in the insurance company’s ac­
counting records and found them to be in 
agreement. 

19. Obtained documentation for one reporting 
period (for example, monthly or quarterly) 
indicating that the insurance company de­
termined that its accounting records for 
collars, tested in procedure 18, agreed with 
or reconciled to the related control account; 
for example, the subsidiary ledger to the 
general ledger. 

20. Obtained the accounting record document­
ing modifications, if any, to the collar 
agreement. Compared the name of the in­
dividual who approved the modification 
with a list of individuals authorized to 
approve modifications and found the name 
of the individual who approved the modifi­
cation on the list. 

21. Compared the terms of the collar agree­
ment recorded in the insurance company’s 
accounting records with the terms shown 
in the executed copy of the collar agree­
ment and found them to be in agreement. 

22. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
indicating that the insurance company 
physically inventoried the collar agreement. 

23. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the collar contracts with the 
names of individuals authorized to enter 
into trades, executions, or closeouts of col­
lar contracts and found that the name of 
the individual was not on the list. 
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Findings
No

Procedures Exception Exception N/A

24. Compared information regarding the col­
lar, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement.   

25. If the collar should have been included in 
the monitoring analysis separately tested 
in procedure 10 within section 1, “All De­
rivative Types,” compared information re­
garding the collar, such as type of deriva­
tive, notional amount, and fair value, with 
the comparable information in the moni­
toring analysis and found them to be in 
agreement.   

26. Read accounting documentation indicat­
ing that the insurance company monitored 
periodic cash settlements related to the 
collar tested, meaning, the insurance com­
pany had controls in place to determine 
that periodic cash settlements, if any, were 
received.  ________________  

Effectiveness of Collars Used As Hedges 
and in Replication Transactions

27. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the collar as a hedge or replica­
tion in accordance with the policies regard­
ing effectiveness.

28. If the collar was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy.

AICPA Technical Practice Aids §14,370.37



31,492 Statements of Position

Findings
No

Procedures Exception Exception N/A

Legal Review
29. Read documentation indicating that the 

legal department reviewed the collar 
agreement to assess contract compliance 
with the DUP and enforceability. 

30. Read documentation indicating that the le­
gal department updated its assessment of 
agreement enforceability at least annually. 

Valuation
31. Obtained the insurance company’s policies 

and procedures for valuing collars and 
found that the insurance company deter­
mined the fair value of the collar in accord­
ance with the policy described in the in­
surance company’s procedures for the 
valuation of collars. 

32. Read documentation supporting the fair 
value of the collar and found that the fair 
value was either (a) obtained from an in­
dependent source, (6) checked against an 
independent source, or (c) calculated inter­
nally by an authorized individual. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 4—Floor Contracts
Findings 

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected floor contracts to test internal control 
over floor transactions. Selected five percent of 
each type of floor transaction (that is, pur­
chases [premium disbursements], sales [pre­
mium receipts], and closeouts [closings and 
settlings of the position]), with the selections 
distributed throughout the year. If five percent 
of a given type of transaction exceeded 40, the 
number of items selected for that type of trans­
action was limited to 40. If five percent of a 
type of transaction resulted in less than four 
items, selected four or fewer items that repre­
sented all the transactions of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to enter into floor 
contracts.

2. For each floor selected for testing, read 
management’s documentation describing 
the intended use of the floor and performed 
the following procedures, as applicable. 

For floors used as a hedge—

3. Determined that the documentation de­
scribed the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the floor was expected to be effec­
tive in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Findings
No

Procedures Exception Exception NIA

4. Determined that the following items were 
documented:

a. The purpose(s) of the floor as a hedge 

b. The terms of the floor, the name of the 
counterparty, and the counterparty ex­
posure amount 

c. The assets or liabilities (or portion 
therof) that the floor hedged 

d. Evidence that the floor continued to be 
an effective hedge 

e. Evidence that the floor was consistent 
with the insurance company’s parame­
ters, as specified in the DUP or applicable 
company policies and procedures for en­
tering into hedge transactions; for exam­
ple, the notional amount or underlying 

If the floor was an exact offset of an outstand­
ing floor—

5. Read documentation indicating that the 
floor offset an outstanding floor previously 
purchased or sold by the insurance com­
pany and that the floor was an exact offset 
of the market risk of the floor being offset.

For floors used in a replication transaction—

6. Determined that the documentation de­
scribed the following:

a. The investment type and charac­
teristics replicated 

b. How the replication was consistent 
with the overall management invest­
ment strategy 

c. How the floor was expected to be effec­
tive in replicating the investment char­
acteristics of the replicated investment 

d. The approach in assessing the effective­
ness of the replication transaction 
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Findings
No

Procedures Exception Exception N/A

7. Determined that the following items were
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated   

b. The terms of the floor, the name of the 
counterparty, and the counterparty ex­
posure amount   

For all selected floors including those that are 
a part of a replication transaction—

8. Obtained a list of individuals approved by 
the board of directors or a committee 
thereof who had the authority to authorize 
floor transactions. Compared the name of 
the individual who authorized the floor 
transaction with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount or strike price exceeded a limit 
requiring additional approval. If the board 
of directors or a committee thereof was 
required to approve the transaction, read 
minutes of the board of directors or a com­
mittee thereof or other appropriate sup­
port and found evidence of approval of the 
transaction tested.

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the floor transaction with names 
on the list and found the name of the coun­
terparty on the respective qualified or non­
qualified list.
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Findings 
No

Procedures Exception Exception N/A

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10. 

12. Obtained a list of individuals authorized 
by the board of directors or a committee 
thereof to trade floor contracts. Compared 
the name of the individual who executed 
the purchase, sale, or closeout of the floor 
with the names on the list and found the 
name of the individual on the list.  

13. Obtained a list of individuals authorized to 
approve payments relating to floors. Com­
pared the name of the individual who ap­
proved any payment relating to the floor 
with the names on the list and found the 
name of the individual on the list. 

14. Compared the name of the individual who 
approved any payment relating to the floor 
with the name of the individual who ap­
proved entering into the contract and 
found that the names were different. 

15. Compared the name of the individual who 
received cash or other consideration in 
connection with the floor with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different. 

16. Obtained the deal ticket and confirmation 
for the purchase, sale, or closeout of the 
floor and found that the purchase, sale, or 
closeout was confirmed by the counter­
party. ---------------------------------------

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade floors and found that 
the name was not on the list. 
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Procedures

18. Compared the terms of the floor contract, 
as stated on the deal ticket and confirma­
tion, with the terms of the floor contract 
recorded in the insurance company’s ac­
counting records and found them to be in 
agreement.

19. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
that the insurance company determined 
that its accounting records for floors, 
tested in procedure 18, agreed with or rec­
onciled to the related control account; for 
example, the subsidiary ledger to the gen­
eral ledger.

20. Obtained the accounting record document­
ing modifications, if any, to the floor agree­
ment. Compared the name of the individ­
ual who approved the modification with a 
list of individuals authorized to approve 
modifications and found the name of the 
individual who approved the modification 
on the list.

21. Compared the terms of the floor agree­
ment recorded in the insurance company’s 
accounting records with the terms shown 
in the executed copy of the floor agreement 
and found them to be in agreement.

22. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
indicating that the insurance company 
physically inventoried the floor agreements.

23. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the floor agreement with the 
names of individuals authorized to execute 
purchases, sales, or closeouts of floor con­
tracts and found that the name was not on 
the list.
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Findings  
No

Procedures Exception Exception N/A

24. Compared information regarding the floor, 
such as type of derivative, notional amount, 
and fair value, with the comparable infor­
mation included in the report to the board of 
directors or appropriate committee thereof 
and found them to be in agreement. 

25. If the floor should have been included in 
the monitoring analysis separately tested 
in procedure 10 within section 1, “All De­
rivative Types,” compared information re­
garding the floor, such as type of deriva­
tive, notional amount, and fair value, with 
the comparable information in the moni­
toring analysis and found them to be in 
agreement. 

26. Read accounting documentation indicat­
ing that the insurance company monitored 
periodic cash settlements related to the 
floor tested, meaning, the insurance com­
pany had controls in place to determine 
that periodic cash settlements, if any, were 
received. ________

Effectiveness of Floors Used As Hedges 
and in Replication Transactions

27. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the floor as a hedge or replica­
tion in accordance with the policies regard­
ing effectiveness.

28. If the floor was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy.
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Findings
No

Procedures Exception Exception N/A

Legal Review
29. Read documentation indicating that the 

legal department reviewed the floor agree­
ment to assess contract compliance with 
the DUP and enforceability.   

30. Read documentation indicating that the le­
gal department updated its assessment of 
agreement enforceability at least annually.   

Valuation
31. Obtained the insurance company’s policies 

and procedures for valuing floors and 
found that the insurance company deter­
mined the fair value of the floor in ac­
cordance with the policy described in the 
insurance company’s procedures for the 
valuation of floors.   

32. Read documentation supporting the fair 
value of the floor and found that the fair 
value was either (a) obtained from an in­
dependent source, (6) checked against an 
independent source, or (c) calculated inter­
nally by an authorized individual.   

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 5—Forward Contracts
Findings

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected forward contracts to test internal con­
trol over forward transactions. Selected five 
percent of each type of forward transaction, 
with the selections distributed throughout the 
year. These are, (1) forward contracts entered 
into to make delivery, (2) forward contracts 
entered into to take delivery, (3) forward con­
tracts settled by making delivery, (4) forward 
contracts settled by taking delivery, (5) for­
ward contracts settled by cash. If five percent 
of a given type of transaction exceeded 40, the 
number of items selected for that type of trans­
action was limited to 40. If five percent of a 
type of transaction resulted in less than four 
items, selected four or fewer items that repre­
sented all of the transactions of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to enter into for­
ward contracts. 

2. For each forward selected for testing, 
read management’s documentation de­
scribing the intended use of the forward 
and performed the following procedures, 
as applicable. 

For forward contracts used as a hedge—

3. Determined that the documentation de­
scribes the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the forward was expected to be 
effective in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Procedures

Findings
No 

Exception Exception N/A

4. Determined that the following items were 
documented:

a. The purpose(s) of the forward as a 
hedge

b. The terms of the forward, the name of 
the counterparty, and the counterparty 
exposure amount

c. The assets or liabilities (or portion 
thereof) that the forward hedged

d. The specific forward contract used in 
the hedge

e. Evidence that the forward continued to 
be an effective hedge

f. Evidence that the forward was consis­
tent with the insurance company’s pa­
rameters, as specified in the DUP or 
applicable company policies and proce­
dures, for entering into hedge transac­
tions; for example, the notional amount 
or underlying

If the forward was an exact offset of an out­
standing forward—

5. Read documentation indicating that the 
forward offset an outstanding forward pre­
viously purchased or sold by the insurance 
company and that the forward was an ex­
act offset of the market risk of the forward 
being offset.

For forwards used in a replication transac­
tion—

6. Determined that the documentation de­
scribed the following:

a. The investment type and charac­
teristics replicated

b. How the replication was consistent 
with the overall management invest­
ment strategy
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Findings
No

Procedures Exception Exception N/A

c. How the forward was expected to be ef­
fective in replicating the investment 
characteristic of the replicated invest­
ment ________ _________________

d. The approach for assessing the effec­
tiveness of the replication transaction 

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated 

b. The terms of the forward contract, the 
name of the counterparty, and the coun­
terparty exposure amount 

For all selected forwards, including those that 
are a part of the replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof who had the authority to authorize 
forward transactions. Compared the name 
of the individual who authorized the for­
ward transaction with the names on the 
list and found the name of the individual 
on the list. 

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof 
or other appropriate support and found 
evidence of approval of the transaction 
tested. ________
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Findings
No

Procedures Exception Exception N/A

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the forward transaction with 
names on the list and found the name of 
the counterparty on the respective quali­
fied or nonqualified list.   

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10.   

12. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade forward contracts. Com­
pared the name of the individual who exe­
cuted the purchase or sale of the forward 
with the names on the list and found the 
name of the individual on the list.   

13. Obtained a list of individuals authorized to 
approve settlements or payments related 
to forward contracts. For the purchase and 
any transaction subsequent to purchase, 
compared the name of the individual who 
approved any payment or settlement of 
funds in connection with the forward con­
tract with the names on the list and found 
the name of the individual on the list.   

14. Compared the name of the individual who 
approved any settlement or payment relat­
ing to the forward with the name of the 
individual who approved entering into the 
contract and found that the names were 
different.  ________________  

15. Compared the name of the individual who 
received cash or other consideration in con­
nection with the forward with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different.   
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Findings 
No

Procedures Exception Exception N/A

16. Obtained the deal ticket and confirmation 
for the purchase or sale of the forward 
contract and found that the purchase or 
sale was confirmed by the counterparty. 

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade forwards and found 
that the name was not on the list. 

18. Compared the terms of the forward con­
tract, as stated on the deal ticket and con­
firmation, with the terms of the forward 
contract recorded in the insurance com­
pany’s accounting records and found them 
to be in agreement. 

19. Obtained documentation for one reporting 
period, (for example, monthly or quar­
terly), that the insurance company deter­
mined that its accounting records for for­
wards, tested in procedure 18, agreed with 
or reconciled to the related control account, 
(for example, the subsidiary ledger to the 
general ledger). 

20. Obtained the accounting record document­
ing modifications, if any, to the forward 
contract. Compared the name of the indi­
vidual who approved the modification with 
a list of individuals authorized to approve 
modifications and found the name of the 
individual who approved the modification 
on the list.  _______________„

21. For one reporting period, (for example, 
monthly or quarterly), obtained the insur­
ance company’s documentation of the ex­
istence of the forward contract and found 
that the insurance company either (a) ob­
tained a statement from the custodian con­
firming the existence of the forward con­
tract, (b) physically inventoried the forward 
contract, or (c) obtained a statement from 
the counterparty acknowledging the exist­
ence of the forward contract. 
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Findings
No

Procedures Exception Exception N/A

22. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the forward with the names of 
individuals authorized to execute pur­
chases and sales of forwards and found 
that the name was not on the list.   

23. Compared information regarding the for­
ward, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement.   

24. If the forward should have been included 
in the monitoring analysis separately 
tested in step 10 within section 1, “All 
Derivative Types,” compared information 
regarding the forward, such as type of de­
rivative, notional amount, and fair value, 
with the comparable information in the 
monitoring analysis and found them to be 
in agreement.   

Effectiveness of Forward Contracts 
Used As Hedges and in Replication 
Transactions

25. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the forward as a hedge or rep­
lication in accordance with the policies re­
garding effectiveness.   

26. If the forward was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy. _______  ________  _____
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Findings
No 

Procedures Exception Exception N/A

Legal Review
27. Read documentation indicating that the 

legal department reviewed the forward 
contract to assess contract compliance 
with the DUP and enforceability. 

28. Read documentation indicating that the 
legal department updated its assessment 
of contract enforceability at least annu­
ally. ________ _________________

Valuation
29. Obtained the insurance company’s policies 

and procedures for valuing forwards and 
found that the insurance company deter­
mined the fair value of the forward in 
accordance with the policy described in the 
insurance company’s procedures for valu­
ation of forwards. 

30. Read documentation supporting the fair 
value of the forward contract and found that 
the fair value was either (a) obtained from 
an independent source, (b) checked against 
an independent source, or (c) calculated in­
ternally by an authorized individual. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 6—Futures Contracts

Procedures

Performed the following procedures on se­
lected futures contracts to test internal control 
over futures transactions. Selected five per­
cent of each type of futures transaction, with 
the selections distributed throughout the year. 
These are purchases, sales, and cash settle­
ments (closeouts of a position). If five percent 
of a given type of transaction exceeded 40, the 
number of items selected for that type of trans­
action was limited to 40. If five percent of a 
type of transaction resulted in less than four 
items, selected four or fewer items that repre­
sented all of the transactions of that type.

Findings
No 

Exception Exception NIA

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to trade futures. 

2. For each futures transaction selected for 
testing, read management’s documenta­
tion describing the intended use of the 
futures and performed the following proce­
dures, as applicable. 

For futures used as a hedge—

3. Determined that the documentation de­
scribes the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the futures position was expected 
to be effective in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were 
documented:

a. The purpose(s) of the futures as a hedge 

b. The terms of the futures transaction 
and the name of the exchange and 
firm(s) handling the trade 

c. The assets or liabilities (or portion 
thereof) that the futures transaction 
hedged ________  

d. Evidence that the futures contract con­
tinued to be an effective hedge 

e. Evidence that the futures position was 
consistent with the insurance com­
pany’s parameters, as specified in the 
DUP or applicable company policies 
and procedures for futures transac­
tions; for example, the notional amount 
or underlying 

For futures transactions that were an exact 
offset of an outstanding futures transaction—

5. Read documentation indicating that the 
futures transaction offset an outstanding 
futures position previously purchased or 
sold by the insurer and that the futures 
transaction was an exact offset of the mar­
ket risk of the futures position being offset. 

For futures used in a replication transaction—

6. Determined that the documentation de­
scribed the following:

a. The investment type and characteristics 
replicated 

b. How the replication was consistent 
with the overall management invest­
ment strategy 

c. How the futures position was expected 
to be effective in replicating the invest­
ment characteristics of the replicated 
investment 

d. The approach in assessing the effective­
ness of the replication transaction 
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Findings
No 

Procedures Exception Exception N/A

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated   

b. The terms of the futures transaction 
and the name of the exchange and the 
firm(s) handling the trade   

c. The specific futures contract used in the
replication   

For all selected futures including those that 
are a part of the replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof, who had the authority to author­
ize futures trades. Compared the name of 
the individual who authorized the futures 
transaction with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof or 
other appropriate support and found evi­
dence of approval of the transaction tested.   

10. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade futures contracts. Com­
pared the name of the individual who exe­
cuted the purchase or sale of the futures 
contract with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____
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Findings 
No

Procedures Exception Exception N/A

11. Obtained a list of individuals authorized to 
approve settlements or disbursements re­
lated to futures transactions. For pur­
chases and transactions subsequent to 
purchase or sale of the futures contract, 
compared the name of the individual who 
approved any settlement of funds relating 
to the futures with the names on the list 
and found the name of the individual on 
the list. ________

12. Compared the name of the individual who 
approved any payment relating to the fu­
tures with the name of the individual who 
approved entering into the contract and 
found that the names were different. 

13. Compared the name of the individual who 
received cash or other consideration in 
connection with the futures with the name 
of the individual who entered into the con­
tract and found that the names of the indi­
viduals were different. 

14. Obtained the deal ticket and confirmation 
for the purchase, expiration, or sale of the 
futures contracts and found that the pur­
chase, sale, or expiration of the futures 
contract was confirmed by the deal ticket 
and confirmation. 

15. Compared the terms of the futures trans­
action, as stated on the deal ticket and 
confirmation, with the terms of the trans­
action recorded in the insurance com­
pany’s accounting records and found them 
to be in agreement. 

16. Obtained documentation for one reporting 
period, (for example, monthly or quar­
terly), that the insurance company deter­
mined that its accounting records for fu­
tures, tested in procedure 15, agreed with 
or reconciled to the related control account, 
(for example, the subsidiary ledger to the 
general ledger). 
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Procedures

17. For one reporting period, (for example, 
monthly or quarterly), obtained the insur­
ance company’s documentation of the ex­
istence of the futures contracts and found 
that the insurance company obtained 
statements from the futures counter- 
party(ies) or broker(s) confirming the fu­
tures transactions and positions.

18. Compared information regarding the fu­
tures contract, such as type of derivative, 
notional amount, and fair value, with the 
comparable information included in the 
report to the board of directors or appropri­
ate committee thereof and found them to 
be in agreement.

19. If the futures position should have been 
included in the monitoring analysis sepa­
rately tested in procedure 10 within sec­
tion 1, “All Derivative Types,” compared 
information regarding the futures con­
tract, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information in the monitoring analysis 
and found them to be in agreement.

Effectiveness of Futures Used 
As Hedges and in Replication 
Transactions

20. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the futures position as a hedge 
or replication in accordance with the poli­
cies regarding effectiveness.

21. If the futures position was no longer effec­
tive as a hedge or replication, compared 
the action taken by the insurance company 
with the action required by the company 
policies and procedures and found that the 
action taken was consistent with the ac­
counting policy.

Findings
No 

Exception Exception N/A
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Findings 
No

Procedures Exception Exception N/A

Valuation

22. Obtained the insurance company’s policies 
and procedures for valuing positions and 
found that the insurance company deter­
mined the valuation of the futures contract 
in accordance with the policy described in 
the insurance company’s procedures for 
valuation of futures. 

23. Read documentation supporting the mar­
ket price of the futures contract and found 
that the market price was obtained from 
an independent source. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 7—Option Contracts
Findings

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected option (iontracts to test internal control 
over option transactions. Selected five percent 
of each type of option transaction (that is, 
purchases, sales, expirations, and exercises), 
with the selections distributed throughout the 
year. If five percent of a given type of transac­
tion exceeded 40, the number of items selected 
for that type of transaction was limited to 40. 
If five percent of a type of transaction resulted 
in less than four items, selected four or fewer 
items that represented all of the transactions 
of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to trade or enter 
into option contracts.

2. For each option selected for testing, read 
management’s documentation describing 
the intended use of the option and performed 
the following procedures, as applicable.

For options used as a hedge—

3. Determined that the documentation de­
scribed the following:

a. The risk hedged

b. How the hedge was consistent with the 
overall risk management strategy

c. How the option was expected to be ef­
fective in offsetting the exposure

d. The approach in assessing the effective­
ness of the hedge
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were 
documented:

a. The purpose(s) of the option as a hedge 

b. For over-the-counter (OTC) options, the 
terms of the option, the name of the 
counterparty, and the counterparty ex­
posure amount 

c. For exchange-traded options, the term 
of the option, the name of the exchange, 
and the name of the firm(s) handling 
the trade ________

d. The assets or liabilities (or portion 
thereof) that the option hedged 

e. For OTC and exchange-traded options, 
the specific option used in the hedge 

f. Evidence that the option continued to 
be an effective hedge 

g. Evidence that the option was consistent 
with the insurance company’s parame­
ters, as specified in the DUP or applica­
ble company policies and procedures, 
for entering into hedge transactions; for 
example, the notional amount, or un­
derlying ________

If the option transaction was (a) for income 
generation and was for the sale of a call option 
on securities or (b) an exact offset to an out­
standing option—

5. Read the documentation supporting the 
transaction which indicated that the in­
surance company was holding or could im­
mediately acquire through the exercise of 
options, warrants, or conversion rights al­
ready owned, the underlying securities 
during the entire period the option was 
outstanding. 

6. Read documentation indicating that the 
option offset an outstanding option pre­
viously purchased or sold by the insurance 
company and that the option was an exact 
offset to the market risk of the option being 
offset. ________  _______________
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Findings
No

Procedures Exception Exception N/A

For options used in a replication transaction—

7. Determined that the documentation de­
scribed the following:

a. The investment type and characteristics 
replicated   

b. How the replication was consistent 
with the overall management invest­
ment strategy   

c. How the option was expected to be effec­
tive in replicating the investment charac­
teristics of the replicated investment   

d. The approach in assessing the effective­
ness of the replication transaction   

8. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated   

b. The specific option used in the replication   

c. For OTC options, the terms of the op­
tion, the name of the counterparty, and 
the counterparty exposure amount   

d. For exchange-traded options, the name 
of the exchange and the firm(s) han­
dling the trade   

For all selected options, including those that 
are a part of a replication transaction—

9. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof, who had the authority to author­
ize option transactions. Compared the 
name of the individual who authorized the 
option transaction with the names on the 
list and found the name of the individual 
on the list.   
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Findings
No 

Procedures Exception Exception N/A

10. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof 
or other appropriate support and found evi­
dence of approval of the transaction tested.  .

11. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the option transaction with 
names on the list and found the name of 
the counterparty on the respective quali­
fied or nonqualified list. 

12. For OTC options, determined that the 
counterparty was listed as qualified or 
nonqualified in the analysis used for moni­
toring the insurance company’s limita­
tions on counterparty exposure consistent 
with the classification in the listing ob­
tained in procedure 11. 

13. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade option contracts. Com­
pared the name of the individual who exe­
cuted the purchase, sale, or exercise of the 
option with the names on the list and 
found the name of the individual on the 
list. ________ _________________

14. Obtained a list of individuals authorized to 
approve payments relating to options con­
tracts. Compared the name of the individ­
ual who approved any payment relating to 
the option with the names on the list and 
found the name of the individual on the list. 
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Procedures

15. Compared the name of the individual who 
approved any payment relating to the op­
tion with the name of the individual who 
approved entering into the contract and 
found that the names were different.

16. Compared the name of the individual who 
received cash or other consideration in con­
nection with the option with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different.

17. Obtained the deal ticket and confirmation 
for the purchase, sale, or exercise of the 
option and found that the purchase, sale, 
or exercise of the option was confirmed by 
the counterparty or firm handling the 
transaction.

18. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade options and found that 
the name was not on the list.

19. Compared the terms of the option contract, 
as stated on the deal ticket and confirma­
tion, with the terms of the option contract 
recorded in the insurance company’s ac­
counting records and found them to be in 
agreement.

Findings
No 

Exception Exception N/A

20. Obtained documentation for one reporting 
period, (for example, monthly or quar­
terly), indicating that the insurance com­
pany determined whether its accounting 
records for options, tested in procedure 19, 
agreed with or reconciled to the related 
control account, (for example, the subsidi­
ary ledger to the general ledger).

21. Obtained the accounting record document­
ing modifications, if any, to the option 
transaction. Compared the name of the 
individual who approved the modification 
with a list of individuals authorized to 
approve modifications and found the name 
of the individual who approved the modifi­
cation on the list.
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Findings
No

Procedures Exception Exception N/A

22. Obtained documentation for one reporting 
period, (for example, monthly or quar­
terly), indicating that the insurance com­
pany obtained a statement from the coun­
terparty confirming the existence of the 
option position. 

23. Using the list of authorized traders ob­
tained in procedure 13, compared the 
name of the individual who had custody of 
or access to the option documentation with 
the names of individuals authorized to 
purchase, sell, or exercise the option and 
found that the name was not on the list. 

24. Compared information regarding the op­
tion, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement. 

25. If the option should have been included in 
the monitoring analysis separately tested 
in procedure 10 within section 1, “All De­
rivative Types,” compared information re­
garding the option, such as type of deriva­
tive, notional amount, and fair value, with 
the comparable information in the moni­
toring analysis and found them to be in 
agreement. 

Effectiveness of Options Used As
Hedges and in Replication Transactions

26. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the option as a hedge or repli­
cation in accordance with the policies re­
garding effectiveness. 

27. If the option was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy. ________ _________________
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Findings
No

Procedures Exception Exception N/A

Legal Review

28. Read documentation indicating that the 
legal department reviewed the option 
agreement to assess contract compliance 
with the DUP and enforceability.   

29. Read documentation indicating that the 
legal department updated its assessment 
of legal enforceability of the OTC option 
agreement at least annually.   

Valuation

30. Obtained the insurance company’s policies 
and procedures for valuing options and 
found that the insurance company deter­
mined the fair value of OTC options and 
the market price of exchange-traded op­
tions, in accordance with the policy de­
scribed in the insurance company’s proce­
dures for the valuation of options.   

31. Read documentation supporting the fair 
value for OTC options and the market 
price of exchange-traded options and 
found that the fair value or market value 
was either (a) obtained from an inde­
pendent source, (b) checked against an in­
dependent source, or (c) calculated inter­
nally by an authorized individual.   

Description of Exceptions if Any 

Procedure Number Description of Exception
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Section 8—Swop Contracts
Findings

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected swap contracts to test internal control 
over swap transactions. Selected five percent 
of each type of swap transaction (that is, exe­
cutions [purchases] and closeouts [sales]), with 
the selections distributed throughout the year. 
If five percent of a given type of transaction 
exceeded 40, the number of items selected for 
that type of transaction was limited to 40. If 
five percent of a type of transaction resulted in 
fewer than four items, selected four or fewer 
items that represented all the transactions of 
that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to enter into swap 
agreements.

2. For each swap agreement selected for test­
ing, read management’s documentation 
describing the intended use of the swap 
agreement and performed the following 
procedures, as applicable.

For swaps used as a hedge—

3. Determined that the documentation de­
scribes the following:

a. The risk hedged

b. How the hedge was consistent with the 
overall risk management strategy

c. How the swap was expected to be effec­
tive in offsetting the exposure

d. The approach in assessing the effective­
ness of the hedge
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were 
documented:

a. The purpose(s) of the swap as a hedge   

b. The terms of the swap, the name of the 
counterparty, and the counterparty ex­
posure amount   

c. The assets or liabilities (or portion
thereof) that the swap hedged   

d. Evidence that the swap continued to be
an effective hedge   

e. Evidence that the swap was consistent 
with the insurance company’s parame­
 ters, as specified in the DUP or applica­

ble policies and procedures, for entering 
into swap agreements; for example, the 
notional amount or underlying   

For swaps that were an exact offset of an 
outstanding swap—

5. Read documentation that indicated that 
the swap offset a swap previously pur­
chased or sold, and that the swap was an 
exact offset to the market risk of the swap 
being offset.   

For swaps used in a replication transaction—

6. Determined that the documentation de­
scribed the following:

a. The investment type and characteristics
replicated   

b. How the replication was consistent 
with the overall management invest­
ment strategy   

c. How the swap was expected to be effec­
tive in replicating the investment char­
acteristic of the replicated investment   

d. The approach in assessing the effective­
ness of the replication transaction   
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Findings
No 

Procedures Exception Exception N/A

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated 

b. The terms of the swap, the name of the 
counterparty, and the counterparty ex­
posure amount 

For all selected swaps including those that are 
a part of a replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof who had the authority to authorize 
swap transactions. Compared the name of 
the individual who authorized the swap 
transaction with the names on the list and 
found the name of the individual on the 
list. ________ _________________

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transactions tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof 
or other appropriate support and found 
evidence of approval of the transaction 
tested. ________

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the swap agreement with names 
on the list and found the name of the coun­
terparty on the respective qualified or non­
qualified list. 
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Findings
No

Procedures Exception Exception N/A

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10.   

12. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade swap contracts. Compared 
the name of the individual who executed 
the swap with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

13. Obtained a list of individuals authorized to 
approve settlements or disbursements re­
lated to swaps. For purchases and any 
interim settlements or closeouts of the 
swap subsequent to purchase, compared 
the name of the individual who approved 
any settlement of funds relating to the 
swap with the names on the list and found 
the name of the individual on the list.

14. Compared the name of the individual who 
approved any payment relating to the 
swap with the name of the individual who 
approved entering into the contract and 
found that the names were different.

15. Compared the name of the individual who 
received cash or other consideration in con­
nection with the swap with the name of the 
individual who entered into the contract 
and found that the names of the individu­
als were different.

16. Obtained the deal ticket and confirmation 
for the purchase, execution, or closeout of 
the swap and found that the purchase, 
execution, or closeout of the swap was con­
firmed by the counterparty.

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade swaps and found that 
the name was not on the list.
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Findings
No

Procedures Exception Exception N/A

18. Compared the terms of the swap contract, 
as stated on the deal ticket and confirma­
tion, with the terms of the swap contract 
recorded in the insurance company’s ac­
counting records and found them to be in 
agreement. 

19. Obtained documentation for one reporting 
period (for example, monthly, or quar­
terly), that the insurance company deter­
mined whether its accounting records for 
swaps, tested in procedure 18, agreed with 
or reconciled to the related control account, 
(for example, the subsidiary ledger to the 
general ledger). 

20. Obtained the accounting record document­
ing modifications, if any, to the swap 
agreement. Compared the name of the in­
dividual who approved the modification 
with a list of individuals authorized to 
approve modifications and found the name 
of the individual who approved the modifi­
cation on the list. 

21. Compared the terms of the swap agree­
ment recorded in the insurance company’s 
accounting records with the terms shown 
in the executed copy of the swap agree­
ment and found them to be in agreement. 

22. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the swap agreement with the 
names of individuals authorized to execute 
swap agreements and found that the name 
was not on the list. 

23. Compared information regarding the 
swap, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement. 
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Findings
No

Procedures Exception Exception N/A

24. If the swap should have been included in 
the monitoring analysis separately tested 
in procedure 10 within section 1, “All De­
rivative Types,” compared information re­
garding the swap, such as type of deriva­
tive, notional amount, and fair value, with 
the comparable information in the moni­
toring analysis and found them to be in 
agreement.   

25. Read accounting documentation indicat­
ing that the insurance company monitored 
periodic cash settlements related to swap 
transactions, meaning, the insurance com­
pany had controls in place to determine 
that periodic cash settlements, if any, were 
received.  ________________  

Effectiveness of Swaps Used As Hedges 
and in Replication Transactions

26. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the swap as a hedge or replica­
tion in accordance with the policies regard­
ing effectiveness.   

27. If the swap was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy. _______  ________  _____

Legal Review

28. Read documentation indicating that the 
legal department reviewed the swap 
agreement to assess contract compliance 
with the DUP and enforceability.   

29. Read documentation indicating that the 
legal department updated its assessment 
of the enforceability of the swap agreement 
at least annually.   
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Findings
No

Procedures Exception Exception N/A

Valuation
30. Obtained the insurance company’s policies 

and procedures for valuing swaps and 
found that the insurance company deter­
mined the fair value of the swap in accord­
ance with the policy described in the insur­
ance company’s procedures for valuation of 
swaps. ________

31. Read documentation supporting the fair 
value of the swap and found that the fair 
value was either (a) obtained from an in­
dependent source, (6) checked against an 
independent source, or (c) calculated inter­
nally by an authorized individual. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 9—Swaption Contracts

Procedures

Performed the following procedures on se­
lected swaption contracts to test internal con­
trol over swaption transactions. Selected five 
percent of each type of swaption transaction 
with the selections distributed throughout the 
year. These are executions (purchases) and 
closeouts (sales). If five percent of a given type 
of transaction exceeded 40, the number of 
items selected for that type of transaction was 
limited to 40. If five percent of a type of trans­
action resulted in less than four items, selected 
four or fewer items that represented all the 
transactions of that type.

 Findings
No 

Exception Exception N/A

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits the 
insurance company to buy or sell swaptions. 

2. For each swaption contract selected for 
testing, read management’s documenta­
tion describing the intended use of the 
swaption and performed the following pro­
cedures, as applicable. 

For swaptions used as a hedge—

3. Determined that the documentation de­
scribes the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the swaption was expected to be 
effective in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were 
documented:

a. The purpose(s) of the swaption as a 
hedge ________ _________________

b. The terms of the swaption, the name of 
the counterparty, and the counterparty 
exposure amount 

c. The assets or liabilities (or portion 
thereof) that the swaption hedged 

d. Evidence that the swaption continued 
to be an effective hedge 

e. Evidence that the swaption was consis­
tent with the insurance company’s pa­
rameters, as specified in the DUP or 
applicable policies and procedures, for 
entering into swaption agreements; 
for example, the notional amount or 
underlying 

For swaptions that were an exact offset of an 
outstanding swaption—

5. Read documentation indicating that the 
swaption offset an outstanding swaption 
and that the swaption was an exact offset 
of the market risk of the swaption being 
offset. ________ _________________

For swaptions used in a replication transac­
tion—

6. Determined that the documentation de­
scribed the following:

a. The investment type and characteristics 
replicated 

b. How the replication was consistent 
with the overall management invest­
ment strategy 

c. How the swaption was expected to be 
effective in replicating the investment 
characteristic of the replicated invest­
ment ________ _________________

d. The approach in assessing the effective­
ness of the replication transaction 
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Findings
No

Procedures Exception Exception N/A

7. Determined that the following items were 
documented:

a. The instruments used in the replication 
and the investment type and charac­
teristics replicated   

b. The terms of the swaption, the name of 
the counterparty, and the counterparty 
exposure amount   

For all selected swaptions including those that 
are a part of a replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof, who had the authority to author­
ize swaptions. Compared the name of the 
individual who authorized the swaption 
transaction with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transactions tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof 
or other appropriate support and found 
evidence of approval of the transaction 
tested.

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the swaption transaction with 
names on the list and found the name of 
the counterparty on the respective quali­
fied or nonqualified list.
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Findings
No

Procedures Exception Exception NIA

11. Determined that the counterparty was 
listed as qualified or nonqualified in the 
analysis used for monitoring the insurance 
company’s limitations on counterparty ex­
posure consistent with the classification in 
the listing obtained in procedure 10. 

12. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade swaption contracts. Com­
pared the name of the individual who exe­
cuted the swaption with the names on the 
list and found the name of the individual 
on the list. 

13. Obtained a list of individuals authorized to 
approve settlements or disbursements re­
lated to swaption agreements. Compared 
the name of the individual who approved 
settlements and disbursements relating to 
the swaption with the names on the list 
and found the name on the list. 

14. Compared the name of the individual who 
approved any payment relating to the 
swaption with the name of the individual 
who approved entering into the contract 
and found that the names were different. ___ ,

15. Compared the name of the individual who 
received cash or other consideration in 
connection with the swaption with the 
name of the individual who entered into 
the contract and found that the names of 
the individuals were different. 

16. Obtained the deal ticket and confirmation 
for the purchase, sale, modification, or 
closeout of the swaption and found that the 
purchase, sale, modification, or closeout 
was confirmed by the counterparty. 

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade swaptions and found 
that the name was not on the list. 
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Findings
No

Procedures Exception Exception N/A

18. Compared the terms of the swaption con­
tract, as stated on the deal ticket and con­
firmation, with the terms of the swaption 
contract recorded in the insurance com­
pany’s accounting records and found them 
to be in agreement.   

19. Obtained documentation for one reporting 
period (for example, monthly or quarterly), 
that the insurance company determined 
whether its accounting records for swap­
tions, tested in procedure 18, agreed with 
or reconciled to the related control account, 
(for example, the subsidiary ledger to the 
general ledger).   

20. Obtained the accounting record document­
ing modifications, if any, to the swaption 
agreement. Compared the name of the in­
dividual who approved the modification 
with a list of individuals authorized to 
approve modifications and found the name 
of the individual who approved the modifi­
cation on the list.   

21. Compared the terms of the swaption 
agreement recorded in the insurance com­
pany’s accounting records with the terms 
shown in the executed copy of the swap­
tion agreement and found them to be in 
agreement.

22. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody or 
access to the swaption agreement with the 
names of individuals authorized to execute 
swaption agreements and found that the 
name was not on the list.

23. Compared information regarding the 
swaption, such as type of derivative, no­
tional amount, and fair value, with the 
comparable information included in the 
report to the board of directors or appropri­
ate committee thereof and found them to 
be in agreement.
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Findings
No

Procedures Exception Exception N/A

24. If the swaption should have been included 
in the monitoring analysis separately 
tested in procedure 10 within section 1, 
“All Derivative Types,” compared informa­
tion regarding the swaption, such as type 
of derivative, notional amount, and fair 
value, with the comparable information in 
the monitoring analysis and found them to 
be in agreement. 

Effectiveness of Swaptions Used As 
Hedges and in Replication Transactions

25. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the swaption as a hedge or 
replication in accordance with the policies 
regarding effectiveness. 

26. If the swaption was no longer effective as 
a hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy. ________ _________________

Legal Review

27. Read documentation indicating that the 
legal department reviewed the swaption 
agreement to assess contract compliance 
with the DUP and enforceability. 

28. Read documentation indicating that the 
legal department updated its assessment 
of the enforceability of the swaption agree­
ment at least annually. 

Valuation
29. Obtained the insurance company’s policies 

and procedures for valuing swaptions and 
found that the insurance company deter­
mined the fair value of the swaption in 
accordance with the policy described in the 
insurance company’s procedures for valu­
ation of swaptions. 
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Procedures

Findings
No 

Exception Exception N/A

30. Read documentation supporting the fair 
value of the swaption and found that the 
fair value was either (a) obtained from an 
independent source, (b) checked against 
an independent source, or (c) calculated 
internally by an authorized individual.

Description of Exceptions if Any

Procedure Number Description of Exception
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Section 10—Warrant Contracts
Findings

No
Procedures Exception Exception N/A

Performed the following procedures on se­
lected warrant contracts to test internal con­
trol over warrant transactions. Selected five 
percent of each type of warrant transaction 
(that is, purchases, sales, expirations, and ex­
ercises), with the selections distributed 
throughout the year. If five percent of a given 
type of transaction exceeded 40, the number of 
items selected for that type of transaction was 
limited to 40. If five percent of a type of trans­
action resulted in less than four items, selected 
four or fewer items that represented all of the 
transactions of that type.

Reporting

1. Read the insurance company’s derivative 
use plan (DUP) and any amendments 
thereto and found that the DUP permits 
the insurance company to trade or enter 
into warrant contracts. 

2. For each warrant selected for testing, 
read management’s documentation de­
scribing the intended use of the warrant 
and performed the following procedures, 
as applicable. 

For warrants used as a hedge—

3. Determined that the documentation de­
scribed the following:

a. The risk hedged 

b. How the hedge was consistent with the 
overall risk management strategy 

c. How the warrant was expected to be 
effective in offsetting the exposure 

d. The approach in assessing the effective­
ness of the hedge 
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Findings
No

Procedures Exception Exception N/A

4. Determined that the following items were
documented:

a. The purpose(s) of the warrant as a 
hedge _______  ________  _____

b. For exchange-traded warrants, the 
term of the warrant, the name of the 
exchange, and the name of the firm(s) 
handling the trade   

c. For over-the-counter (OTC) warrants, 
the terms of the warrant, the name of 
the counterparty, and the counterparty 
exposure amount   

d. The assets or liabilities (or portion 
thereof) that the warrant hedged   

e. Evidence that the warrant continued to
be an effective hedge   

f. Evidence that the warrant was consis­
tent with the insurance company’s pa­
rameters, as specified in the DUP or 
applicable company policies and proce­
dures for entering into hedge transac­
tions; for example, the notional amount 
or underlying   

If the warrant transaction was an exact offset 
of an outstanding warrant—

5. Read documentation indicating that the 
warrant transaction offset an outstanding 
warrant previously purchased or sold by 
the insurance company and that the war­
rant was an exact offset of the market risk 
of the warrant being offset   

For warrants used in a replication transac­
tion—

6. Determined that the documentation de­
scribed the following:

a. The investment type and charac­ 
teristics replicated    

b. How the replication was consistent 
with the overall management invest­
ment strategy   
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Findings
No 

Procedures Exception Exception N/A

c. How the warrant was expected to be effec­
tive in replicating the investment charac­
teristics of the replicated investment 

d. The approach in assessing the effective­
ness of the replication transaction 

7. Determined that the following items were 
documented:
a. The instruments used in the replication 

and the investment type and charac­
teristics replicated 

b. The specific warrant used in the repli­
cation ________ _________________

c. For exchange-traded warrants, the 
name of the exchange and the firm(s) 
handling the trade 

d. For OTC warrants, the terms of the 
warrant, the name of the counterparty, 
and the counterparty exposure amount 

For all selected warrants including those that 
are part of a replication transaction—

8. Obtained a list of individuals, approved by 
the board of directors or a committee 
thereof who had the authority to authorize 
warrant transactions. Compared the name 
of the individual who authorized the war­
rant transaction with the names on the list 
and found the name of the individual on 
the list. ________

9. Based on the details of the transaction 
identified in procedure 2 and company pol­
icy, compared the terms of the transaction 
with the insurance company’s policy re­
garding the requirement for the board of 
directors or a committee thereof to author­
ize the specific transaction tested; for ex­
ample, a transaction in which the notional 
amount exceeded a limit requiring addi­
tional approval. If the board of directors or 
a committee thereof was required to ap­
prove the transaction, read minutes of the 
board of directors or a committee thereof or 
other appropriate support, and found evi­
dence of approval of the transaction tested 
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Findings
No

Procedures Exception Exception N/A

10. Obtained a list of qualified and nonquali­
fied counterparties, approved by the board 
of directors or a committee thereof. Com­
pared the name of the counterparty in­
volved in the warrant transaction with 
names on the list, and found the name of 
the counterparty on the respective quali­
fied or nonqualified list.   

11. For OTC warrants, determined that the 
counterparty was listed as qualified or 
nonqualified in the analysis used for moni­
toring the insurance company’s limita­
tions on counterparty exposure, consistent 
with the classification in the listing ob­
tained in procedure 10.   

12. Obtained a list of individuals authorized 
by the board of directors or committee 
thereof to trade warrant contracts. Com­
pared the name of the individual who exe­
cuted the purchase, sale, or exercise of the 
warrant with the names on the list and 
found the name of the individual on the 
list. _______  ________  _____

13. Obtained a list of individuals authorized to 
approve payments related to warrant con­
tracts. Compared the name of the individ­
ual who approved any payment relating to 
the warrant with the names on the list, 
and found the name of the individual on 
the list.

14. Compared the name of the individual who 
approved any payment relating to the war­
rant with the name of the individual who 
approved entering into the contract and 
found that the names were different.

15. Compared the name of the individual who 
received cash or other consideration in con­
nection with the warrant with the name of 
the individual who entered into the con­
tract and found that the names of the indi­
viduals were different.
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Procedures

16. Obtained the deal ticket and confirmation 
for the purchase, sale, or exercise of an 
exchange-traded warrant and found that 
the purchase, sale, or exercise was confirmed 
by the firm handling the transaction.

17. Compared the name of the individual who 
received the deal ticket and confirmation 
with the names on a list of individuals 
authorized to trade warrants and found 
that the name was not on the list.

18. Compared the terms of the warrant con­
tract, as stated on the deal ticket and con­
firmation, with the terms of the warrant 
contract recorded in the insurance com­
pany’s accounting records and found them 
to be in agreement.

19. Obtained documentation for one reporting 
period, (for example, monthly or quar­
terly), that the insurance company deter­
mined whether its accounting records for 
warrants, tested in procedure 18, agreed 
with or reconciled to the related control 
account, (for example, the subsidiary 
ledger to the general ledger).

20. Obtained the accounting record document­
ing modifications, if any, to the warrant 
transaction. Compared the name of the 
individual who approved the modification 
with a list of individuals authorized to 
approve modifications and found the name 
of the individual who approved the modifi­
cation on the list.

21. For one reporting period, (for example, 
monthly or quarterly), obtained the insur­
ance company’s documentation of the ex­
istence of the warrant contract and found 
that the insurance company either (a) ob­
tained statements from the custodian con­
finning the existence of the warrant con­
tracts or (b) physically inventoried the 
warrant contracts.

Findings
No 

Exception Exception NIA
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Findings
No

Procedures Exception Exception N/A

22. Using the list of authorized traders ob­
tained in procedure 12, compared the 
name of the individual who had custody of 
or access to the warrant contracts with the 
names of individuals authorized to execute 
purchases, sales, or exercises of warrants 
and found that the name was not on the 
list. _______  ________  _____

23. Compared information regarding the war­
rant, such as type of derivative, notional 
amount, and fair value, with the compara­
ble information included in the report to 
the board of directors or appropriate com­
mittee thereof and found them to be in 
agreement.

24. If the warrant position should have been 
included in the monitoring analysis sepa­
rately tested in procedure 10 of section 
1,“A11 Derivative Types,” compared infor­
mation regarding the warrant, such as 
type of derivative, notional amount, and 
fair value, with the comparable informa­
tion in the monitoring analysis and found 
them to be in agreement.

Effectiveness of Warrants Used As 
Hedges and in Replication Transactions

25. Read the insurance company’s documenta­
tion of effectiveness and found that the 
insurance company evaluated the effec­
tiveness of the warrant as a hedge or rep­
lication in accordance with the policies re­
garding effectiveness.

26. If the warrant was no longer effective as a 
hedge or replication, compared the action 
taken by the insurance company with the 
action required by the accounting policies 
and procedures and found that the action 
taken was consistent with the accounting 
policy.
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Findings
No 

Procedures Exception Exception N/A

Legal Review

27. Read documentation indicating that the legal 
department reviewed a nonexchange traded 
warrant agreement to assess contract com­
pliance with the DUP and enforceability. 

28. Read documentation indicating that the 
legal department updated its assessment 
of enforce ability of the nonexchange traded 
warrant agreement at least annually. 

Valuation

29. Obtained the insurance company’s policies 
and procedures for valuing warrants and 
found that the insurance company deter­
mined the fair value of the warrant in 
accordance with the policy described in the 
insurance company’s procedures for the 
valuation of warrants 

30. Read documentation supporting the fair 
value of warrants and found that the fair 
value was either (a) obtained from an in­
dependent source, (b) checked against an 
independent source, or (c) calculated inter­
nally by an authorized individual. 

Description of Exceptions if Any

Procedure Number Description of Exception
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Appendix C

Illustrative Management Representation Letter

[Responsible Party’s Letterhead]
[Date]
[CPA Firm’s Name and Address]
In connection with your engagement to apply the agreed-upon procedures 
enumerated in the American Institute of Certified Public Accountants’ State­
ment of Position 01-03, Performing Agreed-Upon Procedures Engagements that 
Address Internal Control Over Derivative Transactions as Required by the New 
York State Insurance Law, which were agreed to by management of ABC 
Insurance Company, solely to assist us in complying with the requirements of 
Section 1410(b)(5) of the New York State Insurance Law, as amended (the Law), 
which addresses the assessment of internal control over derivative transactions 
as defined in Section 1401(a) of the Law and Section 178.6 of Regulation No. 
163 during the year ended December 31, 20XX, we confirm, to the best of our 
knowledge and belief, the following representations made to you during your 
engagement:

1. We are responsible for establishing and maintaining effective inter­
nal control over derivative transactions in accordance with the Law.

2. During the year ended December 31, 20XX, the internal control over 
derivative transactions was functioning in accordance with the poli­
cies and procedures set forth in the Company’s derivative use plan 
(DUP) and related accounting policies and procedures. There have 
been no errors or fraud that would indicate a weakness in the 
internal control over derivative transactions.

3. We have disclosed to you all significant deficiencies in the design or 
operation of the internal control over derivative transactions that 
would adversely affect the Company’s ability to function in accord­
ance with the Company’s DUP.

4. There have been no communications from regulatory agencies, inter­
nal auditors, or other practitioners or consultants relating to the 
internal control over derivative transactions, including communica­
tions received between December 31, 20XX and the date of this letter.

5. We have made available to you all information that we believe is 
relevant to the internal control over derivative transactions.

6. We have responded fully to all inquiries made to us by you during 
the engagement.

To the best of our knowledge and belief, no events have occurred subsequent to 
December 31, 20XX and through the date of this letter that would require 
adjustment to or modification of the findings of the agreed-upon procedures.
[Signature]
[Title]
[Signature]
[Title]
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Section 14,380
Statement of Position 01-4
Reporting Pursuant to the Association for 
Investment Management and Research 
Performance Presentation Standards

November 13, 2001

NOTE
This Statement of Position represents the recommendations of the 

AICPA’s Investment Performance Statistics Task Force regarding the 
application of Statements on Standards for Attestation Engagements to 
engagements to report pursuant to the Association for Investment 
Management and Research Performance Presentation Standards. The 
Auditing Standards Board has found the recommendations in this 
Statement of Position to be consistent with existing standards covered 
by Rule 202 of the AICPA Code of Professional Conduct. AICPA members 
should be prepared to justify departures from the recommendations of 
this Statement of Position.

Introduction and Background
.01 The investment management industry is composed of a diverse group 

of financial entities, including registered investment companies, investment 
partnerships (such as venture capital funds and hedge funds), registered and 
nonregistered investment advisers, commodity pool operators and trading 
advisers, commercial and investment banks, and trust companies. Despite 
diverse financial structures and regulatory environments, these entities share 
the common goal of maximizing the rate of return on assets being managed. A 
presentation of an investment firm’s past performance in managing proprie­
tary or client funds can be a powerful tool for attracting new clients and 
maintaining the firm’s client base. In recent years, market forces, including 
rapid industry growth, significant consolidation, fierce competition, and in­
creased scrutiny from regulators and investors, have resulted in an increased 
focus on these types of presentations.

.02 To promote fair representation, full disclosure, and greater compara­
bility in investment performance presentations, the Association for Invest­
ment Management and Research (AIMR) has developed the AIMR 
Performance Presentation Standards (AIMR-PPS® standards).1 Although 
compliance with the AIMR-PPS standards is voluntary, an investment firm’s 

1 The term “Association for Investment Management and Research Performance Presentation 
Standards” is abbreviated in this Statement of Position either as the AIMR-PPS standards or the 
standards. For information on the appropriate use of the AIMR-PPS registered trademark ®, see the 
AIMR Web site http://www.aimr.org.
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claim of compliance with the AIMR-PPS standards is widely regarded as 
providing a competitive advantage. The AIMR-PPS standards include both 
required and recommended guidelines for composite construction, calculation 
methodology, presentation of results, and disclosure. First introduced in 1987, 
the AIMR-PPS standards represent suitable criteria2 on which investment 
managers can base their investment return calculations and present their 
results. AIMR’s Performance Presentation Standards Implementation Com­
mittee and Investment Performance Council oversee the continuing develop­
ment of the AIMR-PPS standards and the Global Investment Performance 
Standards (GIPS® standards).

2 The AIMR-PPS standards provide suitable criteria, as defined in Chapter 1, “Attest Engage­
ments,” of Statement on Standards for Attestation Engagements (SSAE) No. 10, Attestation Stand­
ards: Revision and Recodification (AICPA, Professional Standards, vol. 2, AT sec. 101), for composite 
construction, calculation methodology, presentation of results, and disclosure. The criteria are avail­
able to users, as defined in Chapter 1 of SSAE No. 10, as they are posted to the AIMR Web site. The 
AIMR Web site also provides additional guidance on interpreting and applying the AIMR-PPS 
standards through a variety of means, including questions and answers, guidance statements, and 
subcommittee reports.

3 The requirements for a Level I verification under the AIMR-PPS standards are the same as 
those under the GIPS standards.

.03 In February 1999, AIMR issued the GIPS standards to provide a basis 
for readily accepted and comparable presentations of investment performance 
without regard to geographic location. At that time AIMR also took the first 
step in moving the AIMR-PPS standards toward a global investment perform­
ance standard by adding new requirements to bring them in line with the GIPS 
standards.

.04 In May 2001, AIMR took the next step in converging the AIMR-PPS 
standards with the GIPS standards by adopting and publishing on its Web site 
redrafted AIMR-PPS standards, the U.S. and Canadian version of GIPS. 
Because the GIPS standards are fundamentally based on the AIMR-PPS 
standards, the redraft of the AIMR-PPS standards was primarily a reorgani­
zation of the existing provisions. The AIMR-PPS standards indicate that 
investment firms already compliant with the standards will need to perform 
minimal additional work to continue to comply with the AIMR-PPS standards. 
The AIMR-PPS standards incorporate all the requirements and recommenda­
tions of the GIPS standards. All references to the AIMR-PPS standards in this 
Statement of Position (SOP) refer to the redrafted AIMR-PPS standards, the 
U.S. and Canadian version of GIPS.

.05 The AIMR-PPS standards recommend that firms obtain independent 
third-party verification of an investment firm’s claim of compliance with the 
AIMR-PPS standards. Verification under the AIMR-PPS standards had pre­
viously consisted of two levels: Level I (firmwide verification) and Level II 
(verification of a specific composite). To encourage convergence of the AIMR- 
PPS standards and the GIPS standards, as of January 1, 2003, verification will 
only consist of the Level I procedures.3 In addition, an investment manage­
ment firm may choose to have a more extensive, specifically focused perform­
ance examination of a specific composite presentation. It should be noted that 
AIMR’s emphasis is on firm wide verification, which a firm must obtain concur­
rent with, or prior to, obtaining a performance examination of the performance 
results of any specific composite.

.06 The AIMR-PPS standards specify that Level I verifications and per­
formance examinations (Level II) must be performed by an independent third- 
party “verifier.”
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Scope
.07 This SOP provides guidance to practitioners for engagements to ex­

amine and report on aspects of an investment firm’s compliance with the 
AIMR-PPS standards (a Level I verification engagement). It also provides 
guidance on engagements to examine and report on the performance results of 
specific composites in conformity with the AIMR-PPS standards (a perform­
ance examination [Level II]). Such examination engagements should be per­
formed pursuant to Chapter 1, “Attest Engagements,” of Statement on 
Standards for Attestation Engagements (SSAE) No. 10, Attestation Standards: 
Revision and Recodification (AICPA, Professional Standards, vol. 2, AT sec. 
101). As described herein, the AIMR-PPS standards require that such engage­
ments use the criteria they set forth; consequently, users of this SOP should be 
familiar with the AIMR-PPS standards and interpretative guidance.

.08 This SOP supersedes two AICPA Notices to Practitioners: Examina­
tion Engagements to Report on Investment Performance Statistics Based on 
Established or Stated Criteria, issued by the AICPA’s Investment Companies 
Committee in November 1995; and Engagements to Report on Performance 
Presentation Standards of the Association for Investment Management and 
Research, issued by the AICPA Auditing Standards Division in July 1993. This 
SOP also supersedes paragraphs 11.18 through 11.22 of the AICPA Audit and 
Accounting Guide Audits of Investment Companies, Chapter 11, “Independent 
Auditor’s Reports and Management Representations.”

Overview of the AIMR-PPS Standards

Firmwide Compliance With the AIMR-PPS Standards

.09 For an investment firm to claim compliance with the AIMR-PPS 
standards, the firm must meet all of the required elements of the AIMR-PPS 
standards on a firm wide basis. Firms are prohibited from claiming compliance 
“except for” one or more of the required standards. Firms that have met all of 
the required elements may include the following statement in performance 
presentations to clients:

[Insert name of firm} has prepared and presented this report in compliance with 
the Performance Presentation Standards of the Association for Investment 
Management and Research (AIMR-PPS®), the U.S. and Canadian version of 
the Global Investment Performance Standards (GIPS®). AIMR has not been 
involved in the preparation or review of this report.

.10 The AIMR-PPS standards must be applied on a firmwide basis. The 
AIMR-PPS standards state:

A firm may define itself as

a. an entity registered with the appropriate national regulatory author­
ity overseeing the entity’s investment management activities; or

b. an investment firm, subsidiary, or division held out to clients or 
potential clients as a distinct business unit (e.g., a subsidiary firm or 
distinct business unit managing private client assets may claim compli­
ance for itself without its parent organization being in compliance);

c. (until January 1, 2005), all assets managed to one or more base 
currencies (for firms managing global assets).
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When presenting investment performance in compliance with the AIMR-PPS 
standards, an investment management firm must state how it defines itself as 
a “firm.”

.11 The AIMR-PPS standards establish both requirements and recom­
mendations for investment firms to follow in preparing investment per­
formance presentations. To claim firmwide compliance, an investment firm 
must adhere to the required standards. Adherence to the recommended 
standards is encouraged. The AIMR-PPS standards are divided into five 
sections that reflect the basic elements involved in presenting performance 
information:

Input Data: Consistency of input data is critical to effective compliance 
with the AIMR-PPS standards and establishes the foundation for full, fair, 
and comparable investment performance presentations. The standards 
provide the blueprint for a firm to follow in constructing this foundation.
Calculation Methodology: Achieving comparability among investment 
management firms’ performance presentations requires uniformity in 
methods used to calculate returns. The standards mandate the use of 
certain calculation methodologies (e.g., performance must be calculated 
using a time-weighted total rate of return method).
Composite Construction: A composite is an aggregation of a number of 
portfolios into a single group that represents a particular investment 
objective or strategy. The composite return is the asset-weighted aver­
age of the performance results of all the portfolios in the composite. 
Creating meaningful, asset-weighted composites is critical to the fair 
presentation, consistency, and comparability of results over time and 
among firms.
Disclosure: Disclosures allow firms to elaborate on the raw numbers 
provided in the presentation and give the end user of the presentation the 
proper context in which to understand the performance results. To comply 
with the AIMR-PPS standards, firms must disclose certain information 
about their performance presentation and the calculation methodology 
adopted by the firm. Although some disclosures are required of all firms, 
others are specific to certain circumstances, and thus may not be applicable 
to all situations.
Presentation and Reporting: After constructing the composites, gathering 
the input data, calculating the returns and determining the necessary 
disclosures, the firms must incorporate this information in presentations 
based on the guidelines set out in the AIMR-PPS standards for presenting 
the investment performance results. No finite set of guidelines can cover 
all potential situations or anticipate future developments in investment 
industry structure, technology, products, or practices. When appropriate, 
firms have the responsibility to include in AIMR-compliant presentations 
information not covered by the Standards.

.12 The AIMR-PPS standards also include four additional sections that 
address the calculation and presentation of performance for alternative asset 
categories (for example, real estate, venture and private placements, wrap-fee 
accounts, and after-tax returns).

.13 Practitioners who perform a Level I verification or a performance 
examination (Level II) pursuant to the AIMR-PPS standards should be famil­
iar with those standards and the interpretative guidance, which are available 
on AIMR’s Web site.
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Firmwide Verification and Performance Examination

Level I or Firmwide Verification
.14 A Level I verification tests:

a. Whether the investment firm has complied with all the composite 
construction requirements of the AIMR-PPS standards on a firm­
wide basis; and

b. Whether the investment firm’s processes and procedures are de­
signed to calculate and present performance results in compliance 
with the AIMR-PPS standards.

.15 Level I verification is considered to be the primary level of verification 
because it tests the validity of a firm’s claim of compliance on a firm wide basis 
rather than testing the claim for only one or more composites. Under Level I, 
a single verification report is issued with respect to the whole firm. The 
AIMR-PPS standards specify procedures that practitioners should perform for 
a Level I verification (see Section III and appendix D of the AIMR-PPS 
standards; those procedures are reproduced in appendix A [paragraph .39] of 
this SOP).

.16 According to the AIMR-PPS standards, when an investment firm has 
obtained a Level I verification, the firm may state that it is “Level I verified.” 
This claim may or may not be accompanied by a presentation of performance 
history for a specific composite. A Level I verification, however, does not imply 
that the verifiers have examined the accuracy of the performance results of any 
particular composite presentation(s) that may accompany the verification 
report. (See paragraph .37.)

Performance Examination (Level II)
.17 In addition to a Level I verification, an investment firm may choose to 

have a more extensive, specifically focused examination of a specific composite 
presentation. Such an examination, for the purposes of the AIMR-PPS stand­
ards, is referred to as a performance examination (Level II). The AIMR-PPS 
standards identify objectives and suggested procedures for a performance 
examination (Level II) (see appendix B [paragraph .40] of this SOP). A per­
formance examination (Level II) also requires a Level I verification to be 
performed prior to or concurrent with any performance examination (Level II).

Examination Engagement

Engagement Objectives

.18 To satisfy the required procedures set forth by the AIMR-PPS stand­
ards, practitioners should conduct an examination engagement pursuant to 
Chapter 1 of SSAE No. 10. For a Level I engagement, the practitioner’s 
objective is to express an opinion on whether, in all material respects:

a. The investment firm has complied with all the composite construc­
tion requirements of the AIMR-PPS standards on a firm wide basis; 
and

b. The investment firm’s processes and procedures are designed to 
calculate and present performance results in compliance with the 
AIMR-PPS standards.

AICPA Technical Practice Aids §14,380.18



31,576 Statements of Position

.19 For a performance examination (Level II), the practitioner’s objectives 
include (a) expressing an opinion on a Level I engagement (see paragraph .18), 
and (b) expressing an opinion on whether the performance results of a specific 
composite are presented, in all material respects, in conformity with the 
AIMR-PPS standards.

Planning the Engagement

.20 SSAE No. 10 states that planning an attest engagement involves 
developing an overall strategy for the expected conduct and scope of the 
engagement. To develop such a strategy, practitioners need to have sufficient 
knowledge of the investment management industry and of the AIMR-PPS 
standards and interpretive guidance to enable them to understand adequately 
the events, transactions, and practices that, in their judgment, have a signifi­
cant effect on the subject matter of the assertions.

.21 The examination should be conducted in accordance with attestation 
standards established by the AICPA. The engagement also should be con­
ducted in accordance with the procedures set forth in the AIMR-PPS stand­
ards. This SOP is not intended to provide all the required and recommended 
procedures set forth in the AIMR-PPS standards or all the applicable attesta­
tion standards established by the AICPA.

Establishing an Understanding With the Client

.22 The practitioner should establish an understanding with the client 
regarding the services to be performed to reduce the risk that either the 
practitioner or the client may misinterpret the needs or expectations of the 
other party. The understanding should include the objectives of the engage­
ment, management’s responsibilities, the practitioner’s responsibilities, limi­
tations of the engagement, and any other limitations on the use of the 
practitioner’s name and report. The understanding should include a statement 
that, if the client intends to use the practitioner’s report on the examination, 
or refer to the practitioner, in connection with any sales or advertising litera­
ture, a draft of such literature should be provided to the practitioner for his or 
her review and comment prior to issuance.

.23 The practitioner should document the understanding in the working 
papers, preferably through a written communication with the client, such as 
an engagement letter (see appendix C [paragraph .41] of this SOP for a sample 
engagement letter).

Obtaining Sufficient Evidence

.24 In conducting an attest examination, the practitioner accumulates 
sufficient evidence to restrict attestation risk4 to a level that is, in the practi­
tioner’s professional judgment, appropriately low for the high level of assur­
ance that may be imparted by his or her report. A practitioner should select 
from all available procedures—that is, procedures that assess inherent and 
control risk and restrict detection risk—any combination that can restrict 
attestation risk to such an appropriately low level.

.25 As noted previously, the AIMR-PPS standards specify procedures 
that practitioners should perform for a Level I verification in Section III and 

4 See SSAE No. 10, Chapter 1, paragraph 1.45, footnote 9, for the definition of attestation risk.
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appendix D of the AIMR-PPS standards; those procedures are reproduced in 
appendix A [paragraph .39] of this SOP. Since a performance examination 
(Level II) requires a Level I verification, the practitioner should perform those 
procedures required for a Level I verification in any examination of a firm’s 
investment performance prepared pursuant to AIMR-PPS standards. At a 
minimum, practitioners should follow the procedures required by the AIMR- 
PPS standards.

.26 In addition, practitioners who are engaged to conduct a performance 
examination (Level II) of one or more specific composite presentations should 
consider the objectives specified in appendix D of the AIMR-PPS standards in 
conducting a performance examination and should select from all available 
procedures any combination that can limit the risk of errors occurring and not 
being detected during the examination to an appropriately low level (see 
appendix B [paragraph .40] of this SOP for objectives and suggested proce­
dures identified by the AIMR-PPS standards).

.27 Regardless of the scope of the engagement, the practitioner should 
obtain sufficient evidence to provide a reasonable basis for the opinion ex­
pressed in the report (see the second standard of fieldwork in Chapter 1 of 
SSAE No. 10).

.28 When the practitioner is engaged to conduct a performance examina­
tion (Level II) of one or more composites subsequent to the performance and 
issuance of a report on a Level I verification engagement, the practitioner 
should update his or her understanding of relevant controls and inquire about 
any other changes that may affect the planning and conduct of the performance 
examination (Level II).

.29 The AIMR-PPS standards require that investment firms report, at a 
minimum, 10 years of investment performance (or performance since inception 
of the firm/composite if the period since inception is less than 10 years) to claim 
compliance with the standards. During a composite-specific performance ex­
amination, the practitioner should be alert for circumstances and events that 
affect prior period performance results presented or the adequacy of disclo­
sures concerning those prior period performance results. In updating his or her 
report on the performance results for prior periods, the practitioner should 
consider the effects of any such circumstances or events coming to his or her 
attention. An updated report on performance results for a prior period should 
be distinguished from a reissuance of a previous report, since the practitioner, 
in issuing an updated report, considers information that he or she has become 
aware of during the examination of the current period performance results and 
because an updated report is issued in conjunction with the practitioner’s 
report on the performance results for the current period. Although the invest­
ment firm must present 10 years of investment performance results, a Level I 
verification or a performance examination (Level II) can cover any time period.

Representation Letter
.30 As part of a Level I verification, AIMR requires the practitioner to 

obtain a representation letter from the client firm confirming major policies 
and any other specific representations made to the practitioner during the 
engagement. The practitioner also ordinarily should obtain a representation 
letter as part of a performance examination (Level II). Examples of matters 
that might appear in a representation letter include the following:

a. A statement acknowledging management’s responsibility for their 
assertions and, where applicable, for the preparation of specific 
statements of performance results.
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b. A statement acknowledging responsibility for selecting the criteria 
(SSAE No. 10, paragraph 1.60).

c. A statement acknowledging responsibility for determining that such 
criteria (AIMR-PPS standards) are appropriate for its purposes, 
where the responsible party is the client (SSAE No. 10, paragraph 
1.60).

d. Management’s assertions about (1) compliance with all the compos­
ite construction requirements of the AIMR-PPS standards on a 
firmwide basis, (2) the processes and procedures designed to calcu­
late and present performance results in compliance with the AIMR- 
PPS standards, and (3) where applicable, a statement that the 
specific composite statements of performance results are presented 
in conformity with the AIMR-PPS standards. Management’s asser­
tions should address the same periods to be covered by the practi­
tioner’s examination report.

e. A statement that all known matters contradicting the assertions and 
any communication from regulatory agencies affecting the subject 
matter or the assertions have been disclosed to the practitioner.

f. A statement that there has been no (1) fraud involving management 
or employees who have significant roles in the company’s processes 
and procedures relating to compliance with the AIMR-PPS stand­
ards or (2) fraud involving others that could have a material effect 
on the company’s compliance with the AIMR-PPS standards.

g. Availability of all records relevant to the examination.

h. A statement that management is responsible for maintaining suffi­
cient books and records to substantiate performance as required 
under Rule 204 of the Investment Advisers Act of 1940 and that 
management has maintained such records to comply with those 
requirements.

i. A statement that any known events subsequent to the period (or 
point in time) of the subject matter being reported on that would have 
a material effect on the subject matter or the assertions have been 
disclosed to the practitioner.

j. Other matters as the practitioner deems appropriate.

Appendix D [paragraph .421 of this SOP contains a sample management 
representation letter, including additional representations that may be appro­
priate for a performance examination (Level II). Management’s refusal to 
furnish all appropriate written representations constitutes a limitation on the 
scope of the examination sufficient to preclude rendering an opinion (see 
paragraph .32 of this SOP). Further, the practitioner should consider the effects 
of management’s refusal on his or her ability to rely on other management 
representations.

Reporting
.31 SSAE No. 10 permits the practitioner to report either on the asser­

tions or directly on the subject matter to which the assertions relate. The 
illustrative reports in Appendixes E [paragraph .43] and F [paragraph .44] 
present both reporting options.
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.32 After conducting the procedures for a Level I verification, the practi­
tioner may conclude that the investment firm is not in compliance with the 
standards or that the records of the firm cannot support a complete verifica­
tion. Practitioners should be aware that the AIMR-PPS standards state that 
“the AIMR-PPS Claim of Compliance statement can only be made on a presen­
tation that fully adheres to the requirements of the AIMR-PPS standards.” In 
such situations, the practitioner should issue a statement to the investment 
firm clarifying why it was not possible to issue a verification report; issuance 
of a qualified (except for) opinion is not permitted.

.33 According to Chapter 1 of SSAE No. 10, when the practitioner is 
reporting on management’s assertion, the practitioner’s examination report 
should include an identification of the assertion and the responsible party. 
(When the assertion does not accompany the practitioner’s report, the first 
paragraph of the report should also contain a statement of the assertion.)

.34 The AIMR-PPS standards require that the report clearly indicate 
whether a Level I verification or a performance examination (Level II) has been 
performed. The AIMR-PPS standards also require that the report state the 
time period covered.

.35 Appendix E [paragraph .43] presents illustrative reports for a Level I 
verification. Appendix F [paragraph .44] presents illustrative reports for a 
performance examination (Level II). The reports in appendixes E [paragraph 
.43] and F [paragraph .44] also illustrate how the reference to a Level I 
verification or a performance examination (Level II), required by the AIMR- 
PPS standards, may be incorporated into the attest report.

.36 The AIMR-PPS standards specify that conducting a Level I verifica­
tion is a condition of conducting a performance examination (Level II); the 
examination report on the Level I verification may be issued prior to or 
concurrent with the performance examination report (Level II). Practitioners 
who conduct performance examinations (Level II) should report both on man­
agement’s assertions about the subject matter of a Level I engagement and on 
the performance results of the specific composites that are the subject matter 
of the performance examination (Level II). The AIMR-PPS standards require 
that composite presentations that are the subject of a performance examina­
tion (Level II) report be attached to the report.

.37 To avoid confusion to users of the report, the practitioner should add 
a paragraph to a Level I report disclaiming an opinion on the performance 
results of any specific composites that may accompany the report (see the Level 
I report in appendix E [paragraph .43]). This recognizes that the practitioner 
cannot control whether the Level I verification report may be distributed by 
the investment firm as part of an AIMR-PPS standards-compliant composite 
presentation that has not also had a performance examination (Level II) 
conducted.

SOP Effective Date
.38 This SOP is effective for engagements to examine and report on 

aspects of an investment firm’s compliance with, and/or examining and report­
ing on specific composite results in conformity with, the redrafted AIMR-PPS 
standards, the U.S. and Canadian version of GIPS. The SOP may not be 
applied to engagements in which the investment firm has not yet adopted the 
redrafted AIMR-PPS standards.
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.39

Appendix A

AIMR-PPS Guidance for a Level I Verification

[Source: AIMR-PPS standards, Section III; www.aimr.org}

Level I verification under the AIMR-PPS standards is equivalent to GIPS 
verification. Therefore, all references to “the standards” below relate inter­
changeably to AIMR-PPS or GIPS standards. The following are the minimum 
procedures that verifiers must follow when verifying an investment firm’s claim 
of compliance with the standards. Verifiers must follow these procedures prior 
to issuing a verification report to the firm:

1. Pre-verification Procedures
A. Knowledge of the Firm. Verifiers must obtain selected samples 

of the firm’s investment performance reports, and other avail­
able information regarding the firm, to ensure appropriate 
knowledge of the firm.

B. Knowledge of the standards. Verifiers must understand the 
requirements and recommendations of the standards, including 
any updates, reports, or clarifications of the standards published 
by AIMR or the Investment Performance Council, the AIMR- 
sponsored body responsible for oversight of the GIPS.

C. Knowledge of the Performance Standards. Verifiers must be 
knowledgeable of country-specific performance standards, laws, 
and regulations applicable to the firm, and must determine any 
differences between the standards and the country-specific 
standards, laws and regulations.

D. Knowledge of Firm Policies. Verifiers must determine the firm’s 
assumptions and policies for establishing and maintaining com­
pliance with all applicable requirements of the standards. At 
minimum, verifiers must determine the following policies and 
procedures of the firm:
i. Policy with regard to investment discretion. The verifier 

must receive from the firm, in writing, the firm’s definition 
of investment discretion and the firm’s guidelines for de­
termining whether accounts are fully discretionary.

ii. Policy with regard to the definition of composites according
to investment strategy; the verifier must obtain the firm’s 
list of composite definitions with written criteria for in­
cluding accounts in each composite.

iii. Policy with regard to the timing of inclusion of new ac­
counts in the composites.

iv. Policy with regard to timing of exclusion of closed accounts 
in the composites.

v. Policy with regard to the accrual of interest and dividend 
income.
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vi. Policy with regard to the market valuation of investment 
securities.

vii. Method for computing time-weighted portfolio return.
viii. Assumptions on the timing of capital inflows/outflows.
ix. Method for computing composite returns.
x. Policy with regard to the presentation of composite re­

turns.
xi. Policies regarding timing of implied taxes due on income 

and realized capital gains for reporting performance on an 
after-tax basis.

xii. Policies regarding use of securities/countries not included 
in a composite’s benchmark.

xiii. Use of leverage and other derivatives.
xiv. Any other policies and procedures relevant to performance 

presentation.
E. Knowledge of Valuation Basis for Performance Calculations. 

Verifiers must ensure that they understand the methods and 
policies used to record valuation information for performance 
calculation purposes. In particular, verifiers must determine 
that:
i. the firm’s policy on classifying fund flows (e.g., injections, 

disbursements, dividends, interest, fees, taxes, etc.) is 
consistent with the desired results, and will give rise to 
accurate returns;

ii. the firm’s accounting treatment of income, interest, and 
dividend receipts is consistent with cash account and cash 
accruals definitions;

iii. the firm’s treatment of taxes, tax reclaims, and tax accru­
als is correct, and the manner used is consistent with the 
desired method (i.e., gross- or net-of-tax return);

iv. the firm’s policies on recognizing purchases, sales, and the
opening and closing of other positions are internally con­
sistent and will produce accurate results; and

V. the firm’s accounting for investments and derivatives is 
consistent with the standards.

2. Verification Procedures
A. Definition of the Firm. Verifiers must determine that the firm 

is, and has been, appropriately defined.
B. Composite Construction. Verifiers must be satisfied that:

i. the firm has defined and maintained composites according 
to reasonable guidelines in compliance with the standards;

ii. all of the firm’s actual discretionary fee-paying portfolios 
are included in a composite;

iii. the manager’s definition of discretion has been consis­
tently applied over time;
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iv. at all times, all accounts are included in their respective 
composites and no accounts that belong in a particular 
composite have been excluded;

v. composite benchmarks are consistent with composite defi­
nitions and have been consistently applied over time;

vi. the firm’s guidelines for creating and maintaining compos­
ites have been consistently applied; and

vii. the firm’s list of composites is complete.
C. Non-Discretionary Accounts. Verifiers must obtain a listing of 

all firm portfolios and determine on a sampling basis whether 
the manager’s classification of the account as discretionary or 
non-discretionary is appropriate by referring to the account 
agreement and the manager’s written guidelines for determin­
ing investment discretion.

D. Sample Account Selection. Verifiers must obtain a listing of 
open and closed accounts for all composites for the years under 
examination. Verifiers may check compfiance with the stand­
ards using a selected sample of a firm’s accounts. Verifiers 
should consider the following criteria when selecting the sample 
accounts for examination:
i. number of composites at the firm;
ii. number of portfolios in each composite;
iii. nature of the composite;
iv. total assets under management;
v. internal control structure at the firm (system of checks and 

balances in place);
vi. number of years under examination; and
vii. computer applications, software used in the construction 

and maintenance of composites, the use of external per­
formance measurers and the calculation of performance 
results.

This list is not all-inclusive and contains only the minimum 
criteria that should be used in the selection and evaluation of a 
sample for testing. For example, one potentially useful approach 
would be to choose a portfolio for the study sample that has the 
largest impact on composite performance because of its size or 
because of extremely good or bad performance. The lack of 
explicit record keeping, or the presence of errors, may warrant 
selecting a larger sample or applying additional verification 
procedures.

E. Account Review. For selected accounts, verifiers must determine: 
i. whether the timing of the initial inclusion in the composite

is in accordance with policies of the firm;
ii. whether the timing of exclusion from the composite is in 

accordance with policies of the firm for closed accounts;
iii. whether the objectives set forth in the account agreement 

are consistent with the manager’s composite definition as 
indicated by the account agreement, portfolio summary, 
and composite definition;
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iv. the existence of the accounts by tracing selected accounts 
from account agreements to the composites;

v. that all portfolios sharing the same guidelines are included
in the same composite; and

vi. that shifts from one composite to another are consistent 
with the guidelines set forth by the specific account agree­
ment or with documented guidelines of the firm’s clients.

F. Performance Measurement Calculation. Verifiers must deter­
mine whether the firm has computed performance in accordance 
with the policies and assumptions adopted by the firm and 
disclosed in its presentations. In doing so, verifiers should:
i. recalculate rates of return for a sample of accounts in the 

firm using an acceptable return formula as prescribed by 
the standards (i.e., time-weighted rate of return); and

ii. take a reasonable sample of composite calculations to 
assure themselves of the accuracy of the asset weighting 
of returns, the geometric linking of returns to produce 
annual rates of returns, and the calculation of the disper­
sion of individual returns around the aggregate composite 
return.

G. Disclosures. Verifiers must review a sample of composite pres­
entations to ensure that the presentations include the informa­
tion and disclosures required by the standards.

H. Maintenance of Records. The verifier must maintain sufficient 
information to support the verification report. The verifier must 
obtain a representation letter from the client firm confirming 
major policies and any other specific representations made to 
the verifier during the examination.
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Appendix B

AIMR-PPS Guidance for a Performance Examination 
(Level II)

[Source: AIMR-PPS standards, Appendix D; www.aimr.org]

With the goal to shift the focus of the industry to firm wide verification, the term 
“Level II verification,” which was previously an accepted form of verification 
under the AIMR-PPS standards, will be phased out on January 1, 2003. At that 
time, firms will no longer be able to state that a specific composite has been 
“Level II verified.” Instead, after January 1, 2003, the AIMR-PPS standards 
will allow firms that have received or are in the process of receiving a firmwide 
(Level I) verification report to have a further, more extensive performance 
examination or audit of a specific composite presentation. However, firms will 
not be able to make the claim that a particular composite has been “verified” 
but can claim that the composite returns have been examined or audited. The 
previous Level II verification procedures have been re-titled Performance 
Examination (Level II) and have been redrafted to focus on the need for the 
verifier to conduct and report a Level I verification in order to issue a Perform­
ance Examination (Level II) report. Once the term “Level II” verification is 
removed from the AIMR-PPS standards, “Level I” verification will simply be 
re-termed “verification.”

A. Scope and Purpose of Performance Examinations (Level II)
1. A Performance Examination (Level II) requires that:

i. The verifier follow all the verification procedures outlined 
for a Level I Verification and report on a Level I verifica­
tion, and

ii. Performance results of the specific composite being exam­
ined are presented in conformity with the AIMR-PPS 
standards.

2. A Performance Examination (Level II) Report is issued only with 
respect to the composite examined by the verifier and does not 
attest to the accuracy of a performance presentation for any 
other composite.

3. After performing the Performance Examination (Level II), the 
verifier may conclude that the presentation does not conform to 
the AIMR-PPS standards or that the records of the firm cannot 
support the composite presentation. In such situations, the 
verifier should communicate to the investment management 
firm the reason(s) why it was not possible to provide a Perform­
ance Examination report.

4. A principal verifier may accept the work of a local or previous 
verifier as part of the basis for the principal verifier’s opinion.

B. Procedures for Performance Examinations (Level II)
Verifiers must conduct a Level I verification as outlined for a Level 
I (AIMR-PPS) verification (Section III) and issue a Level I verifica­
tion report prior or concurrent to issuing a Performance Examination 
(Level II) report. A principal verifier may accept the work of a local 
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or previous verifier as part of the basis for satisfying that a firm has 
previously received a Level I (AIMR-PPS) verification report.
When conducting an audit of a specific composite presentation, the 
verifier should consider the following presumptions, bearing in mind 
that they are not mutually exclusive and may be subject to important 
exceptions:

• Evidence obtained from independent sources outside an entity 
provides greater assurance about the subject matter or the 
assertion than evidence secured solely from within the entity.

• Information obtained from the verifier’s direct personal knowl­
edge (such as through physical examination, observation, com­
putation, operating tests, or inspection) is more persuasive than 
information obtained indirectly.

• The more effective the controls over the subject matter, the more 
assurance they provide about the subject matter or the assertion.

In performing a performance examination, the verifier’s objective is 
to accumulate sufficient evidence to limit the risk of errors occurring 
and not being detected during the audit to a level that is, in the 
verifier’s judgment, appropriately low. A verifier should select from 
all available procedures any combination that can limit the risk of 
errors occurring and not being detected during the audit to an 
appropriately low level.
The extent to which the examination or audit procedures will be 
performed should be based on the verifier’s consideration of (a) the 
nature and materiality of the information to be tested to the subject 
matter or the assertion taken as a whole, (b) the likelihood of 
misstatements, (c) knowledge obtained during current and previous 
engagements, (d) the extent to which the information is affected by 
judgment, and (e) inadequacies in the underlying data.
When conducting a Performance Examination or audit of a specific 
composite presentation, the verifier must consider the following 
objectives.
1. Cash Flows: Verifiers should determine whether capital contri­

butions and withdrawals are recorded in the proper accounts, at 
the right amounts and on a timely basis. The following proce­
dures should be considered:
i. On a test basis, agree cash flows to appropriate supporting

documentation.
ii. Test contributions or withdrawals of securities to ensure 

proper valuation and timely recording.
iii. Consider the reasonableness and consistent application of 

the methods used to account for cash flows, contributions 
and withdrawals.

2. Income and Expenses: Verifiers should determine that income 
and expenses are recorded in the proper accounts, at the right 
amounts, and on a timely basis. The following procedures should 
be considered:
i. Agree significant income and expenses to supporting docu­

mentation such as custody statements.
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ii. Evaluate the reasonableness and consistent application of 
the methods used to record income and expenses.

3. Portfolio Trade Processing: Verifiers should determine that 
purchases and sales of securities have been recorded in the 
proper accounts at the correct amounts on the appropriate dates. 
The following procedures should be considered:
i. On a test basis, agree significant trading activity to sup­

porting documentation such as custody statements or 
trade tickets.

ii. On a test basis, agree significant end-of-period portfolio 
positions to supporting documentation such as custody 
statements.

iii. Evaluate the reasonableness of the portfolio trade process­
ing system.

4. Portfolio Valuation: Verifiers should determine whether the 
end-of-period valuations of security positions are appropriate 
and that valuation policies are consistently applied. The follow­
ing procedures should be considered:
i. On a test basis, agree significant end-of-period security 

valuations to an independent pricing source.
ii. On a test basis, agree significant foreign currency ex­

change rates to an independent pricing source.
iii. Evaluate the reasonableness and consistent application of 

the portfolio valuation methodology.
5. Performance Measurement Calculation: Verifiers should deter­

mine that the performance measurement statistics have been 
computed in accordance with the requirements contained in the 
AIMR-PPS standards on a consistent basis. The following pro­
cedures should be considered:
i. On a test basis, test the computations of account returns 

to ensure the use of appropriate time-weighted return 
calculations.

ii. On a test basis, test the computations of composite returns
to ensure the use of appropriate size-weighted return 
calculations.

iii. Evaluate the reasonableness and consistent application of 
the performance measurement calculation.

6. Other Disclosures: Verifiers should determine whether all re­
quired disclosures have been properly presented in the perform­
ance presentation and that disclosures are appropriately 
supported by available documentation. The following proce­
dures should be considered:
i. Evaluate whether all of the required disclosure require­

ments have been adequately satisfied.
ii. Perform tests of required disclosures as deemed necessary.

These tests could involve agreeing to supporting documen­
tation, analytical procedures, or inquiry as appropriate.

iii. Evaluate the reasonableness and consistent application of 
the disclosures.
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Appendix C

Sample Engagement Letter: Level I Verification and 
Performance Examination (Level II)
The following is an illustration of a sample engagement letter that may be used 
for this kind of engagement.

[CPA Firm Letterhead]

[Client’s Name and Address]
Dear:
This will confirm our understanding of the arrangements for our examination 
of management’s assertions that (1) [name of company] has complied with all 
the composite construction requirements of the Association for Investment 
Management and Research Performance Presentation Standards (AIMR- 
PPS® standards) on a firm wide basis for the [specify period] ending [date] and 
(2) the Company’s processes and procedures are designed to calculate and 
present performance results in compliance with the AIMR-PPS standards as 
of [date]; this is referred to as a Level I verification under the AIMR-PPS 
standards. We have also been engaged to conduct an examination (referred to 
as a performance examination (Level II) under the AIMR-PPS standards) on 
the composite returns of [specify composites] of the Company for the [specify 
period] ending [date].
Our examination of management’s assertions will be conducted in accordance 
with the attestation standards of the American Institute of Certified Public 
Accountants and with the criteria set forth in the AIMR-PPS standards. The 
Company is responsible for selecting the AIMR-PPS standards as the criteria 
against which we will evaluate its assertions and for determining that the 
AIMR-PPS standards are appropriate criteria for its purposes. The Company 
is responsible for compliance with all applicable laws, regulations, contracts, 
and agreements, including the AIMR-PPS standards. The Company is also 
responsible for the design, implementation, and monitoring of the policies and 
procedures upon which compliance is based.5 Our responsibility is to express 
an opinion based on our examination.

5 The independent practitioner may wish to include an understanding with the client about any 
limitation or other arrangements regarding liability of the practitioner or the client in the engage­
ment letter.

Should conditions not now anticipated preclude us from performing our exami­
nation procedures and issuing a report as contemplated by the preceding 
paragraph, we will advise you promptly and take such action as we deem 
appropriate.
Working papers that are prepared in connection with this engagement are our 
property. The working papers are prepared for the purpose of providing prin­
cipal support for our report.
As you are aware, there are inherent limitations in the examination process, 
including, for example, selective testing and the possibility that collusion or 
forgery may preclude the detection of material errors, fraud, and illegal acts.
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Our fees will be billed as work progresses and are based on the amount of time 
required at various levels of responsibility plus actual out-of-pocket expenses. 
Invoices are payable upon presentation. We will notify you immediately of any 
circumstances we encounter that could significantly affect our initial estimate 
of total fees. The quoted fees assume that you will provide an accumulation of 
data for the year to be tested and that the records provided to us are clear, 
concise, and accurate.

In the event we are requested or authorized by Management or are required 
by government regulation, subpoena, or other legal process to produce our 
documents or our personnel as witnesses with respect to our engagement, the 
Company will reimburse us for our professional time and expenses, as well as 
any fees and expenses of our counsel, incurred in responding to such requests.

If the Company intends to use our report on the examination of the composite 
returns in whole or in part, or refer to [name of CPA firm], in connection with 
any sales or advertising literature, a draft of such literature will be provided 
to us for review and comment prior to issuance.

Pursuant to our agreement as reflected in this letter, we will examine and 
report on the composites selected by you until either you or we terminate this 
agreement.

If these arrangements are acceptable, please sign one copy of this letter and 
return it to us. We appreciate the opportunity to serve you.

Very Truly yours,

[Name of CPA Firm}

Accepted and agreed to:

[Client Representative’s Signature}

[Title}

[Date}
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Appendix D

Sample Management Representation Letter: Level I 
Verification and Performance Examination (Level II)

[Date]
[Name of CPA Firm]
We are providing this letter in connection with your examination(s) of the 
assertions of [name of company] that (1) the Company has complied with all 
the composite construction requirements of the Association for Investment 
Management and Research Performance Presentation Standards (AIMR- 
PPS® standards) on a firmwide basis for the 10-year period ended December 
31, 20Y0, (2) the Company’s processes and procedures were designed to calcu­
late and present performance results in compliance with the AIMR-PPS stand­
ards as of December 31, 20Y0, and (3) the Performance Results for Composite(s) 
[specify composite(s)] for the 10-year period ended December 31, 20Y0, are 
presented in conformity with the AIMR-PPS standards.
We confirm, to the best of our knowledge and belief, the following repre­
sentations made to you during your examination(s):

1. We are responsible for (a) compliance with all the composite con­
struction requirements of the AIMR-PPS standards on a firmwide 
basis for the 10-year period ended December 31, 20Y0, and (6) the 
design of the Company’s processes and procedures to calculate and 
present performance results in compliance with the AIMR-PPS 
standards and have complied with those requirements as of Decem­
ber 31, 20Y0. We further confirm that we are responsible for the 
selection of the AIMR-PPS standards as the criteria against which 
you are evaluating our assertions. Further we confirm that we are 
responsible for determining that the AIMR-PPS standards are ap­
propriate criteria for our purposes.

2. We assert to you that (a) we have complied with all the composite 
construction requirements of the AIMR-PPS standards on a firm­
wide basis for the 10-year period ended December 31, 20Y0, and (b) 
the Company’s processes and procedures are designed to calculate 
and present performance results in compliance with the AIMR-PPS 
standards as of December 31, 20Y0. We also assert that the Perform­
ance Results for ABC Composite for the 10-year period ended Decem­
ber 31, 20Y0, are presented in conformity with the AIMR-PPS 
standards.

3. We are not aware of any matters contradicting the assertions, nor 
have we received any communications from AIMR or regulatory 
agencies concerning (a) noncompliance with the AIMR-PPS stand­
ards or our assertions with regard thereto or (b) noncompliance with 
any other criteria relevant to investment performance statistics.

4. There has been no (a) fraud involving management or employees who 
have significant roles in the Company’s processes and procedures 
relating to compliance with the AIMR-PPS standards or (b) fraud 
involving others that could have a material effect on the Company’s 
compliance with the AIMR-PPS standards.
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5. We have made available to you all records relevant to your examina­
tion of the aforementioned assertions.

6. We acknowledge responsibility for maintaining sufficient books and 
records as required under Rule 204 of the Investment Advisers Act 
of 1940 and we have maintained such records to comply with those 
requirements.

We are not aware of any events that occurred subsequent to the period being 
reported on and through the date of this letter that would have a material effect 
on the aforementioned assertions.

[Name of Chief Executive Officer and Title]

[Name of Chief Financial Officer and Title]
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Appendix E

Illustrative Attest Reports: Level I Verification

Example 1: Reporting on Management's Assertions

Independent Accountant’s Report

Ellerton Asset Management
1 Investors Square
Anywhere, USA

We have examined the accompanying management assertions of Ellerton Asset 
Management (the Company) for the 10-year period ended and as of December 
31, 20Y0. These assertions are the responsibility of the Company’s manage­
ment. Our responsibility is to express an opinion on these assertions based on 
our examination.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, • 
accordingly, included examining, on a test basis, evidence supporting manage­
ment’s assertions and performing the procedures for a Level I Verification set 
forth by the Association for Investment Management and Research Perform­
ance Presentation Standards (AIMR-PPS® standards)6 and such other proce­
dures as we considered necessary in the circumstances. We believe that our 
examination provides a reasonable basis for our opinion.

In our opinion, management’s assertions referred to above are fairly stated, in 
all material respects, based on the AIMR-PPS standards.

We did not examine the performance results of the Company’s composites for 
any period through December 31, 20Y0, including any performance presenta­
tions that may accompany this report and, accordingly, we express no opinion 
on any such performance results.

[Signature}

September 1, 20Y1

Example 1 A: Illustrative Management's Assertions for Report 
Example 1

Ellerton Asset Management
1 Investors Square
Anywhere, USA

We assert that (1) we have complied with all the composite construction 
requirements of the Association for Investment Management and Research 
Performance Presentation Standards on a firmwide basis for the 10-year period

6 The requirements for a Level I verification under the AIMR-PPS standards are the same as 
those under the GIPS standards; therefore, the practitioner may refer to the GIPS standards in an 
examination report on a GIPS verification, if requested.
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ended December 31, 20Y0, and (2) the Company’s processes and procedures are 
designed to calculate and present performance results in compliance with the 
Association for Investment Management and Research Performance Presenta­
tion Standards as of December 31, 20Y0.
[Signature]
John Q. Smith
Chief Executive Officer
Ellerton Asset Management

Example 2: Reporting Directly on the Subject Matter

Independent Accountant’s Report

Ellerton Asset Management
1 Investors Square
Anywhere, USA
We have examined whether Ellerton Asset Management (the Company) (1) 
complied with all the composite construction requirements of the Association 
for Investment Management and Research Performance Presentation Stand­
ards7 (AIMR-PPS® standards) on a firmwide basis for the 10-year period ended 
December 31, 20Y0, and (2) designed its processes and procedures to calculate 
and present performance results in compliance with the AIMR-PPS standards 
as of December 31, 20Y0. The Company’s management is responsible for 
compliance with the AIMR-PPS standards and the design of its processes and 
procedures. Our responsibility is to express an opinion based on our examination.

7 The requirements for a Level I verification under the AIMR-PPS standards are the same as 
those under the GIPS standards; therefore, the practitioner may refer to the GIPS standards in an 
examination report on a GIPS verification, if requested.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included examining, on a test basis, evidence about the Company’s 
compliance with the above-mentioned requirements, evaluating the design of 
the company’s processes and procedures referred to above, and performing the 
procedures for a Level I verification set forth by the AIMR-PPS standards and 
such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion.
In our opinion, Ellerton Asset Management has, in all material respects:

• Complied with all the composite construction requirements of the 
AIMR-PPS standards on a firmwide basis for the 10-year period ended 
December 31, 20Y0, and

• Designed its processes and procedures to calculate and present per­
formance results in compliance with the AIMR-PPS standards as of 
December 31, 20Y0.

We did not examine the performance results of the Company’s composites for 
any period through December 31, 20Y0, including any performance presenta­
tions that may accompany this report and, accordingly, we express no opinion 
on any such performance results.
[Signature]
September 1, 20Y1
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Appendix F

Illustrative Attest Reports: Level I Verification and 
Performance Examination (Level II)

Example I: Reporting on Management's Assertions

Independent Accountant’s Report

Atlas Asset Management
10 Main Street
Anytown, USA
We have examined the accompanying management assertions of Atlas Asset 
Management (the Company) for the 10-year period ended and as of December 
31, 20Y0. We have also examined management’s assertion relating to the 
Company’s ABC and XYZ Composites for the 10-year period ended December 
31, 20Y0. These assertions are the responsibility of the Company’s manage­
ment. Our responsibility is to express an opinion on these assertions based on 
our examination.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included examining, on a test basis, evidence supporting manage­
ment’s assertions and performing the procedures for a Level I verification and 
a performance examination (Level II) set forth by the Association for Invest­
ment Management and Research Performance Presentation Standards (AIMR- 
PPS® standards) and such other procedures we considered necessary in the 
circumstances. We believe that our examination provides a reasonable basis 
for our opinion.
In our opinion, management’s assertions referred to above are fairly stated, in 
all material respects, based on the AIMR-PPS standards.
This report does not relate to any composite presentation of the Company other 
than the Company’s ABC and XYZ Composites.
[Signature]
September 1, 20Y1

Example 1A: Illustrative Management's Assertions for Report 
Example 1

Atlas Asset Management
10 Main Street
Anytown, USA
We assert that (1) we have complied with all the composite construction 
requirements of the Association for Investment Management and Research 
Performance Presentation Standards on a firmwide basis for the 10-year period 
ended December 31, 20Y0, and (2) the Company’s processes and procedures are 
designed to calculate and present performance results in compliance with the 
Association for Investment Management and Research Performance Presenta­
tion Standards as of December 31, 20Y0.
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We also assert that the statements of performance results for the ABC and XYZ 
Composites for the 10-year period ended December 31, 20Y0, are presented in 
conformity with the Association for Investment Management and Research 
Performance Presentation Standards.

[Signature}
John Q. Jones
Chief Executive Officer,
Atlas Asset Management Company

Example 2: Reporting Directly on the Subject Matter (Level I and 
Performance Examination (Level II) Report)

Independent Accountant’s Report

Atlas Asset Management
10 Main Street
Anytown, USA

We have examined whether Atlas Asset Management (the Company) (1) 
complied with all the composite construction requirements of the Association 
for Investment Research and Management Performance Presentation Stand­
ards (AIMR-PPS® standards) on a firmwide basis for the 10-year period ended 
December 31,20Y0, and (2) designed its processes and procedures to calculate 
and present performance results in compliance with the AIMR-PPS standards 
as of December 31, 20Y0. We have also examined the accompanying [refer to 
title of accompanying statement] of the Company’s XYZ Composite for the 
10-year period ended December 31, 20Y0. The Company’s management is 
responsible for compliance with the AIMR-PPS standards and the design of its 
processes and procedures and for the [refer to title of accompanying statement}. 
Our responsibility is to express an opinion based on our examination.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included examining, on a test basis, evidence about the Company’s 
compliance with the above-mentioned requirements, evaluating the design of 
the company’s processes and procedures referred to above, and performing the 
procedures for a Level I verification and a performance examination (Level II) 
set forth by the AIMR-PPS standards and such other procedures as we consid­
ered necessary in the circumstances. We believe that our examination provides 
a reasonable basis for our opinion.

In our opinion, Atlas Asset Management has, in all material respects:
• Complied with all the composite construction requirements of the 

AIMR-PPS standards on a firmwide basis for the 10-year period ended 
December 31, 20Y0, and

• Designed its processes and procedures to calculate and present per­
formance results in compliance with the AIMR-PPS standards as of 
December 31, 20Y0.

Also, in our opinion, [refer to title of accompanying statement] of the Company’s 
XYZ Composite for the 10-year period ended December 31, 20Y0, is presented, 
in all material respects, in conformity with the AIMR-PPS standards.
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This report does not relate to any composite presentation of the Company other 
than the Company’s XYZ Composite.

[Signature]

September 1, 20Y1

Example 3: Reporting Directly on the Subject Matter 
(Performance Examination (Level II) Report With a Reference 
to a Separate Report on a Level I Verification)

Independent Accountant’s Report

Atlas Asset Management
10 Main Street
Anytown, USA

We have examined the accompanying [refer to title of accompanying statements] 
of Atlas Asset Management’s (the Company) ABC and XYZ Composites for the 
10-year period ended December 31, 20Y0. The Company’s management is 
responsible for these statements. Our responsibility is to express an opinion 
based on our examination. We previously conducted an examination (also 
referred to as a Level I verification) of (1) the Company’s compliance with all 
the composite construction requirements of the Association for Investment 
Management and Research Performance Presentation Standards (AIMR- 
PPS® standards) on a firmwide basis for the 10-year period ended December 
31, 20Y0, and (2) whether the Company’s processes and procedures were 
designed to calculate and present performance results in compliance with the 
AIMR-PPS standards as of December 31, 20Y0; our report dated August 7, 
20Y1, with respect thereto is attached.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included performing the procedures for a performance examina­
tion (Level II) set forth by the AIMR-PPS standards and such other procedures 
as we considered necessary in the circumstances. We believe that our exami­
nation provides a reasonable basis for our opinion.

In our opinion, [refer to title of accompanying statements] of the Company’s ABC 
and XYZ Composites for the 10-year period ended December 31, 20Y0, are 
presented, in all material respects, in conformity with the AIMR-PPS standards.

This report does not relate to any composite presentation of the Company other 
than the Company’s ABC and XYZ Composites.

[Signature]

September 1, 20Y1
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Section 14,390
Statement of Position 02-1
Performing Agreed-Upon Procedures 
Engagements That Address Annual Claims 
Prompt Payment Reports as Required by the
New Jersey Administrative Code

May 23, 2002

NOTE
This Statement of Position (SOP) represents the recommendations of 

the AICPA’s New Jersey Annual Claims Prompt Payment Reports Task 
Force regarding the application of Statements on Standards for Attesta­
tion Engagements (SSAEs) to agreed-upon procedures engagements 
performed to comply with the requirements of New Jersey Administra­
tive Code, Title 11, Chapter 22, Subchapter 1 (NJAC 11:22-1 or the Code), 
which establishes Department of Banking and Insurance (Department) 
standards for the payment of claims relating to health benefits plans and 
dental plans and contains requirements for carriers to file certain reports 
with the Department relating to the timeliness of claims payments and 
the reasons for denial and late payment of claims in a format prescribed 
by the Department. The Department has approved the use of the agreed- 
upon procedures outlined in this SOP to comply with the reporting 
requirements of the Code. The Auditing Standards Board has found the 
recommendations in this SOP to be consistent with existing standards 
covered by Rule 202 of the AICPA Code of Professional Conduct. AICPA 
members should be aware of and consider these recommendations. If the 
auditor does not apply these recommendations, the auditor should be 
prepared to explain how he or she complied with the SSAE provisions 
addressed by these recommendations.

Introduction and Background
.01 New Jersey Administrative Code, Title 11, Chapter 22, Subchapter 1 

(NJAC 11:22-1 or the Code), establishes Department of Banking and Insurance 
(Department) standards for the payment of claims relating to health benefits 
plans and dental plans and contains requirements for carriers to file certain 
reports with the Department relating to the timeliness of claims payments and 
the reasons for denial and late payment of claims in a format prescribed by the 
Department.

.02 NJAC 11:22-1 applies to any insurance company, health service cor­
poration, medical service corporation, hospital service corporation, health mainte­
nance organization, dental service corporation, and dental plan organization 
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that issues health benefits plans or dental plans in the state of New Jersey and 
to any agent, employee, or other representative of such entity that processes 
claims for such entity.

.03 Among other things, the Code requires carriers to report:

• Quarterly to the Department on the timeliness of claims payments in 
the format set forth in Appendix A (claims payment exhibit report) of 
NJAC 11:22-1, and

• Quarterly and annually on late payments of claims and the reasons 
for any denials (claims prompt payment report) in the format set forth 
in Appendix B of NJAC 11:22-1.

.04 Furthermore, the Code requires that the annual claims prompt pay­
ment report, which is due to be filed with the Department on or before March 
31, pursuant to NJAC ll:22-1.9(a), be accompanied by the report of a private 
auditing firm, which may be a Certified Public Accountant (CPA) or a firm of 
CPAs. However, for calendar year 2001, the report of the private auditing firm 
may be filed with the Department on or before July 1, 2002. The Department 
has specified, in Bulletin No. 02-07, that the work shall be conducted, and the 
report shall be prepared, in accordance with agreed-upon procedures accept­
able to the Department.

Applicability
.05 This Statement of Position (SOP) was developed to provide practi­

tioners with guidance on performing agreed-upon procedures engagements 
that address annual claims prompt payment reports as required by the New 
Jersey Administrative Code. Practitioners should note that the engagement 
described in this SOP is designed only to satisfy the requirements of the Code. 
The procedures, as set forth in this SOP, are not necessarily appropriate for 
use in any other engagement.

The Code

Definitions
.06 The following definitions are reprinted from the Code and are appli­

cable when performing the agreed-upon procedures engagement described in 
this SOP.

Agent—Any entity, including a subsidiary of a carrier, or an organized 
delivery system as defined by N.J.S.A. 17:48H-1, with which a carrier has 
contracted to perform claims processing or claims payment services.
Carrier—An insurance company, health service corporation, hospital serv­
ice corporation, medical service corporation or health maintenance organi­
zation authorized to issue health benefits plans in this State and a dental 
service corporation or dental plan organization authorized to issue dental 
plans in this State.
Claim—A request by a covered person, a participating health care 
provider, or a nonparticipating health care provider who has received an 
assignment of benefits from the covered person, for payment relating to 
health care services or supplies or dental services or supplies covered under 
a health benefits plan or dental plan issued by a carrier.
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Clean claim—

1 . The claim is for a service or supply covered by the health benefits 
plan or dental plan;

2 . The claim is submitted with all the information requested by the 
carrier on the claim form or in other instructions distributed to the 
provider or covered person;

3 . The person to whom the service or supply was provided was covered 
by the carrier’s health benefits or dental plan on the date of service;

4 . The carrier does not reasonably believe that the claim has been 
submitted fraudulently; and

5 . The claim does not require special treatment. For the purposes of 
this subchapter, special treatment means that unusual claim proc­
essing is required to determine whether a service or supply is 
covered, such as claims involving experimental treatments or newly 
approved medications. The circumstances requiring special treat­
ment should be documented in the claim file.

Covered person—A person on whose behalf a carrier offering the plan is 
obligated to pay benefits or provide services pursuant to the health benefits 
or dental plan.
Covered service or supply—A service or supply provided to a covered person 
under a health benefits or dental plan for which the carrier is obligated to 
pay benefits or provides services or supplies.
Dental plan—A benefits plan which pays dental expense benefits or pro­
vides dental services and supplies and is delivered or issued for delivery 
in this State by or through any carrier in this State.
Department—The Department of Banking and Insurance.
Health benefits plan—A benefits plan that pays hospital and medical 
expense benefits or provides hospital and medical services, and is delivered 
or issued for delivery in this State by or through a carrier. Health benefits 
plan includes, but is not limited to, Medicare supplement coverage and risk 
contracts to the extent not otherwise prohibited by Federal law. For the 
purposes of this chapter, health benefits plan shall not include the follow­
ing plans, policies or contracts: accident only, credit, disability, long-term 
care, CHAMPUS supplement coverage, coverage arising out of a workers’ 
compensation or similar law, automobile medical payment insurance, 
personal injury protection insurance issued pursuant to P.L. 1972, c.70 
(N.J.S.A. 39:6A-1 et seq.) or hospital confinement indemnity coverage.
Health care provider or provider—An individual or entity which, acting 
within the scope of its license or certification, provides a covered service or 
supply as defined by the health benefits or dental plan. Health care 
provider includes, but is not limited to, a physician, dentist and other 
health care professional licensed pursuant to Title 45 of the Revised 
Statutes and a hospital and other health care facilities licensed pursuant 
to Title 26 of the Revised Statutes.

Reporting Requirements
. 07 The Code requires a carrier and its agent to remit payment of clean 

claims pursuant to specified time frames. The Code further requires that if a 
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carrier or its agent denies or disputes a claim, in full or in part, the carrier or 
its agent must, within a specified time frame, notify both the covered person 
when he or she will have increased responsibility for payment, and the 
provider, of the basis for its decision to deny or dispute the claim.

.08  The Code requires a carrier to report to the Department quarterly on 
the timeliness of claims payments in the format prescribed in NJAC 11:22-1, 
Appendix A, “New Jersey Claims Payment Exhibit.” This quarterly report is 
not required to be subjected to an agreed-upon procedures engagement, nor is 
an annual claims payment exhibit report required to be filed with the Department.

.09  The Code also requires a carrier to report to the Department on a 
quarterly and annual basis on the late payment of claims and the reasons for 
denial of claims in the format prescribed in NJAC 11:22-1, Appendix B, 
“Quarterly (Annual) Claims Prompt Payment Report.” The Code requires that 
the annual claims prompt payment report be accompanied by a report of a 
private auditing firm, which may be a CPA or a firm of CPAs.

.10  The Department has indicated, in Bulletin No. 02-07, that an agreed- 
upon procedures engagement pursuant to this SOP may be used to satisfy the 
requirement that an annual claims prompt payment report be accompanied by 
the report of a private auditing firm. Furthermore, in Bulletin No. 02-12, 
issued in May 2002, the Department has indicated that it agrees to the 
sufficiency of the procedures included in this SOP for its purposes.

Related Professional Standards

Chapter 2, "Agreed-Upon Procedures Engagements," of 
Statement on Standards for Attestation Engagements No. 10 
(AT Sec. 201)

.11  Agreed-upon procedures engagements performed to meet the require­
ments of the Code are to be performed in accordance with Chapter 2, “Agreed- 
Upon Procedures Engagements,” of SSAE No. 10, Attestation Standards: 
Revision and Recodification (AICPA, Professional Standards, vol. 1, AT sec. 
201). As described in Chapter 2 of SSAE No. 10 (AT sec. 201.03), an agreed- 
upon procedures engagement is one in which a practitioner is engaged by a 
client to issue a report of findings based on specific procedures performed on 
the subject matter. Not all of the provisions of Chapter 2 of SSAE No. 10 are 
discussed herein. Rather, this SOP includes guidance to assist practitioners in 
the application of selected aspects of Chapter 2 of SSAE No. 10.

.12  Chapter 2 of SSAE No. 10 (AT sec. 201.06) states, in part, that the 
practitioner may perform an agreed-upon procedures engagement provided 
that, “... (c) the practitioner and the specified parties agree upon the proce­
dures performed or to be performed by the practitioner; and (d) the specified 
parties take responsibility for the sufficiency of the agreed-upon procedures for 
their purposes.”

.13  As previously stated, Bulletin No. 02-07 from the Department states 
that an agreed-upon procedures engagement may be used to meet the require­
ment for an independent private auditing firm to report on the annual claims 
prompt payment reports as required by the New Jersey Administrative Code. 
Furthermore, the Department has approved the use of the agreed-upon proce­
dures outlined in this SOP to comply with the reporting requirements of the 
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Code. Accordingly, practitioners should not eliminate any of the procedures 
presented in appendix B [paragraph .28], “Agreed-Upon Procedures That 
Address Annual Claims Prompt Payment Reports as Required by the New 
Jersey Administrative Code,” of this SOP or reduce the extent of the tests. The 
Department or the carrier may request that additional procedures be per­
formed and the practitioner may agree to perform such procedures. In those 
circumstances, it would be expected that the additional procedures would be 
performed in the context of a separate agreed-upon procedures engagement.

Procedures to Be Performed
. 14 The agreed-upon procedures to be performed are applied to the car­

rier’s annual claims prompt payment report, which reports on the late payment 
of claims and reasons for denial of claims in the format prescribed in NJAC 
11:22-1, Appendix B.

. 15 The procedures to be performed in the agreed-upon procedures en­
gagement described in this SOP are presented in appendix B [paragraph .28] 
of this SOP. The procedures have been designed so that the findings resulting 
from the application of the procedures can be recorded in a tabular format. The 
findings for each procedure should be reported as No Exception, Exception, or 
N/A (not applicable). If a procedure is not applicable to a particular carrier, 
the procedure should be marked N/A rather than deleted from the report.

. 16 If any portion of a procedure results in an exception, the findings for 
that entire procedure should be recorded as an exception and described in the 
section “Description of Exceptions If Any.” The practitioner should provide a 
brief factual explanation for each exception that will enable the specified 
parties to understand the nature of the findings resulting in the exception. If 
management informs the practitioner that the condition giving rise to the 
exception was corrected by the date of the practitioner’s report, the practi­
tioner’s explanation of the exception may include that information; for exam­
ple, “Management has advised us that the condition resulting in the exception 
was corrected on Month X, 20XX. We have performed no procedures with 
respect to management’s assertion.”

. 17 A practitioner may perform significant portions of the agreed-upon 
procedures engagement before the end of the period covered by the report. If, 
during that time, the practitioner identifies conditions that result in an excep­
tion in one or more agreed-upon procedures, he or she should report the 
exception in the findings section of the agreed-upon procedures report, even if 
management corrects the condition prior to the end of the period.

. 18 Chapter 2 of SSAE No. 10 (AT sec. 201.40) states the following:

The practitioner need not perform procedures beyond the agreed-upon proce­
dures. However, in connection with the application of agreed-upon procedures, 
if matters come to the practitioner’s attention by other means that significantly 
contradict the subject matter (or written assertion related thereto) referred to 
in the practitioner’s report, the practitioner should include this matter in his 
or her report. For example, if, during the course of applying agreed-upon 
procedures regarding an entity’s internal control, the practitioner becomes 
aware of a material weakness by means other than performance of the agreed- 
upon procedure, the practitioner should include this matter in his or her report.

. 19 A practitioner has no obligation to perform procedures beyond the 
agreed-upon procedures included in appendix B [paragraph .28] of this SOP.
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However, if information that contradicts the information in the carrier’s an­
nual claims prompt payment report comes to the practitioner’s attention by 
other means, such information should be included in the practitioner’s report. 
This also would apply to conditions or events occurring during the subsequent- 
events period (subsequent to the period covered by the practitioner’s report but 
prior to the date of the practitioner’s report) that either contradict the findings 
in the report or that would have resulted in the reporting of an exception by 
the practitioner if that condition or event had existed during the period covered 
by the report. However, the practitioner has no responsibility to perform any 
procedure to detect such conditions or events.

Establishing an Understanding With the Client
.20  In accordance with Chapter 2 of SSAE No. 10 (AT sec. 201.10), the 

practitioner should establish an understanding with the client regarding the 
services to be performed. Such an understanding reduces the risk that the 
client may misinterpret the objectives and limitations of an agreed-upon 
procedures engagement performed to meet the regulatory requirements of the 
Code. Such an understanding also reduces the risk that the client will misun­
derstand its responsibilities and the responsibilities of the practitioner. The 
practitioner should document the understanding in the working papers, pref­
erably through a written communication with the client (an engagement 
letter). The communication should be addressed to the client. Matters that 
might be included in such an understanding are the following:

• A statement confirming that an agreed-upon procedures engagement 
is to be performed to meet the requirements of NJAC 11:22-1

• A statement identifying the procedures to be performed as those set 
forth in SOP 02-1, Performing Agreed-Upon Procedures Engagements 
That Address Annual Claims Prompt Payment Reports as Required by 
the New Jersey Administrative Code

• A statement identifying the client and the Department as the specified 
parties to the agreed-upon procedures report

• A statement acknowledging the client’s responsibility for the suffi­
ciency of the procedures in the SOP and referring to Bulletin No. 02-12, 
which acknowledges the Department’s responsibility for the suffi­
ciency of the procedures in the SOP

• A statement acknowledging that the practitioner makes no repre­
sentation regarding the sufficiency of the procedures in the SOP

• A statement describing the responsibilities of the practitioner, includ­
ing but not limited to the responsibility to perform the agreed-upon 
procedures and to provide the client with a report, and the circum­
stances under which the practitioner may decline to issue a report

• A statement indicating that the engagement will be conducted in 
accordance with attestation standards established by the American 
Institute of Certified Public Accountants (AICPA)

• A statement indicating that an agreed-upon procedures engagement 
does not constitute an examination, the objective of which would be 
the expression of an opinion on the carrier’s compliance with the 
requirements of NJAC 11:22-1, and that if an examination were 
performed, other matters might come to the practitioner’s attention
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• A statement indicating that the practitioner will not express an 
opinion or any other form of assurance

• A statement describing the client’s responsibility to comply with the 
requirements of NJAC 11:22-1 and the client’s responsibility for the 
information in the carrier’s annual claims prompt payment report

• A statement describing the client’s responsibility for providing accu­
rate and complete information to the practitioner

• A statement indicating that the practitioner has no responsibility for 
the completeness or accuracy of the information provided to the 
practitioner

• A statement restricting the use of the report to the client and the 
Department

• A statement describing any arrangements to involve a specialist

. 21 Although Chapter 2 of SSAE No. 10 does not require a practitioner to 
obtain a representation letter from management in an agreed-upon procedures 
engagement, it is recommended that the practitioner obtain such a letter when 
performing the engagement described in this SOP. The representation letter 
generally should be signed by the appropriate members of management includ­
ing the highest-ranking officer responsible for the carrier’s compliance with the 
requirements of NJAC 11:22-1. Management’s refusal to furnish written rep­
resentations that the practitioner has determined to be appropriate for the 
engagement constitutes a limitation on the performance of the engagement 
that requires either modification of the report or withdrawal from the engagement.

. 22 The representations that a practitioner deems appropriate will de­
pend on the specific nature of the engagement; however, the practitioner 
ordinarily would obtain the following representations from management:

• A statement acknowledging responsibility for compliance with the 
requirements of NJAC 11:22-1 and responsibility for the information 
in the carrier’s annual claims prompt payment report

• A statement that there have been no errors or fraud that might 
indicate that the carrier is not in compliance with the requirements of 
NJAC 11:22-1 and that there are no known matters (or that manage­
ment has disclosed to the practitioner all known matters) that contradict 
the information in the carrier’s annual claims prompt payment report

• A statement that management has disclosed to the practitioner any 
communications from regulatory agencies relating to the carrier’s 
annual claims prompt payment report

• A statement that management has made available to the practitioner 
all information it believes is relevant to the carrier’s annual claims 
prompt payment report

• A statement that management has responded fully to all inquiries 
made by the practitioner during the engagement

• A statement that no events have occurred subsequent to the date as 
of which the procedures were applied that would require modification 
of the findings of the agreed-upon procedures
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.23 An illustrative representation letter is presented in appendix C [para­
graph .29], “Illustrative Management Representation Letter,” of this SOP. For 
additional information regarding management’s written representations in an 
agreed-upon procedures engagement, see Chapter 2 of SSAE No. 10 (AT sec. 
201.37-.39).

Restriction on the Performance of Procedures

.24 As previously stated, a practitioner should not agree to eliminate any 
of the procedures presented in appendix B [paragraph .28] of this SOP. If 
circumstances impose restrictions on the performance of the agreed-upon 
procedures, the practitioner should attempt to obtain agreement from the 
specified users for modification of the agreed-upon procedures presented in 
appendix B [paragraph .28] of this SOP. When such agreement cannot be 
obtained, the practitioner should describe the restriction(s) on the performance 
of procedures in his or her report or withdraw from the engagement.

Dating the Report

.25 The date of completion of the agreed-upon procedures should be used 
as the date of the practitioner’s report.

Effective Date

.26 This SOP is effective upon issuance and is applicable only to agreed- 
upon procedures engagements that report on annual claims prompt payment 
reports as required by the NJAC.
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.27

Appendix A

llustrative Agreed-Upon Procedures Report
The following is an illustrative agreed-upon procedures report based on the 
guidance in Chapter 2, “Agreed-Upon Procedures Engagements,” of Statement 
on Standards for Attestation Engagements (SSAE) No. 10, Attestation Stand­
ards: Revision and Recodification (AICPA, Professional Standards, vol. 1, AT 
sec. 201).

Independent Accountant’s Report 
on Applying Agreed-Upon Procedures

To the Management of ABC Carrier:

We have performed the applicable procedures enumerated in the American 
Institute of Certified Public Accountants’ Statement of Position (SOP) 02-1, 
Performing Agreed-Upon Procedures Engagements That Address Annual 
Claims Prompt Payment Reports as Required by the New Jersey Administrative 
Code, which were agreed to by ABC Carrier and the New Jersey Department 
of Banking and Insurance (the Department), solely to assist you in complying 
with the reporting requirements of New Jersey Administrative Code, Title 11, 
Chapter 22, Subchapter 1.9 (NJAC 11:22-1.9) for Appendix B 20XX Annual 
Report (Exhibit I) for the year ended December 31, 20XX. Management of ABC 
Carrier is responsible for compliance with the requirements of NJAC 11:22-1. 
This agreed-upon procedures engagement was conducted in accordance with 
attestation standards established by the American Institute of Certified Public 
Accountants. The sufficiency of these procedures is solely the responsibility of 
ABC Carrier and the Department. Consequently, we make no representation 
regarding the sufficiency of the procedures described in the attached Appendix 
either for the purpose for which this report has been requested or for any other 
purpose.

The procedures performed and the findings are included in the attached 
Appendix.

We were not engaged to and did not conduct an examination, the objective of 
which would be the expression of an opinion on ABC Carrier’s compliance with 
the requirements of NJAC 11:22-1 for the year ended December 31, 20XX. 
Accordingly, we do not express such an opinion. Had we performed additional 
procedures, other matters might have come to our attention that would have 
been reported to you.

This report is intended solely for the information and use of the management 
of ABC Carrier and the State of New Jersey Department of Banking and 
Insurance, and is not intended to be and should not be used by anyone other 
than these specified parties.

[Signature]

[Date]
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.28

Appendix B

Agreed-Upon Procedures That Address Annual Claims 
Prompt Payment Reports as Required by the New 
Jersey Administrative Code

Findings
No

Procedures Exception Exception N/A

The following procedures were applied to the 
ABC Carrier’s 20XX Appendix B annual 
claims prompt payment report.

We obtained supporting documentation used 
by management to prepare the Annual New 
Jersey Prompt Payment Report, and for each 
of the five categories (physician, dental, other 
health care professional, hospital, or other 
health care facilities), where applicable, com­
pared the number of claims and the amount of 
claims for each quarter and the annual period 
from the supporting documentation used by 
management to prepare the Annual New Jer­
sey Prompt Payment Report to the following 
columns of the report:

• Total claims 

• Denied ineligible 

• Denied document 

• Denied coding/enrollment 

• Denied for amount 

• Time limit special 

• Time limit other 

• Denied referred fraud 

• Interest paid 

• Interest amount paid 

• Total paid 

§14,390.28 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Addressing Annual Claims Prompt Payment Reports 31,631

Findings
No

Procedures Exception Exception N/A

We selected 10 percent of the claims from ABC 
Carrier’s supporting documentation used by 
management to prepare the Annual New Jer­
sey Prompt Payment Report, with the selec­
tions distributed throughout the year. If 10 
percent of the claims exceeded 50, then the 
number of items selected was limited to 50. If 
10 percent of the claims resulted in less than 
10 claims, then the number of items selected 
was 10, and for each item selected we:

1. Compared the following information to 
ABC Carrier’s claim payment system:

• Paid amount   

• Claim finalization or payment date

• Claim received date

• Denial code

• Claim category (physician, dental, other 
health care professional, hospital, or 
other health care facilities)

2. Compared the following information to the 
original claim information submissions:

• Date received

• Amount billed

• Category (physician, dental, other 
health care professional, hospital, or 
other health care facilities) 

3. Noted whether, per ABC Carrier’s member 
records, original claim information sub­
mission, or both, the claim related to a 
policy issued in the state of New Jersey 

4. If a selected claim was denied, compared 
denial reason indicated in ABC Carrier’s 
claims system records to supporting docu­
mentation used by management to pre­
pare the Annual New Jersey Prompt Pay­
ment Report 
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Findings
No

Procedures Exception Exception N/A

5. If a selected claim is a “clean claim,” as
defined in NJAC 11:22-1.2, and as deter­
mined by ABC Carrier, recalculated the 
amount of interest paid on the selected 
claim in accordance with the requirements 
of NJAC 11:22-1.5 

We selected 10 claims from ABC Carrier’s pri­
mary claims system, with the selections dis­
tributed throughout the year, and for each 
item selected, traced the selected claims cov­
ered under New Jersey contracts to the sup­
porting documentation used by management 
to prepare the Annual New Jersey Prompt 
Payment Report.

We proved the arithmetic accuracy of ABC 
Carrier’s 20XX Appendix B annual claims 
prompt payment report.

Description of Exceptions if Any
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Appendix C

Illustrative Management Representation Letter

[ABC Carrier’s Letterhead]

[Date]

[CPA Firm’s Name and Address]

In connection with your engagement to apply the agreed-upon procedures 
enumerated in the American Institute of Certified Public Accountants’ State­
ment of Position (SOP) 02-1, Performing Agreed- Upon Procedures Engagements 
That Address Annual Claims Prompt Payment Reports as Required by the New 
Jersey Administrative Code, which were agreed to by ABC Carrier and the New 
Jersey Department of Banking and Insurance, solely to assist us in complying 
with the requirements of New Jersey Administrative Code, Title 11, Chapter 
22, Subchapter 1 (NJAC 11:22-1.9), for Appendix B 20XX Annual Report 
(Exhibit I) for the period from January 1, 20XX through December 31, 20XX, 
we confirm, to the best of our knowledge and belief, the following repre­
sentations made to you during your engagement:

1. We are responsible for compliance with the requirements of NJAC 
11:22-1 and for the information in ABC Carrier’s annual claims prompt 
payment report. 

2. During the year ended December 31, 20XX, there have been no errors 
or fraud that would indicate that ABC Carrier is not in compliance with 
the requirements of NJAC 11:22-1.

3. We have disclosed to you all known matters contradicting the informa­
tion in ABC Carrier’s annual claims prompt payment report.

4. There have been no communications from regulatory agencies relating 
to ABC Carrier’s annual claims prompt payment report, including 
communications received between December 31, 20XX, and the date of 
this letter.

5. We have made available to you all information that we believe is 
relevant to ABC Carrier’s annual claims prompt payment report.

6. We have responded fully to all inquiries made to us by you during the 
engagement.

To the best of our knowledge and belief, no events have occurred subsequent to 
December 31, 20XX, and through the date of this letter that would require 
adjustment to or modification of the findings of the agreed-upon procedures.

[Signature]

[Title]

[Signature]

[Title]
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Section 14,400
Statement of Position 03-2
Attest Engagements on Greenhouse Gas
Emissions Information

September 22, 2003

NOTE
This Statement of Position (SOP) represents the recommendations of 

the Joint Task Force of the AICPA and CICA on Sustainability Reporting 
regarding the application of Statements on Standards for Attestation 
Engagements (SSAEs) to attest engagements on greenhouse gas 
emissions information. The Auditing Standards Board has found the 
recommendations of this SOP to be consistent with existing standards 
covered by Rule 202 of the AICPA Code of Professional Conduct. If an 
AICPA member does not apply the attest guidance included in this SOP, 
he or she should be prepared to explain how he or she complied with the 
SSAE provisions addressed by such attest guidance.

Background and Introduction

Climate Change and Greenhouse Gases
.01 Many scientists believe that global temperatures are increasing and 

that the increase is due to a buildup of so-called greenhouse gases (GHGs) in 
the atmosphere. Certain atmospheric gases (methane, carbon dioxide, nitrous 
oxide, water vapor, and others) are called greenhouse gases because they are 
believed to help trap some of the outgoing energy, retaining heat somewhat like 
the glass panels of a greenhouse. Atmospheric concentrations of carbon dioxide, 
methane, and nitrous oxide are believed to have increased by over 31 percent, 151 
percent, and 17 percent, respectively, since the late 19th century.1 Over the 
same period, many scientists have noted an increase of approximately 1 degree 
Fahrenheit in the average global temperature.

1 Source: Intergovernmental Panel on Climate Change (IPCC) Third Assessment Report: Cli­
mate Change 2001 Summary for Policy Makers, p. 34, Table SPM-1. www.ipcc.ch/pub/reports.htm.

.02 Fossil fuel use and other human activities have added significant 
amounts of GHGs to the atmosphere. GHG emissions are also produced by 
agriculture, animal husbandry, and various industrial processes. Many scien­
tists believe the release of GHGs into the atmosphere to be the cause of the 
increase in global temperatures. This has led to a number of global and 
national initiatives to reduce GHG emissions; one such initiative is the Kyoto 
Protocol (see paragraphs .04 through .07). Since a significant portion of GHG 
emissions is closely tied to fossil fuel use, achieving the reductions envisioned 
by those various initiatives would require reduced consumption of coal, oil, 
natural gas, and other fuels. Such reductions would clearly affect consumers 
and industry in the United States and elsewhere.
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.03 However, there is no universal agreement on the science behind 
global warming. Some scientists and policy makers oppose initiatives and 
regulations to reduce GHG emissions because they dispute how much of the 
global warming trend can be attributed to human activity, arguing that natu­
ral forces are also at work. As a result, some are reluctant to make the changes 
required to reduce GHG emissions while, in their view, the causes, conse­
quences, and severity of climate change remain in doubt.

The Kyoto Protocol
.04 At the 1992 Earth Summit in Rio de Janeiro, a voluntary agreement 

to reduce global concentrations of “man-made greenhouse gases,” the United 
Nations Framework Convention on Climate Change (UNFCCC), was adopted 
and ratified by the United States and a majority of the world’s developed 
countries. When the voluntary targets outlined in the UNFCCC did little to 
reduce global concentrations of GHGs, the United Nations (UN) initiated an 
annual negotiation process known as the Conference of the Parties (COP) to 
set mandatory reduction targets. In 1997, during the third round of negotia­
tions in Kyoto, Japan, the COP reached an agreement on a mandatory mecha­
nism to reduce global GHG emissions; that agreement is now referred to as the 
Kyoto Protocol.

.05 The Kyoto Protocol set targets for each of 38 developed countries, 
which would have to reduce emissions by a certain percentage below their 1990 
emissions baseline. To be legally binding, the Kyoto Protocol must be ratified 
by at least 55 countries, including developed countries responsible for at least 
55 percent of the emissions in 1990.

.06 To give countries more options for achieving their emission reduction 
targets, the Kyoto Protocol incorporated a number of “flexibility mechanisms,” 
namely emissions trading, clean development mechanism (CDM), and joint 
implementation (JI). Whether trading systems established under the Kyoto 
Protocol will allow trades with external parties (that is, those that have not 
signed the Kyoto Protocol) is still being debated among the signatory countries. 
GHG emission credits may also be traded outside the Kyoto Protocol processes 
through independent, voluntary markets such as the Chicago Climate Ex­
change, or by contracts between two or more companies. It is unclear whether 
GHG emissions credit trading from these latter two mechanisms can be used 
to meet targets related to the Kyoto Protocol.

GHGs to Be Regulated by the Kyoto Protocol
.07 The Kyoto Protocol would regulate emissions of the following six GHGs:
• Carbon dioxide (CO2)
• Methane (CH4)
• Nitrous oxide (N2O)
• Perfluorocarbons (PFCs)
• Hydrofluorocarbons (HFCs)
• Sulphur hexafluoride (SF6)

Why U.S. Companies Are Considering Strategies to Address 
Their GHG Emissions

. 08 U.S. companies with operations in countries that have ratified the 
Kyoto Protocol may have to meet emission reduction targets in those countries 

§14,400.03 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Attest Engagements on Greenhouse Gas Emissions 31,653

once the Kyoto Protocol becomes effective. Consideration of alternative strate­
gies and related costs will enable those companies to find the lowest-cost 
alternative before triggering the imposition of requirements and any related 
fines. Emissions trading is considered to be an effective, cost-efficient way to 
meet limits imposed by regulators, especially toward the end of a compliance 
period.

. 09 In addition, there is a sense among many companies that even though 
they will not be subject to the Kyoto Protocol in the United States, at some 
point a regulatory framework that places a limit on GHG emissions may be 
adopted. These companies take the view that it would be wise to start planning 
and preparing for a “carbon-constrained” future and eventually take advan­
tage of the potential opportunities that GHG emissions trading presents.

GHG Emissions Trading Programs and GHG Registries in 
the United States

. 10 There are a number of initiatives to establish GHG emissions trading 
programs or GHG emission registries in the United States, most of which are 
in various stages of development. One program currently in development is the 
Chicago Climate Exchange (CCX) ( ).www.chicagoclimateX.com

. 11 The CCX is a voluntary cap-and-trade program for reducing and trading 
GHG emissions. Entities that agree to become members of the CCX must, upon 
becoming members, enter into a legally binding commitment to reduce their 
emissions of GHGs by 4 percent below the average of their 1998 through 2001 
baseline by 2006, the last year of the pilot program. CCX will enable participants 
to buy and sell credits to find the most cost-effective way of achieving reductions. 
Trading is targeted to begin in the fourth quarter of 2003.

. 12 Some trading schemes involve trading of CO2 only, while others 
permit trading of the six GHGs identified in the Kyoto Protocol (see paragraph 
.07 of this Statement of Position [SOP]). The CCX plans to enable trading in 
the six GHGs described in the Kyoto Protocol. Those non-CO2 GHGs can be 
translated into tons of CO2 equivalent using the Intergovernmental Panel on 
Climate Change’s (IPCC) Global Warming Potentials (GWP) ( ).www.ipcc.ch

. 13 The California Climate Action Registry ( ) 
will enable entities operating within the State of California to voluntarily 
record their annual GHG emissions inventories. In turn, the State of California 
has stated that it will use its best efforts to ensure that entities voluntarily 
inventorying their emissions will receive appropriate credit for early action 
(that is, action before regulation of GHG emissions) under any future interna­
tional, federal, or state regulatory regimes relating to GHG emissions. Third- 
party certification  of the baseline and emission reductions is a key component 
of the California Climate Action Registry. An entity can register emissions (a) 
only for the units in California or (6) for all units within the United States.

www.climateregistry.org

2

Terms and Definitions Used by Registries and 
Regulatory Frameworks

. 14 Different registries and regulatory frameworks may use different 
terms and definitions for similar services. A validation is a service that would 

2 See paragraph .14 of this Statement of Position (SOP) for a definition of the term certification.
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provide assurance on the feasibility of the design of an emission reduction 
project, typically before inception of the project; an entity would typically 
engage an engineering or a consulting firm to provide such a service. This SOP 
does not provide guidance on validation services. A verification is the objective 
and independent assessment of whether the reported GHG inventory properly 
reflects the GHG impact of the entity in conformance with preestablished GHG 
accounting and reporting standards. The California Climate Action Registry’s 
Certification Protocol (October 2002) defines a certification as “the process 
used to ensure that a given participant’s GHG emissions inventory (either the 
baseline or the annual result) has met a minimum quality standard and 
complied with the Registry’s procedures and protocols for calculating and 
reporting GHG emissions.” A certification may be viewed by some as providing 
absolute, not reasonable, assurance. Practitioners should be aware that vari­
ous GHG registries and regulatory frameworks may not define these terms in 
exactly the same way; thus the practitioner should obtain the official defini­
tions of such terms under the registry or regulatory framework relevant to the 
engagement. However, practitioners should not use such terms in their attest 
reports on GHG emissions.

Scope of SOP
.15 This SOP provides guidance to practitioners for the following:

• Engagements to examine and report on a schedule or an assertion 
relating to information about a GHG emissions inventory (GHG emis­
sions for a compliance period, such as a year) or a baseline GHG 
inventory

• Engagements to examine and report on a schedule on or an assertion 
relating to information about a GHG emission reduction in connection 
with (a) the recording of the reduction with a registry or (b) a trade of 
that reduction or credit

Such examination engagements should be performed pursuant to Chapter 1, 
“Attest Engagements,” of Statement on Standards for Attestation Engagements 
(SSAE) No. 10, Attestation Standards: Revision and Recodification (AICPA, 
Professional Standards, vol. 1, AT sec. 101), as amended.

.16  While a review-level service relating to an entity’s GHG inventory is 
permissible under existing attestation standards, it is most likely that the 
market will ultimately demand an examination-level service. Accordingly, this 
SOP provides guidance only on an examination-level service.

Engagement Acceptance Considerations
.17  Before accepting the engagement, the practitioner should consider guid­

ance on engagement acceptance within Chapter 1 of SSAE No. 10, as amended. 
The following are examples of specific matters that should be considered:

• Independence (see paragraphs .18 through .20 of this SOP).
• Whether the practitioner has adequate technical knowledge of the 

subject matter to perform the engagement, including evaluation of the 
work of any specialists involved in the engagement (see paragraphs 
.21 through .26 of this SOP).

• Considerations in selecting and using the work of a specialist, when 
applicable (paragraphs .27 through .29 of this SOP).
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• Existence of suitable criteria (see paragraphs .30 through .36 of this SOP).
• Materiality considerations (see paragraph .37 of this SOP).
• Expectations of users of the GHG inventory or reduction information 

and the practitioner’s report thereon.
• Whether the client is likely to have adequate information systems and 

controls to provide reliable GHG information.
• Whether sufficient evidence is likely to exist when the entity has 

changed measurement methods for GHG emissions from one period to 
the next (see paragraphs .39 and .65 of this SOP).

• The scope of the entity’s GHG inventory (see paragraph .40 of this SOP 
for a discussion of boundaries and paragraphs .41 through .44 of this 
SOP for a discussion of direct and indirect emissions for a GHG 
inventory).

• Availability of historical data. The practitioner should consider the 
risk that historical data for the base year may not be available if the 
practitioner is engaged to perform the attest service at a date consid­
erably later than the base year. (See paragraph .45 of this SOP for a 
discussion of baselines.)

Independence
. 18 The practitioner performing an attest engagement should be inde­

pendent pursuant to Rule 101, Independence, of the Code of Professional 
Conduct (AICPA, Professional Standards, vol. 2, ET sec. 101.01).3

. 19 According to section 201 of the Sarbanes-Oxley Act (the Act),  it is 
unlawful for a public accounting firm registered with the Public Company 
Accounting Oversight Board that performs an audit of a public company to 
provide, contemporaneously with the audit, certain nonaudit services; those 
prohibited services do not include attest engagements on GHG emissions 
information. A registered public accounting firm may engage in any nonaudit 
service that is not on the prohibited list for a public company audit client only 
if the activity is approved in advance by the company’s audit committee. The 
Act does not place any limitations on public accounting firms in providing 
nonaudit services to public companies that they do not audit or to any nonpub­
lic companies.

4

. 20 Certain GHG registries or regulatory frameworks set rules that pro­
hibit professionals who provide assurance on GHG inventories or reductions 
from providing other services to the entity for a period of time (for example, 
California Climate Action Registry). The practitioner should consider whether 
the relevant scheme or registry sets independence requirements beyond those 
of the AICPA or sets other limitations on the scope of services.5

3 For guidance on independence when engaged to issue an attest report that is restricted as to 
use, see Interpretation No. 11, “Modified Application of Rule 101 for Certain Engagements to Issue 
Restricted-Use Reports Under the Statements on Standards for Attestation Engagements,” of Rule 
101, Independence (AICPA, Professional Standards, vol. 2, ET sec. 101.13).

4 See also subsections (g) through (1) of Section 10A of the Securities Exchange Act of 1934.
5 For example, a greenhouse gas (GHG) framework or registry may set independence require­

ments that specifically prohibit a practitioner who has performed a financial statement audit or other 
specified service for an entity from also providing a verification (examination) of an entity’s GHG 
emission inventory for a certain period of time.
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Adequate Knowledge of Subject Matter and Use 
of a Specialist

.21 The second general attestation standard states, “The engagement 
shall be performed by a practitioner having adequate knowledge of the subject 
matter.” Chapter 1 of SSAE No. 10 (AT sec. 101.22), as amended, states that 
“this knowledge requirement may be met, in part, through the use of one or 
more specialists on a particular attest engagement if the practitioner has 
sufficient knowledge of the subject matter (a) to communicate to the specialist 
the objectives of the work and (b) to evaluate the specialist’s work to determine 
if the objectives were achieved.” Before accepting an attest engagement on 
GHG emissions information, the practitioner should consider whether his or 
her involvement in the engagement and understanding of the subject matter 
are sufficient to enable the practitioner to discharge his or her responsibilities. 
The practitioner should accept an attest engagement on GHG emissions informa­
tion only if the practitioner is satisfied that those persons who are to perform the 
engagement collectively possess the necessary professional competencies.

.22 In most attest engagements on GHG emissions, the nature of the 
entity’s operations, emissions, or the emissions measurement methodology in 
general requires specialized skill or technical knowledge in a particular field 
other than accounting or auditing. As a result, the practitioner should possess 
adequate technical knowledge of the subject matter to understand how GHG 
emissions information might be misstated and to evaluate the work of a 
specialist and the specialist’s conclusion, when applicable. A practitioner may 
obtain adequate knowledge of the subject matter through formal or continuing 
education, including self-study, or through practical experience. The practi­
tioner should read the criteria selected by the responsible party to understand 
what is involved in the measurements in determining whether the practitioner 
has adequate technical knowledge.

.23 Since most attest engagements on GHG emissions will require spe­
cialized skill or technical knowledge in a particular field other than accounting 
or auditing, the practitioner may use the work of a specialist, such as an 
environmental engineer or consultant. If the client is a service entity whose 
GHG emissions are limited to the use of purchased electricity and natural gas 
or oil, the practitioner may be able to use published factors to convert the 
electricity, gas, or oil used to GHGs emitted. Under those circumstances, the 
practitioner may not need to use a specialist, provided that the practitioner 
possesses sufficient technical knowledge regarding the published factors, in­
cluding an understanding of the nature of each factor and distinctions between 
alternatives. If the client has significant industrial operations with numerous 
sources of emissions, however, it is more likely that the practitioner will need 
to use a specialist.

.24 If specialized skills are needed to supplement the practitioner’s tech­
nical knowledge, the practitioner should seek the assistance of a professional 
possessing such skills, who may be either a member of the engagement team 
or an outside professional. The practitioner should possess adequate technical 
knowledge to direct, supervise, and review the specialist’s work in the former 
situation and to understand and evaluate the specialist’s work in the latter 
situation.

.25 When the specialist is not a member of the practitioner’s staff, the 
practitioner should consider the magnitude of the specialist’s work in relation 
to the overall engagement to determine whether the practitioner will be perform­
ing a sufficient portion of the engagement to assume overall responsibility.
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.26 When the responsible party employs an in-house specialist to develop 

evidence that is used to support the assertion or presentation, the practitioner 
should consider whether the practitioner or another member of the engage­
ment team possesses adequate technical knowledge to understand, test, and 
evaluate the in-house specialist’s work or whether the practitioner should seek 
the assistance from an outside specialist. The practitioner should follow the 
guidance in Statement on Auditing Standards (SAS) No. 73, Using the Work of 
a Specialist (AICPA, Professional Standards, vol. 1, AU sec. 336), in evaluating 
the competence and objectivity of the responsible party’s in-house specialist.

.27 Considerations in selecting a specialist, or using the work of a special­
ist engaged by the responsible party, include:

a. The specialist’s expertise and competence in the subject matter
b. The relevance of the specialist’s expertise to the practitioner’s objec­

tives in the attest engagement
c. The objectivity of the specialist
d. The nature and extent of the anticipated use of the specialist

.28 If the specialist is employed by the practitioner’s firm, the practitioner 
should follow the guidance in this SOP and the relevant guidance in SAS No. 
22, Planning and Supervision (AICPA, Professional Standards, vol. 1, AU sec. 
311). If an outside specialist is engaged, the practitioner should follow the 
guidance in this SOP and the relevant guidance in SAS No. 73. When the 
practitioner is considering using the work of a specialist engaged by the 
responsible party, the practitioner should follow the guidance contained in this 
SOP and the relevant guidance in SAS No. 73, including evaluating the 
relationship of the specialist to the responsible party.

.29 Examples of types of matters that ordinarily may require the practi­
tioner to consider using the work of a specialist or having a specialist partici­
pate in the GHG engagement include:

• Review of the quality of client-provided data (for example, appropri­
ateness and accuracy)
a. Determination of whether it is necessary or appropriate to use a 

derived emissions factor versus a published emissions factor
b. Determination of the population and selection of appropriate 

published emissions factors
c. Assessment of the methodology used to calculate the specific GHG 

emissions (see paragraphs .39 and .65 of this SOP)
• Review of the work of the client’s in-house or external specialist (for 

example, to assess whether the assumptions underlying the method­
ology are reasonable)

Criteria
.30 The third general attestation standard states, “The practitioner shall 

perform the engagement only if he or she has reason to believe that the subject 
matter is capable of evaluation against criteria that are suitable and available 
to users.”

.31 Criteria that are established or developed by groups composed of 
experts that follow due process procedures, including exposure of the proposed 
criteria for public comment, ordinarily should be considered suitable.
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.32 Different industries, regulatory organizations, or organizations act­
ing in a standard-setting role may have developed guidance on measurement 
relevant to an industry, regulated group, or GHG emissions in general. Alter­
natively, an entity may develop its own methodology or criteria for measure­
ment of emissions.

.33 The practitioner should consider whether criteria described in para­
graph .32 are suitable (see Chapter 1 of SSAE No. 10 [AT sec. 101.23-.32], as 
amended, for guidance). For guidance on availability of criteria, see Chapter 1 
of SSAE No. 10 (AT sec. 101.33-.34), as amended.

.34 Most entities will need to select a framework and further refine 
measurement criteria, perhaps using software tools for measuring emissions 
in specific industries or using certain industrial processes, such as cement 
production or aluminum smelting. The practitioner should review the entity’s 
measurement protocol and consider whether the entity’s measurement meth­
ods are appropriate.6

6 For example, the WRI/WBCSD GHG Protocol (released on October 23, 2001), when supple­
mented by appropriate specified methodologies for calculating GHG emissions, may be suitable 
criteria for calculating an GHG emissions inventory. This is an emerging area; as a result, other 
suitable frameworks may be developed in the future. See Appendix B, “Sources for GHG Emission 
Protocols and Calculation Tools” [paragraph .81].

Attributes to Be Met by GHG Emission Reductions

.35 Various registries and GHG emissions trading schemes have specified 
attributes to be met by an emission reduction for it to be registered or traded. 
Common attributes are identified and described below; however, definitions 
may vary by trading scheme. The practitioner should also be aware that, in the 
context of a specific registry or emissions trading scheme, there may be 
additional requirements to be met by the emission reduction.

a. Ownership. In many cases, ownership is clear. Examples of such 
cases include efficiency upgrades at a manufacturing facility or 
fuel-switching at a power plant. For some project types, however, 
particularly those with renewable energy and demand-side manage­
ment projects that offset or displace fossil-fuel emissions, demon­
strating ownership can be challenging. Ownership of the reductions 
may be open to dispute because the reductions do not occur on the 
site of the project, but rather on the site of a fossil-fueled facility 
whose power was displaced. These are known as indirect emission 
reductions because the reductions occur at facilities other than the 
one where the project has been undertaken. The possibility that the 
direct source of emissions would claim title to the same reductions 
claimed by the project developer or that the joint venture partners 
would claim title to the same reductions of their joint venture 
(referred to as double-counting) represents a risk that buyers prefer 
to avoid. It is possible that multiple claimants, such as the owner of 
the emitting source, technology vendors, and the entity installing the 
technology, could claim ownership of these reductions.

b. Real. An emission reduction is real if it is a reduction in actual 
emissions resulting from a specific and identifiable action or under­
taking that is not a mere change in activity level (for example, due 
to typical business fluctuations) and net of any leakage to a third party 
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or jurisdiction. Leakage occurs when an emission reduction project 
causes emissions to increase beyond the project’s boundaries. Enti­
ties entering into an emission reduction project typically must dem­
onstrate that the emission reduction will not cause emissions to 
increase beyond the project’s boundaries.

c. Quantifiable or measurable. An emission reduction is quantifiable 
or measurable if the total amount of the reduction can be determined 
and the reduction is calculated in an accurate and replicable manner.

d. Surplus. An emission reduction is surplus if the reduction is not 
otherwise required of a source by current regulations or a voluntary 
commitment to reduce emissions to a specified level.

e. Establishment of a credible emissions baseline. Many programs 
measure emission reductions by comparing a credible emissions 
baseline without the project to the emissions baseline with the 
project. To give meaning to a reduction quantity, it should be com­
pared with a credible baseline (that is, a baseline compiled in accord­
ance with the current protocol, using the same boundaries and 
scope).

f. Unique. Credits should be created and registered only once from a 
specific reduction activity and time.

.3 6 Some registries or trading schemes may have a requirement for 
additionality. Environmental additionality requires that the emission reduc­
tions achieved by the project would not have occurred in the absence of the 
project (the reduction must be additional to any required reductions; that is, if 
the entity has taken on a cap, the reduction must be additional to the cap). A 
credible emission baseline is crucial for an entity to demonstrate additionality. 
Practitioners should be aware that various GHG registries and regulatory 
frameworks may not define additionality and the terms referred to in para­
graph .35 in exactly the same way; thus the practitioner should obtain the 
official definitions of such terms under the registry or regulatory framework 
relevant to the engagement.

Materiality
.3 7 The practitioner should be aware of the materiality guidance in 

Chapter 1 of SSAE No. 10 (AT sec. 101.67), as amended. The practitioner 
should also consider whether the applicable GHG registry or voluntary or 
regulatory framework sets specific materiality limits of which the practitioner 
should be aware. If a GHG registry or framework sets specific materiality 
requirements that are more stringent than those of SSAE No. 10, the practi­
tioner should consider whether it is possible to meet such requirements before 
accepting the engagement.

Uncertainty7 in the Measurement of GHG Emissions

7 The term uncertainty as used in the field of GHG emissions refers to variability in the 
measurement of GHG emissions rather than the term uncertainty as defined in the auditing 
literature.

.3 8 Uncertainty in emissions estimates can be due to inherent risk or 
control risk. The practitioner should consider the implications of uncertainty 
in emissions estimates. Examples of matters that may create or increase 
uncertainty in emissions estimates include the following:
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• Use of factors that are poorly researched or uncertain (for example, 
factors for CH4 and N2O from combustion processes)

• Use of average case factors not perfectly matched to specific and 
varying circumstances (for example, miles per gallon, average 
kgCO2/MWh generated)

• Deliberate estimation to compensate for missing data (for example, 
nonreporting facilities or missing fuel bills)

• Assumptions that simplify calculation of emissions from highly com­
plex processes

• Imprecise measurement of emissions-producing activity (for example, 
miles traveled in airplanes or rental vehicles, hours per year specific 
equipment is used)

• Insufficient frequency of measurement to account for natural variabil­
ity

• Poor calibration of measuring instruments

Consistency
.39  Measurement of the GHG inventory requires consistent application of 

measurement methods. If the entity has changed measurement methods from 
one period to the next, the practitioner should consider the implications on the 
engagement (for example, whether it is essential that the same methods be 
used because either comparative information is presented or a reduction is 
being calculated and, if so, whether the entity has restated the prior period’s 
results using the same measurement method as the current period). (See 
paragraphs .40, .45, .65 and .72 of this SOP.)

Boundaries
.40  It is important for the entity to draw clear organizational boundaries. 

This is particularly salient when accounting for GHG emissions from partially 
owned entities or facilities. The criteria framework selected by the entity may 
provide guidance on how to set organizational boundaries. Once organizational 
boundaries have been set, the entity must set its operational boundaries. 
Leakage may affect the choice of operational boundaries. In planning the 
engagement, the practitioner needs to understand the boundaries that have 
been set by the entity to plan the engagement and the potential for leakage. If 
leakage has occurred, the entity may account for it by adjusting its baseline or 
by changing its boundaries.

Scopes for Reporting GHG Emissions: Direct and 
Indirect Emissions

.41 GHG reporting and emission reductions may encompass one or more 
of the following three scopes of emissions:

• Scope 1: Direct GHG Emissions. These are emissions associated with 
the following:
a. Production of electricity, heat, or steam
b. Physical or chemical processing
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c. Transportation by the entity of, for example, materials, products, 

waste, and employees
d. Fugitive emissions

• Scope 2: Indirect GHG Emissions From the Generation of Imported or 
Purchased Electricity, Heat, or Steam

• Scope 3: Other Indirect Emissions, including the following:
a. Employee business travel
6. Outsourced activities, contract manufacturing, and franchises
c. Transportation by the vendor or contractor of, for example, mate­

rials, products, waste, and employees
d. Emissions from product use and end of life
e. Employee commuting
f. Production of imported materials

.42 In the United States there is a focus on both actual emissions and 
emissions intensity (that is, emissions per unit of production). For example, 
national GHG reduction policy focuses on emission intensity while emissions 
trading organizations (for example, the Chicago Climate Exchange) trade in 
emission reduction credits, usually expressed as an annual rate (for example, 
tons of GHGs per year).

.43 The practitioner should consider whether the proposed scope of the 
engagement is appropriate, whether it covers (a) direct GHG emissions; (6) 
indirect GHG emissions associated with the generation of purchased electric­
ity, heat, or steam; and (c) other indirect emissions.

.44 Some reporting schemes may classify these emissions sources differ­
ently than those noted in paragraph .41 of this SOP. The practitioner should 
evaluate the potential for double-counting of emissions and reductions, espe­
cially in instances of indirect emissions and shared ownership or control. If the 
practitioner has been engaged to provide assurance on an entity’s indirect 
emissions, especially those emissions for a supplier not under the direct control 
of the entity, the practitioner should consider whether he or she can obtain a 
written assertion from the responsible party and obtain sufficient evidence to 
form an opinion; the practitioner also should consider the availability or 
existence of data for emitting sources not under the direct control of the entity.

Baselines
.45 A baseline is the amount of the entity’s emissions for a specified base 

year against which any future changes in emissions are evaluated. The base­
line should be recalculated, however, for changes in scope and boundaries, 
subsequent acquisitions, and sales or closing of emitting sources. If the practi­
tioner is engaged to perform the attest service at a date considerably later than 
the base year, the practitioner should also consider potential differences in the 
quality of the data and consistency of methodology between the base year and 
the current year.

Examination Engagement: GHG Inventory
Objective of the Engagement

.46 The criteria selected determine the specific subject matter of the 
examination engagement and what is to be presented. It is anticipated that 
appropriate disclosures will be included in the presentation, not just the quantity 
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of GHG emissions for a period of time, and that the presentation may include 
or be accompanied by other information, such as the discussion of the respon­
sible party’s commitment and strategy, projections, and targets related to its 
GHG emissions. Therefore, the form of opinion will vary depending upon the 
information presented under the selected criteria.

.47 The practitioner’s objective typically is to express an opinion about 
whether:

a. The entity’s schedule of greenhouse gas emissions (GHG inven­
tory)  information is presented, in all material respects, in conform­
ity with the criteria selected by management (see paragraphs .30 
through .36 of this SOP); or

8

b. The responsible party’s written assertion about the schedule of 
greenhouse gas emissions information is fairly stated, in all material 
respects, based on the criteria selected by management.

8 An entity’s emissions of GHGs for a specified period, typically a year or a series of years, are 
often referred to as the entity’s GHG inventory.

9 The responsible party is defined in Chapter 1, “Attest Engagements,” of Statement on Stand­
ards for Attestation Engagements No. 10, Attestation Standards: Revision and Recodification 
(AICPA, Professional Standards, vol. 1, AT sec. 101.11), as the person or persons, either as individuals 
or representatives of the entity, responsible for the subject matter.

Written Assertion by the Responsible Party
.48  A written assertion by a responsible party  may be presented to a 

practitioner in a number of ways, such as in a narrative description, within a 
schedule, or as part of a representation letter appropriately identifying what 
is being presented and the point in time or period of time covered. An example 
of a written assertion on a GHG inventory follows: “XYZ Company asserts that 
its schedule of GHG emissions information for the year ended December 31, 
20XX, is fairly stated, in all material respects, based on [identify criteria 
selected by management].”

9

Examination Engagement: GHG Emission 
Reduction Information

Objective of the Engagement
.49  The practitioner’s objective is to express an opinion about whether:

a. The entity’s GHG emission reduction information related to a specific 
project or on an entity-wide basis is presented, in all material 
respects, in conformity with the criteria selected by management; or

b. The responsible party’s written assertion about the GHG emission 
reduction information related to a specific project or on an entity­
wide basis is fairly stated, in all material respects, based on the 
criteria selected by management.

Written Assertion by the Responsible Party
.50  A written assertion may be presented to a practitioner in a number of 

ways, such as in a narrative description, within a schedule, or as part of a 
representation letter appropriately identifying what is being presented and the 
point in time or period of time covered. An example of a written assertion on a
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GHG emission reduction project follows: “XYZ Company reduced GHG emis­
sions in connection with project ABC by 50,000 tons of CO2 equivalents for the 
year ended December 31, 20XX, based on [identify criteria selected by manage­
ment].”

Examples of GHG Emission Reduction Projects

. 51 Examples of GHG emission reduction projects include but are not 
limited to the following:

• Use of renewable energy systems such as wind, solar, and other low 
emission technologies

• Change in processes to increase energy efficiency/installation and use 
of more energy efficient equipment

• Carbon sequestration: no-till farming; agricultural grass and tree 
plantings

• Change from more GHG-intensive fuels to less GHG-intensive fuels 
(for example, from coal to natural gas or nuclear power)

• Recovery and use of agricultural and landfill methane
• Improvement in the fuel efficiency of vehicle fleets
• Reduction in venting or flaring on offshore oil production platforms 

(installation of zero flare systems; rapid response to unplanned events)
• Cessation of operations at noneconomical plants
• Demand-side management projects

Prerequisite for an Examination of GHG Emission 
Reduction Information

. 52 As a prerequisite to providing examination-level assurance on GHG 
emission reduction information, the practitioner should perform procedures on 
the entity’s GHG emissions for the period in which the project took effect 
sufficient to form an opinion on the GHG emission reduction information.

. 53 If one practitioner has examined and reported on an entity’s GHG 
inventory but another practitioner is engaged to examine and report on the 
entity’s GHG emission reduction information, the practitioner engaged to 
examine and report on the GHG emission reduction information should con­
sider the guidance in SAS No. 1, section 543, Part of Audit Performed by Other 
Independent Auditors (AICPA, Professional Standards, vol. 1, AU sec. 543), in 
deciding whether he or she may rely on the work of the other practitioner. The 
practitioner also should consider the consistency of the assumptions and 
methods for measuring the GHG emission reduction to that used in measuring 
the GHG inventory reported on by the other practitioner. See paragraphs .39 
and .65 of this SOP.

. 54 Members of professions other than public accounting are subject to 
their own professional requirements; those requirements may differ from those 
of the public accounting profession. When a non-CPA has provided verification 
or certification services (see paragraph .14 of this SOP) with respect to an 
entity’s GHG inventory and the practitioner is engaged to provide assurance 
on an entity’s GHG reduction, the practitioner should perform examination 
procedures to obtain sufficient evidence with respect to the entity’s GHG inventory
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as part of examining the entity’s GHG emission reduction (for example, the 
practitioner should consider the appropriateness of the methodology and any 
emission factors used, and whether the base year emissions were adjusted if 
needed). The practitioner should consider certain aspects of the specialist’s 
work in accordance with SAS No. 73.

Engagement Performance

Planning the Examination Engagement
.55  The examination should be performed in accordance with attestation 

standards established by the AICPA (see Chapter 1 of SSAE No. 10). This SOP 
is not intended to provide all the guidance set forth in the applicable standards 
established by the AICPA.

.56  The practitioner should establish an understanding with the client 
regarding the services to be performed. The understanding should include the 
objectives of the engagement, management’s responsibilities, the practitioner’s 
responsibilities, and the limitations of the engagement. The practitioner 
should document the understanding in the working papers, preferably through 
a written communication with the client, such as an engagement letter.

.57  Other considerations in planning the examination engagement in­
clude the following:
Applicable to GHG Inventories and Reductions

a. Obtain an understanding of the entity’s business and ascertain 
whether the entity has operations, and therefore GHG emission 
sources, in multiple locations and ascertain the types of GHG emis­
sions produced.

b. Ascertain the organizational and operational boundaries used for the 
emissions inventory.

c. Ascertain whether there have been any mergers, acquisitions, dives­
titures, sales of emitting sources, or outsourcing of functions with 
significant emissions that may require adjustment of the entity’s 
baseline.

d. Ascertain whether all significant sources of emissions have been 
identified by the entity.

e. Evaluate the potential for double-counting of emissions and, if appli­
cable, reductions.

f. When applicable, obtain an understanding of any regulatory frame- 
work(s) (for example, state- or country-specific regulations, permits, 
or operating licenses governing emissions where the client has op­
erations; the Kyoto Protocol) or any requirements relevant to a 
voluntary commitment to register or reduce GHG emissions.

g. Obtain a description of how GHG emissions have been calculated and
reported, including emissions factors and their justification, and any 
assumptions on which estimates are based.

h. Obtain an understanding of the internal control over gathering and 
reporting GHG emissions data, including data assembly and data 
retention. Effective internal control may reduce the likelihood of 
material misstatement of an entity’s GHG inventory.
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i. Ascertain which protocols were used for measurement of emissions; 
also ascertain whether they were used in a consistent manner 
throughout the entity over the period under examination.

j. Consider the use of a specialist.
k. Consider whether a legal letter should be obtained.

Applicable to GHG Reductions Only
l. Ascertain type(s) of emission reduction(s); for instance, switch in fuel

type or change in production process (see paragraph .39 of this SOP).
m. Under some registries or regulatory frameworks, the emitting entity 

is required to engage an outside specialist to evaluate the scientific 
or engineering basis for the proposed reduction project (sometimes 
referred to as a validation); those rules may further specify that the 
party evaluating the science cannot be the same party as the verifier. 
Where applicable, ascertain whether another reputable party has 
evaluated the science and found it to be acceptable. Obtain a copy of 
the related report and consider implications of findings reported.

n. Ascertain whether there are any ownership issues relating to the 
GHG emission reduction credits to be sold. (For example, in the case 
of a landfill, does the seller own the landfill or have ownership rights 
over the emission reduction by virtue of a contract?)

Part of Attest Engagement Performed by Other Practitioners

.5 8 If another practitioner is providing assurance on the GHG inventory 
for a subsidiary of the entity, that practitioner also should follow the guidance 
in this SOP. The practitioner who is engaged to provide assurance for the entity 
as a whole (hereafter referred to as the principal practitioner) should consider 
whether the practitioner for the subsidiary has the skill and knowledge re­
quired to conduct the engagement. SAS No. 1, section 543, provides guidance 
on the professional judgments the independent auditor makes in deciding 
whether he or she may serve as principal auditor and use the work and reports 
of other independent auditors who have audited the financial statements of one 
or more subsidiaries, divisions, branches, components, or investments included 
in the financial statements presented. The principal practitioner may find that 
guidance helpful when performing an attest engagement on GHG emissions 
and another practitioner is providing assurance with respect to the GHG 
emissions of a subsidiary or other component of the client entity. The practi­
tioner for the subsidiary should inquire about whether the subsidiary is using 
the same protocol, scope of reporting, and boundaries as the parent entity.

Attestation Risk

.5 9 Attestation risk is the risk that the practitioner may unknowingly fail 
to appropriately modify his or her attest report on the subject matter or 
assertion that is materially misstated. It consists of (a) the risk (consisting of 
inherent risk and control risk) that the subject matter or assertion contains 
deviations or misstatements that could be material and (b) the risk that the 
practitioner will not detect such deviations or misstatements. The degree of 
reliability between methods of measurement of emissions varies (inherent 
risk). For example, the degree of reliability from a stack test may be greater 
than that from the use of emissions factors. The reliability of the information 
also depends on the source of the GHGs and the measurement systems in place.
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.60  Examples of causes of possible misstatements of GHG inventory or 
GHG emission reduction information include the following:

• Human error in calculations

• Use of incorrect emissions factors

• Omission from the inventory of emissions from one or more emitting
sources

• Omission from the inventory of one or more GHG emissions (for 
example, omission of methane emissions)

• Failure to properly account for leakage (for example, when the entity 
has outsourced a major function that accounted for a significant part 
of its GHG emissions baseline but has not adjusted its baseline to 
reflect such change)

• Failure to appropriately adjust the baseline for events such as sales 
or acquisitions of emitting sources

• Existence of one or more significant deficiencies in the entity’s internal 
control over reporting of emissions information

• Double counting of an emission source within the entity

Obtaining Sufficient Evidence

.61  In conducting an attest engagement, the practitioner accumulates 
sufficient evidence to restrict attestation risk to a level that is, in the practi­
tioner’s professional judgment, appropriately low for the high level of assur­
ance that may be imparted by his or her report. A practitioner should select 
from all available procedures—that is, procedures that assess inherent and 
control risk and restrict detection risk—any combination that can restrict 
attestation risk to such an appropriately low level. (See Chapter 1 of SSAE No. 
10 [AT sec. 101.51-.53], as amended.)

.62  In an examination engagement of a GHG inventory or an emission 
reduction, the practitioner should select from the following procedures, among 
others:

a. Obtain evidence of how emissions were calculated and any underly­
ing methodologies, emission factors, and assumptions.

b. Evaluate techniques used by the client to calculate the emissions or 
emission reduction, including how completeness and uncertainty are 
addressed in those calculations. Reductions are calculated by comparing 
the amount of emissions from one period to another. For clients report­
ing on a facility basis, this will usually be done annually. For clients 
reporting on a project basis, the period may vary depending on the 
nature of the project. Measurement techniques include, but are not 
limited to, the use of mass balance equations (MBE), emissions 
factors, stack tests, and direct measurement of emissions, including 
continuous emission monitors (CEMs). For reductions calculated in 
comparison to a base year, evaluate adjustments to the base year 
based on structural changes with the client’s organization and on 
changes in ownership/control of the emitting source(s). (Mergers, acqui­
sitions, sales of emitting sources, outsourcing of certain functions, and 
joint ventures [practitioners should ascertain how the entity accounts 
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for joint ventures] may cause leakage and would likely require 
adjustment of the baseline.) Note that adjustments based on organic 
growth or decline are generally not appropriate.

c. Ascertain whether there have been any changes in the protocol(s) 
used to calculate emissions. Where applicable, ascertain whether the 
subsidiary uses the same protocol.

d. Conduct site visits as considered appropriate.
e. Inquire about the business purpose or reason behind such measure­

ments or emission reductions.
f. Ascertain whether there have been any changes in baselines, such 

as sales or acquisitions of operational facilities or subsidiaries.
g. Where applicable, obtain information about the frequency of meter 

readings and calibration and maintenance of meters.
h. Examine relevant contracts.
i. Obtain an understanding of the internal control over the subject 

matter of the contracts and contractual aspects.
j. Trace information to supporting documents.
k. Inquire about the nature of significant judgments and estimates 

made by management and any uncertainties regarding measure­
ments; the practitioner should consider management’s process for 
and internal control over developing those estimates, inquire about 
key factors and assumptions underlying those estimates, and evalu­
ate the reasonableness thereof.

l. Where applicable, trace emissions factors used to recognized sources.
m. Ascertain whether emissions factors have been properly applied and 

whether the underlying assumptions are documented; consider 
whether those assumptions have a reasonable basis.

n. Perform analytical procedures (for example, change in amounts from 
the previous year, fluctuations in amounts during the present year, 
variation from an independent expectation developed by the practi­
tioner).

o. Where applicable, compare emission data to number of units sold for 
the period.

p. Where applicable, confirm details of the transaction(s) (for example, 
quantity of methane sold or purchased) with the other party to the 
transaction.

q. Inquire about whether there have been any changes in production 
levels (lower emissions due to a drop in production level might not 
be permanent); obtain evidence supporting production levels.

r. Inquire about whether there have been any communications from 
regulators concerning emission levels or noncompliance with permits 
or regulatory schemes.

s. Obtain supporting evidence for any emission reduction credits that 
are banked, purchased from, or sold to a third party (such informa­
tion may be included in a public report on a GHG inventory).

t. Obtain and read environmental (or Environmental, Health and 
Safety [EH&S]) internal audit reports and minutes of audit commit­
tee meetings (or other relevant board committees to which the 
environmental/EH&S internal auditors report).
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u. Inquire about whether there have been any subsequent events that 
would affect the subject matter or the assertion.

v. Obtain a legal letter when considered appropriate (for example, to 
address (1) noncompliance with regulatory schemes [emissions ex­
ceed permitted amount], (2) ownership of credits, or (3) the existence 
of any unasserted claims).

w. Obtain written representations from management.
.6 3 In an examination engagement of GHG emission reduction informa­

tion, the practitioner should also select from the following additional proce­
dures, among others:

a. Obtain evidence of significant changes in the production process, 
switches from one fuel type to another, or other changes resulting in 
the emission reduction.

b. Evaluate techniques used by the client to calculate the emission 
reduction. Reductions are calculated by comparing the amount of 
emissions from one period to another, typically a year. Measurement 
techniques include but are not limited to the use of MBEs, stack tests, 
and metering of gases or effluents, including CEMs.

c. Inquire about the reason or business purpose for the reduction and 
consider the possible implications with respect thereto. Consider 
obtaining from management a written representation regarding the 
reason for the reduction project (See paragraph .36 of this SOP on 
additionality.)

d. Inquire whether there are any permits applicable to the facility and, 
if so, examine the permit for factors that may have a bearing on the 
reduction project (for example, reductions that meet other require­
ments cannot be transferred).

e. Where applicable, examine reports prepared by the seller for pur­
poses other than the sale of the GHG credit (for example, an emission 
report filed with a regulatory agency) and check for consistency of 
information related to the sale.

f. Where applicable, confirm details of emission reduction credits with
the relevant GHG registry.

Consideration of Subsequent Events
.6 4 Events or transactions sometimes occur subsequent to the point in 

time or period of time of the subject matter being tested but before the date of 
the practitioner’s report that have a material effect on the subject matter and 
therefore require adjustment or disclosure in the presentation of the subject 
matter or the assertion. These occurrences are referred to as subsequent events. 
In performing an attest engagement, the practitioner should consider informa­
tion about subsequent events that comes to his or her attention. While the 
practitioner has no responsibility to detect subsequent events, the practitioner 
should inquire of the responsible party (and his or her client if the client is not 
the responsible party) about whether they are aware of any subsequent events, 
through the date of the practitioner’s report, that would have a material effect 
on the subject matter or the assertion. If the practitioner has decided to obtain 
a representation letter from the responsible party, the letter ordinarily would 
include a representation concerning subsequent events. (Chapter 1 of SSAE No. 10
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[A T sec. 101.95-.99], as amended, provides additional guidance on the consid­
eration of subsequent events in an attest engagement.) Types of events that 
may represent a subsequent event in the context of an attest engagement on 
GHG emissions include the following:

• Changes in baseline emissions due to events such as acquisition or 
disposition of facilities, change in number of shifts at a facility, or 
change in production levels

• Destruction of the facility to which an emission reduction relates
• In the case of a GHG emission reduction, unplanned or accidental 

release of sequestered carbon

Adequacy of Disclosure
. 65 When the entity has changed its boundaries or emissions calculation 

methodologies, and when mergers, divestitures, acquisitions, or closures occur, 
the practitioner should consider whether those changes are likely to be signifi­
cant to the users of the report. If so, the practitioner should determine whether 
the criteria are clearly stated or described for each of the dates or periods, and 
whether the changes have been adequately disclosed. (See Chapter 1 of SSAE 
No. 10 [AT sec. 101.70 and .76-77].) See paragraph .72 of this SOP for 
reporting guidance.

Representation Letter
. 66 In an examination engagement, a practitioner should consider obtain­

ing a representation letter from the responsible party. Written representations 
from the responsible party ordinarily confirm representations explicitly or 
implicitly given to the practitioner, indicate and document the continuing 
appropriateness of such representations, and reduce the possibility of misun­
derstanding concerning the matters that are the subject of the representations. 
Examples of matters that might appear in such a representation letter include 
the following:

a. A statement acknowledging responsibility for the subject matter and, 
when applicable, the assertion

b. A statement acknowledging responsibility for selecting the criteria, 
where applicable

c. A statement acknowledging responsibility for determining that such 
criteria are appropriate for its purposes, where the responsible party 
is the client

d. Management’s assertion about the subject matter based on the 
criteria selected

e. A statement acknowledging ownership of the emissions or emission 
reductions

f. A statement that all known matters contradicting the assertion or 
presentation and any communication from regulatory agencies af­
fecting the subject matter or the assertion have been disclosed to the 
practitioner

g. A statement that management (responsible party) has disclosed to 
the practitioner all significant deficiencies in the design or operation 
of internal control over its GHG inventory
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h. A statement regarding the availability of all records relevant to the 
subject matter

i. A statement that management has responded fully to all inquiries 
made by the practitioner during the engagement

j. A statement that any known events subsequent to the period (or 
point in time) of the subject matter being reported on that would have 
a material effect on the subject matter (or, if applicable, the asser­
tion) have been disclosed to the practitioner

k. Other matters as the practitioner deems appropriate
l. Relevant to an emission reduction, a statement regarding the busi­

ness purpose of the emission reduction project
m. Relevant to an emission reduction, a statement that the reduction is 

both real and additional to any requirements
Appendix C [paragraph .82] includes an illustrative management repre­
sentation letter.

.67  When the client is not the responsible party, the practitioner should 
consider obtaining a letter of written representations from the client as part of 
the attest engagement. Examples of matters that might appear in such a 
representation letter include the following:

a. A statement regarding whether the client is aware of any matters 
that might contradict the subject matter or the assertion

b. A statement that all known events subsequent to the period (or point 
in time) of the subject matter being reported on that would have a 
material effect on the subject matter (or, if applicable, the assertion) 
have been disclosed to the practitioner

c. A statement acknowledging the client’s responsibility for selecting 
the criteria, where applicable

d. A statement acknowledging the client’s responsibility for determin­
ing that such criteria are appropriate for its purposes

e. Other matters as the practitioner deems appropriate
.68  If the responsible party or the client refuses to furnish all written 

representations that the practitioner deems necessary, the practitioner should 
consider the effects of such a refusal on his or her ability to express an opinion 
about the subject matter. If the practitioner believes that the representation 
letter is necessary to obtain sufficient evidence to express an opinion, the 
responsible party’s or the client’s refusal to furnish such evidence in the form 
of written representations constitutes a limitation on the scope of an examina­
tion sufficient to preclude an unqualified opinion and is ordinarily sufficient to 
cause the practitioner to disclaim an opinion or withdraw from an examination 
engagement. However, based on the nature of the representations not obtained 
or the circumstances of the refusal, the practitioner may conclude, in an 
examination engagement, that a qualified opinion is not appropriate. Further, 
the practitioner should consider the effects of the refusal on his or her ability 
to rely on other representations.

Reporting
.69  SSAE No. 10, as amended, permits the practitioner to report either on 

the written assertion or directly on the subject matter to which the assertion 
relates. However, as stated in Chapter 1 of SSAE No. 10 (AT sec. 101.66), as 
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amended, if conditions exist that, individually or in combination, result in one 
or more material misstatements or deviations from the criteria, the practi­
tioner should modify the report and, to most effectively communicate with the 
readers of the report, should ordinarily express his or her opinion directly on 
the subject matter, not on the assertion.

.7 0 The report should contain language describing inherent limitations, 
such as the following:

Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.

.7 1 The precision of different measurement techniques may vary; for 
example, stack tests would provide more precise measurements than the use 
of published emission factors.

.7 2 When the measurement methods and the application thereof have not 
been consistent from period to period, the practitioner’s report should be 
modified. The form of the modification depends on whether the presentation or 
management’s assertion appropriately disclose those facts or whether prior 
periods, if presented or used in the calculation of a reduction, are restated. If 
the responsible party (that is, in most cases, the client) does not appropriately 
restate the baseline and prior period(s) inventory for the change, the practi­
tioner should include an explanatory paragraph in the practitioner’s report 
describing the lack of consistency and should express a qualified or an adverse 
opinion due to a departure from the criteria. If the responsible party does 
appropriately restate, the practitioner should include an explanatory para­
graph (following the opinion paragraph) in his or her report that refers to the 
change in the measurement methods or application.

.7 3 When the trading scheme or GHG registry contains specific material­
ity requirements that are more stringent than those of Chapter 1 of SSAE No. 
10, as amended, the practitioner may wish to consider including a reference to 
those requirements in the attest report.

.7 4 Chapter 1 of SSAE No. 10, as amended, requires the report on an 
attest examination engagement to contain a statement of management’s re­
sponsibility for the subject matter or the assertion. The statement of manage­
ment’s responsibility may also address management’s responsibility for 
selecting and adhering to the criteria used.

.7 5 Appendix D [paragraph .83] presents illustrative reports for the ex­
amination of an entity’s GHG emissions information for a period of time. 
Appendix E [paragraph .84] presents illustrative reports for the examination 
of an entity’s GHG emission reduction information.

.7 6 The practitioner, in his or her attest report, may wish to refer to the 
report of another practitioner under the following circumstances:

• When reporting on an attest engagement on GHG emissions and 
another practitioner is providing assurance with respect to the GHG 
emissions of a subsidiary or other component of the client entity

• When reporting on an attest engagement on an emission reduction and 
another practitioner has examined and reported on the entity’s emis­
sions inventory

See Appendix D [paragraph .83], Example 3, for an example examination report 
that refers to the report of another practitioner.

AICPA Technical Practice Aids §14,400.76



31,672 Statements of Position

.77 The practitioner reporting on the emission reduction would only be 
able to divide responsibility with the practitioner reporting on the GHG 
inventory information if both practitioners are reporting on emissions informa­
tion for the same emission source(s) addressed by the reduction project. For 
example, if practitioner A reported on a GHG inventory for Plant X for which 
practitioner B is reporting on the emission reduction, practitioner B may divide 
responsibility by referring in his or her report to the work of practitioner A. 
However, if practitioner A reported on the company’s GHG inventory for its 
nationwide operations taken as a whole, practitioner B, who is reporting only 
on the reduction project at Plant X, would need to perform sufficient additional 
procedures on the GHG inventory at Plant X and should not refer in his or her 
report to the work of practitioner A.

Attest Documentation
.78 SSAE No. 11, Attest Documentation (AICPA, Professional Standards, 

vol. 1, AT sec. 101.100-.107), sets documentation requirements. The practi­
tioner should be aware that the GHG registry or regulatory scheme relevant to 
the attest engagement may have set additional documentation requirements 
for those providing assurance on GHG emissions inventories or reductions 
(sometimes referred to as verifiers}.

Effective Date
.79 This SOP is effective for reports on attest engagements on GHG 

emissions information issued on or after December 15, 2003. Early implemen­
tation is permitted.
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.80

Appendix A

Glossary
Additionality. A project is additional if it would not have happened but for 

the incentive provided by the credit trading program (for example, Clean 
Development Mechanism [CDM] or Joint Implementation [JI]). The Kyoto 
Protocol specifies that only projects that provide emission reductions that 
are additional to any that would occur in the absence of the project activity 
shall be awarded certified emission reductions (CERs) in the case of CDM 
projects or emission reduction units (ERUs) in the case of JI projects. This 
is often referred to as environmental additionality. Financial additionality 
is the notion that a project is made commercially viable through its ability 
to generate value in the form of certified emission reductions. Various 
greenhouse gas (GHG) registries or regulatory frameworks may define 
these terms differently.

Allowance. An allowance is the unit of trade under a trading system. In a 
closed trading system, trading of allowances is permitted only between 
parties subject to the scheme or regulatory system. Allowances grant the 
holder the right to emit a specific quantity (for example, one ton) of 
emissions once. The total quantity of allowances issued by regulators 
dictates the total quantity of emissions possible under the system. Allow­
ances are typically granted to emitters by governmental entities or agen­
cies either for free or for a fee. At the end of each compliance period each 
source must surrender sufficient allowances to cover its emissions during 
that period. In an open trading system, trades can be made between parties 
within the system and parties outside the system.

Baseline. A baseline refers to the level of emissions during some specified 
period, often referred to as a “baseline year.” Emission reductions targets 
are often expressed as a percent reduction from the baseline emission level.

Boundaries. There are two types of boundaries: organizational and opera­
tional. When accounting for GHG emissions from partially owned entities, 
it is important to draw clear organizational boundaries, which should be 
consistent with the organizational boundaries that have been drawn up for 
financial reporting purposes. After the entity has determined its organiza­
tional boundaries in terms of the entities it owns or controls, it must then 
set operational boundaries with respect to direct and indirect emissions. 
The WRI/WBCSD Greenhouse Gas Protocol provides additional guidance 
on setting organizational and operational boundaries with respect to GHG 
emissions.

Certification. The process used to ensure that a given participant’s GHG 
inventory (either the baseline or the annual result) has met a minimum 
quality standard and complied with a specific registry’s procedures and 
protocols for calculating and reporting GHG emissions is often referred to 
as a certification. Many perceive that a certification would be required to 
provide a higher level of assurance than a verification or a practitioner’s 
examination report.

Closed trading system. In a closed trading system, trading of allowances is 
permitted only between parties subject to the scheme or regulatory system. 
(See also “Open trading system.”)
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Credit. The term credit is used in a number of contexts, most commonly in 
relation to emission reductions that have been achieved in excess of the 
required amount for one of the following:
• The Kyoto Protocol’s Joint Implementation (JI), also known as emis­

sion reduction units (ERUs)
• The Kyoto Protocol’s Clean Development Mechanism (CDM), specifi­

cally known as Certified Emission Reductions (CERs)
• The Kyoto-related and voluntary trading schemes

Data assembly. Data assembly is the process the client uses to “roll-up” 
individual site or process level information to a facility- or corporate-level 
report. For example, the entity may choose to have a manufacturing unit 
report only the number of widgets it produced each year and have corporate 
level environmental staff apply the appropriate emission factors to calcu­
late the resultant emissions. Alternatively, the entity may choose to have 
all calculations done at the operational level and assign only quality control 
responsibilities to the corporate staff.

Direct GHG emissions. Direct GHG emissions, or Scope 1 reporting under the 
WRI/WBCSD Greenhouse Gas Protocol, represent emissions associated 
with the following:
• Production of electricity, heat, or steam
• Physical or chemical processing
• Transportation by the entity of, for example, materials, products, 

waste, and employees
• Fugitive emissions

GHG inventory. An entity’s GHG emissions for a compliance period, such as 
a year, is referred to as its GHG inventory.

Indirect GHG emissions. Indirect emissions, or Scope 2 reporting under the 
WRI/WBCSD Greenhouse Gas Protocol, represent emissions from the 
generation of imported or purchased electricity, heat, or steam. Other 
indirect emissions, or Scope 3 reporting under the GHG Protocol, include 
the following:
• Employee business travel
• Outsourced activities, contract manufacturing, and franchises
• Transportation by the vendor or contractor of, for example, materials, 

products, waste, and employees
• Emissions from product use and end of life
• Employee commuting
• Production of imported materials

Inventory. See “GHG inventory.”

Leakage. Leakage occurs when an emission reduction project causes emis­
sions to increase beyond the project’s boundaries. Entities entering into an 
emission reduction project typically must demonstrate that the emission 
reduction will not cause emissions to increase beyond the project’s bounda­
ries.
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Offset. Offsets are created when a source makes voluntary, permanent emis­
sion reductions that are in surplus to any required reductions. Entities that 
create offsets can trade them to other entities to cover growth or relocation. 
Regulators may be required to approve each trade. Regulators normally 
require a portion of the offsets to be retired to ensure an overall reduction 
in emissions. Offsets are an open system (an open system is one in which 
trades can be made between parties within the system and parties outside 
the system). One offset is an emission reduction that a pollution source has 
achieved in excess of permitted levels and/or required reductions. The 
excess amount is the credit and can be sold on the market.

Open trading system. In an open trading system, trades can be made between 
parties within the system and parties outside the system. (See “Closed 
trading system.”)

Permit. Permits are certificates of operation that allow holders to operate a 
facility provided they do not exceed a specified rate (kilograms/tons per 
day). Permits are often designated as an upper limit. Because few systems 
operate at 100 percent of capacity at all times, actual emissions are usually 
a fraction of the theoretical upper limit of allowed emissions. However, as 
new permits become harder to obtain, existing operations are motivated to 
increase their level of operations under their existing permits (for example, 
by adding a second shift, thereby legally increasing the overall quantity of 
emissions). Allowances (see “Allowances”) are transferable, while the per­
mit itself is attached to a specific installation or site.

Validation. The process used to ensure that a given project, if implemented, 
can achieve the projected reduction results. The entity may validate the 
feasibility of the design of an emission reduction project internally, or the 
entity may engage an outside party (typically an engineering or a consult­
ing firm) to perform the validation.

Verification. A verification is the objective and independent assessment of 
whether the reported GHG inventory properly reflects the GHG impact of 
the entity in conformance with pre-established GHG accounting and re­
porting standards.

Verified emission reductions (VERs). VERs are created, in the absence of 
government rules, by project-based activities that are defined by the buyer 
and seller and verified by a third party.

Emissions Trading Programs
Baseline-and-credit program. In a baseline-and-credit program (that is, 

credit- or project-based trading), each participant is provided a baseline 
against which its performance is measured. If an action is taken to reduce 
emissions, the difference between the baseline and the actual emissions, 
where actual emissions are less than the baseline, can be credited and 
traded. The baseline established for crediting purposes can be fixed or 
dynamic, decreasing or increasing over time. The key distinction between 
a cap-and-trade program and a baseline-and-credit program is that in the 
former, regulated sources’ emissions are required to remain under an 
emissions cap, which is a fixed quantity. Such a limit is not necessarily 
imposed in a baseline-and-credit program. The Kyoto Protocol’s Clean 
Development Mechanism (CDM), for example, would operate as a baseline- 
and-credit program.10

10 Adapted from Richard Rosenzweig and Josef Janssen, The Emerging International Green­
house Gas Market (Arlington, Va.: Pew Center on Global Climate Change, 2002).
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Cap-and-trade program. In a cap-and-trade program (that is, allowance­
based trading), the maximum level of emissions that can be released from 
sources is set by the control authority. This level is the cap. All sources are 
required to have allowances to emit. The allowances are freely transfer­
able; they can be bought or sold. The control authority issues exactly the 
number of allowances needed to produce the desired emission level. The 
largest example of this kind of system, and the most comprehensive trading 
program to date, is Title IV of the U.S. Clean Air Act Amendments of 1990, 
under which allowances of SO2 can be traded to comply with an emissions 
cap.11

11 See footnote 1.
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Appendix B

Sources for GHG Emission Protocols and
Calculation Tools
These tools are included solely as informational resources. They are not, 
however, endorsed by the AICPA.

World Resource 
Institute/World 
Business Council for 
Sustainable Develop­
ment (WRI/WBCSD) 
Greenhouse Gas 
Protocol

www.ghgprotocol.org/ 
standard/standard.htm

GHG Calculation Tools 
(cross-sector and sector 
specific tools)

www.ghgprotocol.org/ 
standard/tools.htm

This Web site contains tools 
for the following:

• Calculating N2O emissions 
from the production of adipic 
acid

• Calculating CO2 and PFC 
emissions from the production 
of aluminum

• Calculating CO2 emissions 
from the production of 
ammonia

• Calculating CO2 emissions 
from the production of cement

• Calculating HFC-23 
emissions from the production 
of HCFC-22

• Calculating CO2 emissions 
from the production of iron 
and steel

• Calculating CO2 emissions 
from the production of lime

• Calculating N2O emissions 
from the production of nitric 
acid

• Calculating CO2 emissions 
from mobile combustion

• Calculating GHG emissions 
from office-based 
organizations

• Calculating GHG emissions 
from pulp and paper mills

(continued)
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• Calculating PFC emissions 
from the production of 
semiconductor wafers

• Calculating CO2 emissions

California Climate 
Action Registry

from stationary combustion

www.climateregistry.org • Certification Protocol 
(Committee report) June 2002

• General Reporting Protocol
(Committee report) June 2002
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Appendix C

Illustrative Management Representation Letter
[Date]

[Name of CPA Firm]

We are providing this letter in connection with your examination of our 
assertion(s) that [describe assertion(s), for example, the accompanying schedule 
of greenhouse gas (GHG) emissions information for XYZ Company for the year 
ended December 31, 20XX, is presented in conformity with (identify criteria)].

We are responsible for [describe assertions and subject matter]. We further 
confirm that we are responsible for the selection of [identify criteria used, for 
example the World Resource Institute /World Business Council for Sustainable 
Development Greenhouse Gas Protocol] as the criteria against which you are 
evaluating our assertion(s). Further we confirm that we are responsible for 
determining that [identify criteria] represent appropriate criteria for our pur­
poses.

We confirm, to the best of our knowledge and belief, the following repre­
sentations made to you during your examination:

1. We are not aware of any matters contradicting the assertion(s), nor have 
we received any communications from regulatory agencies or [identify 
organizations to which the company reports GHG emissions] affecting 
the subject matter or our assertion(s) on such subject matter.

2. We have disclosed to you all significant emission sources. There are no 
material emissions that have not been recorded in the greenhouse gas 
(GHG) emission records underlying our assertion referred to above.

3. There has been no (a) fraud involving management or employees who 
have significant roles in the Company’s processes and procedures relat­
ing to measurements of emissions in conformity with the criteria 
specified above or (b) fraud involving others that could have a material 
effect on measurements of emissions in conformity with the selected 
criteria.

4. There are no significant deficiencies in the design or operation of the 
Company’s internal control over its GHG inventory.

5. We have made available to you all records relevant to your examination 
of the aforementioned subject matter or assertion(s).

6. We have responded fully to all inquiries made by you during the 
engagement.

7. [Add additional representations as deemed appropriate.]

We are not aware of any events that occurred subsequent to the period being 
reported on and through the date of this letter that would have a material effect 
on the aforementioned subject matter or assertion(s).

[Name of chief executive officer and title]

[Name of corporate environmental officer and title] 
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[The following illustrates an example of a written assertion and additional 
representations that should be obtained in connection with GHG emission 
reductions:]

Example assertion in connection with an emission reduction:
XYZ Company reduced GHG emissions in connection with project ABC 
by 50,000 tons of CO2 equivalents for the year ended December 31, 
20XX, based on [identify criteria selected by management].
Additional representations:
The GHG emission reduction project was undertaken for the purpose of 
[describe business purpose]. The GHG emission reductions were 
achieved as a direct result of the project and not as a result of any 
changes in activity level. The GHG emission reductions related to the 
project are both real and additional to any requirements. Further, we 
have satisfactory title to all GHG emission reduction credits related to 
the project, and there are no liens or encumbrances on such GHG 
emission reduction credits, nor have any GHG emission reduction 
credits been pledged as collateral.
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Appendix D

Illustrative Examination Reports on GHG 
Emissions Information
The report examples illustrated herein are for general use; see Chapter 1, 
“Attest Engagements,” of Statement on Standards for Attestation Engagement 
No. 10, Attestation Standards: Revision and Recodification (AICPA, Profes­
sional Standards, vol. 1, AT sec. 101.78-83), as amended, for requirements 
and guidance on restricting the use of an attest report.
Example 1—Reporting on Subject Matter

Independent Accountant’s Report

We have examined the accompanying schedule of greenhouse gas emissions 
information of XYZ Company (the Company) for [identify period; for example, 
the year ended December 31, 20XX]. XYZ Company’s management is responsible 
for the schedule of greenhouse gas emissions information. Our responsibility 
is to express an opinion based on our examination.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included obtaining an understanding of the nature of the Com­
pany’s greenhouse gas emissions and its internal control over greenhouse gas 
emissions information, examining, on a test basis, evidence supporting the 
Company’s schedule of greenhouse gas emissions information and performing 
such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion.
Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.
In our opinion, the schedule referred to above presents, in all material respects, 
the greenhouse gas emissions information of XYZ Company for [identify period; 
for example, the year ended December 31, 20XX] in conformity with [identify 
criteria].
[Signature]
[Date]
Example 2—Reporting on Management's Assertion

Independent Accountant’s Report

We have examined management’s assertion that [identify the assertion—for 
example, the accompanying schedule of greenhouse gas emissions information 
for XYZ Company for the year ended December 31, 20XX, is presented in 
conformity with (identify criteria)]. XYZ Company’s management is responsible 
for the assertion. Our responsibility is to express an opinion on the assertion 
based on our examination.
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Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included obtaining an understanding of the nature of the Com­
pany’s greenhouse gas emissions and its internal control over greenhouse gas 
emissions information, examining, on a test basis, evidence supporting man­
agement’s assertion and performing such other procedures as we considered 
necessary in the circumstances. We believe that our examination provides a 
reasonable basis for our opinion.
Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.
In our opinion, management’s assertion referred to above is fairly stated, in all 
material respects, based on [identify criteria].
[Signature]
[Date]
Example 3—Reporting on Subject Matter; Includes Reference to the 
Report of Another Practitioner

Independent Accountant’s Report

We have examined the accompanying schedule of greenhouse gas emissions 
information of XYZ Company and subsidiaries (the Company) for the year 
ended December 31, 20XX. XYZ Company’s management is responsible for the 
schedule of greenhouse gas emissions information. Our responsibility is to 
express an opinion based on our examination. We did not examine the schedule 
of greenhouse gas emissions information for B Company, a wholly owned 
subsidiary, which reflected 20 percent of the related consolidated emissions. 
This schedule was examined by other accountants, whose report has been 
furnished to us and our opinion, insofar as it relates to the amounts included 
for B Company, is based solely on the report of the other accountants.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included obtaining an understanding of the nature of the Com­
pany’s greenhouse gas emissions and its internal control over greenhouse gas 
emissions information, examining, on a test basis, evidence supporting the 
Company’s schedule of greenhouse gas emissions information and performing 
such other procedures as we considered necessary in the circumstances. We 
believe that our examination and the report of the other accountants provide a 
reasonable basis for our opinion.
Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.
In our opinion, based on our examination and the report of the other account­
ants, the schedule referred to above presents, in all material respects, the 
greenhouse gas emissions information of XYZ Company for the year ended 
December 31, 20XX, in conformity with [identify criteria].
[Signature]
[Date]
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Appendix E

Illustrative Examination Reports on GHG Emission 
Reduction Information

The report examples illustrated herein are for general use; see Chapter 1, 
“Attest Engagements,” of Statement on Standards for Attestation Engage­
ments No. 10, Attestation Standards: Revision and Recodification (AICPA, 
Professional Standards, vol. 1, AT sec. 101.78-.83), as amended, for require­
ments and guidance on restricting the use of an attest report.

Example 1—Reporting on Subject Matter

Independent Accountant's Report

We have examined the schedule of greenhouse gas emission reduction informa­
tion of XYZ Company related to the ABC project for the year ended December 
31, 20XX. XYZ Company’s management is responsible for the greenhouse gas 
emission reduction information. Our responsibility is to express an opinion 
based on our examination.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included obtaining an understanding of the nature of the Com­
pany’s greenhouse gas emissions and its internal control over greenhouse gas 
emission reduction information, examining, on a test basis, evidence support­
ing the greenhouse gas emission reduction information and performing such 
other procedures as we considered necessary in the circumstances. We believe 
that our examination provides a reasonable basis for our opinion.

Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.

Our engagement related to the specific project identified above. We were not 
engaged to, and did not, examine XYZ Company’s entity-wide greenhouse gas 
emissions inventory or whether the entity has reduced its entity-wide green­
house gas emissions inventory. Accordingly, we do not express an opinion or 
any other form of assurance on its entity-wide greenhouse gas emissions 
inventory or changes from prior periods.

In our opinion, the schedule of greenhouse gas emission reduction information 
of XYZ Company related to ABC project for the year ended December 31, 20XX 
is presented, in all material respects, in conformity with [identify criteria].

[Signature]

[Date]
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Example 2—Reporting on Management's Assertion

Independent Accountants Report

We have examined management’s assertion that [identify the assertion; for 
example, XYZ Company reduced GHG emissions in connection with project ABC 
by 50,000 tons of CO2 equivalents for the year ended December 31,20XX] based 
on [identify criteria selected by management]. XYZ Company’s management is 
responsible for the assertion. Our responsibility is to express an opinion on the 
assertion based on our examination.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included obtaining an understanding of the nature of the Com­
pany’s greenhouse gas emissions and its internal control over greenhouse gas 
emission reduction information, examining, on a test basis, evidence support­
ing management’s assertion and performing such other procedures as we 
considered necessary in the circumstances. We believe that our examination 
provides a reasonable basis for our opinion.
Environmental and energy use data are subject to inherent limitations, given 
the nature and the methods used for determining such data. The selection of 
different but acceptable measurement techniques can result in materially 
different measurements. The precision of different measurement techniques 
may also vary.
Our engagement related to the specific project identified above. We were not 
engaged to, and did not, examine XYZ Company’s entity-wide greenhouse gas 
emissions inventory or whether the entity has reduced its entity-wide green­
house gas emissions inventory. Accordingly, we do not express an opinion or 
any other form of assurance on its entity-wide greenhouse gas emissions 
inventory or changes from prior periods.
In our opinion, management’s assertion referred to above is fairly stated, in all 
material respects, based on the [identify criteria].
[Signature]
[Date]
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Section 14,410
Statement of Position 04- J
Auditing the Statement of Social Insurance

November 22, 2004

NOTE
This Statement of Position (SOP) represents the recommendations of 

the AICPA’s Social Insurance Task Force (task force) regarding the 
application of Statements on Auditing Standards to audits of statements 
of social insurance prepared in accordance with the standards of the 
Federal Accounting Standards Advisory Board (FASAB). Audits of 
federal government agencies are also governed by Government Auditing 
Standards (“the Yellow Book”) and applicable Office of Management and 
Budget (0MB) guidance.

The Auditing Standards Board has found the recommendations in 
this SOP to be consistent with existing standards covered by Rule 202 of 
the AICPA Code of Professional Conduct. AICPA members should be 
aware that they may have to justify departures from the recommenda­
tions in this SOP if the quality of their work is questioned.

Financial reporting for social insurance programs and auditing of 
statements of social insurance are developing areas of practice. As 
auditors gain additional experience in implementing this SOP, the task 
force will monitor and consider feedback from auditors and users of 
statements of social insurance, and will determine whether additional or 
revised guidance on this subject is needed.

Introduction
.01 The Federal Accounting Standards Advisory Board (FASAB) estab­

lishes accounting standards for reporting information about the following 
social insurance programs:

a. Old-Age Survivors and Disability Insurance (OASDI or Social Secu­
rity)

b. Medicare (Hospital Insurance [HI] and Medicare Supplementary 
Medical Insurance [SMI])

c. Railroad Retirement benefits
d. Black Lung benefits
e. Unemployment Insurance

.02 FASAB standards require the financial statements of the federal 
agencies responsible for the Social Security, Medicare, Railroad Retirement, and 
Black Lung programs and the financial statements of the federal government­
wide entity to present a statement of social insurance as a basic financial 
statement. FASAB standards require these agencies and the government-wide 
entity to report:
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a. The estimated present value of the income to be received from or on 
behalf of the following groups during a projection  period sufficient 
to illustrate the long-term sustainability of the social insurance 
programs:

1

1 The AICPA Guide for Prospective Financial Information (Guide) defines the term projection and 
differentiates it from the term forecast. In this Statement of Position (SOP), the term projection is 
used in its generic sense, as it is used in standards issued by the Financial Accounting Standards 
Advisory Board (FASAB) and the federal agencies that administer social insurance programs. The 
use of the term projection in this SOP is not intended to suggest that information presented in the 
statement of social insurance is a projection as defined in the Guide pr that the provisions of the 
Guide would apply to the audit of the statement of social insurance.

2 The closed group is defined as those persons who, as of a valuation date, are participants in a 
social insurance program as beneficiaries, covered workers, or payers of earmarked taxes or premi­
ums.

(1) Current participants who have not yet attained retirement age
(2) Current participants who have attained retirement age
(3) Individuals expected to become participants

b. The estimated present value of the benefit payments to be made 
during that same period to or on behalf of the groups listed in item a

c. The estimated net present value of the cash flows during the projec­
tion period (the income described in item a over the expenditures 
described in item b, or the expenditures described in item b over the 
income described in item a)

d. In notes to the statement of social insurance:
(1) The accumulated excess of all past cash receipts, including 

interest on investments, over all past cash disbursements within 
the social insurance program represented by the fund balance 
at the valuation date

(2) An explanation of how the net present value referred to in item 
c above Is calculated for the closed group  (Paragraph 27(3)(i) of 
Statement of Federal Financial Accounting Standards [SFFAS] 
No. 17, Accounting for Social Insurance, identifies the informa­
tion to be included in this explanation.)

2

(3) Comparative financial information for items a, b, c, and d(1) for 
the current year and for each of the four preceding years

(4) The significant assumptions used in preparing the estimates
.03  The income, expenditures, and net present value of cash flows recog­

nized in the statement of social insurance differ from traditional concepts of 
income and expenditures for retirement and health benefit programs. Finan­
cial reporting for social insurance programs includes estimates of income and 
expenditures not only for current program participants but also for individuals 
expected to become participants in social insurance programs in the future. In 
paragraphs 26 through 28 of the basis for conclusions section of SFFAS No. 25, 
Reclassification of Stewardship Responsibilities and Eliminating the Current 
Services Assessment, FASAB acknowledges this difference and explains why 
the recognition of such amounts is essential to the fair presentation of federal 
financial statements:

26. The Board believes that the SOSI [statement of social insurance] should 
be treated as a basic financial statement because it is essential to fair presen­
tation and is important to achieve the objectives of federal financial repor-ting. 
The related stewardship objectives include helping users to assess the impact 
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on the country of the Government’s activities, determine whether the Govern­
ment’s financial position improved or deteriorated over the period, and predict 
whether future budgetary resources will likely be sufficient to sustain public 
services and meet obligations as they come due. In that regard, the multi-tril­
lion dollar obligations associated with Social Insurance over the next 75 years 
could significantly exceed the largest liabilities currently recognized in the U.S. 
Government Balance Sheet.
27. The Board acknowledges that there is great uncertainty inherent in long term 
projections, but believes that if the uncertainty is suitably disclosed—as is 
required by SFFAS 17—it need not preclude designating the information as a basic 
financial statement, essential for fair presentation in conformity with GAAP ...
28. Even within the context of historical financial reporting, the Board notes 
that accrual-basis “historical” financial statements include many measure­
ments that involve assumptions about the future. The distinction between 
reporting on the financial effects of events that have occurred and the effects 
of future events depends, obviously, upon the definition of the event. The 
information required by SFFAS 17 reports on the financial effects of existing 
law and demographic conditions and assumptions, just as the pension obliga­
tion at a point in time is based on existing conditions. In that sense, Social 
Insurance information can be viewed as reflecting events that have occurred 
and, therefore, as “historical.”

Applicability
.04 This Statement of Position (SOP) provides guidance to auditors in audit­

ing the statement of social insurance for the following social insurance programs:
a. Old-Age Survivors and Disability Insurance (OASDI or Social Security)
b. Medicare (Hospital Insurance [HI] and Medicare Supplementary

Medical Insurance [SMI])
c. Railroad Retirement benefits
d. Black Lung benefits

As permitted by Statement on Auditing Standards (SAS) No. 1, section 543, 
Part of Audit Performed by Other Independent Auditors (AICPA, Professional 
Standards, vol. 1, AU sec. 543), as amended, a principal auditor may fulfill the 
requirements of this SOP by using work that other independent auditors have 
performed in conformity with the provisions of this SOP. For example, for the 
OASDI program, the auditor of the federal government-wide financial state­
ments may use the work and report of the auditor of the Social Security 
Administration’s statement of social insurance.

Management's Responsibilities
.05 The agency’s management (management) is responsible for preparing 

the statement of social insurance and the estimates underlying it in conformity 
with generally accepted accounting principles. In doing so, management must 
determine its best estimate3 of the economic and demographic conditions that 

3 Paragraph 25 of FASAB Statement of Federal Financial Accounting Standards (SFFAS) No. 17, 
Accounting for Social Insurance, states, in part, “The projections and estimates used should be based 
on the entity’s best estimates of demographic and economic assumptions, taking each factor individu­
ally and incorporating future changes mandated by current law.” Certain agencies prepare social 
insurance information using assumptions prepared by a board of trustees. Auditors should consider 
such assumptions to represent the agency’s “best estimates” if the trustees have characterized them 
as such, and agency management has determined them to be reasonable. With respect to these 
assumptions, the auditor should perform audit procedures that are consistent with the guidance in 
paragraphs .09 through .36 of this SOP.
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will exist in the future. Because estimates in the statement of social insurance 
are based on subjective as well as objective factors, management must use 
judgment to estimate amounts included in the statement of social insurance. 
Management’s judgment ordinarily is based on its knowledge and experience 
about past and current events and its assumptions about conditions it expects 
to exist. Management is responsible for the accuracy and completeness of the 
statement of social insurance.

Preparing Social Insurance Estimates

.06 Management is responsible for preparing the estimates underlying 
the statement of social insurance. That process ordinarily consists of:

a. Identifying the relevant factors that may affect the estimates

b. Developing assumptions that represent management’s best estimate 
of circumstances and events with respect to the relevant factors

c. Accumulating relevant, sufficient, and reliable data on which to base 
the estimates

d. Determining the estimated amounts based on assumptions and other 
relevant factors

e. Determining that the estimates are presented in conformity with 
generally accepted accounting principles and that disclosure is ade­
quate

Conceptual Model

Figure 1: Elements of the Process of Developing Social Insurance Estimates
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.0 7 Figure 1, “Elements of the Process of Developing Social Insurance 

Estimates,” is a conceptual model depicting the elements of the process 
that results in the statement of social insurance. It is not intended to depict 
the  actual process used by an organization to develop the statement of social 
insurance. With the assistance of internal and external specialists, manage­
ment considers, identifies, and documents factors, assumptions, and data that 
serve as input to a model for developing estimates. When auditing the state­
ment of social insurance, the auditor should be aware that the factors, data, 
assumptions, and models used to develop the statement of social insurance are 
closely interrelated and may not be separable. Following are definitions of the 
terms used in Figure 1:

4

4 Office of Management and Budget (OMB) Circular No. A-123, Management Accountability and 
Control, Section II “Establishing Management Controls,” states, in part, “ ... documentation for 
transactions, management controls, and other significant events must be clear and readily available 
for examination.”

a. Factors. The elements or variables that affect income or expenditures 
for a program and for which data must be gathered and assumptions 
must be generated, for example, legal, economic, and demographic 
factors. An example of a factor is the number of individuals reaching 
age 65 in a specific year.

b. Assumptions. Expectations about what will happen in the future. An 
example of an assumption is that there will be a 1 percent increase 
in the number of women working outside the home in each of the next 
five years. An assumption is expressed as a value or direction assigned 
to a factor.

c. Data. Organized factual information used for analysis or to make 
decisions. An example is census data and classifications of that data, 
such as the population classified by sex or age. Data may be devel­
oped within the entity that prepares the statement of social insur­
ance or it may come from sources outside the entity.

d. Models. Methods or formulas for mathematically expressing how 
the assumptions and data relate to each other. For example, a model 
might indicate that a 1 percent decline in the birth rate in a given 
year will result in a 0.2 percent decrease in social insurance income 
and benefit payments 10 years later. A model is a set of coded instruc­
tions, rules, or procedures used to perform a desired sequence of 
events or to obtain a result. Typically, models are developed by using 
various computer applications.

e. Estimates. The amounts or valuations that result after processing 
the factors, data, and assumptions in a model. These estimates will 
be used in preparing the statement of social insurance.

Designing and Implementing Internal Control
Related to Estimates

.0 8 To help ensure the accuracy and completeness of the statement of 
social insurance, management should design and implement controls consis­
tent with Standards for Internal Control in the Federal Government issued by 
the Government Accountability Office (GAO; formerly the General Accounting 
Office). An entity’s internal control may reduce the likelihood of material 
misstatements of estimates. Among the aspects of internal control that are 
relevant to the process of developing estimates are the following:
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a. Management communication of the need for proper estimates
b. Accumulation of relevant, sufficient, and reliable data on which to 

base accounting estimates
c. Preparation of the estimates by qualified personnel
d. Adequate review and approval of the estimates by appropriate levels 

of authority, for example:
(1) Review of the sources of the relevant factors
(2) Review of the process used to develop assumptions
(3) Review of the reasonableness of the assumptions and resulting 

estimates
(4) Consideration of the need to use the work of specialists
(5) Consideration of changes in previously established methods for 

developing estimates
e. Comparison of prior estimates with actual subsequent results to 

assess the reliability of the process and models used to develop the 
estimates

f. Appropriate general and application controls related to computer- 
based models used in the calculation of estimates included in the 
statement of social insurance

The Auditor's Responsibility
.09  SAS No. 57, Auditing Accounting Estimates (AICPA, Professional 

Standards, vol. 1, AU sec. 342.10), states that the auditor should obtain an 
understanding of how management developed the estimate. Based on that 
understanding, the auditor should use one or a combination of the following 
approaches to evaluate the reasonableness of an estimate:

a. Review and test the process used by management to develop the 
estimate.

b. Develop an independent expectation of the estimate to corroborate 
the reasonableness of management’s estimate.

c. Review subsequent events or transactions occurring prior to the 
completion of fieldwork.

In auditing the statement of social insurance, if controls over the estimation 
process are effective, the most practicable and efficient approach may be to 
review and test the process used by management. However, if the auditor finds 
that controls over the estimation process are ineffective, the auditor should 
consider whether it is practicable to:

• Develop an independent expectation of the estimate, or portions of the 
estimate, to corroborate management’s estimate

or
• Obtain competent evidence from outside the audited agency’s process 

that would be sufficient to support the assertions in the statement of 
social insurance.

If it is not practicable to mitigate the effects of the ineffective controls through 
substantive procedures such as these, the auditor’s report on the statement of 
social insurance should be modified.

.10  The auditor’s objective when auditing the statement of social insur­
ance is to obtain sufficient, competent, evidential matter to provide reasonable 
assurance that:
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a. The estimates presented in the statement of social insurance are 
reasonable in the circumstances.

b. The statement of social insurance is presented fairly, in all material 
respects, in conformity with generally accepted accounting princi­
ples, including adequate disclosure.

To achieve this objective, the auditor carries out the audit as described in 
paragraphs .11 through .40. As discussed in footnote 9 of paragraph .18, if the 
auditor does not possess the level of competence in actuarial science to qualify 
as an actuary, it is necessary for the auditor to obtain the services of an 
independent actuary5 to assist the auditor in planning and performing auditing 
procedures. Generally, the auditor will need the assistance of an independent 
actuary in performing various procedures during all phases of the audit and 
related to all elements of the estimates.

5 The actuary can either be under contract with the audit firm or employed by the audit firm. In 
either case, the actuary performing services for the audit firm would need to meet the independence 
standards of generally accepted governmental auditing standards (GAGAS), which are applicable to 
audits of statements of social insurance. For example, for actuaries under contract with the audit 
firm, the auditor should determine whether the actuary’s firm is independent of the agency being 
audited and then assess the actuary’s ability to impartially perform the work and report results. In 
conducting this assessment, the auditor should provide the actuary with the GAGAS independence 
requirements and obtain representations from the actuary regarding his or her independence from 
the audited entity. For actuaries employed by the audit firm, the independence requirements are the 
same as those for auditors. Paragraphs 3.06 through 3.18 of Chapter 3, “General Standards," Govern­
ment Auditing Standards: 2003 Revision (GAO-03-673G) describe applicable independence require­
ments.

6 Certain social insurance programs are overseen by a board of trustees. For example, the Social 
Security Act establishes a board of trustees to oversee the financial operations of the Federal Old-Age 
and Survivors Insurance Trust Fund and the Federal Disability Insurance Trust Fund. The board is 
composed of six members, four of whom serve automatically by virtue of their positions in the federal 
government: the Secretary of the Treasury (the managing trustee), the Secretary of Labor, the 
Secretary of Health and Human Services, and the Commissioner of Social Security. The other two 
members are appointed by the President and confirmed by the Senate to serve as public repre­
sentatives.

Planning the Audit

.11 In planning the audit of the statement of social insurance, the auditor 
should:

a. Obtain knowledge about the following matters:
(1) The agency’s program and its operations including relevant laws 

and regulations governing the program that have a direct and 
material effect on the statement of social insurance (paragraphs 
.12 and .13)

(2) The agency’s process for developing, evaluating, and incorporat­
ing estimates in the statement of social insurance (paragraph 
.14)

(3) The work performed by the agency’s actuary (paragraphs .15 
through .19)

(4) The work performed and findings reported by any external 
review groups that have been commissioned by the agency, an 
appropriate advisory board, or the trustees  (paragraph .20)6

b. Consider materiality (paragraphs .21 and .22)
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c. Obtain an understanding of the agency’s internal control as it relates 
to the preparation of the statement of social insurance (paragraphs 
.23 through .26).

d. Assess control risk (paragraphs .27 through .31).7

7 The auditor generally would conclude that inherent risk is high for assertions about estimates 
in the statement of social insurance because of the complexity of such estimates and the need for 
significant judgment in preparing them. Other factors that may affect inherent risk in auditing the 
statement of social insurance include the political climate surrounding social insurance programs, 
budget limitations, and economic conditions.

Obtaining Knowledge About the Agency's Program and Its Operations

.1 2 The auditor should obtain knowledge about the program and its 
operations including:

a. The nature of the program’s activities

b. The source of its funding

c. Who the beneficiaries are
.13 An important aspect of the program and its operations are the laws 

and regulations governing the program that may have a direct and material 
effect on amounts reported as social insurance income and expenditures. 
Auditors should obtain from agency management the laws and regulations 
governing the operation of the social insurance program, and make inquiries 
about the laws and regulations that significantly affect the determination of 
amounts included in the statement of social insurance. Auditors also should 
consider changes to laws and new regulations published in final form and how 
management has given effect to such changes in its determination of future 
social insurance income and expenditures.

Obtaining Knowledge About die Agency's Process for Developing, 
Evaluating, and Incorporating Estimates in the Statement of 
Social Insurance

.14 The auditor should obtain knowledge about the agency’s process for 
developing, evaluating, and incorporating estimates in the statement of social 
insurance. To obtain that knowledge, the auditor:

a. Makes inquiries of management; individuals responsible for initiat­
ing, processing, or recording estimates; and internal and external 
specialists with expertise in relevant subject matter, such as actuar­
ial science, economics, and law.

b. Reads entity or nonentity documents and records used to prepare the 
statement of social insurance, as well as the agency’s documentation 
of the process for preparing the statement of social insurance.

c. Observes entity activities and operations used to prepare the state­
ment of social insurance, such as transferring data from a tabulation 
report to a computerized application.

Obtaining Knowledge About the Work Performed by the 
Agency's Actuary

.15 Information presented in the statement of social insurance ordinarily 
is determined on the basis of an actuarial valuation of the program performed 
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or reviewed by the agency’s actuary, using data received from sources inside 
and outside the agency, and actuarial techniques. SAS No. 73, Using the Work 
of a Specialist (AICPA, Professional Standards, vol. 1, AU sec. 336.12), states:

The auditor should (a) obtain an understanding of the methods and assump­
tions used by the specialist, (b) make appropriate tests of data provided to the 
specialist, taking into account the auditor’s assessment of control risk, and (c) 
evaluate whether the specialist’s findings support the related assertions in the 
financial statements.

.1 6 The auditor’s qualifications do not encompass actuarial science or the 
complexities of probability and longevity associated with social insurance 
income and expenditures. The auditor may have a general awareness and 
understanding of actuarial concepts and practices; however, he or she does not 
purport to act in the capacity of an actuary. The auditor, therefore, should 
follow the guidance in SAS No. 73 to obtain assurance regarding the work of 
an actuary on such matters as program income and benefit payments.

.1 7 An audit of the statement of social insurance requires cooperation and 
coordination between the auditor and the actuary. The auditor uses the work 
of the actuary as an audit procedure to obtain competent evidential matter; the 
auditor does not merely rely on the report of an actuary. Although the appro­
priateness and reasonableness of the methods and assumptions used, as well 
as their application, are within the expertise of the actuary, the auditor does 
not divide responsibility with the actuary for his or her opinion on the financial 
statements taken as a whole. Thus, the auditor should satisfy himself or 
herself as to the professional qualifications and reputation of the actuary as 
well as the actuary’s objectivity, and should obtain an understanding of the 
actuary’s methods and assumptions, test data provided to the actuary, and 
consider whether the actuary’s findings support the related representations in 
the financial statements.

.1 8 If the actuary who has prepared or reviewed the actuarial valuation 
of the social insurance program was engaged by the agency administering that 
program, it is necessary for the auditor to obtain the services of an independent 
actuary  to assist the auditor in performing auditing procedures that assess the 
agency actuary’s methods, assumptions, and estimates, and aid the auditor in 
determining whether the agency actuary’s findings are not unreasonable in the 
circumstances.  Government Auditing Standards, which are applicable to 
audits of statements of social insurance, provide independence requirements 
and examples of personal, external, and organizational impairments to inde­
pendence.

8

9

.1 9 The auditor should document (a) the specific audit procedures that 
were performed with the assistance of an independent actuary, and the related 
findings and conclusions, (b) the relationship between the procedures per­
formed with the assistance of an independent actuary and the auditor’s assess­
ments of audit risk and materiality, and (c) all other significant matters related

8 See footnote 5.
9 Although SAS No. 73, Using the Wark of a Specialist (AICPA, Professional Standards, vol. 1, AU 

sec. 336.12), does not preclude the auditor from using the work of a specialist who is related to the 
client, because of the significance of the estimates of income and expenditures to the statement of 
social insurance, and the complexity and subjectivity involved in developing such estimates, auditing 
estimates in the statement of social insurance requires the use of an outside actuary, that is, an 
actuary who is not employed or managed by the agency. If the auditor has the requisite knowledge 
and experience in actuarial science, the auditor may serve as the actuary. If the auditor does not 
possess the level of competence in actuarial science to qualify as an actuary, the auditor should use 
the work of an independent outside actuary.
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to the objectives and scope of the independent actuary’s work, including any 
limitations on the independent actuary’s procedures.

Obtaining Knowledge About the Work Performed by External 
Review Groups

.20 In some cases, the agency responsible for the preparation of the 
statement of social insurance or the program’s trustees may commission the 
services of an external review group comprising technical experts in relevant 
fields to review the factors, assumptions, data, estimates, and models used to 
prepare the statement of social insurance. In many instances, individuals 
assigned to perform these reviews are recognized authorities in their respec­
tive fields of study. Because of the nature of these external review groups and 
the qualifications of the individuals typically assigned to them, the auditor 
should consider their work in an audit of the statement of social insurance. The 
auditor should obtain an understanding of the work performed by the external 
review group, how its findings are communicated to the agency, and how the 
agency has responded to these findings.10 See paragraph A-18c of the appendix 
of this SOP, entitled “Illustrative Controls and Audit Procedures,” [paragraph 
.42] for examples of inquiries the auditor makes of management to obtain 
knowledge about the work performed by external review groups.

10 Although reviews by external review groups may not be conducted annually, in auditing the 
statement of social insurance the auditor should obtain and review the most recent report of such 
external review groups.

Considering Materiality
.21 Auditors use judgment in determining the appropriate element of the 

financial statements to use as a materiality base. Auditors generally consider 
materiality in the context of the financial statements taken as a whole, taking 
into account both quantitative as well as qualitative attributes of the financial 
statements. Auditors should exercise due professional care when setting the 
materiality base, carefully assessing the information gained during the plan­
ning phase of the audit and the needs of a reasonable person relying on the 
financial statements.

.22 For certain federal agencies, amounts reported in the statement of 
social insurance may vary significantly from the amounts reported in the other 
basic financial statements, or may differ significantly on a qualitative basis. In 
such cases, it may not be appropriate to establish a single materiality threshold 
for the entire set of financial statements. Instead, the auditor should consider 
using a separate materiality level when planning and performing the audit of 
the statement of social insurance and related disclosures.

Obtaining an Understanding of the Agency's Internal Control
.23 SAS No. 55, Consideration of Internal Control in a Financial State­

ment Audit (AICPA, Professional Standards, vol. 1, AU sec. 319), as amended, 
defines internal control, describes the objectives and components of internal 
control, and explains how the auditor should consider internal control in 
planning and performing an audit.

.24 In auditing the statement of social insurance, the auditor should 
obtain an understanding of the design of the agency’s controls relevant to an 
audit of the statement of social insurance and should determine whether those 
controls have been placed in operation. In planning the audit, this knowledge 
is used to:
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a. Identify risks of potential misstatements.

b. Consider factors that affect the risk of material misstatement.

c. Design tests of controls, when applicable.

d. Design substantive tests.

.25 SAS No. 55 as amended defines internal control as a process—effected 
by an entity’s board of directors, management, and other personnel—designed 
to provide reasonable assurance regarding the achievement of the objectives of 
(a) reliability of financial reporting, (6) effectiveness and efficiency of opera­
tions, and (c) compliance with applicable laws and regulations.

.26 Internal control consists of the following five interrelated compo­
nents:

a. Control environment sets the tone of an organization, influencing the 
control consciousness of its people. It is the foundation for all other 
components of internal control, providing discipline and structure.

b. Risk assessment is the entity’s identification and analysis of relevant 
risks to the achievement of its objectives, forming a basis for deter­
mining how the risks should be managed.

c. Control activities are the policies and procedures that help ensure 
that management directives are carried out.

d. Information and communication systems support the identification, 
capture, and exchange of information in a form and time frame that 
enable people to carry out their responsibilities.

e. Monitoring is a process that assesses the quality of internal control 
performance over time.

Generally, controls that are relevant to an audit pertain to the entity’s objective 
of reliable financial reporting.

Assessing Control Risk

.2 7 After obtaining an understanding of the design of controls relevant to 
the statement of social insurance and determining whether those controls have 
been placed in operation, the auditor assesses control risk for assertions in the 
statement of social insurance. Control risk is the risk that a material misstate­
ment that could occur in an assertion will not be prevented or detected on a 
timely basis by the entity’s internal control. Assessing control risk is the 
process of evaluating the effectiveness of an entity’s internal control in prevent­
ing or detecting material misstatements in the financial statements. Control 
risk should be assessed in terms of financial statement assertions. The as­
sessed level of control risk is used to determine the nature, timing, and extent 
of substantive procedures to be performed for financial statement assertions.

.2 8 The auditor may determine that assessing control risk below the 
maximum level for certain assertions would be effective and more efficient 
than performing only substantive tests. Also, the auditor may conclude that it 
is not practical or possible to restrict detection risk to an acceptable level by 
performing only substantive tests. In such circumstances, the auditor should 
obtain evidential matter about the effectiveness of both the design and opera­
tion of controls to reduce the assessed level of control risk.
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.29  SAS No. 55 as amended (AU sec. 319.04), indicates that the auditor 
has the option of assessing control risk at the maximum level if he or she 
believes controls are unlikely to pertain to an assertion or are unlikely to be 
effective, or because evaluating the effectiveness of controls would be ineffi­
cient. However, when auditing the statement of social insurance, the complex­
ity and subjectivity of the estimates, the volume of data involved, and the 
importance of controls ordinarily would make performing only substantive 
tests an ineffective strategy.11

.30  For certain assertions, the auditor may desire to further reduce the 
assessed level of control risk. In such cases, the auditor considers whether 
evidential matter sufficient to support a further reduction is likely to be 
available and whether performing additional tests of controls to obtain such 
evidential matter would be efficient.

.31  The risk of material misstatement of estimates ordinarily varies with 
the complexity and subjectivity of the process, the availability and reliability 
of the relevant data, the number and significance of assumptions that are 
made, and the degree of uncertainty associated with the, assumptions.

11 OMB Bulletin No. 01-02 states that “For those internal controls that have been properly 
designed and placed in operation, the auditor shall perform sufficient tests to support a low assessed 
level of control risk.”

12 See footnote 9.

Performing Audit Procedures

.32  As indicated in paragraph .09 of this SOP, in evaluating the reason­
ableness of the estimates in the statement of social insurance, the auditor 
primarily reviews and tests the process used by management. The appendix of 
this SOP [paragraph .42] contains examples of:

a. Procedures the auditor performs to obtain knowledge about the 
agency’s process for developing, evaluating, and incorporating esti­
mates in the statement of social insurance

b. Controls that are relevant to an agency’s preparation of the state­
ment of social insurance (The auditor should obtain an under­
standing of the design of such controls and determine whether they 
have been placed in operation.)

c. Procedures the auditor performs to test controls, assess control risk, 
and test assertions in the statement of social insurance

Testing the Work of the Agency's Actuary

.33  When auditing estimates and considering the related factors, as­
sumptions, data, and models, the auditor should obtain the services of an 
actuary in accordance with SAS No. 73.12

.34  With respect to the actuarial present value of amounts reported in the 
statement of social insurance, the auditor, in following the guidance in SAS 
No. 73, should:

a. Read the agency actuary’s actuarial report.

b. Obtain satisfaction regarding the professional qualifications, compe­
tence, and objectivity of the agency’s actuary. Examples of factors 
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to consider are the actuary’s membership in a recognized profes­
sional organization and the opinion of other actuaries, whom the 
auditor knows to be qualified, regarding the actuary’s professional 
qualifications.

c. Obtain an understanding of the actuary’s objectives, scope of work, 
methods, and assumptions, and their consistency of application. The 
auditor should ascertain whether the methods and assumptions used 
in the valuation of the social insurance program are consistent with 
relevant Actuarial Standards of Practice adopted by the Actuarial 
Standards Board.  Management, not the actuary, is responsible for 
the assumptions made and methods used.

13

d. Inquire whether the actuarial valuation considers all pertinent pro­
visions of laws and regulations governing program operations, in­
cluding any changes to laws or regulations affecting the actuarial 
calculations since the date of the latest statement of social insurance.

e. Test the reliability and completeness of the data provided by the 
agency and used by the actuary in the actuarial valuation. (See 
paragraphs A-11 through A-14 in the appendix to this SOP [para­
graph .42].) In the event that data provided to the actuary are 
significantly incomplete, the auditor should inquire of the actuary 
about the treatment of the incomplete data and should determine 
whether the method used by the actuary to give effect to the missing 
data in his or her valuation is reasonable in the circumstances.

f. Assess the nature and significance of any reservations concerning 
assumptions or data that the actuary has stated in his or her report.

13 Relevant standards include Actuarial Standards of Practice No. 21, The Actuary’s Responsibil­
ity to the Auditor, No. 23, Data Quality, and No. 32, Social Insurance.

Testing the Fund Balance

.35 Paragraph 27(3)(h) of SFFAS No. 17 requires the agency to report “the 
accumulated excess of all past cash receipts, including interest on investments, 
over all past cash disbursements within the social insurance program repre­
sented by the fund balance at the valuation date.” As noted in paragraph 26 of 
SFFAS No. 17, the valuation date for the statement of social insurance may 
differ from the valuation date for the other financial statements. Accordingly, 
the auditor should conduct appropriate testing of the accumulated cash re­
ceipts over the accumulated cash disbursements, as of the social insurance 
valuation date. The nature and extent of testing is a matter of professional 
judgment. Examples of procedures the auditor may perform are confirmation 
testing or roll-forward testing.

Obtaining Management's Representations

.36 SAS No. 85, Management Representations (AICPA, Professional 
Standards, vol. 1, AU sec. 333), as amended, requires the auditor to obtain a 
representation letter from management confirming representations given to 
the auditor during the engagement, for example, a representation regarding 
the completeness of the information provided to the auditor. In an audit of the 
statement of social insurance, the representation letter should include, as 
applicable, the following representations:
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a. The actuarial assumptions and methods used to measure amounts 
in the statement of social insurance for financial accounting and 
disclosure purposes represent management’s best estimates regard­
ing future events based on demographic and economic assumptions, 
and future changes mandated by law.

b. There were no material omissions from the data provided to the 
agency’s actuary for the purpose of determining the actuarial present 
value of the estimated future income to be received, and estimated 
future expenditures to be paid during a projection period sufficient 
to illustrate the long-term sustainability of the [name of the social 
insurance program] as of [dates of statements of social insurance 
presented].

c. Management is responsible for the assumptions and methods used 
in the preparation of the statement of social insurance. Management 
of the agency agrees with the actuarial methods and assumptions 
used by the agency’s actuary and has no knowledge or belief that 
would make such methods or assumptions inappropriate in the 
circumstances. Management did not give any instructions, nor cause 
any instructions to be given to the agency’s actuary with respect to 
values or amounts derived, and is not aware of any matters that have 
affected the objectivity of the agency’s actuary. Management believes 
that the actuarial assumptions and methods used to measure 
amounts in the statement of social insurance for financial accounting 
purposes are appropriate in the circumstances.

d. The statement of social insurance covers a projection period suffi­
cient to illustrate long-term sustainability of the social insurance 
program.

e. Management has provided the auditor with all the reports developed 
by external review groups appointed by the agency or the program’s 
trustees related to estimates in the statement of social insurance.

f. The following matters relating to the statement of social insurance 
have been disclosed properly in the notes to the financial statements:
(1) The accumulated excess of all past cash receipts, including 

interest on investments, over all past cash disbursements within 
the social insurance program represented by the fund balance 
at the valuation date

(2) An explanation of how the net present value is Calculated for the 
closed group  (Paragraph 27(3)(i) of SFFAS No. 17 identifies 
the information to be included in this explanation.)

14

(3) Comparative financial information for the items in paragraphs 
.02a, .02b, .02c, and .02d(l) of this SOP, for the current year and 
for each of the four preceding years

(4) Significant assumptions used in preparing the estimates

14 The closed group is defined as those persons who, as of a valuation date, are participants in a 
social insurance program as beneficiaries, covered workers, or payers of earmarked taxes or premi­
ums.

g. There have been no changes in [or, Changes in the following have 
been properly recorded or disclosed in the financial statements]:
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(1) The actuarial methods or assumptions used to calculate 
amounts recorded or disclosed in the financial statements be­
tween the valuation dates (that is, January 1, 20X8, and January 
1, 20X7) or changes in the method of collecting data.

(2) The actuarial methods or assumptions used to calculate 
amounts recorded or disclosed in the financial statements be­
tween the valuation date and the financial reporting date (that 
is, January 1, 20X8, and September 30, 20X8) or changes in the 
method of collecting data.

h. There have been no changes in [or, Changes in the following have 
been properly recorded or disclosed in the financial statements]:
(1) Laws and regulations affecting social insurance program income 

and benefits between the valuation dates (January 1, 20X8, and 
January 1, 20X7).

(2) Laws and regulations affecting social insurance program income 
and benefits between the valuation date and the financial re­
porting date (that is, January 1, 20X8, and September 30, 20X8).

i. Accounting estimates applicable to the financial information of the 
agency included in the statement of social insurance are based on 
management’s best estimate, after considering past and current 
events and assumptions about future events.

Reporting
.3 7 Since FASAB has defined the statement of social insurance as a basic 

financial statement, the auditor reports on it as a part of his or her report on 
the other basic financial statements. In addition to following the requirements 
of SAS No. 58, Reports on Audited Financial Statements (AICPA, Professional 
Standards, vol. 1, AU sec. 508), as amended, the auditor’s report on a federal 
agency’s financial statements that present a statement of social insurance 
should include the following elements:

a. An opinion as to whether the statement of social insurance pre­
sents fairly, in all material respects, the financial condition  of the 
agency’s social insurance program(s) as of the valuation date in con­
formity with generally accepted accounting principles.

15

b. An explanatory paragraph following the opinion paragraph, describ­
ing that (i) the statement of social insurance presents the actuarial 

15 In Statement of Federal Financial Accounting Concepts No. 1, Objectives of Federal Financial 
Reporting, the FASAB articulates a concept of financial condition, as distinct from financial position. 
Financial condition is broader and more forward-looking than financial position. Presenting informa­
tion on financial condition is consistent with FASAB’s financial reporting objective of stewardship. In 
illustrating how the stewardship objective aligns with the needs of users of federal financial state­
ments, FASAB observes that,

All users need information on earmarked revenues recorded in trust funds. They want to know, 
for example, whether the Social Security Trust funds are likely, in the foreseeable future, to need 
infusions of new taxes to pay benefits. Citizens need to know the implications of investing trust 
fund revenues in government securities.

In reporting the actuarial present value of the estimated future income to be received, estimated 
future expenditures to be paid, and excess of income over expenditures during a projection period 
sufficient to illustrate the long-term sustainability of an agency’s social insurance programs, and in 
disclosing in the notes to the financial statements comparative financial information for the five most 
recent years, the statement of social insurance presents the financial condition of the programs. 
Thus, in reporting on the statement of social insurance, the auditor refers to the financial condition 
of the agency’s social insurance programs.
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present value of the agency’s estimated future income to be received 
from or on behalf of the participants and estimated future expendi­
tures to be paid to or on behalf of participants during a projection 
period sufficient to illustrate long-term sustainability of the social 
insurance program; (ii) in preparing the statement of social insur­
ance, management considers and selects assumptions and data that 
it believes provide a reasonable basis for the assertions in the 
statement; and (iii) because of the large number of factors that affect 
the statement of social insurance and the fact that future events and 
circumstances cannot be known with certainty, there will be differ­
ences between the estimates in the statement of social insurance and 
the actual results, and those differences may be material.

c. Reference to any standards or regulations in addition to generally 
accepted auditing standards, such as Government Auditing Stand­
ards, that apply to audits of federal financial statements and any 
additional elements of the auditor’s report that those standards or 
regulations require.

.3 8 The following is an illustrative auditor’s report for a statement of 
social insurance.

Independent Auditor’s Report16

16 SAS No. 58, Reports on Audited Financial Statements (AICPA, Professional Standards, vol. 1, 
AU sec. 508.65-.74) provides guidance on reporting on comparative financial statements, including 
guidance on reporting when there has been a change in auditors.

17 The auditor’s report on the statement of social insurance covers a period of five years (see 
paragraph 27(3)(j) of SFFAS No. 17); whereas, the auditor’s report on the other financial statements 

' covers a period of two years. In the first year’s audit of the statement of social insurance, the auditor 
would only express an opinion on one year; in year two, the auditor would express an opinion on two 
years, and so on, until all five years were covered.

We have audited the accompanying consolidated balance sheets of XYZ Social 
Insurance Agency, as of September 30, 20X8 and 20X7, the related consolidated 
statements of net cost, of changes in net position and of financing; the combined 
statements of budgetary resources for the years then ended; and statements of 
social insurance as of January 1, 20X8, 20X7, 20X6, 20X5, and 20X4.17 These 
financial statements are the responsibility of XYZ Social Insurance Agency’s 
management. Our responsibility is to express an opinion on these financial 
statements based on our audits.

We conducted our audits in accordance with auditing standards generally 
accepted in the United States of America; the standards applicable to financial 
audits contained in Government Auditing Standards, issued by the Comptroller 
General of the United States; and Office of Management and Budget (OMB) 
Bulletin No. 01-02, Audit Requirements for Federal Financial Statements. 
Those standards require that we plan and perform the audit to obtain reason­
able assurance about whether the financial statements are free of material 
misstatement. An audit includes examining, on a test basis, evidence support­
ing the amounts and disclosures in the financial statements. An audit also 
includes assessing the accounting principles used and significant estimates 
made by management, as well as evaluating the overall financial statement 
presentation. We believe that our audits provide a reasonable basis for our 
opinion.

In our opinion, the financial statements referred to above present fairly, in all 
material respects, the financial position of XYZ Social Insurance Agency as of

§14,410.38 Copyright © 2005, American Institute of Certified Public Accountants, Inc.



Auditing the Statement of Social Insurance 31,717

September 30, 20X8 and 20X7; its net cost of operations; changes in net position, 
budgetary resources, and financing for the year then ended; and the financial 
condition of its social insurance programs as of January 1, 20X8, 20X7, 20X6, 
20X5, and 20X4, in conformity with accounting principles generally accepted 
in the United States of America.

As discussed in Note X to the financial statements, the statements of social 
insurance present the actuarial present value of the Agency’s estimated future 
income to be received from or on behalf of the participants and estimated future 
expenditures to be paid to or on behalf of participants during a projection period 
sufficient to illustrate long-term sustainability of the social insurance program. 
In preparing the statements of social insurance, management considers and 
selects assumptions and data that it believes provide a reasonable basis for the 
assertions in the statements. However, because of the large number of factors 
that affect the statement of social insurance and the fact that future events and 
circumstances cannot be known with certainty, there will be differences be­
tween the estimates in the statement of social insurance and the actual results, 
and those differences may be material.

Management’s Discussion and Analysis (MD&A) and the Required Supple­
mentary Information (RSI) are not required parts of the financial statements 
but are supplementary information required by the Federal Accounting Stand­
ards Advisory Board and OMB Bulletin No. 01-09, Form and Content of Agency 
Financial Statements. We have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of 
measurement and presentation of the MD&A and the RSI. However, we did 
not audit this information and express no opinion on it.

In accordance with Government Auditing Standards, we have also issued a 
report dated [report date} on our consideration of the agency’s internal control 
and a report dated [report date} on its compliance with laws and regulations. 
Those reports are an integral part of an audit performed in accordance with 
Government Auditing Standards and should be read in conjunction with this 
report in considering the results of our audit.

[Signature}

[Date]

.3 9 The statement of social insurance does not articulate with the other 
basic financial statements. For that reason, the portion of the auditor’s report 
that addresses the statement of social insurance ordinarily will not affect the 
auditor’s report on the balance sheet or the statements of net costs, changes in 
net position, financing, or budgetary resources. The following illustrates a 
report in which the auditor disclaims an opinion on the statement of social 
insurance but expresses an unqualified opinion on the other financial state­
ments.

Independent Auditor’s Report

We have audited the accompanying consolidated balance sheets of XYZ Social 
Insurance Agency, as of September 30, 20X8 and 20X7, the related consolidated 
statements of net cost, of changes in net position and of financing, and the 
combined statements of budgetary resources for the years then ended, and we 
were engaged to audit the statements of social insurance as of January 1, 20X8, 
20X7, 20X6, 20X5, and 20X4. These financial statements are the responsibility 
of XYZ Social Insurance Agency’s management. Our responsibility is to express 
an opinion on these financial statements based on our audits.
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Except as explained in the following paragraph, we conducted our audits in 
accordance with auditing standards generally accepted in the United States of 
America; the standards applicable to financial audits contained in Government 
Auditing Standards, issued by the Comptroller General of the United States; 
and Office of Management and Budget Bulletin No. 01-02, Audit Requirements 
for Federal Financial Statements. Those standards require that we plan and 
perform the audit to obtain reasonable assurance about whether the financial 
statements are free of material misstatement. An audit includes examining, on 
a test basis, evidence Supporting the amounts and disclosures in the financial 
statements. An audit also includes assessing the accounting principles used 
and significant estimates made by management, as well as evaluating the 
overall financial statement presentation. We believe that our audits provide a 
reasonable basis for our opinion.
[Insert paragraph describing limitation on scope of the audits of the statements 
of social insurance.]

Because of the matter discussed in the preceding paragraph, the scope of our 
work was not sufficient to enable us to express, and we do not express, an 
opinion on the statements of social insurance as of January 1, 20X8, 20X7, 20X6, 
20X5, and 20X4.
In our opinion, the financial statements referred to above present fairly, in all 
material respects, the financial position of XYZ Social Insurance Agency as of 
September 30, 20X8 and 20X7, its net cost of operations, changes in net position, 
budgetary resources, and financing for the year then ended in conformity with 
accounting principles generally accepted in the United States of America.
[Omit explanatory paragraph required by paragraph .37b of this SOP.]

[Modify the paragraph reporting on Management’s Discussion and Analysis and 
Required Supplementary Information for the effects of the scope limitations 
regarding the statement of social insurance on that information, considering the 
guidance in SAS No. 42, Reporting on Condensed Financial Statements and 
Selected Financial Data (AICPA, Professional Standards, vol. 1, AU sec. 552), 
as amended, and SAS No. 29, Reporting on Information Accompanying the 
Basic Financial Statements in Auditor-Submitted Documents {AICPA, Profes­
sional Standards, vol. 1, AU sec. 551), as amended.]

[Reference to reports on internal control and compliance with laws and regula­
tions in accordance with the Government Auditing Standards is the same as in 
the illustration in paragraph .38 of this SOP.]
[Signature]
[Date]
.40  If the agency that operates a social insurance program issues finan­

cial statements that purport to present financial position, net cost of opera­
tions, changes in net position, budgetary resources, and financing for the years 
then ended, but omits the related statements of social insurance, the auditor 
ordinarily will conclude that the omission requires qualification of the auditor’s 
opinion in the following manner.

Independent Auditor’s Report

We have audited the accompanying consolidated balance sheets of XYZ Social 
Insurance Agency, as of September 30, 20X8 and 20X7, the related consolidated 
statements of net cost, of changes in net position and of financing, and the 
combined statements of budgetary resources for the years then ended. These 
financial statements are the responsibility of XYZ Social Insurance Agency’s 
management. Our responsibility is to express an opinion on these financial 
statements based on our audits.
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[Same second paragraph as the standard report]

The agency declined to present statements of social insurance as of January 1, 
20X8, 20X7, 20X6, 20X5, and 20X4. Presentation of such statements describing 
the financial condition of its social insurance programs is required by account­
ing principles generally accepted in the United States of America.

In our opinion, except that the omission of the statements of social insurance 
results in an incomplete presentation as explained in the preceding paragraph, 
the financial statements referred to above present fairly, in all material 
respects, the financial position of XYZ Social Insurance Agency as of September 
30, 20X8 and 20X7; its net cost of operations; and changes in net position, 
budgetary resources, and financing for the year then ended in conformity with 
accounting principles generally accepted in the United States of America.

[Omit explanatory paragraph required by paragraph .37b of this SOP.]

[Modify, in accordance with the guidance in AU Section 558, Required Supple­
mentary Information (AICPA, Professional Standards, vol. 1, AU sec. 558.08), 
the paragraph regarding Management’s Discussion and Analysis and the 
Required Supplementary Information (RSI) for the omission of the RSI.]

[Reference to reports on internal control and compliance with laws and regula­
tions in accordance with Government Auditing Standards is the same as in the 
illustration in paragraph .38 of this SOP.]

[Signature]

[Date]

Effective Date and Transition

.4 1 This SOP is effective for audits of statements of social insurance for 
periods beginning after September 30, 2005. SFFAS No. 17 (subparagraph 
27(3)(a-h)) requires disclosure of the information for the current year and for 
each of the four preceding years. Comparative information in the statement of 
social insurance that has not been audited should be marked as unaudited. 
Earlier implementation of the provisions of this SOP is permitted.
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.42

Appendix

Illustrative Controls and Audit Procedures
A-1. This appendix contains examples of:

a. Procedures the auditor performs to obtain knowledge about the 
agency’s process for developing, evaluating, and incorporating esti­
mates in the statement of social insurance

b. Controls that are relevant to the agency’s preparation of the state­
ment of social insurance (The auditor should obtain an under­
standing of the design of such controls and determine whether they 
have been placed in operation.)

c. Procedures the auditor performs to tests controls and assertions in 
the statement of social insurance

A-2. The appendix is divided into the following five sections:
a. Factors (paragraphs A-3-A-5)
b. Assumptions (paragraphs A-6-A-10)
c. Data (paragraphs A-11-A-14)
d. Models (paragraphs A-15-A-17)
e. Estimates (paragraphs A-18-A-20)

Each of these sections includes examples of the items described in paragraph 
A-1. The procedures and controls included in this appendix are illustrative and 
do not represent a complete list of procedures and controls.

Factors
A-3. In evaluating the reasonableness of an accounting estimate, the auditor 

ordinarily concentrates on key factors that are significant to the estimate, 
sensitive to variation, deviations from historical patterns, and subjective and 
susceptible to misstatement and bias. The following are examples of procedures 
the auditor performs to obtain knowledge about how the agency generates, 
evaluates, selects, and reviews factors to be included in estimates in the 
statement of social insurance:

a. Identifying the individuals involved in generating, evaluating, se­
lecting, and reviewing factors to be included in estimates in the 
statement of social insurance

b. Determining how factors affecting social insurance estimates are 
generated, evaluated, selected, and reviewed, and how that process 
is documented1

c. Reading documentation of the process for generating, evaluating, 
selecting, and reviewing estimates to be included in the statement of 
social insurance

1 Office of Management and Budget (OMB) Circular No. A-123, Management and Accountability 
Control, and No. A-127, Financial Management Systems, outline documentation requirements for 
manual and automated financial related transactions and systems.
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A-4. In all audits, the auditor should obtain an understanding of internal 
control sufficient to plan the audit by determining whether applicable controls 
are suitably designed and placed in operation. The following are examples of 
controls related to factors:

a. Management’s process for monitoring the environment to determine 
the effect that change in the environment (for example, legal, politi­
cal, health, immigration) might have on the factors considered

b. Procedures to prevent and detect the inadvertent omission of factors 
that should be considered in developing the estimate (An example of 
such a control would be comparing factors considered and selected in 
the current period with those of prior periods.)

c. Hiring procedures to ensure that individuals responsible for gener­
ating, evaluating, selecting, and reviewing factors have the appro­
priate education and experience

A-5. The following are examples of procedures the auditor performs to test 
controls and financial statement assertions related to factors:

a. Reviewing documentation of the factors considered in developing the 
estimate

b. Evaluating whether the factors that have been considered are rele­
vant and sufficient for the purpose of preparing the statement of 
social insurance

c. Considering whether there are additional key factors that manage­
ment has not addressed

Assumptions
A-6. In evaluating the reasonableness of an accounting estimate, the auditor 

ordinarily concentrates on assumptions that are significant to the accounting 
estimate, sensitive to variation, deviations from historical patterns, and sub­
jective and susceptible to misstatement and bias.

A-7. The following are examples of matters the auditor inquires about in 
discussions with management and other knowledgeable personnel to deter­
mine how the agency generates, evaluates, selects, and reviews assumptions 
to be included in estimates in the statement of social insurance:

a. The source of the assumptions for significant estimates2
b. How the assumptions underlying the estimates are documented

2 For some agencies, the assumptions are established by an external board of trustees and 
provided to the agency. For example, for the Social Security program, the Social Security Act 
establishes a board of trustees to oversee the financial operations of the Federal Old-Age and 
Survivors Insurance Trust Fund and the Federal Disability Insurance Trust Fund. The board is 
composed of six members, four of whom serve automatically by virtue of their positions in the federal 
government. They are the Secretary of the Treasury (the managing trustee), the Secretary of Labor, 
the Secretary of Health and Human Services, and the Commissioner of Social Security. The other two 
members are appointed by the President and confirmed by the Senate to serve as public repre­
sentatives. In such circumstances, the auditor’s procedures generally would focus on testing the work 
performed by the agency’s actuary in reviewing the assumptions developed by the board of trustees. 
The agency’s actuary reports on whether (a) the techniques and methodology used to evaluate the 
financial and actuarial status of the program is based upon sound principles of actuarial practice and 
are generally accepted within the actuarial profession; and (b) the assumptions used and the 
resulting actuarial estimates are, individually and in the aggregate, reasonable for the purpose of 
evaluating the financial and actuarial status of the trust funds, taking into consideration the past 
experience and future expectations for the population, the economy, and the program.
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c. The process for determining the best estimate (for example, interme­
diate) assumptions (possible outcomes)

d. How management considers and determines the effect that variation 
in the underlying assumptions will have on the estimates

A-8. The following are examples of controls related to assumptions:
a. The agency’s documentation of the process used to generate, evalu­

ate, select, and review assumptions
b. How management monitors the environment for possible changes 

that might affect the assumptions used to develop estimates, for 
example, the need to consider alternative assumptions

c. Comparing assumptions made in the current period with those of 
prior periods and reconciling differences

d. Hiring procedures to ensure that personnel have the appropriate 
education and experience to meet job description requirements

A-9. The following are examples of procedures the auditor performs to test 
controls and financial statement assertions related to assumptions:

a. Identifying the assumptions used and evaluating the reasonableness 
of those assumptions

b. Determining whether data and other related information support the 
assumptions

c. Evaluating whether interrelated assumptions are consistent with 
each other

d. Comparing assumptions made by the entity to the range of assump­
tions made by entities in other industries, for example, insurance 
companies, financial institutions, or other government agencies, and 
evaluating the implications of significant differences

e. Considering whether there are alternative assumptions about the 
factors

f. Evaluating whether the assumptions selected are consistent with 
supporting data, relevant historical data, and industry data

g. Reviewing available documentation of the assumptions used in de­
veloping the estimates

h. Evaluating whether facts and informed judgment about past and 
future events or circumstances support the underlying assumptions

i. Evaluating whether any of the significant assumptions are so sub­
jective that no reasonably objective basis could exist to support the 
use of the assumption

j. Inquiring of program managers regarding the reasonableness of 
assumptions that are related to the manager’s realm of responsibility

k. Evaluating whether the assumptions appear to be complete, that is, 
whether assumptions have been developed for each key factor

l. Considering whether the assumptions appear to be relatively objec­
tive, that is, are not unduly optimistic or pessimistic

m. Evaluating whether the assumptions are consistent with the laws 
and regulations governing the program

n. Evaluating whether the assumptions, individually and in the aggre­
gate, make sense in the context of the statement of social insurance 
taken as a whole

o. Evaluating whether significant assumptions are appropriately dis­
closed in the statement of social insurance
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A-10. Assumptions that have no material effect on the statement of social 
insurance may not have to be individually evaluated; however, the aggregate 
effect of individually insignificant assumptions should be considered in making 
an overall evaluation of whether the assumptions underlying the reported 
amounts are reasonable. 

Data

A-11. The following are examples of matters the auditor inquires about in 
discussions with management and other knowledgeable personnel, and reads 
about in agency documentation to determine how the agency generates, evalu­
ates, selects, and reviews data to be included, in estimates in the statement of 
social insurance:

a. The source of the data for significant estimates and whether the data 
are developed internally or by outside parties

b. How data are collected, maintained, processed, and updated

c. How the data underlying the estimates are documented

A-12. The following are examples of controls related to data:

a. Controls over the accuracy and completeness of internally prepared 
data, for example, review of the data for reasonableness and consis­
tency with other data, and general and application controls over the 
data such as edit checks and batch totals

b. Controls that prevent and detect errors in the collection, mainte­
nance, processing, and updating of the data, for example, manual 
controls to ensure that data are accurately entered and uploaded to 
a computerized system

c. Controls over the reliability of external sources of data, for example, 
confirming and verifying data by tracing and agreeing it to census 
information in reports prepared by the United States Census Bureau

d. Procedures to identify and document authorized users of the system 
and to restrict access to the system, for example, the use of unique 
user passwords and periodic changes to those passwords

e. Preparation and review of a risk assessment on a regular basis or 
when a significant change occurs in either the internal or external 
physical environment

f. Preventive maintenance agreements or procedures for key system 
hardware components

g. On a regular basis, backing up software and data that are stored 
offsite

h. Restricting access to utility programs that can read, add, change, or 
delete data or programs to authorized individuals

i. Establishing procedures to ensure that original source documents 
are retained or are reproducible by the agency for an adequate 
amount of time to facilitate the retrieval or reconstruction of data
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A-13. The following are examples of procedures the auditor performs to test 
controls and financial statement assertions related to data:

a. Evaluating whether the data used to develop the estimates are 
relevant, reliable, and sufficient for the purpose

b. Identifying the source of the data, that is, whether the data were 
developed by the agency or by an outside entity

c. Reviewing documentation of the data used to develop estimates
d. Determining whether data used to develop estimates are consistent 

with supporting data, historical data, and other related information. 
An example would be determining whether a positive or negative 
correlation exists between sets of data if such a correlation would be 
expected to exist.

e. Evaluating the accuracy and completeness of internally prepared data
f. Tracing and agreeing internally prepared data to system output 

reports generated by the agency
A-14. In determining the extent of the procedures to be performed on data 

obtained from an external source, a factor to consider is whether the data are 
widely disseminated and used, or whether the data were developed for limited 
use. An example of data that are widely disseminated and used is a report 
prepared by the U.S. Census Bureau. For such data, the auditor may trace and 
agree the information to reports prepared by the U.S. Census Bureau. If manage­
ment has made adjustments to data obtained from a widely disseminated and used 
external source, the auditor should evaluate:

a. Management’s reason for adjusting the data
b. The accuracy and completeness of the adjustments to the externally 

obtained data
c. Management’s documentation supporting the adjustment

For data meant for limited use, all other factors being equal, the auditor should 
confirm or otherwise verify data obtained from other federal agencies and other 
external sources that were used in the actuarial valuation. If management has 
made adjustments to data developed for limited use, the auditor should evaluate:

a. Management’s reason for adjusting the data
b. The accuracy and completeness of the adjustments to the externally 

obtained data
c. Management’s documentation supporting the adjustment

Models
A-15. The following are examples of procedures the auditor performs to 

obtain knowledge about how the agency generates, evaluates, selects, and 
reviews models used to develop estimates included in the statement of social 
insurance:

a. Inquiring of management and other knowledgeable personnel about 
how they design or select the model used for the development of 
estimates and how they document that model

b. Inquiring of management and other knowledgeable personnel about 
how they determine the effect that variations in the underlying 
assumptions have on the estimates

§14,410.42 Copyright © 2005, American Institute of Certified Public Accountants, Inc.



Auditing the Statement of Social Insurance 31,725

A-16. The following are examples of controls related to models:
a. General and application controls related to the model, such as con­

trols over input to the model and processing of that input
b. Controls that prevent and detect errors in the development and 

processing of the model
c. Controls that prevent or detect unauthorized access or changes to 

the model, for example, an access control table that is a component 
of the system and prohibits unauthorized users from accessing and 
changing the model. An example of a detective control is an audit log 
that tracks any changes made to the model

d. Controls designed to ensure that the information contained in the 
statement of social insurance and related disclosures conforms to 
generally accepted accounting principles

e. Designating responsibility for significant information resources 
within the agency (for example, data and programs) and establishing 
and maintaining security over such resources

f. Comparing existing system security features to documented system 
security requirements

g. Assigning responsibility to individuals in a manner that ensures that 
no single individual has the authority to read, add, change, or delete 
information without an independent review of that activity

h. Subjecting hardware and software acquisitions and implementations 
to extensive testing prior to acceptance in production

A- 17. The following are examples of procedures the auditor performs to test 
controls and financial statement assertions related to models:

a. Reviewing documentation that describes the instructions, rules, or 
procedures used in the model to calculate estimates

b. Reperforming calculations used in the model to translate the as­
sumptions, data, and factors into the estimate

c. Reviewing management’s documentation of its sensitivity analysis 
and considering whether the results are consistent with the auditor’s 
expectations

d. If available, comparing the results of the model with the results of 
models used by other organizations for reasonableness

Estimates
A-18. The following are examples of matters the auditor inquires about in 

discussions with management and other knowledgeable personnel to deter­
mine how the agency generates, evaluates, selects, and reviews estimates to be 
included in the statement of social insurance:

a. How management obtains the expertise to develop and evaluate 
estimates in the statement of social insurance, including hiring 
procedures, professional development activities, and procedures for 
engaging outside specialists

b. Who has final authority for reviewing and approving estimates
c. The work performed by external review groups, their findings, and 

how those findings are used by the agency, for example:
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(1) The scope and timing of the work performed by external review 
groups

(2) The composition of external review groups and the qualifications 
of the members

(3) Whether the external review groups are independent of the 
agency

(4) Whether the external review groups issued formal reports in­
cluding findings or recommendations

A-19. The following are examples of controls related to estimates:

a. Procedures related to the review and implementation of recommen­
dations developed by external review groups

b. General and application controls related to estimates, such as evi­
dence of supervisory and management review of estimates and 
supporting documentation

c. Controls intended to ensure that the information contained in the 
statement of social insurance and related notes conforms to Federal 
Accounting Standards Advisory Board (FASAB) guidance

d. Controls related to the supervision of individuals who develop esti­
mates, and the review of those estimates and supporting documen­
tation

e. Controls to regularly verify that personnel developing estimates are 
qualified to perform those tasks based on their education, training, 
and experience, as required

A-20. The following are examples of procedures the auditor performs to test 
controls and financial statement assertions related to estimates:

a. Developing a trend analysis in which one period is compared to the 
next period

b. Determining whether the information in the statement of social 
insurance, including related disclosure, is supported by sufficient, 
competent evidential matter

c. Comparing the estimated future expenditures predicted by the actu­
arial model to actual expenditures for the previous fiscal year

d. Evaluating the reasonableness of the time period covered by the 
statement of social insurance. FASAB standards require that the 
statement of social insurance cover a projection period sufficient to 
illustrate long-term sustainability of the social insurance program.
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Section 16,010
Practice Alert 94-1
Dealing With Audit Differences

First issued
February, 1994;

Updated December, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing audit and accounting literature, the professional experience of the 
members of the AICPA SEC Practice Section Professional Issues Task Force 
(PITF) and information provided by the AICPA SEC Practice Section members 
firms to their own professional staff. The information in this Practice Alert 
represents the views of the members or the PITF and is not an official position of 
the AICPA. Official positions are determined through certain specific committee 
procedures, due process and deliberation. The information provided herein should 
be used by practitioners with the understanding that it be read in conjunction 
with the professional literature and only as a means of assisting them in meeting 
their professional responsibilities.

Introduction
.01 Auditors often identify potential adjustments to client accounts as a 

consequence of audit work performed. Although auditors recognize the impor­
tance of identifying and accumulating audit differences, experiences, including 
those from litigation and peer reviews, suggest that audits can be more 
effective if auditors pay closer attention to this identification and accumulation 
process. Specifically, auditors should be mindful that:

• The materiality of audit differences needs to be considered in light of 
various factors in addition to earnings and stockholders’ equity, such 
as the impact on debt covenants, and analysts’ earnings estimates.

• An agreement with management to waive “hard” debit audit differ­
ences, including errors, because they have identified offsetting “soft” 
credit differences can result in problems. Experience has shown that 
soft differences may not materialize, particularly when they are dis­
covered by management at the last minute after being informed of 
“hard” differences.

• Numerous audit differences trending in the same direction might 
suggest bias on the part of management to achieve an earnings 
forecast. In the worst case, it could be a possible prelude to fraud.

• Accumulated unrecorded audit differences that are not material in the 
period of origin may be material to financial statements of subsequent 
periods or when considered in light of changed conditions, including 

AICPA Technical Practice Aids §16,010.01



50,752 Practice Alerts

changes in an entity’s management or ownership. This is particularly 
a consideration where the purchase price is based on book value or a 
multiple of earnings.

• Audit committees and outsiders (attorneys, regulators, other auditors, 
etc.) who become aware of waived audit differences sometimes ques­
tion why those differences were not recorded, especially if they are 
marginally below materiality thresholds, are errors and/or are clear 
deviations from generally accepted accounting principles. Audit com­
mittees may become upset that they were not previously informed of 
these differences.

Evaluating Audit Differences

.02 Auditing standards require the auditor to consider whether aggre­
gated uncorrected misstatements, in relation to individual amounts, subtotals 
or totals in the financial statements, materially misstate the financial state­
ments taken as a whole. Experience indicates that auditors also may need to 
give closer consideration to the effects on compliance with debt covenants, 
widely used ratios, financial statement disclosures and whether they may be 
indicative of an irregularity or illegal act. (See Statement on Auditing Stand­
ards (SAS) No. 47, Audit Risk and Materiality in Conducting an Audit, as 
amended, paragraphs 34 through 40.) The internal control implications of 
identified audit differences should also be carefully considered.

.03 Auditors should exercise great care when netting “hard” debit differ­
ences and “soft” credit differences because the soft differences may never 
materialize. For example, the auditor should be careful if a client proposes to 
reduce inventory obsolescence reserves in order to offset proposed physical 
inventory test count differences that decrease inventory. Last-minute entries 
oftentimes need an even higher degree of audit challenge, particularly if they 
seem to offset unfavorable proposed audit differences.

.04 Also, even when individual accounting estimates included in the 
financial statements are within acceptable boundaries, the auditor should 
consider whether the trend of the differences between those estimates and the 
auditor’s best estimates might suggest a possible bias on the part of manage­
ment. In considering that possible bias, as well as aggregated unadjusted audit 
differences, the auditor is well advised to bear in mind that the financial 
statements still could be materially misstated due to differences that have not 
been detected.

.05 Audit differences are ordinarily accumulated in order to assess their 
effects on significant components of the financial statements. The accumulated 
audit differences should include both known differences (e.g., mathematical 
mistakes, omissions, errors in classifying or recording balances or transac­
tions) and likely differences (e.g., projected total misstatements from sampling 
applications, differences between an estimate recorded by the client and the 
auditor’s assessment of the closest reasonable amount).

.06 When assessing the materiality of audit differences for a public com­
pany, an auditor should consider Staff Accounting Bulletin 99 (“SAB 99”). SAB 
99 addresses the concepts of materiality in financial statements. The SAB 
expresses the views of the SEC staff that “exclusive reliance on certain quan­
titative benchmarks to assess materiality in preparing financial statements 
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and performing audits of those financial statements is inappropriate.” The 
SAB reminds auditors of the need to consider both “quantitative” and “quali­
tative” factors in assessing an item’s materiality. In SAB 99, the SEC also 
expresses the view “A matter is material if there is a substantial likelihood that 
a reasonable person would consider it important.” The SAB provides guidance 
on the qualitative assessment of materiality in the preparation and audit of 
financial statements, and reminds registrants of their obligation to maintain 
accounting records and internal accounting controls as required by the Securi­
ties Exchange Act of 1934.

Communicating Audit Differences

.07 Encouraging management to record audit differences, even if they are 
not material to the current year financial statements, sends a clear message 
about management’s responsibility for the accounting records and financial 
statements. There is usually a much greater likelihood management will 
record appropriate adjustments when those adjustments are brought to their 
attention early in the audit process. Recording such differences assures that 
future financial statements will not be affected by an accumulation of unad­
justed differences. An accumulation of immaterial unadjusted differences may 
take on increased significance if an entity or a business segment is sold, a new 
management team is appointed or if those differences become subject to 
scrutiny by third parties such as attorneys, regulators or other auditors. In the 
event that audit differences are not recorded and are assessed as immaterial, 
the auditor should work towards an agreed plan for management to record 
such items in the succeeding year.

.08 Finally, auditors are reminded of their obligation to inform the audit 
committee, or other formally designated oversight body, of recorded and unre­
corded adjustments arising from the audit that could, in their judgment, have 
a significant effect on the entity’s financial reporting process. (See SAS No. 61, 
Communication With Audit Committees, as amended, paragraph 9.)

.09 In early 2000, the Auditing Standards Board will issue SAS No. 89, 
Audit Adjustments, which increases the auditor’s responsibilities for commu­
nicating passed audit differences to audit committees. Specifically, the auditor 
will be required to inform the audit committee about uncorrected misstate­
ments aggregated by the auditor during the current engagement and pertain­
ing to the latest period presented that were determined by management to be 
immaterial, both individually and in the aggregate, to the financial statements 
taken as a whole. The auditor also will be required to obtain a written 
representation from management acknowledging that it has considered these 
financial statement misstatements and concluded that any uncorrected mis­
statements are immaterial, both individually and in the aggregate, to the 
financial statements taken as a whole. The SAS will be effective for audits of 
financial statements for periods beginning on or after December 15, 1999.

[The next page is 50,761.]
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Section 16,020
Practice Alert 94-2
Auditing Inventories—Physical Observations

First issued
July, 1994;

Updated July, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits. This document 
has been prepared by the SEC Practice Section Professional Issues Task Force 
and is based on the experiences of the individual members of the task force and 
matters arising from litigation and peer reviews. It has not been approved, 
disapproved or otherwise acted upon by any committee of the AICPA.

Introduction
.01 The inventories of most commercial entities, especially those of manu­

facturers or distributors, are material to their financial statements. By its 
nature, accounting for inventories is complex and generally involves a great 
deal of detail and is therefore susceptible to inadvertent errors. For similar 
reasons and the fact that auditors test only a portion of the inventories, there 
exists more than a low risk of manipulation when management is disposed 
toward financial statement fraud.

.02 This Alert discusses some ways in which inventory frauds have been 
perpetrated and presents information that might help prevent such frauds 
from going undetected. This Alert deals primarily with issues related to the 
physical existence of inventories. This Alert does not cover matters pertaining 
to inventory obsolescence, pricing or costing.

Inventory Fraud Schemes/Techniques
.03 Unfortunately, in many cases of inventory fraud, client personnel at 

various levels knowingly participated and assisted in the scheme. The follow­
ing are examples of inventory frauds:

• Including inventory that is not what it is claimed to be or valuing 
nonexistent inventory. Examples are:
— Empty boxes or “hollow squares” in stacked goods.
— Mislabeled boxes containing scrap, obsolete items or lower value 

materials.
— Consigned inventory, inventory that is rented, or traded-in items 

for which credits have not been issued.
— Diluted inventory so it is less valuable (e.g., adding water to liquid 

substances).
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— Increasing or otherwise altering the inventory counts for those 
items the auditor did not test count.

— Programming the computer to produce fraudulent physical quan­
tity tabulations or priced inventory listings.

— Manipulating the inventory counts/compilations for locations not 
visited by the auditor.

— Double-counting inventory in transit between locations.
— Physically moving inventory and counting it at two locations.
— Including in inventory merchandise recorded as sold but not yet 

shipped to a customer (“bill and hold sales”).
— Arranging for false confirmations of inventory held by others.
— Including inventory receipts for which corresponding payables 

had not been recorded.
— Overstating the stage of completion of work-in-process.
— Reconciling physical inventory amounts to falsified amounts in 

the general ledger.
— Manipulating the “roll-forward” of an inventory taken before the 

financial statement date.

Planning Considerations

.04 Even though there are numerous ways inventory frauds can be or­
chestrated, a well planned audit—appropriately executed with professional 
skepticism—can thwart many inventory falsification schemes. The audit pro­
cedures to be applied stem from and are responsive to the auditor’s assessment 
of risk (i.e., What could go wrong?). The use of analytical procedures (e.g., 
review of preliminary high-to-low inventory-value listings or comparison of 
year-to-year quantities) in planning the audit often helps identify inventory 
locations, areas or items for specific attention or greater scrutiny during and 
after the physical count.

.05 To plan an appropriate and effective inventory observation, it is 
important for the engagement team leaders to have an understanding of the 
client’s business, its products, its computer processing applications and rele­
vant controls before the physical count occurs, including knowledge of the 
physical inventory or cycle count procedures and the inventory summarization, 
pricing and cutoff procedures.

.06 When a client plans to count inventories at various dates or at a date 
other than that of the financial, statements, the early consideration of its 
business, internal controls and their effectiveness, and cutoff procedures are 
especially important. Heightened risks or the lack of adequate internal con­
trols may suggest that the inventory should be taken and observed at year end.

.07 An appropriate understanding of the client’s business systems, rele­
vant computer processing applications and inventory procedures helps deter­
mine the experience needed by the personnel assigned to observe the physical 
count and their individual responsibilities. Assigning junior personnel to ob­
serve the count at a complex manufacturing operation may or may not be 
prudent, depending on the extent of on-site supervision provided. Similarly, 
work-in-process inventory presents completion/valuation issues that may call 
for a more experienced auditor.
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.08 When the observation requires the use of personnel from another 
office or another CPA firm, adequate planning also enables the auditor to 
provide clear, comprehensive instructions about the scope of the engagement, 
the important risk factors, the relevant controls, cutoff procedures, and the 
expected level of reliance to be placed on internal controls.

The Actual Physical Count
.09
• The risk of inclusion of duplicate or fictitious items is higher in areas 

and for items not test counted by the auditor. Testing some counts 
made by all count teams at locations visited and ensuring that hard-to- 
count items are test counted helps minimize the risk of misstatement.

• Applying analytical procedures to the final priced-out inventory detail 
can help identify inventory items that might require additional audit 
scrutiny.

• Although client personnel are often helpful to the auditor making test 
counts, making test counts of which client personnel are unaware 
provides added assurance. The auditor can also record the details of 
some quantities that the auditor did not actually count for comparison 
with the final inventory listing. Also, the auditor needs to maintain 
appropriate control over the audit work papers so the client is not 
aware of the details of the test counts.

• Because the description on a container may not always match the 
goods inside, it is a good idea to open some containers or packages. 
Checking for empty containers or “hollow squares” (i.e., spaces be­
tween stacks of boxes) and verifying the units of measure on tags or 
count sheets are meaningful procedures. When observing work-in­
process inventory, the auditor also needs to consider the reasonable­
ness of the recorded stage of completion.

• When incorrect counts are observed, the auditor considers the nature 
and significance of the errors and whether to increase the extent of 
test counts or expand other procedures. Recounts of particular areas 
or the work of particular count teams may be necessary.

• Scanning inventory tags or count sheets for unusual or unreasonable 
quantities and descriptions is a useful technique to verify their propri­
ety. Subsequent to the physical count, it may be desirable to test large 
or unusual inventory quantities or items with large extended values 
that were not test counted during the observation.

• The need to monitor the client’s control over the physical count tags 
or sheets used should not be downplayed or overlooked. Paying close 
attention to tag/count sheet control procedures helps avoid the inclu­
sion of improper items and ensures appropriate items are included in 
the final inventory listing.

Multiple Locations
.10  Knowledge of all inventory locations is necessary to prevent the 

exclusion of any area(s) from audit consideration. Following are a few matters 
for auditors to consider related to multiple inventory locations.
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.11  To help discourage the shifting of inventory from one location to 
another, the merits of taking the physical inventory at all significant locations 
at the same time should be considered. When the physical count at each 
significant location will not be observed, informing management that observa­
tions will be performed at some locations without advance notice might help 
discourage the manipulation of the quantity or quality of the inventory. For 
locations not visited, the auditor may perform alternative procedures to detect 
material misstatements. Comprehensive analytical procedures subsequently 
applied to priced-out inventory summarizations may be one such technique 
(e.g., the analysis of year-to-year inventories by location, the relationship of 
inventory to sales levels, etc.). However, the auditor needs to remember that 
analytical procedures may not always detect erroneous changes in inventory.

Inventories Held for or by Others
.12  Ascertaining whether all inventory items on hand are the property of 

the client can be difficult in some situations. A client’s procedures for identify­
ing, segregating and excluding from inventory goods held on consignment 
should be considered. Requesting information from selected suppliers about 
such goods helps in this regard. Once consignment goods have been identified, 
noting the descriptions, quantities, serial numbers and shipping advice num­
bers for some items will help the auditor determine whether those items were 
properly excluded from the client’s inventory.

.13  When a client consigns inventory to others or stores merchandise at a 
third-party location, written confirmation of the goods held is ordinarily ob­
tained directly from the custodian. If such goods are significant in amount, one 
or more of the procedures discussed in SAS No. 1, section 331, Inventories, as 
amended, paragraph 14, which include visits to such locations and observation 
of physical counts, may be appropriate.

Use of Specialists
.14  An auditor is not expected to possess the expertise of a specialist 

trained or qualified in another profession or occupation. Consequently, use of 
a specialist in certain situations to determine quantities (e.g., stockpiled 
materials, mineral reserves) or to value special-purpose inventory (e.g., high- 
technology materials or equipment, chemicals, works of art, precious gems) or 
to measure the stage of completion of long-term contracts may be appropriate. 
If the specialist used is affiliated or otherwise has a relationship with the 
client, the auditor will want to consider the need to perform procedures or 
otherwise test some or all of the specialist’s assumptions, methods and find­
ings. This will provide information about the reasonableness of the findings. 
Alternatively, the auditor could engage another specialist for this purpose.

Post-Observation Matters
.15  The extent of audit procedures required normally increases when the 

inventory observation is performed at a date other than the balance sheet date. 
The extent and nature of the increase depends on the nature of the client’s 
business, the type of inventory, inventory turnover period, the records main­
tained, the strength of the related internal controls, and the time interval 
between the observation and the date of the balance sheet. Interim physical 
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inventories or the client’s use of cycle count programs present different audit 
risks warranting careful assessment of controls, and by extension, different 
audit tests. This assessment of audit risks and key controls and the focused 
testing thereof, along with appropriate analytical procedures, are important 
audit procedures to consider in these circumstances. The guidance in SAS No. 
45, Omnibus Statement on Auditing Standards—1983, “Substantive Tests 
Prior to the Balance Sheet Date,” is relevant in these circumstances.

.16  Testing significant items in the reconciliation of the physical inven­
tory to the general ledger helps identify inadvertent errors along with inten­
tional misstatements. Significant reconciling items for those locations where 
the physical counts were not observed by the auditor generally merit scrutiny. 
Goods in-transit and inventory transfers between affiliates, locations or de­
partments are tested to ascertain their existence and to determine the propri­
ety of their inclusion or exclusion.

Conclusion

.17  Unfortunately, there are no foolproof methods for assuring that all 
inventory counts are free from inadvertent or intentional misstatement. No 
audit will necessarily detect all fraudulent activity, especially when collusion 
to mislead the auditors occurs among client personnel or with third parties. 
However, understanding the client’s business, its count procedures and con­
trols and a resulting careful assessment of where and how quantity error might 
occur helps reduce the risk of inadvertent or intentional misstatement. Appro­
priate planning for the physical inventory observation together with healthy audit 
skepticism can effectively reduce the incidence of inventory misstatements.

.18  This Practice Alert is not a complete list of all audit procedures, nor 
is every procedure discussed herein applicable in all circumstances. Additional 
information on this important subject is provided in the AICPA’s Auditing 
Procedures Study, Audits of Inventories (Product No. 021045MJ). The AICPA 
Order Department may be reached at (888) 777-7077.

[The next page is 50,811.]
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Section 16,060
Practice Alert 96-1
The Private Securities Litigation Reform 
Act of 1995

First issued
May, 1996;

Updated July, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits. This document 
has been prepared by the SEC Practice Section Professional Issues Task Force. 
It has not been approved, disapproved or otherwise acted upon by any committee 
of the AICPA.

Introduction

.01  As 1995 drew to a close, the Private Securities Reform Act of 1995 (the 
Act) became law. This Act provides welcome liability reform for both Securities 
and Exchange Commission (SEC) registrants and those who provide services 
to SEC registrants. The Act not only changes the way that plaintiffs may bring 
lawsuits, but also imposes certain obligations and requirements on SEC regis­
trants and their auditors. This Practice Alert discusses two sections of the Act 
(Fraud Detection and Disclosure and the Safe Harbor for Forward-Looking 
Statements) and how they affect auditors in performing audits and other 
services.

Fraud Detection and Disclosure
.02  The Fraud Detection and Disclosure section of the Act reaffirms the 

independent accountant’s responsibility regarding illegal acts as described in 
both Statement on Auditing Standards (SAS) No. 53, The Auditor’s Responsi­
bility to Detect and Report Errors and Irregularities, and SAS No. 54, Illegal 
Acts by Clients. The Act requires that audits of financial statements conducted 
pursuant to the Securities Exchange Act of 1934 include generally accepted 
auditing standards procedures designed to provide reasonable assurance of 
detecting illegal acts that would have a direct and material effect on the 
determination of financial statement amounts.

.03  An illegal act is defined as an “act or omission that violates any law, 
or any rule or regulation having the force of law.” Under the Act, as under 
current practice, if the auditor “detects or otherwise becomes aware of informa­
tion indicating that an illegal act (whether or not perceived to have a material 
effect on the financial statements of the issuer) has or may have occurred,” the 
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auditor then (1) determines whether it is likely that an illegal act has occurred; 
(2) evaluates the possible effects of the illegal act on the issuer’s financial 
statements; and (3) promptly informs the appropriate level of management 
and assures that the audit committee or board of directors is adequately 
informed with respect to the illegal act, unless it is clearly inconsequential.

Private Securities Reform Act of 1995
.04  The Act contains new reporting requirements that will come into play 

if the auditor:
• Determines that the audit committee or the board of directors is 

adequately informed with respect to illegal acts that “have been 
detected” or have otherwise come to the auditor’s attention during the 
course of the audit, and

• Concludes that the illegal act has a material effect on the financial 
statements;

• Senior management has not taken, and the board has not caused it to 
take, “timely and appropriate remedial actions”;  and1

• The failure to take remedial action “is reasonably expected to warrant 
departure from a standard report of the auditor, when made, or 
warrant resignation from the audit engagement.”

1 “Remedial action” for this purpose may include: (1) taking appropriate disciplinary actions; (2) 
establishing policies, internal controls, and related monitoring procedures designed to safeguard 
against the recurrence of such illegal acts; and (3) as appropriate, reporting the effects of the illegal 
acts in the financial statements. SAS No. 54, paragraphs 17 and 18.

In that instance the auditor “shall, as soon as practicable,” report its conclusions 
directly to the board.

.05  Under the new reporting requirements added by the Act, an issuer 
that receives the report described above must notify the SEC within one 
business day after receiving the report and must send a copy of that notice to 
the auditor. If the auditor does not receive the notice within the one day period, 
it must, whether or not it resigns, furnish a copy of its report (or documentation 
of an oral report) to the SEC within one business day after the failure of the 
issuer to give its required notice. Auditors are protected from liability in a 
private action “for any finding, conclusion, or statement” expressed in a report 
required of them under this provision. The SEC staff has stated that until the 
SEC adopts reporting requirements to implement this rule, any auditor faced 
with filing such a notice should contact the SEC staff at (202) 942-4400.

.06  The Fraud Detection and Disclosure section of the Act also reempha­
sizes the requirements that audits include:

• Procedures designed to identify related party transactions that are 
material to the financial statements or otherwise require disclosure 
therein. Note that appropriate procedures for identifying related par­
ties and the related disclosure requirements are contained in SAS No. 
45, Omnibus Statement on Auditing Standards—1983, “Related Par­
ties,” and Financial Accounting Standard No. 57, Related Party Dis­
closures. In addition, related party issues are discussed in Practice 
Alert 95-3, Auditing Related Parties and Related Party Transactions 
[section 16,050]; and
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• An evaluation of whether there is substantial doubt about the ability 
of the issuer to continue as a going concern during the ensuing fiscal 
year. This provision of the Act is covered by SAS No. 59, The Auditor’s 
Consideration of an Entity’s Ability to Continue as a Going Concern 
(as amended by SAS No. 77, Amendments to Statements on Auditing 
Standards No. 22, Planning and Supervision, No. 59, The Auditor’s 
Consideration of an Entity’s Ability to Continue as a Going Concern, 
and No. 62, Special Reports).

Safe Harbor for Forward-Looking Statements
. 07 The Act amends the Securities Act of 1933 and the Securities Ex­

change Act of 1934 by creating a new “safe harbor” for forward-looking state­
ments made by an issuer, persons acting on behalf of the issuer, and any 
outside reviewer retained by the issuer to make a statement on the issuer’s 
behalf. Under the Act, the term “forward-looking information” means:

a. A statement containing a projection of revenues, income, earnings 
per share, capital expenditures, dividends, capital structure, or other 
financial items;

b. A statement of management’s plans and objectives for future opera­
tions, including plans or objectives relating to the issuer’s products 
or services;

c. A statement of future economic performance, including any state­
ment contained in management’s discussion and analysis of financial 
condition or the results of operations included pursuant to SEC rules 
and regulations;

d. Any statement of the assumptions underlying or relating to any 
statement described in a., b., or c.;

e. Any report issued by an outside reviewer retained by the issuer, to 
the extent that the report assesses a forward-looking statement 
made by the issuer; or

f. A statement containing a projection or estimate of such other items 
as may be specified by SEC rules or regulations.

.0 8 However, the Act provides for certain exclusions to the safe harbor 
protection, most notably for forward-looking statements made in connection 
with an initial public offering or a tender offer, and forward-looking statements 
included in financial statements prepared in accordance with generally accepted 
accounting principles (historical financial statements). Additional exclusions 
are detailed in the Act.

.0 9 The safe harbor protection covers both written and oral forward­
looking statements made by the registrant or those acting on the registrant’s 
behalf. In addition, there is no requirement under the Act to update the 
forward-looking statements. To be protected by the Act, a written or oral forward­
looking statement must:

1. Be identified as a forward-looking statement; and

2. Be accompanied by meaningful (not boilerplate) cautionary language 
identifying important factors that might cause the actual results to 
differ materially from those in the forward-looking statement.
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If these conditions are not met, liability may be attached only if the plaintiff 
can prove that the forward-looking statement was made with actual knowledge 
that the statement was false or misleading.

.10 Oral forward-looking statements and cautionary language can satisfy 
the requirement of identifying important factors by making reference to a 
readily available written document, including a filing with the SEC.

.11 Companies may request that auditors advise them in the develop­
ment and presentation of forward-looking statements, possibly extending to 
attesting to their assertions regarding such information. Other companies may 
only seek informal input in the process. Attempting to provide guidance for all 
situations is difficult, but the following should be helpful in relation to the level 
of service requested.

• No substantive attention requested by the registrant
When no substantive work has been requested, the auditor’s respon­
sibility for forward-looking statements included in documents contain­
ing audited financial statements is discussed in SAS No. 8, Other 
Information in Documents Containing Audited Financial Statements, 
and SAS No. 37, Filings under Federal Securities Statutes. Basically, 
SAS No. 8 and SAS No. 37 require auditors to read other information, 
including any forward-looking statements, cautionary language, and 
important factors, and to consider whether such information, or the 
manner of its presentation, is materially inconsistent with the finan­
cial statement information or the manner of its presentation. This 
responsibility, of course, does not include opining on whether or not 
the disclosure meets the requirements of the safe harbor or any 
reasonableness or other review of the forecasted information. To assist 
client executives and directors in understanding this responsibility, 
auditors should discuss with them the auditor’s responsibility for such 
information under generally accepted auditing standards as part of 
the required communications under SAS No. 61, Communication with 
Audit Committees, as amended, paragraph 10. The auditor may wish 
to add language to the engagement letter or other communications to 
clarify this understanding.

• Substantive attention requested by the client, not leading to a report on 
such information
The company may engage the auditor to consult on the forward-look­
ing statement, cautionary language, and important factors. Because 
of the subjective nature of this consultation, the extent of the auditor’s 
involvement should be clarified with the company. In addition, docu­
menting the discussions held and having an engagement letter are 
strongly encouraged. In any event, the auditor should be aware of the 
SEC’s position that accountants who assist in the preparation of a 
forecast may not be independent from an SEC perspective and may 
not report on the forecast.

• Substantive attention requested by the client, leading to a report on 
such information
The company may request the auditor to examine or perform agreed- 
upon procedures on the forward-looking statement, cautionary lan­
guage, and important factors under Statements on Standards for 
Attestation Engagements, Financial Forecasts and Projections, and 
the 1993 AICPA Guide for Prospective Financial Information. The 
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auditors report on an examination of forward-looking statements 
can be issued to the public. The auditor should emphasize to the 
company, however, that any agreed-upon procedures report would be 
limited to client officials and the board of directors and that the 
company and others cannot refer to the report in public statements. If 
underwriters require comfort with respect to forward-looking informa­
tion, the auditor should refer to SAS No. 72, Letters for Underwriters 
and Certain Other Requesting Parties, for guidance.

.12 Legal counsel has advised that auditor’s reports with respect to 
forward-looking information are eligible for the statutory safe harbor. As long 
as the auditor is acting within the scope of the engagement (what the statute 
terms acting “on behalf of the issuer”), safe harbor protection is available for 
“any report issued by an outside reviewer retained by an issuer, to the extent 
that the report assesses a forward-looking statement made by the issuer.” 
Thus, coverage would be available for an auditor’s report on wholly prospective 
information (for example, a report on an issuer’s projected financial results for 
the upcoming year) or for a report on information that is both prospective and 
historical, such as the MD&A (in which case the report would be protected only 
as it relates to the issuer’s forward-looking statements). Because historical 
financial statements are exempt from the safe harbor, reports on those finan­
cial statements receive no safe harbor protection. (The statute does empower 
the SEC to issue rules extending safe harbor protection to financial statement 
information, but it is not clear whether the Commission will exercise this 
authority.) The auditor should consult with legal counsel in determining 
whether and to what extent a particular report meets the statutory require­
ments for safe harbor coverage.

.13 The SEC’s previous efforts at encouraging the disclosure of forward­
looking statements with safe harbor protection were not successful because of 
the uncertainty and perceived ineffectiveness of the previous safe harbor. The 
new safe harbor for forward-looking statements is intended to provide real 
protection to registrants and auditors that provide services in connection with 
such statements. As with the existing safe harbor (which remains in place), the 
ultimate effectiveness and extent of protection will be tested through practice 
and proven over time in the courts.

Effective Date of Provisions

.14 Most of the provisions of the Act, including the Safe Harbor for 
Forward-Looking Statements, became effective on Friday, December 22, 1995. 
However, the Fraud Detection and Disclosure provisions of the Act apply to 
annual reports for any period beginning on or after January 1, 1996, with 
respect to any registrant that is required to file selected quarterly financial 
data pursuant to SEC rules or regulations, and for any period beginning on or 
after January 1, 1997, with respect to any other registrant.

.15 This Practice Alert is not intended to represent a legal interpretation 
or description of the Act; auditors should seek advice from legal counsel for 
such information.

[The next page is 50,821.]
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Section 16,070
Practice Alert 97-1
Members in Public Accounting Firms

First issued 
January/February 1997; 

Updated August, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits. This document 
has been prepared by the SEC Practice Section Professional Issues Task Force 
and is based on the experiences of the individual members of the task force and 
matters arising from litigation and peer reviews. It has not been approved, 
disapproved or otherwise acted upon by any committee of the AICPA.

Financial Statements on the Internet

.01 Generally accepted auditing standards (GAAS) provides guidance to 
independent auditors when clients publish documents that contain informa­
tion (hereinafter “other information”) in addition to audited financial state­
ments and the independent auditor’s report thereon. (See SAS No. 8, Other 
Information in Documents Containing Audited Financial Statements.) Exam­
ples of such documents include annual reports to shareholders, annual reports 
of not-for-profit organizations, and annual reports filed with regulatory 
authorities under the Securities Exchange Act of 1934.1

.02 Recent technology has changed the traditional means of disseminat­
ing information. Today, some entities are including their annual audited 
financial statements and related auditor’s report on the Internet. The Internet 
is an interactive medium, where entities portray information in components 
referred to as “pages,” which can be connected to other pages appearing 
elsewhere on the “Web site” through “hyperlinks.” Thus, the commingling of 
data from various sources is controlled by the “reader” or “browser,” rather 
than the traditional binding of tangible documents.

.03 The users of the new technology are different from the client person­
nel with whom the auditor most often interacts. Today, the technological 
frontier (the Internet) is largely a marketing arena, but those users are not 
limited to the familiar marketing tools. For example, an entity might decide to 
include (by embedding a hyperlink) marketing information in the revenue 
recognition section of their summary of significant accounting policies. Also, 
this marketing information might be updated weekly.

1 SAS No. 8 is not applicable when financial statements and report appear in a registration 
statement filed under the Securities Act of 1933. See SAS No. 72, Letters for Underwriters and Certain 
Other Requesting Parties, as amended, and SAS No. 37, Filings Under Federal Securities Statutes.
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.04 Auditors have recently asked questions regarding the dissemination 
of audit reports and the accompanying financial statements on the Internet, 
some of which are:

• Does an independent auditor have an obligation with respect to the 
ever-changing other information in an electronic site that contains 
audited financial statements and the related auditor’s report?

The Auditing Standards Board recently approved for issuance an 
interpretation to SAS No. 8 entitled “Other Information in Electronic 
Sites That Contain Audited Financial Statements,” to address this 
question. The Interpretation advises that auditors do not have an 
obligation pursuant to SAS No. 8 to read or consider information 
included in an electronic site.

• How may a client ensure the security of information integrity when 
published on the Internet? Tales appear daily in the news media 
concerning hackers breaking into previously thought secure data­
bases, and altering or deleting information.

The auditor may wish to discuss these concerns with the client, so that 
the client may review the safeguards utilized to protect the data.

• Can a client who distributes its audited financial statements and 
auditor’s report on the Internet set it up so that a user knows when 
they are hyper-linking to matters outside of that document?

Yes, and at least one large organization has done so by creating distinct 
boundaries around its “annual report.” Specifically, when users either 
enter or leave pages of the annual report, they are warned with a 
message. (Alternatively, entities might wish to clearly mark each page 
of the annual report information as being a part of the annual report.)

Because of the way traditional documents are typically broken into 
much smaller “pages” for publishing on the Internet, it can be difficult 
for a user to locate a complete “document.” Entities may wish to 
provide a facility on their site that would allow easy access to all parts 
of a document or the ability to download or print an entire document.

Auditors may wish to discuss these matters with the client during the 
performance of the audit.

[The next page is 50,831.]
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Section 16,080
Practice Alert 97-2
Audits of Employee Benefit Plans

First issued
May, 1997;

Updated April, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits. This document 
has been prepared by the SEC Practice Section Professional Issues Task Force 
(PITF) and is based on the experiences of the individual members of the task force 
and matters arising from litigation and peer reviews. It has not been approved, 
disapproved, or otherwise acted upon by any committee of the AICPA.

Introduction
.01 The AICPA Peer Review Program, the AICPA Professional Ethics 

Division, as well as the U.S. Department of Labor (DOL), continue to note a 
high rate of deficiencies on audits of employee benefit plans. These deficiencies 
primarily resulted from the auditor’s failure to comply with professional audit­
ing standards and DOL reporting requirements. Practitioners, whose work is 
considered deficient by the DOL’s Pension and Welfare Benefit Administration 
(PWBA), are referred to state licensing boards and/or to the AICPA Profes­
sional Ethics Division, and could face severe consequences, including loss of 
license and loss of membership in the AICPA, if found to have performed 
deficient employee benefit plan audits. Plan administrators could face mone­
tary civil penalties under ERISA section 502(c)(2) if found to have filed defi­
cient audit reports.

.02 Employee benefit plans must meet a number of specialized financial, 
operational and regulatory requirements, and auditors have certain responsi­
bilities for testing compliance with certain of those requirements. This Practice 
Alert is intended to assist auditors of employee benefit plans by providing an 
overview of the governmental oversight of employee benefit plans, the relevant 
financial accounting and reporting standards and the common deficiencies 
noted on such audits. This Practice Alert also includes best practices adopted 
by firms performing audits of employee benefit plans and an overview of 
current legislative developments which, if enacted, would significantly change 
the way employee benefit plan audits are conducted.

Governmental Oversight of Employee Benefit Plans
.03 The Employee Retirement Income Security Act of 1974 (ERISA) was 

enacted to protect the interests of workers who participate in employee benefit 
plans and their beneficiaries. To achieve this objective, ERISA requires financial 

AICPA Technical Practice Aids §16,080.03



50,832 Practice Alerts

reporting to government agencies and disclosure to participants and benefici­
aries, establishes standards of conduct for plan fiduciaries, and provides for 
appropriate remedies, sanctions, and access to the federal courts. ERISA also 
provides for substantial federal government oversight in the operating and 
reporting practices of employee benefit plans. The ERISA reporting require­
ments and the plans subject to those requirements are described in the AICPA 
Audit and Accounting Guide Employee Benefit Plans, with conforming changes 
as of May 1, 1999 (the AICPA Guide). This Practice Alert addresses employee 
benefit plans that are subject to ERISA.

Financial Accounting and Reporting Standards

.04 FASB Statement No. 35, Accounting and Reporting by Defined Benefit 
Pension Plans, established standards of financial accounting and reporting for 
financial statements of defined benefit pension plans, but did not establish 
standards for defined contribution plans or health and welfare benefit plans. 
The AICPA Guide provides comprehensive guidance, including the guidance 
prescribed by FASB Statement No. 35, on accounting, auditing, and reporting 
matters for defined benefit, defined contribution and health and welfare bene­
fit plans.

.05 Employee benefit plans that are subject to ERISA are required to 
report certain information annually to federal government agencies—that is, 
the U.S. Department of Labor (DOL), Internal Revenue Service (IRS), and 
Pension Benefit Guaranty Corporation (PBGC) and to provide summarized 
information to plan participants. For many plans, the information is reported 
to the IRS on Form 5500, Annual Return / Report of Employee Benefit Plan, 
which includes financial statements and certain supplemental schedules (for 
example, plan investments and reportable transactions). Comments or ques­
tions on this Alert should be directed to the AICPA’s SEC Practice Section at 
(201) 938-3022.

Common Deficiencies

.06 The PWBA has established an ongoing quality review program to 
enhance the quality of audit work performed by independent auditors in audits 
of plan financial statements that are required by ERISA. The AICPA, working 
with the PWBA, has made a concerted effort to improve the guidance available 
to auditors of employee benefit plans, and has incorporated such improvements 
in the AICPA Guide. The DOL strongly encourages the use of the AICPA Guide 
in meeting the requirements contained in ERISA. A complement to the AICPA 
Guide, the AICPA Employee Benefit Plans Audit Risk Alert—1999, (the AICPA 
Audit Risk Alert) provides an overview of recent economic, industry, regula­
tory, and professional developments. Both the AICPA Guide (Product No. 
0123368QB) and the AICPA Audit Risk Alert (Product No. 022201QB) can be 
ordered from the AICPA Order Department at (888) 777-7077 by phone, or at 
(800) 362-5066 by fax.

.07 The PWBA, in their review of employee benefit plan audits, has noted 
the following common deficiencies:

a. Inadequate audit program or planning documentation. Such defi­
ciencies included lack of a specific audit program tailored to the audit 
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of employee benefit plans, failure to obtain/review relevant plan 
documents, failure to understand the operations of the plan or 
current developments affecting the plan, and failure to address the 
area of prohibited transactions in the audit program. (Chapter 5 of 
the AICPA Guide provides guidance on audit planning, including the 
limited-scope audit exemption.)

b. Inadequate documentation of the auditor’s understanding of the 
plan’s internal control. Such deficiencies included either no work or 
significantly inadequate work with respect to obtaining a sufficient 
understanding of the plan’s internal control. (Chapter 6 of the AICPA 
Guide provides guidance on internal control.)

c. Inadequate documentation supporting the audit work performed and 
insufficient procedures performed. Such deficiencies included fail­
ure to perform sufficient audit work related to participant data, 
benefit payments and/or plan obligations. (Chapters 9 and 10 of the 
AICPA Guide provide guidance in these areas.) Also, in certain 
instances, the auditor did not test the fair market valuations, invest­
ment transactions or authorizations for investment transactions. 
(Chapter 7 of the AICPA Guide provides guidance on investments.) 
In limited-scope engagements, the auditor did not obtain the proper 
certification from the bank or insurance company or the certification 
did not cover all of the plan assets. (Paragraphs 7.51 and 7.52 of the 
AICPA Guide provide guidance on limited-scope auditing proce­
dures.) In audits of multi-employer plans, the auditor performed 
inadequate work relating to the contributions received from contrib­
uting employers. In certain participant-directed plans, the auditor 
did not agree the allocation of employee contributions to selected 
investment options. (Chapter 8 of the AICPA Guide provides guid­
ance on contributions received and related receivables.)

d. Deficiencies in the auditor’s report. Such deficiencies included fail­
ure to reflect a departure from generally accepted accounting princi­
ples, and failure to report on all the years presented. (Chapter 13 of 
the AICPA Guide provides guidance on, and examples of, auditor’s 
reports.)

e. Deficiencies in the note disclosures. Such deficiencies included fail­
ure to disclose: the investments that represent 5 percent or more of 
the plan’s net assets available for benefits (see paragraphs 2.26g, 
3.28g and 4.57 of the AICPA Guide); information as to whether or 
not the plan has received a favorable tax determination ruling from 
the IRS (see paragraphs 2.26f, 3.28f and 4.57 of the AICPA Guide); 
the priorities of distribution of plan assets upon termination of the 
plan (see paragraphs 2.26c, 3.28c and 4.57 of the AICPA Guide); the 
funding policy of the plan (see paragraphs 2.26d, 3.28d and 4.57 of 
the AICPA Guide); information regarding the method and significant 
assumptions used to determine the actuarial present value of the 
plan’s accumulated plan benefits as required by FASB Statement No. 
35 (see paragraphs 2.20-2.24 of the AICPA Guide).

f. Failure to comply with ERISA’s or DOL’s reporting and disclosure 
requirements. The most common reporting and disclosure deficien­
cies were as follows: the auditor’s report failed to extend to one or more 
of the required supplemental schedules (see paragraphs 13.09-13.18 
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of the AICPA Guide); the required supplemental schedules failed to 
include all the necessary information pursuant to ERISA and DOL 
regulations (see Appendix paragraphs A.51(b) and A.70-A.76 and 
Exhibit A-1 of the AICPA Guide); the plan administrator inappropri­
ately invoked the limited-scope audit exemption when the financial 
institution holding the plan’s assets did not qualify for such exemp­
tion because it was not a bank or similar institution or an insurance 
company (see Appendix paragraphs A.57-A.58 of the AICPA Guide); 
the statement of net assets was not presented in comparative form 
as required by DOL regulations (see Appendix paragraph A.51(a) of 
the AICPA Guide); the notes to the plan’s financial statements failed 
to include certain information required by DOL regulations (for 
example, a note reconciling financial statement amounts to 
amounts reported in Form 5500 Series Annual Report) (see Ap­
pendix paragraph A.51(c) of the AICPA Guide); the audit was of the 
trust rather than of the plan (see Appendix paragraph A.55 of the 
AICPA Guide).

Best Practices
.08  To assist practitioners and CPA firms improve audit quality related 

to audits of employee benefit plans, and to reduce related enforcement and 
litigation risks, best practices used by firms in performing audits of employee 
benefit plans are noted below. These best practices were adapted from an 
article titled, “A Warning to CPAs on Employee Benefit Audits,” by David M. 
Walker, CPA, in the June 1996 edition of the Journal of Accountancy (reprints 
may be obtained from the AICPA library at (888) 777-7077; available for 
AICPA members only). The best practices are as follows:

• Assign professionals trained in auditing employee benefit plans—pref­
erably at the manager and/or senior level—to employee benefit plan 
audits, especially for higher-risk engagements. Factors that could be 
indicative of a high risk employee benefit plan audit include, among 
other things: plan sponsor financial difficulties; significant underfund­
ing; volatile or non-readily marketable investments (for example, real 
estate and derivatives); plan amendments; changes in actuarial esti­
mates or methods; plan merger, consolidation or termination; settle­
ment of obligations or curtailment of accrual of benefits; initial audits; 
existence of prohibited transactions or unusual party-in-interest 
transactions; weak control environment (little or no direct plan spon­
sor involvement with plan administration); change in trustee, custo­
dian or record keeper; report in accordance with Statement on 
Auditing Standards (SAS) No. 70, Service Organizations, not available 
from trustee, custodian or third-party administrator; recent IRS or 
DOL investigation; and accounting changes.

• Perform second (concurring) partner reviews on higher-risk engage­
ments (see above for factors that could be indicative of a high risk 
employee benefit plan audit). (Concurring partner reviews are re­
quired for members firms of the AICPA SEC Practice Section who 
audit plans that file Form 11-K.)

• Coordinate responsibility for employee benefit plan audits between 
audit and tax staff, so that qualified tax staff review the plan’s tax 
status, transactions with parties-in-interest, and Form 5500.
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• Ensure that engagement personnel have access to current guidance 
(see “Common Deficiencies” section above for a discussion of the 
AICPA Guide and the AICPA Audit Risk Alert). Ensure that engage­
ment personnel have adequate training in employee benefit plan 
audits and any other related matters. (The AICPA sponsors an annual 
national conference on employee benefit plans, which provides hands- 
on interactive workshops in auditing, taxation, Form 5500 prepara­
tion, plan administration, and multi-employer plans; question and 
answer sessions with industry experts and government officials di­
rectly responsible for regulating employee benefit plans; and updates 
on all the recent and proposed employee benefit plan legislative and 
regulatory matters. The AICPA also offers the following self-study 
courses: Employee Benefit Plans I: Accounting Principles, Audits of 
Employee Benefit Plans, and Audits of 401(k) Plans. To obtain further 
information about the conference and the self-study courses, call 
(888) 777-7077.

• Use standardized engagement tools and documentation approaches. 
The AICPA has published checklists for defined benefit, defined con­
tribution and health and welfare plans. The checklists include both 
industry specific and general disclosure requirements, and can be 
ordered from the AICPA Order Department at (888) 777-7077.

• Use the AICPA’s publication, Financial Statement Reporting and 
Disclosure Practice for Employee Benefit Plans (Product No. 008725), 
which gives examples on required disclosure for employee benefit plan 
financial statements.

• Ensure that the CPA firm’s internal inspection or monitoring program 
addresses employee benefit plan audit engagements and that engage­
ment reviews are performed by qualified personnel.

• Use technical hotlines and support services provided by the AICPA 
and various state societies. The AICPA’s Technical Information 
Division offers a hotline for accounting and auditing practice ques­
tions, and can be reached, free of charge to AICPA members, at 
(888) 777-7077. The AICPA’s Tax Information Phone Service (“TIPS”) 
offers a hotline for federal, state and local tax questions, and can be 
reached at (888) 777-7077, option 3, or members can submit questions 
through the AICPA Web site (see  
index.htm). TIPS charges a fee of $3 per minute (with a $30 minimum) 
from January 15 to April 15 and $2 per minute (with no minimum) the 
rest of the year, whether the query is by phone or through the Web 
site. The fee is billed to the member’s MasterCard, Visa or Discover 
credit card. Also, the PWBA encourages auditors and plan filers to call 
its Division of Accounting Services at (202) 219-8794 with ERISA- 
related accounting and auditing questions and questions regarding 
preparation of Form 5500. Questions concerning filing requirements 
should be directed to the PWBA’s Division of Reporting Compliance at 
(202) 219-8770.

http://www.aicpa.org/feedback/

• Consider engaging the services of another CPA firm, experienced in 
employee benefit plan accounting, audit and ERISA matters, when 
necessary and appropriate.

Implementing these best practices can significantly improve audit quality and 
client service and reduce related enforcement and litigation risks.
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Recent Developments
.09 In June 1998, the Financial Accounting Standards Board issued 

Statement No. 133, Accounting for Derivative Instruments and Hedging Activi­
ties. FASB No. 133 applies to employee benefit plans, although most plans do 
not hold such instruments. The AICPA’s publication, Employee Benefit Plans— 
1999 Audit Risk Alert, describes the accounting effects of FASB No. 133 
relating to employee benefit plans.

.10 There are currently two proposed Statements of Positions (SOPs) 
relating to employee benefit plans. The two SOPs would amend the Audit and 
Accounting Guide Employee Benefit Plans, SOP 92-6, Accounting and Report­
ing by Health and Welfare Benefit Plans [section 10,530], and SOP 94-4, 
Reporting of Investment Contracts Held by Health and Welfare Benefit Plans 
and Defined-Contribution Plans [section 10,620].

Service Organizations
.11 Many plans are now offering their participants on-line access to their 

401(k) plans. In such circumstances, participants can review their accounts, 
and change their investment elections at any time, even from home. Because 
plan participants can change their investments daily, by telephone or via 
Intranet sites, daily valuations of such plans are becoming commonplace with 
virtually no record of the changes being maintained by the service provider of 
the plan. Additionally, more and more services are being “bundled” and pro­
vided by one service provider. These service providers execute transactions and 
maintain accountability on behalf of the plan administrator. For example, 
outside service organizations such as, bank trust departments, insurance 
companies, and benefits administrators may maintain records and process 
benefit payments. Often, the plan sponsor does not maintain independent 
accounting records of transactions executed by the service provider. In fact, 
many plan sponsors no longer maintain records such as participant enrollment 
forms detailing the contribution percentage and the allocation by fund option, 
and this amount can be changed by telephone or on-line without any record. In 
these situations, the auditor may be unable to obtain a sufficient under­
standing of internal controls relevant to transactions executed by the service 
organization in planning the audit and determining the nature, timing and 
extent of testing to be performed without considering those components main­
tained by the service organization. These circumstances require an under­
standing of the requirements of SAS No. 70, Service Organizations, and 
additional explanation is described in Practice Alert 99-2, How the Use of a 
Service Organization Affects Internal Control Considerations [section 16,140].

Year 2000 Issues'
.12 Generally, the Year 2000 issues are the entity’s management’s re­

sponsibility and not the auditor’s. Management must assess and remediate the 
affects of the Year 2000 issue on an entity’s system. Under generally accepted 
auditing standards, the auditor has the responsibility to plan and perform the 
audit to obtain reasonable assurance whether the financial statements are free 
of material misstatement. Thus, the auditor’s responsibility relates to the 
detection of material misstatement of the financial statements being audited, 
whether caused by the Year 2000 issues or by some other cause.
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.13 However, auditors should be aware of the auditing and accounting 
issues that arise from the Year 2000 issue, including audit planning, going- 
concern issues, establishing an understanding of the services to be provided to 
the client, impairment of revenue and expense recognition, and disclosure. A 
more comprehensive discussion of this topic can be found in AICPA’s 1999 
Audit Risk Alert. Additional information on Year 2000 Issues can be found on 
the AICPA’s website.

[The next page is 50,841.]
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Section 16,090
Practice Alert 97-3
Changes in Auditors and Related Topics

First issued 
November, 1997; 

Updated August, 1999 
and April, 2004

NOTICE TO READERS
This Practice Alert is intended to provide practitioners with information that 

may help them improve the effectiveness and efficiency of their engagements and 
practices and is based on existing professional literature, the experience of 
members of the Professional Issues Task Force (“PITF”) and information provided 
by certain AICPA member firms to their own professional staff. This information 
represents the views of the members of the PITF and has not been approved by 
any senior technical committee of the AICPA. The auditing portion of this 
publication is an Other Auditing Publication as defined in Statement on Auditing 
Standards (SAS) No. 95, Generally Accepted Auditing Standards. Other Auditing 
Publications have no authoritative status; however, they may help the auditor 
understand and apply SASs. If an auditor applies the auditing guidance included 
in an Other Auditing Publication, the auditor should be satisfied that, in his or 
her judgment, it is both appropriate and relevant to the circumstances of the 
subject audit. This publication was reviewed by the AICPA Audit and Attest 
Standards staff and published by the AICPA, and is presumed to be appropriate.

Introduction
.01  The purpose of this Practice Alert is to provide practitioners with 

guidance regarding appropriate procedures after a successor auditor has ac­
cepted an engagement to audit financial statements.

.02  Practice Alert 03-3, Acceptance and Continuance of Clients and En­
gagements [section 16,260] provides practitioners and their firms with guid­
ance regarding the establishment of policies and procedures for deciding 
whether to accept or continue a client relationship and whether to perform a 
specific engagement for that client. The alert provides guidance with respect 
to following elements of an effective client acceptance program:

• Availability of competent personnel to perform the engagement.
• Communication with predecessor accountants or auditors.
• Assessment of management’s commitment to the appropriate applica­

tion of generally accepted accounting principles.
• Assessment of management’s commitment to implementing and main­

taining effective internal control.
• Assessment of the entity’s financial viability.
• Independence and objectivity, including how the firm can mitigate 

possible impairment threats from significant clients.
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• Inquiry of third parties.
• Background investigations.

The alert is currently available on the AICPA’s Web site at: http://www.aicpa. 
org/download/secps/pralert_03_03.pdf

.03 A predecessor auditor is an auditor who (a) has reported on the most 
recent audited financial statements or was engaged to perform but did not 
complete an audit of the financial statements and (b) has resigned, declined to 
stand for reappointment, or been notified that his or her services have been, or 
may be, terminated. Predecessor auditors must consider relevant issues when 
they are asked by a former client to reissue their reports on previously audited 
financial statements. Such issues include the need to decide whether to rees­
tablish a client relationship, including consideration of the former client’s 
intended use of the predecessor auditor’s report. For example, a former client’s 
request that a predecessor auditor reissue his or her report in connection with 
an initial public offering would expose the predecessor auditor to additional 
risk that was not contemplated at the time the original report was issued.

Review of Audit Documentation
.04 After accepting the engagement, the successor auditor should request 

the client to authorize the predecessor auditor to allow a review of the prede­
cessor auditor’s audit documentation. In such situations, the predecessor 
auditor may want to obtain written notification of such a request in an effort 
to reduce or avoid misunderstandings. Appendix A to SAS No. 84 provides an 
illustrative client consent and acknowledgment letter which the predecessor 
auditor may wish to send the former client. It is customary that the predecessor 
auditor make himself or herself available to the successor auditor as well as 
certain audit documentation for review. Pursuant to SAS No. 84, the predeces­
sor auditor should ordinarily permit the successor auditor to review audit 
documentation including documentation of planning, internal control, audit 
results and other matters of continuing accounting and auditing significance.

.05 Before permitting access to the audit documentation, the predecessor 
auditor may wish to obtain a written communication from the successor 
auditor regarding the use of the audit documentation. Appendix B to SAS No. 
84 includes an illustrative successor auditor acknowledgment letter. The pur­
pose of the letter is to clarify the use of the audit documentation between the 
predecessor auditor and the successor auditor. This often provides the prede­
cessor auditor more comfort in allowing unrestricted access to the audit docu­
mentation and may lead to a smoother transition.

Opening Balances
.06 The responsibility for the opening balances on the current year finan­

cial statements and consistency of accounting principles always rests solely 
with the client and the successor auditor. The successor auditor must obtain 
sufficient competent evidential matter to afford a reasonable basis for express­
ing an opinion on the financial statements under audit, including evaluating 
the consistency of the application of accounting principles. The nature of the 
tests to be performed and the extent of evidence obtained in auditing the 
opening balances on the current-year financial statements and consistency of 
accounting principles is a matter of professional judgment.
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.07 Evidence that may be obtained that will help a successor auditor 
determine the nature, timing and extent of auditing procedures to be applied 
to opening balances may include the following:

1. The most recently audited financial statements and the predecessor 
auditor’s opinion thereon. The successor auditor may also consider 
making inquiries about the professional reputation and standing 
of the predecessor auditor in forming his or her opinion on the 
opening balances. For example, a firm with a sound reputation in 
the business community and an unqualified peer review report 
would normally give the successor auditor more comfort with respect 
to opening balances than if the predecessor auditor was unknown 
and their peer review report was qualified. Peer review reports can 
be requested from the firm. In addition, peer review reports for 
member firms of the AICPA Center for Public Company Audit Firms 
and for members of the PCPS: the AICPA Alliance for Member Firms 
can be obtained from the following Web site:  
centerprp/publicfile01.htm.

http://www.aicpa.org/

2. The results of inquiries made to predecessor auditors. For example, 
a successor auditor would normally have a greater degree of comfort 
based on responses from a predecessor auditor that there were no 
disagreements with respect to the application of accounting princi­
ples or auditing procedures. Also, a successor auditor should consider 
the impact on opening balances when the predecessor auditor in­
forms the successor auditor that his or her response to questions and 
access to certain audit documentation was limited.

3. The results of the successor auditor’s review of the predecessor 
auditor’s audit documentation relating to the most recently com­
pleted audit may affect the nature, timing, and extent of the succes­
sor auditor’s procedures. For example, upon reviewing a predecessor 
auditor’s audit documentation with respect to contingencies at the 
beginning of the year, the successor auditor may conclude that the 
predecessor auditor’s assessment of internal controls, substantive 
testing, and evaluation of misstatements is sufficient to preclude 
applying procedures to prior year transactions, and may take comfort 
from a current year attorney’s letter or other procedures.

4. The results of audit procedures performed on the current period’s 
transactions that may provide evidence about the opening balances 
or consistency. For example, evidence gathered during the current 
year’s audit may provide information about the existence and valuation 
of receivables and inventory recorded at the beginning of the year.

.08  In those rare circumstances where a successor auditor is not allowed 
access to a predecessor auditor’s audit documentation, the successor auditor 
should consider the implications on whether the successor auditor will be able 
to obtain sufficient competent evidential matter to afford a reasonable basis for 
expressing an opinion on the financial statements under audit. A successor 
auditor should not necessarily interpret a refusal for access to a predecessor 
auditor’s audit documentation as a need to perform an audit of the previously 
audited financial statements.

.09  In all circumstances, the successor auditor should use professional 
judgment in determining the nature, timing, and extent of procedures to be 
performed on opening balances. Such procedures, as outlined in 1, 2 and 4 
above, will assist the successor auditor in determining the need to perform an 
audit of the previously audited financial statements.
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Requests to Reissue Reports
.10  Predecessor auditors may be asked to reissue their report on financial 

statements for a number of reasons, including requests made by a former client 
to include a predecessor auditor’s report in a registration statement filed with 
the SEC. In such situations, the predecessor auditor is, in effect, being asked 
to reestablish a client relationship and should consider the ramifications of 
that decision.

.11  Before consenting to the inclusion of his or her report on previously 
audited financial statements, a predecessor auditor should perform proce­
dures similar to its client acceptance and continuation procedures as re­
quired by Statement on Quality Control Standards No. 2, System of Quality 
Control for a CPA Firm's Accounting and Auditing Practice (QC section 20, 
paragraphs .14 through .16). In determining the nature and extent of client 
acceptance and continuation procedures as required by QC 20, an auditor 
might consider the guidance contained in Practice Alert 03-3, Acceptance and 
Continuance of Clients and Engagements [section 16,260]. That alert is cur­
rently available on the AICPA’s Web site at:  
secps/pralert_03_03.pdf.

http://www.aicpa.org/download/

.12  Such procedures would typically include an evaluation of whether 
specific events have occurred to determine whether a relationship with the 
former client should be reestablished, including a major change in one or more 
of the following: (1) management; (2) directors; (3) ownership; (4) legal counsel; 
(5) financial condition; (6) litigation status; (7) nature of the company’s busi­
ness; and (8) the scope of the engagement. Additionally, an auditor should 
determine whether he or she should be associated with a client that has 
selected, or may select, an underwriter that has been the subject of adverse 
publicity or that has matters reported on the underwriter’s Form BD that raise 
questions or concerns about the underwriter. Similarly, an auditor should 
consider the professional reputation and experience of both the successor 
auditor and legal counsel who is or will be associated with subsequent years’ 
financial statements.

.13 After consideration of the above, and other relevant factors, but before 
consenting to reissuance of his or her report, the predecessor auditor should 
consider whether that report is still appropriate in the circumstances. The 
auditor should perform procedures on events occurring subsequent to the date 
or period of the most recent financial statements. The nature and extent of the 
procedures will vary depending on the circumstances of the particular situ­
ation, but generally consist of the following (as per SAS No. 58, Reports on 
Audited Financial Statements, as amended):

If a successor auditor has audited the financial statements of the most 
recent period following the period audited by the predecessor auditor, 
subsequent events procedures may consist of the following:

• Reading the financial statements for the current period (or the 
entire registration statement if the financial statements are 
included in a filing with the SEC).

• Comparing the financial statements that were reported on by 
the predecessor auditor with the financial statements to be 
presented in the registration statement (or other document).

• Obtaining a letter from the successor auditor indicating whether
their audit has disclosed any events or transactions subsequent 
to the period covered by the most recent statement of income (or 
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the date of the latest balance sheet) audited by the predecessor 
auditor that, in the successor auditor’s opinion, would have a 
material effect on, or require disclosure in the financial state­
ments reported on by the predecessor auditor.

.14 SAS No. 85, Management Representations, adds the additional re­
quirement that a predecessor auditor obtain a representation letter from 
management of the former client in conjunction with reissuing his or her report 
on previously audited financial statements. This representation letter from 
management should state that nothing came to management’s attention that 
would cause them to believe that any of their previous representations should 
be modified and whether any events have occurred subsequent to the balance 
sheet date of the latest prior period financial statements reported on by the 
predecessor auditor that would require adjustment to or disclosure in those 
financial statements. Appendix C to SAS No. 85 includes an illustrative 
management representation letter that might be obtained in these circum­
stances. In addition to the above described procedures, an auditor should 
consider the relevant guidance in SAS No. 1, section 543, Part of Audit 
Performed by Other Independent Auditors, as amended, paragraphs .10 
through .12, which provides suggested procedures that may be performed 
when additional evidential matter might be necessary in the circumstances.

.15 If, after performing the procedures enumerated above and other 
procedures considered necessary in the circumstances, a predecessor auditor 
becomes aware of events or transactions occurring subsequent to the date of 
his previous report that may require an adjustment, additional disclosure, or 
reclassification to the financial statements previously reported on, the prede­
cessor auditor should make inquiries and perform other procedures that are 
considered necessary in the circumstances.

.16 The extent of such procedures is a matter of professional judgment 
and will vary depending on the effect of the items on the financial statements 
previously issued. For example, reviewing the reclassification of a line of 
business as discontinued operations for comparative purposes with the sub­
sequent year’s treatment, resulting from a subsequent decision made by the 
company, would generally require less extensive procedures than those that may 
be required in connection with the correction of an error in previously issued 
financial statements. In such instances, the predecessor auditor might consider 
requesting a review of the audit documentation of the successor auditor in those 
areas related to the matter affecting the prior-period financial statements. 
Based on the evidence obtained, the predecessor auditor should then decide 
whether to revise the previously issued report. When reissuing his or her 
report on prior-period financial statements, a predecessor auditor should use 
the date of his or her previous report; if the financial statements are restated 
or the predecessor auditor revises the previous report, the report should be 
dual dated. If the predecessor auditor decides not to revise the previously 
issued report when the financial statements have been restated, the successor 
auditor should follow the guidance in SAS No. 58, paragraph 74, as amended.

.17 If successor auditors have not been engaged, or if engaged, have not 
performed an audit of the subsequent financial statements or sufficiently famil­
iarized themselves with the accounting policies, control environment and other 
pertinent aspects of the company, the predecessor auditor’s subsequent events 
review procedures might be the same as those performed by a continuing auditor 
in accordance with SAS No. 1, section 560, Subsequent Events, as amended.

.18 After considering the above or other relevant factors, an auditor may 
decide not to consent to the use of his or her previously issued report. The AICPA’s
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Code of Professional Conduct, Statements on Auditing Standards (SAS No. 58, 
as amended, paragraph 70) and the rules and regulations of the SEC do not 
require an independent certified public accountant who has performed a financial 
statement audit, to subsequently sign a consent for inclusion of that report in 
a registration statement filed with the SEC, or for any other reason. Additionally, 
SAS No. 58, as amended, does not require the predecessor auditor to commu­
nicate or disclose the reasons why that auditor decided not to reissue his or her 
audit report and there is no requirement for disclosure of those reasons to the 
entity or its audit committee, as a client relationship does not exist.

Use of Indemnification Clauses When Reissuing Reports
.19 In many instances, the risk of litigation that results from the inclusion 

of a predecessor auditor’s report on financial statements of a former client may 
be such that a predecessor auditor might decide not to reissue his or her report 
unless the former client agrees to indemnify them for legal and other costs that 
might be incurred in defending itself, in the event of threatened or actual 
litigation, associated with knowing misrepresentations by management. In 
general, AICPA Ethics Ruling No. 94 (ET section 191.188-.189) allows obtain­
ing such indemnification agreements. However, SEC rules related to inde­
pendence prohibit indemnification agreements between auditors and current 
publicly-held clients.

.20 As a result of discussions between the AICPA and the SEC, the staff 
of the SEC agreed not to question a predecessor auditor’s independence with 
respect to a former audit client if that former audit client agrees to indemnify 
the predecessor auditor for the payment of legal costs and expenses that the 
predecessor auditor might incur in defending itself against legal actions or 
proceedings that arise as a result of the consent of that predecessor auditor to 
the inclusion of its auditor’s reports on the former audit client’s prior year’s 
financial statements in a new registration statement provided that: (1) Such 
indemnification letter would be void and any advanced funds would be re­
turned to the former client if a court, after adjudication, found the former 
auditor liable for malpractice, and (2) The indemnification provision is entered 
into after a successor auditor has issued an audit report on the former client’s 
most recent financial statements included in the registration statement of the 
former client.

Audits of Financial Statements Previously Audited
.21 In September 2002, the Professional Issues Task Force issued Prac­

tice Alert 02-3, Reauditing Financial Statements [section 16,230]. The Alert 
provides practitioners with information that may help them when they are 
engaged to reaudit and report on financial statements that have been pre­
viously audited by another auditor. The alert is currently available on the 
AICPA’s Web site at: http://www.aicpa.org/members/div/secps/lit/practice/ 
pralert_02_03.htm.

Reporting as Successor Auditor When Prior-Period 
Audited Financial Statements Were Audited by a 
Predecessor Auditor Who Has Ceased Operations

.22 In November 2002, the AICPA issued Auditing Interpretation No. 15 
to SAS No. 58. The Interpretation provides guidance regarding the effect on the 
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successor auditor’s report when the prior-period financial statements audited 
by a predecessor auditor who has ceased operations are presented for compara­
tive purposes with current-period audited financial statements.

.23 The Interpretation is available using the following web address: http:// 
www.aicpa.org/members/div/auditstd/announce/interpsas58.htm .

[The next page is 50,851.]
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Section 16,100
Practice Alert 98-1
The Auditor's Use of Analytical Procedures

First issued
May, 1998;

Updated August, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing audit literature, the professional experience of the members of the 
Professional Issues Task Force (PITF) and information provided by SECPS 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used by 
practitioners with the understanding that it be read in conjunction with the 
professional literature and only as a means of assisting them in meeting their 
professional responsibilities.

Introduction
.01 Analytical procedures are defined by Statement on Auditing Stand­

ards (SAS) No. 56, Analytical Procedures, as “evaluations of financial informa­
tion made by a study of plausible relationships among both financial and 
nonfinancial data.” Analytical procedures are used in all three main phases of 
an audit: planning, substantive testing and overall review. The use of analyti­
cal procedures in the planning and overall review phases of an audit is required 
under generally accepted auditing standards and plays an important role in 
assisting, the auditor in determining the nature, timing and extent of his or her 
substantive testing and in forming an overall opinion as to the reasonableness 
of recorded account balances.

.02 The use of analytical procedures in the substantive testing phase of 
the audit is a consideration left to the judgment of the auditor and may or may 
not be a preferred choice to traditional detail tests of transactions. However, 
the use of analytical procedures typically enables the auditor to perform 
substantive tests that provide sound audit evidence, assists the auditor in 
better understanding a client’s business, and when performed properly, may 
result in a more efficient and effective means of testing an account balance.

.03 This Practice Alert provides guidance to practitioners on:
• Applying substantive analytical procedures through discussion of 

certain key concepts and definitions related to forming expectations of 
recorded balances,

• Difficulties noted in the performance of analytical procedures, and
• How analytical procedures can assist the auditor in evaluating the risk

of fraud.
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Substantive Analytical Procedures—Key Concepts 
and Discussion

.04 Developing analytical procedures is a four-step process that consists 
of: (1) the development of an expectation; (2) the identification of fluctuations; 
(3) the investigation of material fluctuations and (4) the evaluation of the 
likelihood of material misstatements being present in the financial statements.

.05 The following discussion focuses on definitions and concepts pertinent 
to an auditor’s development of an expectation and how accurate that expecta­
tion should be based on the risk characteristics of a particular engagement and 
should be read in conjunction with SAS No. 56 and the AICPA Publication 
Analytical Procedures—Auditing Practice Release (the “APR”).

Expectations
.06 Expectations are the auditor’s prediction of what a recorded account 

balance or ratio should be. Auditors may be less likely to detect significant 
unexpected differences in the financial statements of a client when an expec­
tation has not been properly developed. In forming an expectation, the auditor 
must determine that the relationship between the items used to develop the 
expectation and the recorded amount is plausible because the items might 
sometimes appear to be related when they are not, leading to erroneous 
conclusions. Plausible relationships are best defined as relationships expected 
to exist based on the auditor’s understanding of the client and the industry in 
which the client operates.

.07 To gain this understanding the auditor might analyze forces external 
to the client’s industry, the client’s position within the industry and the 
processes the client has in place to achieve its objectives. The auditor might 
also consider the results of prior years audits, the client’s budgeted and actual 
amounts, discussions held with client personnel responsible for the prepara­
tion of recorded account balances or ratios and financial and nonfinancial 
results of comparable entities operating in the industry.

.08 An expectation is typically developed using one or more of the follow­
ing types of internally prepared data: prior year data adjusted for expected 
change; current period data; budgets or forecasts; and nonfinancial data from 
within the entity. These types of data might be considered independent and 
reliable if they are consistent with current business conditions and not subject 
to influence or manipulation by persons involved in the accounting functions 
related to the account balance being tested.

.09 Often, the account balance being tested can be estimated using data 
external to the entity. Sources of external information might include: govern­
ment agencies (e.g., changes in tax rates); industry regulators, trade associa­
tions, industry surveys (e.g., bank interest rates); published financial 
information for companies of a similar size and/or with similar characteristics 
in the same industry; and securities exchanges.

.10 The auditor should consider the following factors which may limit or 
preclude the use of external information: industry statistics may be biased by 
the results of one or two major players within the industry; the client’s 
activities may not match those that are covered by the information; industry 
statistics may only reflect prior year history; and the quality of industry 
statistics depends upon the degree of care taken by the industry participants 
in completing periodic returns.
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.11 In assessing the relationship between data used and the account balance 
being tested, the auditor should give consideration to the following factors: data 
may exist for only a part of the account balance being tested (e.g., comparable 
industry data is only available for certain of the products sold by the company); the 
relationship is circular or deterministic (e.g., predicting sales balances from com­
missions when commissions are calculated as a percentage of sales); the effects of 
changes in relationships, seasonality and lags (e.g., the client may have discontin­
ued a product line, sales are in peak seasons, or the item of audit interest may be 
related to data of a prior period, such as the collectibility of receivables may be 
based on sales that occurred in prior periods).

.12 The auditor should also bear in mind that relationships in income 
statement account balances tend to be more predictable than relationships 
involving only balance sheet accounts. Income statement account balances 
generally represent accumulations of similar transactions processed over a 
period of time and often have a predictable relationship with other data. 
Balance sheet items are the residual balance from transactions at specific 
points in time and are often more subject to management discretion.

.13 The level of disaggregation and reliability of the data used in forming 
an expectation determines, in part, the precision with which the auditor can 
estimate an account balance. The desired precision of the expectation can vary 
according to the purpose of the analytical procedure. For example, an auditor 
would typically want more precision in performing substantive-type analytical 
procedures than in performing preliminary analytical procedures during plan­
ning. Generally, the higher the level of disaggregation of the data, the more 
precise the expectation will be. The reliability of the data is influenced by 
whether the data is:

• Audited
• From independent sources outside the entity
• From sources within the entity that are independent from those 

responsible for the amount being tested
• Subject to a reliable system of internal controls

Research has shown that incorrect expectations have been formed by the use 
of unreliable data and have led to incorrect audit conclusions. The auditor 
should exercise professional skepticism in considering the reliability of data 
used in forming expectations.

.14 Precision—Precision is a measure of the closeness of the auditor’s 
expectation to the actual amount (which may or may not be the recorded 
amount). Factors that affect the level of precision of an expectation include the 
basis upon which the expectation is developed (such as trend analysis, ratio 
analysis, reasonableness testing or regression analysis), the level of disaggre­
gation of the data, the reliability of the data and the nature of the account 
balance being tested (e.g., income statement accounts might be less difficult to 
develop expectations for than balance sheet accounts).

.15 Trend analysis—Trend analysis is the analysis of change(s) in an 
account balance over time and is most appropriate when the account or 
relationship is fairly stable. Conversely, trend analysis is less effective in 
situations when the entity being audited has experienced significant operating 
or accounting changes. Trend analysis typically produces the most effective 
results and higher levels of assurance when performed on disaggregated data, 
because at an aggregate level it tends to be relatively imprecise.
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.16 When using this type of analytical procedure, an auditor needs to gain 
a sufficient understanding of the environment and its associated volatility as 
it relates to the account being tested. Because trend analysis does not take into 
account changes in the business environment in which an entity operates, it is 
often suited for account balances where lower levels of assurance are necessary 
to reduce detection risk to acceptable levels. Trend analysis is often most useful 
to the auditor when used in conjunction with the planning and overall review 
stages of the audit. Refer to the upcoming APS for case study examples on the 
effective use of trend analysis.

.17 Ratio Analysis—Ratio analysis is the comparison of relationships 
between financial statement accounts (between two periods or over time), the 
comparison of an account to nonfinancial data, or the comparison of relation­
ships between entities operating within an industry. Ratio analysis may be 
considered most appropriate when the relationship between accounts is fairly 
predictable and stable.

.18 Ratio analysis, like trend analysis, typically produces the most effec­
tive results and higher levels of assurance when performed on disaggregated 
data, because at an aggregate level it tends to be relatively imprecise. Refer to 
the APR for case study examples on the effective use of ratio analysis.

.19 Reasonableness testing—Reasonableness testing is the analysis of 
account balances or changes in account balances within an accounting period 
which involves the development of an expectation based on financial and/or 
nonfinancial data. Reasonableness tests rely on the auditor’s knowledge of the 
entity and the environment in which it operates to develop expectations of an 
account balance. As an example of a reasonableness test, an auditor might 
consider using the number of employees hired and terminated, the timing of 
pay changes, and the effect of vacation and sick days to develop a model that 
could predict the change in payroll expense from the previous year to the 
current balance. Refer to the upcoming APS for case study examples on the 
effective use of reasonableness testing.

.20 Regression analysis—Regression analysis involves the use of statisti­
cal models to quantify the auditor’s expectation(s) with measurable risk and 
precision levels. Regression analysis bears a resemblance to reasonableness 
testing in that it involves using the auditor’s knowledge of the factors that 
affect the account balance in developing a model to predict it. Because regres­
sion analysis often involves the use of internally prepared data, it is most 
effective in assisting the auditor in detecting material misstatements in ac­
count balances when the data is disaggregated and is from an accounting 
system with good internal controls.

.21 For analytical procedures used as substantive tests, the precision of the 
expectation developed is the primary determinant of how much assurance the 
auditor may obtain from such tests. In other words, the more assurance an auditor 
needs to obtain from analytical procedures on account balances where the risk of 
misstatement is high, the more precise his or her expectation needs to be. Because 
it involves the development of an expectation based on relatively sophisticated 
models, regression analysis generally tends to give the auditor more precision than 
any of the previously mentioned methods. Refer to the upcoming APS for case 
study examples on the effective use of regression analysis.

Level of Assurance
.22 The level of assurance that must be obtained in any audit testing 

is the amount of assurance the auditor needs to reduce detection risk to an 
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acceptable level. The level of assurance an auditor actually receives from a 
substantive analytical procedure is the degree to which the analytical proce­
dure actually reduces audit risk. As such, an auditor plans the level of assur­
ance he or she wishes to achieve in performing analytical procedures based on 
risk assessment in the planning stages of the audit. As the level of assurance 
needed from an analytical procedure increases, the auditor should design the 
analytical procedure with a corresponding level of precision.

.23 Confirmation of Accounts Receivable and the Use of Analytical Proce­
dures—In certain circumstances, auditors have concluded that it may be more 
effective to use analytical procedures as an alternative to confirmations when 
testing accounts receivable. Auditing standards presume that confirmation 
procedures are generally performed in conjunction with testing of accounts 
receivable.

.24 The decision to utilize alternative procedures may be reached only 
after the auditor has carefully concluded that one of the following three 
conditions are present (SAS No. 67, The Confirmation Process, paragraphs 34 
and 35): (1) accounts receivable are immaterial to the financial statements; (2) 
the use of confirmations would be ineffective; or (3) the assessed level of 
inherent and control risk is low, and the assessed level, in conjunction with the 
evidence expected to be provided by analytical procedures or other substantive 
tests of details, is sufficient to reduce audit risk to an acceptably low level. The 
auditor’s conclusions should be documented in the working papers.

.25 In the event that confirmations are not used when testing accounts 
receivable balances and the auditor decides to use analytical procedures as 
substantive tests, the analytical procedures should be designed with a high 
level of precision in order to gain a tolerable level of assurance.

Difficulties in Applying Substantive Analytical 
Procedures and Ways to Avoid Them

.26 While analytical procedures can potentially improve audit efficiency 
and effectiveness, they also require the use of significant audit judgment in 
identifying and investigating unexpected fluctuations. Some of the difficulties 
posed and ways to address them were discussed in an article that appeared in 
the Nov. 1997 Journal of Accountancy entitled “When Judgment Counts” 
(reprints may be obtained from the AICPA library at (888) 777-7077; available 
for AICPA members only). These issues are generally discussed below.

.27 Using Unaudited Balances as a Starting Point—Auditors should be 
careful not to use management’s unaudited balance as a starting point in 
determining what a recorded balance should be without also looking to other 
predicative factors. For example, assume an auditor forms an expectation of 
what a recorded cost of sales balance should be based on a client’s unaudited 
sales balance. In developing an expectation for what sales should be, the 
auditor used a trend analysis. It is unlikely that either result in this example 
has actually been audited in that the auditor has not developed an expectation 
on an independent basis using sufficiently reliable data. SAS No. 56 includes 
specific wording that instructs the auditor of his or her responsibility to 
develop an independent expectation using reliable data.

.28 While auditors should be careful not to let unaudited account balances 
unduly influence their development of expectations of an account balance they 
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should also be aware that unaudited information, independent of the account­
ing function, may provide reliable information to assist in developing an 
expectation.

.29 Unusual Fluctuations Might Reflect a Pattern—SAS No. 56 indicates 
that an auditor should evaluate significant differences between an expectation 
that he or she has developed and the amount recorded in the financial state­
ments. In addition, an auditor should take care to recognize a pattern of 
fluctuations which may be necessary to correctly identify the cause of a 
fluctuation. Tendencies to examine each account without regard to combina­
tions of financial discrepancies may result in problematic situations being 
overlooked.

.30 As an example, assume an auditor has developed an expectation 
related to sales that is significantly lower than the actual recorded balance. In 
addition, the results of positive confirmations in accounts receivable indicated 
a number of discrepancies. These two problems, in combination, might indicate 
to the auditor that the sales balance and related receivables balance are 
misstated. Should the auditor consider the discrepancies noted in each balance 
in isolation, there might be a tendency to “explain” each discrepancy away 
without seeing a potentially serious issue.

.31 Placing Reliance on Management’s Explanations—Auditors should 
use discretion in using management as a first resource in explaining unex­
pected fluctuations as a client’s explanation might limit the auditor’s consid­
eration of other likely causes. An explanation that is offered by management 
in situations where the auditor cannot readily explain the variance between 
his or her expectation and the recorded amount should be carefully evaluated 
as to both its reasonableness in explaining the variance noted and its effect(s) 
on other accounts.

.32 Information which may provide plausible explanations for fluctua­
tions that should be considered by the auditor might include: an understanding 
of matters noted while performing audit work in other areas, particularly while 
performing audit work on the data used to develop an expectation; inquiries of 
client personnel unrelated to the preparation of the financial statements, 
analytical procedures performed in the planning stage of the audit; manage­
ment and board reports containing explanations of variances between budg­
eted and actual results; and review of minutes of meetings.

.33 Developing Expectations at the Appropriate Level of Disaggregation— 
In addition to the issues identified in the Journal of Accountancy article, 
auditors should be careful while performing substantive analytical procedures 
to use data at an appropriate level of disaggregation. Use of data that is 
disaggregated at the appropriate level is important in allowing the auditor to 
assess the risk of material misstatement in the financial statements.

.34 For example, an auditor would have more information on which to 
base a conclusion on sales balances if that amount were considered on a 
monthly or quarterly basis than on an annualized basis. Generally, the more 
complex and non-routinely processed the amount to be tested is, the more 
difficult it is to develop an expectation that is sufficiently precise to provide 
adequate assurance that material misstatement does not exist.

.35 By not analyzing data at the appropriate level of disaggregation, an 
auditor may not be as likely to detect unusual fluctuations caused by signifi­
cant non-routine journal entries in the final quarter of a client’s fiscal year.
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Unusual non-routine journal entries, if recorded consistently by the client over 
a period of years, would not necessarily be detected by the auditor when 
analyzing data on an aggregate level. Such fourth quarter adjustments might 
alert the auditor to an audit area requiring additional testing or even be 
indicative of the possibility of fraud.

Analytical Procedures and Fraud Detection
.36 The results of analytical procedures do not provide the auditor with 

the necessary evidence to determine if fraud has resulted in a material mis­
statement to the financial statements. However, analytical procedures, per­
formed during the planning, substantive testing and overall review stages of 
the audit, do provide the auditor with a tool in determining if account balances 
might have an increased chance of having been subjected to fraud. Accordingly, 
analytical procedures can assist the auditor in fulfilling his or her responsibili­
ties under paragraph 12 of SAS No. 82, Fraud in a Financial Statement Audit, 
which states, in part, that “The auditor should specifically assess the risk of 
material misstatement of the financial statements due to fraud and should 
consider that assessment in designing the audit procedures to be performed.”

.37 SAS No. 82 requires that an auditor should specifically assess the risk 
of material misstatement of the financial statements due to fraud and consider 
that assessment in designing his or her audit procedures. Analytical proce­
dures have the potential to detect the possible existence of fraud during the 
planning stage by directing the auditor’s attention to unexpected fluctuations 
or relationships. By performing such procedures at the appropriate level of 
disaggregation, the auditor has the potential to detect where such fraud might 
be present.

.38 Even in situations where the auditor expects the client to adjust its 
trial balance after the completion of preliminary analytical procedures, he or 
she should consider whether some accounts, such as debt, might be less likely 
to be adjusted than others, such as expense accounts. In these situations, the 
auditor would still be able to analyze certain accounts in the planning stages 
and assess the likelihood that a material misstatement might exist.

.39 SAS No. 82 indicates that if certain risk factors are present that would 
indicate the likelihood of fraud, the auditor might respond by performing 
substantive analytical procedures at a more detailed level.

[The next page is 50,871.]

AICPA Technical Practice Aids §16,100.39





Professional Skepticism and Related Topics 50,871

Section 16,110
Practice Alert 98-2
Professional Skepticism and Related Topics

First issued
September, 1998;

Updated August, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing audit literature, the professional experience of the members of the 
Professional Issues Task Force (PITF) and information provided by SECPS 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein if used by 
practitioners should be used with the understanding that it is read in conjunction 
with the professional literature and only as a means of assisting them in meeting 
their professional responsibilities.

Introduction
.01 Generally accepted auditing standards requires the auditor to exer­

cise due professional care in the planning and performance of the audit and in 
the preparation of the auditor’s report. Due professional care requires the 
auditor to exercise professional skepticism, which can be best defined as an 
attitude that includes a questioning mind and working practices that encom­
pass a critical assessment of audit evidence. Since evidence is gathered and 
evaluated throughout the audit, professional skepticism should be exercised 
throughout the entire audit process. In gathering and evaluating evidence, 
including obtaining management representations, the auditor should neither 
assume that management is dishonest nor assume unquestioned honesty. 
Exercising professional skepticism means that the auditor should not be 
satisfied with less than persuasive evidence. Although representations ob­
tained from management are part of the evidential matter the independent 
auditor obtains, they are rarely by themselves sufficient evidence to afford a 
reasonable basis for an opinion regarding the financial statements taken as a 
whole.

.02  There have been a number of instances in the past when misstated 
audited financial statements have been issued when the auditor may not have 
exercised adequate professional skepticism during the audit. While it is not 
possible to list all sensitive areas where this might occur, experience suggests 
that the following areas should be among those subject to particular scrutiny:

• Management responses to questions resulting from analytical reviews.
• Representations regarding recoverability of assets or deferred charges.
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• Accruals (or lack thereof), particularly for unusual events or transactions.

• Substance of large and unusual (particularly period-end) transactions.

• Vague contract terms or conditions.

• Non-standard journal entries and copies of original documents (see 
further discussion below).

.03  Regular reminders to members of the firm and professional staff of 
the need to exercise appropriate professional skepticism would be useful in 
avoiding potential problems. This Practice Alert provides guidance to practi­
tioners in two areas which may warrant a relatively high level of professional 
skepticism and attention to audit evidence: (1) the review of non-standard 
journal entries, and (2) the review of original and final versions of source 
documents rather than photocopies or draft versions in these two areas. This 
Practice Alert also provides a comprehensive list of previously issued Practice 
Alerts.

The Auditor's Review of Non-Standard Journal Entries

.04  Statement on Auditing Standards (SAS) No. 55, Consideration of 
Internal Control in a Financial Statement Audit, as amended by SAS No. 78, 
Consideration of Internal Control in a Financial Statement Audit: An Amend­
ment to Statement on Auditing Standards No. 55 requires the auditor to obtain 
a sufficient understanding of the information system relevant to financial 
reporting to understand:

• The classes of transactions in the entity’s operations that are signifi­
cant to the financial statements.

• How those transactions are initiated (e.g., manual or computerized).

• The accounting records, supporting information, and specific accounts 
in the financial statements involved in the processing and reporting 
of transactions.

• The accounting processing involved from the initiation of a transaction
to its inclusion in the financial statements, including electronic means 
used to transmit, process, maintain and access information.

• The financial reporting process used to prepare the entity’s financial 
statements, including significant accounting estimates and disclosures.

SAS No. 78 also notes that such knowledge should be used to identify types of 
potential misstatements, consider factors that affect the risk of material 
misstatement, and design substantive tests.

.05  In today’s complex computerized environments, reviewing the general 
ledger for non-standard journal entries has changed significantly from years 
ago when the general ledger could be manually scanned for evidence of non­
standard journal entries. Standard journal entries include those journal en­
tries processed in the normal course of business, such as sales, inventory 
purchases and cash disbursements. Non-standard journal entries are ones that 
are made outside the normal course of business, such as the provision for loan 
losses, provision for inventory obsolescence and cut-off or period-end adjust­
ments. Non-standard journal entries may pose increased risk to the auditor in 
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that they might conceal attempts by management to manipulate earnings and 
can be recorded in practically any account.

.06  Auditors may find that certain accounts might contain transactions 
processed in the normal course of business and some that are not. As an 
example, consider accounts payable, which may contain routine postings from 
the accounts payable subsidiary ledger to the general ledger, but may also 
contain entries to reconcile the two ledgers. The accounts payable account 
balance may also include debits to the account with an offset entry intended to 
inflate earnings. Since accounts payable is often subject to a high volume of 
activity, such reconciling entries or miscellaneous debits, or non-standard 
journal entries, may be difficult for the auditor to detect.

.07  In order to determine which transactions are not subject to processing 
in the normal course of business, the auditor should consider whether the client 
has an established routine, or set of procedures, for processing a class of 
transactions on a recurring basis. Often, there will be an established routine 
whose recording is frequently recurring and is important to the day-to-day 
operation and management of the business. Routine processing does not nec­
essarily or exclusively involve computer systems. Most processing involves a 
combination of manual and automated steps and procedures.

.08  Transactions processed in the normal course of business generally 
have less risk of misstatement than other transactions. In order to identify 
transactions processed outside the normal course of business, particularly in 
computerized environments, the auditor may need to use computer-assisted 
audit techniques, such as report writers, software or data-extraction tools, or 
other systems-based techniques. The functionality of the software and proper 
processing with the client data files is essential to produce credible evidence. 
Electronic evidence often requires extraction of the desired data by a knowl­
edgeable auditor or a specialist. SAS No. 31, Evidential Matter, as amended by 
SAS No. 80, Amendment to Statement on Auditing Standards No. 31, Eviden­
tial Matter, provides guidance for auditors who have been engaged to audit the 
financial statements of an entity that transmits, processes, maintains or 
accesses significant information electronically. In addition, the AICPA pub­
lished an Auditing Procedures Study, The Information Technology Age: Evi­
dential Matter in the Electronic Environment, to provide auditors with 
non-authoritative guidance on applying SAS No. 80. Account balances which 
might be subject to misstatement may be identified by the auditor in assessing 
whether each significant account balance:

• Contains journal entries processed outside the normal course of business.
• Contains transactions that are complex or unusual in nature.
• Contains estimates and period-end adjustments.
• Contains journal entries indicative of potential problems with the 

accounting systems.
• Has been prone to client error in the past.
• Has not been reconciled on a timely basis or contains old reconciling 

items.
• Represents a particular risk specific to the client’s industry.
• Represents account balances affecting the client’s value and liquidity 

(e.g., account balances that are used in determining loan covenant 
ratios).
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The Auditor's Review of Original and Final 
Source Documents

.09  During the course of an audit of financial statements, auditors are 
frequently provided with photocopies or draft versions of documents, rather 
than original and final source documents. Of course, photocopies can be made 
of virtually every type of audit evidence, including bank statements, invoices, 
legal agreements, etc., and by accepting photocopies or draft versions as audit 
evidence, the auditor risks that the photocopy may not conform to the original 
and final source document. Also, with the advances in modern technology, 
scanners can also be used to alter documents. As an example, consider that 
bank statements can be altered and photocopies to reflect higher cash bal­
ances, invoices can be falsified to reflect sales which did not take place and 
legal agreements can be amended so that the photocopy does not reflect the 
actual agreement in place.

.10  SAS No. 82, Consideration of Fraud in a Financial Statement Audit, 
states that the unavailability of other than photocopied documents when 
documents in original form are expected to exist may pose a risk of material 
misstatement due to fraud. When presented with photocopied documents, the 
auditor should exercise professional skepticism and consider the need to obtain the 
original source documents to ensure conformity to the photocopied documents.

.11  Also, when reviewing a document other than an original, there may 
be situations when an auditor receives a facsimile confirmation response 
rather than a written communication mailed directly to the auditor. A facsim­
ile response may create some risk because it may be difficult to ascertain the 
source of the response. While the facsimile response may include the name and 
facsimile number of the entity sending the document, the auditor should assess 
the risk that the sender might have falsified that information. SAS No. 67, The 
Confirmation Process, states that to restrict the risk associated with facsimile 
responses and treat the confirmations as valid audit evidence, the auditor 
should consider taking certain precautions, such as verifying the source and 
contents of a facsimile response in a telephone call to the purported sender. In 
addition, the auditor should consider requesting the purported sender to mail 
the original confirmation directly to the auditor.

[The next page is 50,881.]
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Section 16,120
Practice Alert 98-3
Responding to the Risk of Improper
Revenue Recognition

First Issued 
November, 1998; 

Updated April, 2004

NOTICE TO READERS
This Practice Alert is intended to provide practitioners with information that 

may help them improve the effectiveness and efficiency of their engagements and 
practices and is based on existing professional literature, the experience of 
members of the Professional Issues Task Force (PITF) and information provided 
by certain AICPA member firms to their own professional staff. This information 
represents the views of the members of the PITF and has not been approved by 
any senior technical committee of the AICPA. The auditing portion of this 
publication is an Other Auditing Publication as defined in Statement on Auditing 
Standards (SAS) No. 95, Generally Accepted Auditing Standards. Other Auditing 
Publications have no authoritative status; however, they may help the auditor 
understand and apply SASs. If an auditor applies the auditing guidance included 
in an Other Auditing Publication, the auditor should be satisfied that, in his or 
her judgment, it is both appropriate and relevant to the circumstances of the 
subject audit. This publication was reviewed by the AICPA Audit and Attest 
Standards staff and published by the AICPA, and is presumed to be appropriate.

Introduction
.01  A substantial portion of litigation against accounting firms and a 

number of SEC Accounting and Auditing Enforcement Releases involve reve­
nue recognition issues. Many of these issues result from alleged improper 
accounting treatment of sales recorded in the ordinary course of a client’s 
business. Such improper accounting treatment ranges from allegedly stretch­
ing the accounting rules to falsifying sales in an effort to manage earnings. 
Therefore, auditors need to pay attention to warning signals that may indicate 
increased audit risk with respect to revenue recognition and respond with 
appropriate professional skepticism and additional audit procedures.

.02  This Practice Alert is intended to remind auditors of certain factors or 
conditions that can be indicative of increased audit risk of improper, aggressive 
or unusual revenue recognition practices, and suggests ways in which auditors 
may reduce the risk of failing to detect such practices. This Practice Alert also 
refers to professional guidance which addresses the accounting considerations 
for revenue recognition, and it reminds auditors of their responsibilities to 
communicate with the board of directors and audit committees.

Required Risk Assessment
.03  SAS No. 99, Consideration of Fraud in a Financial Statement Audit, 

requires the auditor to ordinarily presume that improper revenue recognition is a 
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fraud risk on all audit engagements. The key threshold is “should ordinarily”. 
If the auditor does not identify improper revenue recognition as a risk of 
material misstatement due to fraud, the auditor should document the reasons 
supporting that conclusion.

. 04 In addition, the Appendix to SAS No. 99 provides examples of fraud 
risk factors relating to fraudulent financial reporting, almost all of which may 
be relevant to revenue recognition.

Improper, Aggressive or Unusual Revenue 
Recognition Practices

. 05 Auditors need to consider the possibility that client personnel at 
various levels may participate in schemes that result in the overstatement of 
revenue. In some cases, customers and suppliers may be involved in such 
schemes as well. Client officials may be aware they are overstating revenue or 
may simply believe they are reflecting economic substance from their perspec­
tive. Revenue recognition principles are sometimes difficult to apply and often 
vary by industry. A high level of care is always required in this area, but if the 
auditor becomes aware of certain factors or conditions, as outlined below, 
special consideration may be required.

Audit Planning Considerations
. 06 To reduce the risk of improper revenue recognition, the audit needs to 

be planned and executed with an appropriate degree of professional skepti­
cism. In planning the audit, the auditor should obtain a sufficient under­
standing of the client’s industry and business, its products, its marketing and 
sales policies and strategies, its internal controls, and its accounting policies 
and procedures related to revenue recognition. During the planning phase of 
the audit, the auditor should seek to identify conditions that increase the risk 
of misstatement. Those conditions may include:

• A change in the company’s revenue recognition policy.
• New product or service introductions or new sales arrangements.
• Sales terms that do not comply with the company’s normal policies.
• Existence of longer than expected payment terms or installment 

receivables.
• Significant sales or volume of sales that are recorded at or near the 

end of the reporting period.
• Individually significant sales.
• Unusual or complex revenue transactions.
• Unusual volume of sales to distributors/resellers (i.e., “channel stuffing”).
• Sales billed to customers prior to the delivery of goods and held by the 

seller (“bill and hold” or “ship-in-place” sales).
• The use of non-standard contracts or contract clauses.
• The use of letters of authorization in lieu of signed contracts or 

agreements.
• Transactions with related parties.
• Transactions involving barters, swaps, “round-trip” or “back-to-back.”
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• The existence of “side-agreements.”
• Multiple-element arrangements.
• Revenue recognition when right of return exists.
• Control environment considerations, such as:

— Aggressive accounting policies or practices.
— Pressure from senior management to increase revenues and earn­

ings.
— Lack of involvement by the accounting/finance department in 

sales transactions or in the monitoring of arrangements with 
distributors.

.07 The auditor’s understanding should include the procedures for receiv­
ing and accepting orders, shipping goods, relieving inventory, and billing and 
recording sales transactions. A sufficient understanding of a client’s policies 
with respect to acceptable terms of sale and an evaluation of when revenue 
recognition is appropriate given those terms is essential. It is also essential 
that the auditor have an understanding of the computer applications and key 
documents (e.g., purchase orders, shipping reports, bills of lading, invoices, 
credit memos, etc.) used during the processing of revenue transactions.

.08 The auditor’s knowledge base of the revenue recognition cycle pro­
vides a perspective or mindset for determining the nature, timing, and extent 
of audit procedures to be applied. For example, a company operating in a 
declining industry or one characterized by frequent business failures ordinar­
ily will present different audit considerations and may require different or 
more extensive audit procedures than a company operating in a healthy 
industry. Similarly, the risk of management misrepresentation may be greater 
when management’s compensation is based to a significant degree on reported 
earnings or when management places undue emphasis on meeting analysts’ 
earnings projections. Even when additional revenues do not contribute much 
to earnings (e.g., immature companies operating at a loss), recognize that 
many of these companies are valued based on increased revenues. Risk also 
may be heightened when there are frequent disputes or disagreements with 
management concerning the aggressive application of accounting principles. A 
proper understanding of a client’s business, its accounting policies and proce­
dures, and the nature of its transactions with customers is also useful in 
assessing the extent of experience or supervision required of the personnel 
assigned to audit revenue transactions. Certain unusual or complex sales 
contracts may signal the need for more experienced engagement personnel.

.09 The performance of well-planned analytical procedures during the 
audit planning process and in executing the audit itself (such as, a comparison 
of sales and customer receivable cash collections to corresponding periods of 
the prior year and to budgeted amounts; a review of monthly and/or quarterly 
sales volume analyses; a review of sales credits and returns subsequent to 
year-end; and comparisons of agings of accounts receivable portfolios in the 
current and prior periods) may assist the auditor in identifying situations that 
warrant additional consideration. A company constantly increasing sales that 
“always meets or exceeds” budgeted sales targets and that result in the 
“build-up” of accounts receivable may warrant extra attention. When a sub­
stantial portion of the company’s sales occur at the end of the accounting 
period, extra caution in auditing revenue transactions is appropriate. Also, 
individually significant revenue transactions, which could be designed to ease 
short-term profit concerns, may merit specific attention. Caution should also be 
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exercised when “bill and hold” sales exist. Auditors need to examine such 
transactions and obtain an understanding of the transaction’s business pur­
pose to evaluate whether revenue recognition is appropriate.

Brainstorming
.10 SAS No. 99 requires that engagement teams conduct a brainstorming 

session as part of the planning process. One of the main objectives of the 
brainstorming session is to set the “tone at the top” by challenging any 
preconceived assumptions and bias that the engagement team members may 
have regarding the client and to remind the engagement team members to 
exercise professional skepticism during the course of the audit. The brain­
storming session will also allow the team to exchange ideas about how and 
where they believe the entity’s financial statements might be susceptible to 
material misstatements due to fraud, how that fraud might be concealed, and 
how the auditor might respond.

.11 Knowledge of common frauds related to improper revenue recognition 
can help engagement teams conduct more effective brainstorming sessions. 
Typical revenue recognition frauds include:

• Sales in which evidence indicates the customer’s obligation to pay for 
the merchandise depends on:
— receipt of financing from another (third) party;
— resale to another (third) party (i.e., sale to distributor, consign­

ment sale); or
— fulfillment by the seller of material unsatisfied conditions.

• Sales of merchandise that are shipped in advance of the scheduled 
shipment date without evidence of the customer’s agreement or con­
sent.

• Pre-invoicing of goods that are in the process of being assembled or 
invoicing prior to, or in the absence of, actual shipments.

• Shipments are made after the end of the period (i.e., books kept open 
to record revenue for products shipped after the period end).

• Sales are not based on actual (firm) orders to buy.
• Shipments are made on canceled or duplicate orders.
• Shipments are made to a warehouse or other intermediary location 

without the instruction of the customer.
• Shipments that are sent to and held by freight forwarders pending 

return to the company for required customer modifications.
• Altered dates on contracts or shipping documents.

.12  Many fraud schemes are designed to accelerate the recognition of 
revenue; however, the auditor should be alert for conditions that may motivate 
management to delay revenue recognition. For example, when sales estimates 
for a subsequent year are soft and management has met their earnings target 
 for the current year, they may be tempted to improperly delay revenues into 

the next year. Additionally, an owner of a privately held entity may be 
motivated to improperly delay revenue recognition as a means of minimizing 
taxable income.
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Audit Response
.13  If there is an identified risk of material misstatement due to fraud 

that involves improper revenue recognition, the auditor may want to consider:
• Performing substantive analytical procedures related to revenue us­

ing disaggregated data, for example, comparing revenue reported by 
month and by product line or business segment during the current 
reporting period with comparable prior periods. Computer-assisted 
audit techniques may be useful in identifying unusual or unexpected 
revenue relationships or transactions.

• Confirming with customers certain relevant contract terms and the 
absence of side agreements, because the appropriate accounting often 
is influenced by such terms or agreements. For example, acceptance 
criteria, delivery and payment terms, the absence of future or continu­
ing vendor obligations, the right to return the product, guaranteed 
resale amounts, and cancellation or refund provisions often are rele­
vant in such circumstances.

• Inquiring of the entity’s sales and marketing personnel or in-house 
legal counsel regarding sales or shipments near the end of the period 
and their knowledge of any unusual terms or conditions associated 
with these transactions.

• Being physically present at one or more locations at period end to 
observe goods being shipped or being readied for shipment (or returns 
awaiting processing) and performing other appropriate sales and 
inventory cutoff procedures.

• For those situations for which revenue transactions are electronically 
initiated, processed, and recorded, testing controls to determine 
whether they provide assurance that recorded revenue transactions 
occurred and are properly recorded.

• Examining inventory reports or other correspondence from distribu­
tors and reconciling that information with the company’s records.

• Vouching all large or unusual sales made at quarter-end and year-end 
to original source documents.

• Performing a detailed review of the entity’s quarter-end and year-end 
adjusting journal entries and investigating any that appear unusual 
as to nature or amount.

• Scanning the general ledger, accounts receivable subledger, and sales
journal for unusual activity.

• Checking the clerical accuracy of the revenue journal or similar record
and tracing the postings of the totals to the appropriate account in the 
general ledger.

• Checking the reconciliation of revenue journals during the audit 
period to the general ledger control account, or checking the postings 
to the general ledger control account from sources other than the 
revenue journal for unusual or unexpected activity.

• Analyzing and reviewing deferred revenue accounts at the end of the 
period for propriety of deferral.

• Analyzing and reviewing credit memos and other accounts receivable 
adjustments for the period subsequent to the balance sheet date.
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• Scanning the general ledger or subsidiary ledgers, as appropriate, for 
a period subsequent to year-end for reversals of sales or large sales 
returns.

• Reviewing significant year-end contracts for unusual pricing, billing, 
delivery, return, exchange, or acceptance clauses. Performing post­
year-end specific review for contract revisions or cancellations and for 
refunds or credits issued.

• As part of the accounts receivable confirmation effort, confirming with 
customers the terms of sales agreements, including the absence of 
right of return and terms that might preclude immediate revenue 
recognition.

• Comparing operating cash flow to sales; analyze by salesperson, loca­
tion or period.

Confirmations and Management Representations
.14  In January 2003, the PITF issued Practice Alert 03-1, Audit Confir­

mations [section 16,2401, to emphasize the importance of the confirmation 
process. Additionally, the Alert focuses practitioners on the other benefits of 
confirming accounts besides confirmation of balances and discourages per­
forming alternative procedures in lieu of confirming balances and information. 
The Alert also provides practical guidance regarding non-responses to positive 
confirmation requests, confirmations received via fax or electronically, and use 
of client personnel in the confirmation process.

.15  The Alert can be downloaded using the following web address: http:// 
 .pdf.www.aicpa.org/download/secps/pralert_03_01

.16  SAS No. 85, Management Representations, requires the auditor to 
obtain written representations from management relating to the following: 
financial statements; completeness of information; recognition, measurement 
and disclosure; and subsequent events. Although representations from man­
agement are not a substitute for application of audit procedures designed to 
afford a reasonable basis for an opinion on the financial statements, the 
auditor may consider it useful to obtain written representations concerning 
specific revenue recognition issues, such as the terms and conditions of un­
usual or complex sales agreements. Such representations may include confir­
mation that there are no contingencies that affect the obligation of customers 
to pay for merchandise purchased, and may also include confirmation regard­
ing the existence of side agreements. This is particularly important when it is 
common industry practice to provide customers with certain rights of return or 
other privileges (e.g., in high-technology enterprises). In addition to obtaining 
representations from management, auditors should consider making inquiries 
of others familiar with the transactions (e.g., sales personnel), aside from the 
accounting and finance personnel, and consider whether there is a need to also 
obtain written representations from those individuals.

Accounting Considerations
.17  Revenue is defined in FASB Concept Statement No. 6, Elements of 

Financial Statements, paragraph 78, as follows:
“Revenues are inflows or other enhancements of assets of an entity or settle­
ments of its liabilities (or a combination of both) from delivering or producing 
goods, rendering services, or other activities that constitute the entity’s ongoing 
major or central operations.”
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Further, FASB Concepts Statement No. 5, Recognition and Measurement in 
Financial Statements of Business Enterprises, paragraph 83 states that the 
recognition of revenue involves consideration of two factors:

• Being realized or realizable and
• Being earned.
.18 Paragraph 84(a) of FASB Concepts Statement No. 5 states that 

revenues from manufacturing and selling activities are commonly recognized 
at the time of the sale, usually meaning delivery.

.19 The auditor should be aware that many pronouncements have been 
issued with respect to revenue recognition. The auditor should consider those 
pronouncements that are relevant to the client’s industry and the types of 
transactions in which the client engages when performing the audit.

Communications With Board of 
Directors/Audit Committees

.20 Shareholders rely on the board of directors and its audit committee to 
monitor company performance and make decisions that serve the best inter­
ests of the company and its shareholders. SAS No. 61, Communication With 
Audit Committees, requires the auditor to ensure that the audit committee 
(defined as those parties who have oversight of the financial reporting process) 
receives additional information regarding the scope and results of the audit 
that may assist the audit committee in overseeing the financial reporting and 
disclosure process for which management is responsible. Certain matters are 
required to be communicated, as follows: the auditor’s responsibility under 
generally accepted auditing standards; significant accounting policies; man­
agement judgments and accounting estimates; audit adjustments; auditor’s 
judgments about the quality of an entity’s accounting principles; other infor­
mation in documents containing audited financial statements; disagreements 
with management; consultation with other accountants; major issues dis­
cussed with management prior to retention; and difficulties encountered in 
performing the audit.

.21 The communication by the auditor to the board of directors/audit 
committee should include a discussion related to revenue recognition practices 
of the company, including matters such as a change in the company’s revenue 
recognition policy, a lack of involvement by the accounting/finance department 
in sales transactions or in the monitoring of arrangements with distributors, 
significant sales or volume of sales that are recorded at or near the end of the 
reporting period, sales terms that do not comply with the company’s normal 
policies, etc.

Conclusion
.22 No audit can be designed to provide absolute assurance that all 

revenue recorded by the client is appropriate or that fraudulent financial 
reporting is discovered. However, an awareness of conditions that increase 
audit risk, along with an appropriate skeptical response to issues identified 
during the planning process and during the performance of field work, can help 
auditors increase the likelihood that either inadvertent or intentional material 
misstatements of revenue will be detected.

[The next page is 50,891.]
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Section 16,130
Practice Alert 99-1
Guidance for Independence Discussions With 
Audit Committees

May, 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing audit literature, the professional experience of the members of the AICPA 
SEC Practice Section Professional Issues Task Force (PITF) and information 
provided by AICPA SEC Practice Section member firms to their own professional 
staff. The information in this Practice Alert represents the views of the members of 
the PITF and is not an official position of the AICPA. Official, positions are 
determined through certain specific committee procedures, due process and 
deliberation. The information provided herein should be used by practitioners with 
the understanding that it be read in conjunction with the professional literature and 
only as a means of assisting them in meeting their professional responsibilities.

.01 In January 1999, the Independence Standards Board (ISB) adopted 
Independence Standard No. 1, Independence Discussions with Audit Commit­
tees (the “Standard”). The Standard states that it applies to any auditor 
intending to be considered an independent accountant within the meaning of 
the Securities Acts administered by the Securities and Exchange Commission 
(SEC). This should be considered to include an auditor with respect to any 
entity for which his or her engagement is required to comply with SEC 
Regulation S-X.1 The Standard requires annual written and oral communica­
tions between the auditor and the audit committee (or the board of directors if 
there is no audit committee) of a public company client regarding relationships 
that, in the auditor’s professional judgment, may reasonably be thought to bear 
on independence, as well as written confirmation that the auditor is inde­
pendent of the company within the meaning of the Securities Acts. Such 
communications are required with respect to audits of entities with fiscal years 
ending after July 15, 1999, with earlier application encouraged.

1 The Standard applies to auditors of domestic and foreign registrants. The Standard would also 
apply where a regulatory agency (such as the Office of the Comptroller of the Currency (OCC)) 
undertakes to have auditors of entities under its jurisdiction comply with SEC Independence Rules. 
It is noted that an auditor might contractually obligate himself or herself to follow Regulation S-X. An 
example might be a private company intending to have a public offering in the future and the desire 
of management to have the auditor meet all SEC requirements.

.02 The Standard can be obtained from the ISB website at www. 
cpaindependence.org. The ISB has expressed its belief that the Standard will 
improve corporate governance by affording to audit committees a mandated oppor­
tunity to deepen their understanding of auditor independence issues. The ISB 
believes the Standard will assist directors in satisfying themselves that the
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company has engaged “independent” accountants as required by the Securities 
Acts. The ISB also believes that a mandate that audit firms describe and discuss 
the judgmental matters that might impact on independence will bring more 
focus within the firms on this important issue.

.03 Additionally, The Report and Recommendations of the Blue Ribbon 
Committee on Improving the Effectiveness of Corporate Audit Committees (the 
“Blue Ribbon Committee Report”), issued in February 1999, included a recom­
mendation that the listing rules for both the New York Stock Exchange and 
the National Association of Securities Dealers require audit committee char­
ters to specify that the audit committee is responsible for ensuring receipt of 
the communication required by the Standard.

.04 This recommendation also indicated the charter should specify that 
the audit committee is responsible for actively engaging in a dialogue with the 
auditors relating to the disclosure of any relationships or services that may 
impact the objectivity and independence of the auditor and should take appro­
priate action, if necessary, to ensure the continued independence of the audi­
tor. To address implementation issues relative to the Standard, the Professional 
Issues Task Force of the AICPA SEC Practice Section (PITF) has been asked to 
develop initial guidance for CPA firms. The guidance in this PITF Alert is designed 
to assist firms in evaluating and enhancing their policies and procedures for 
identifying and communicating with audit committees those judgmental matters 
that may reasonably be thought to bear on the auditor’s independence.

.05 These communications in turn should serve to assist audit commit- 
tees/boards of directors in fulfilling certain of their responsibilities relative to 
corporate governance. These communications also will assist auditors in fulfill­
ing their responsibilities to serve the interests of the public and strengthen the 
public’s confidence in audited financial information reported by registrants. 
The following discussion is in the context of communications between the 
auditor and the audit committee/board of directors. This should not be con­
strued as precluding the auditor from having similar communications with 
senior management. Indeed, the PITF encourages such communications.

Firm Policies and Procedures
.06 Firms should establish policies and procedures relating to independence 

communications with audit committees. These policies and procedures should be 
distributed to all professional staff to enhance their awareness of independence 
issues and reaffirm professional standards. The following information may be a 
useful framework for developing these policies and procedures.

Determination of Matters to Be Communicated
.07 The Standard requires auditors to communicate, in writing, at least 

annually all relationships between the auditor and the company that, in the 
auditor’s professional judgment, may reasonably be thought to bear on inde­
pendence. In determining which relationships to discuss, the auditor should 
not conclude that a relationship need not be disclosed solely because he or she 
has concluded that independence is not impaired. The auditor should consider 
whether the audit committee, which, as stated in the Blue Ribbon Committee 
Report, may be viewed as a “guardian of investor interests and corporate 
accountability,” would consider the disclosure and discussion of the rela­
tionship beneficial to further its understanding of auditor independence in the 
company’s specific circumstances. While the decision regarding the matters to
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be communicated will vary in each circumstance, and that decision is ulti­
mately the auditor’s, consideration should be given to communicating and 
discussing with the audit committee all non-audit services that the auditor has 
agreed to perform for the client.

.08 Exhibit A provides examples of certain relationships that, depending 
on the specific facts and circumstances, may commonly be thought to bear on 
the auditor’s independence. Exhibit A also includes relevant safeguards to 
ensure the auditor’s continued independence.
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Exhibit A

Consideration of Relationships and Other Matters 
That May Bear on Independence

This Exhibit provides examples of relationships that, depending on the 
specific facts and circumstances, may reasonably be thought to bear on 
independence, along with typical safeguards that, if in place, may mitigate 
threats to the auditor’s independence. The information that follows may be 
used as a guide in determining the types of relationships that may be 
disclosed by the auditor. These examples should not be considered all- 
inclusive, nor should it be construed that the example relationships would 
be required to be disclosed by all auditors in all cases.
Employment:2

2 On March 12, 1999, the ISB issued a Discussion Memorandum, Employment with. Audit 
Clients, to seek comments on a variety of independence issues when audit firm personnel accept 
employment with audit clients. Practitioners should be alert for developments in this area.
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Disclosure of Relationship: The former audit engagement partner joined the 
audit client as Vice President and Chief Financial Officer.
Safeguards: The accounting firm conducted a review of all services for this 
client that were performed by the former partner for an appropriate period 
preceding the employment offer and did not note any matters which would 
cause the firm to believe the former partner and the firm were not 
independent of the company. The accounting firm performed a review of the 
appropriateness of the assignments of the succeeding engagement partner 
and concurring review partner and considered the need for involvement of 
other partners with appropriate experience and stature to ensure an 
appropriate level of professional skepticism is maintained.
In addition, the accounting firm and the former partner have severed all 
relationships, including settlement of the former partner’s capital account 
and settlement of retirement benefits to the extent required by the SEC’s 
independence rules.
Disclosure of Relationship: The former audit engagement manager joined 
the audit client as Controller.
Safeguards: The accounting firm conducted a review of all services for this 
client that were performed by the former manager for an appropriate period 
preceding the employment offer and did not note any matters which would 
cause the firm to believe the former manager and the firm were not 
independent of the company. The accounting firm performed a review of the 
appropriateness of the assignment of the remaining engagement team to 
ensure that an appropriate level of professional skepticism is maintained.
Disclosure of Relationship: The office managing partner in the local office 
of the accounting firm accepted a position with the audit client as Chief 
Operating Officer. Such partner provided no professional services to the 
company prior to his/her employment.
Safeguards: The accounting firm performed a review of the appropriateness 
of the assignments of engagement partner and concurring review partner 
and considered the need for involvement of other partners with appropriate 
experience and stature to ensure an appropriate level of professional

(continued)
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Exhibit A—continued

skepticism is maintained. In addition, the accounting firm and the former 
partner have severed all relationships, including settlement of the former 
partner’s capital account and settlement of retirement benefits to the extent 
required by the SEC’s independence rules.
Family Relationships:
Disclosure of Relationship: The audit client’s Controller is the wife of a 
manager in the accounting firm’s [city] office.
Safeguards: The accounting firm’s manager will be restricted from 
performing any work for the audit client and his office will not participate 
in a significant portion of the audit engagement. All of the work on the 
engagement for the audit client will be performed by the accounting firm’s 
office in [other city].
Disclosure of Relationship: One of the accounting firm’s partners has a 
brother who is a director of the audit client.
Safeguards: Neither the partner nor the office to which he is assigned has 
any involvement in the accounting firm’s engagement for the audit client. 
Further, the partner and his office are adequately geographically separated 
from both the residence of his brother and the office of the accounting firm 
performing the work on the engagement.
Non-audit Services:
Disclosure of Relationship: The accounting firm has been engaged to 
perform the following non-audit services:
• Extended audit services by outsourcing the internal audit function. 

Annual fees for this engagement are approximately [amount of fees].
• Assistance in the implementation of an accounting system [describe the 

system implemented]. Fees for this engagement were approximately 
[amount of fees].

Safeguards: In each case, management of the audit client has sufficient 
expertise to take responsibility for all management decisions that will be 
made and the accounting firm will not assume the role of an employee or of 
management of the audit client.
Other Separate Business Arrangements Involving Mutual Clients:
Disclosure of Relationship: The accounting firm and the audit client entered 
into separate business arrangements to provide advisory and consulting 
services which dealt with [describe nature of accounting firm’s services] to 
a mutual third party. Fees for such services totaled approximately [amount 
of accounting firm’s fees].
Safeguards: We believe this engagement does not constitute doing business 
with the client. In proposing for the services, the role of the accounting firm 
and the audit client were clearly defined through the use of separate 
proposals indicating the services for which each party was responsible. The 
third party has contracted separately with the accounting firm and the audit 
client such that neither party is dependent on the other party’s performance 
and each party’s liability and contractual obligations are separate.
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Engaging the Audit Committee
.09  While the auditor must make the decision as to what is reported to 

the audit committee, engaging the audit committee chair in discussions re­
garding his or her views on relationships that may reasonably be thought to 
bear on independence may be a worthwhile approach to begin the process. If 
this approach is used, the audit committee chair should be asked by the auditor 
to express his or her views and concerns regarding the types of relationships 
that may reasonably be thought to bear on independence and, accordingly, 
would be expected to be disclosed. It is reasonable to assume that expectations 
may vary from company to company and the level of sensitivity as to inde­
pendence issues may vary as well. These discussions should foster an open 
channel of communication between the parties relative to independence and 
other matters and should assist the auditor in understanding the audit com­
mittee’s expectations regarding the types of relationships to be discussed.

.10  While the PITF believes these discussions are worthwhile and should 
facilitate a meaningful discussion with the audit committee, in the final 
analysis, it is the auditor’s judgment that must prevail with respect to the 
matters that get reported and discussed with the audit committee. Exhibit B 
provides the form of a sample letter to the audit committee chair that could be 
used to initiate these discussions.
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Exhibit B

Sample Letter to Audit Committee Chair
July 15, 19x9
Mr. [or Ms.] Smith
Audit Committee Chair
Blank Company
Main Street
City, State Zip Code

Dear Mr. [or Ms.] Smith:

In January 1999, the Independence Standards Board adopted Independence 
Standard No. 1, Independence Discussions with Audit Committees (the 
“Standard”). The Standard requires annual written and oral communica­
tions between our Firm and the Audit Committee of Blank Company 
regarding relationships that in our professional judgment may reasonably 
be thought to bear on our independence. Additionally, The Report and 
Recommendations of the Blue Ribbon Committee on Improving the Effec­
tiveness of Corporate Audit Committees issued in February 1999 included 
a recommendation that the listing rules for both the New York Stock 
Exchange and the National Association of Securities Dealers require audit 
committee charters to specify that the audit committee is responsible for 
ensuring receipt of the communication required by the Standard. This 
recommendation also indicated the charter should specify that the audit 
committee is responsible for actively engaging in a dialogue with the 
auditors relating to the disclosure of any relationships or services that may 
reasonably be thought by the auditor to bear on independence and should 
take appropriate action, if necessary, to ensure the continued independence 
of the auditor.

In order to facilitate our independence discussions with the Audit 
Committee, I would like to meet with you to obtain an understanding of the 
expectations of you and the Audit Committee with respect to the types of 
matters and relationships between our Firm and Blank Company that you 
believe may bear on our independence. These may include specific areas of 
interest to you and the Audit Committee, as well as matters the Audit 
Committee and senior management believe should be considered because 
they may be of interest to the Audit Committee as a representative of Blank 
Company’s investors.
I would be pleased to meet with you at your convenience to discuss your 
thoughts and views on auditor independence and related matters.
Yours truly,
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Threats to Objectivity and Related Safeguards
.11 To assist audit committees in expanding their understanding of audi­

tor independence issues, auditors are encouraged to periodically discuss 
emerging independence issues and new or revised independence standards.

.12 To further assist these discussions, auditors also may consider provid­
ing the audit committee with an overview of common threats to auditor 
objectivity. While independence standards are designed to preclude relation­
ships that may appear to impair an auditor’s objectivity, additional safeguards 
have been developed by firms and the profession, and other external factors 
exist, that further mitigate threats to actual loss of objectivity.

.13 Exhibit C provides a summary of common threats to auditor objectiv­
ity and related safeguards that mitigate these threats.
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Exhibit C

Common Threats to Auditor Objectivity and Related Safeguards 
Often Employed to Mitigate These Threats

Common Threats to Auditor Objectivity:
• Self-Interest: The threat to the auditor’s objectivity due to financial or 

other self-interests.
• Self-Review: The threat to the auditor’s objectivity caused by a self-review 

of services performed by the auditor or the auditor’s firm during the audit.
• Advocacy: The threat to the auditor’s objectivity if the auditor becomes 

an advocate for (or against) the client’s position.
• Familiarity or Trust: The threat of the auditor becoming too trusting of the 

client and therefore not maintaining appropriate professional skepticism.
• Intimidation: The threat of the auditor becoming intimidated or 

threatened by an overbearing or dominating member(s) of management.
Related Safeguards Often Employed to Mitigate These Threats:
Instilling Professional Values:
• Training
• Firm Policies on Independence
• Monitoring Investments
• Annual Confirmations of Compliance with Firm Independence Policies
Communication:
• Audit Team Disagreement Resolution Process
• Consultation Requirements
• Separate National Consultation Function
Internal Accountability:
• Partner Rotation
• Concurring Partner Reviews
• Internal Inspection/Monitoring Programs
• Analysis of Regulatory and Litigation Experience
• Internal Disciplinary Actions
• Partner and Staff Evaluation and Compensation Methods
Risk Management:
• Client Acceptance and Retention Policies
• New Service Line Acceptance Policies
External Factors:
• Peer Review
• Quality Control Inquiry Committee (QCIC) Review
• Ethics Investigations (by the AICPA, state societies and state boards)
• SEC Enforcement Division
• Litigation Threat
• Reputational Threat
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Form of Communication
.14 Communications from the auditor to the audit committee should 

disclose the relationships identified that may reasonably be thought to bear on 
independence. Disclosure should not be construed to imply that the auditor’s 
independence has been impaired. In fact, it is presumed that the auditor has 
concluded that independence has not been impaired. Rather, disclosure of the 
relationships is a tool to foster discussion between the auditor and the audit 
committee regarding the nature of the relationship.

.15 The Standard requires that written communications summarize the 
relationship(s) identified. The auditor may wish to include in its written 
communications the relevant safeguards employed by the firm (see Exhibit A) 
to ensure the auditor’s continued independence. Oral communications should 
include an open candid discussion relating to the relationship and a discussion 
of the relevant safeguards.

.16 The Standard also requires that the written communication include a 
confirmation that, in the auditor’s professional judgment, the auditor is inde­
pendent of the company within the meaning of the Securities Acts.

.17 Exhibit D provides the form of a sample letter relating to annual inde­
pendence discussions with audit committees and confirmation that the auditor is 
independent of the company within the meaning of the Securities Acts.
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Exhibit D

Sample Letter Relating to Annual Independence 
Discussions With Audit Committees

September 15, 19x9
The Audit Committee [or the Board of Directors]
Blank Company
Main Street
City, State Zip Code
Dear Audit Committee Members:
We have been engaged to audit the consolidated financial statements of 
Blank Company (the “Company”) for the year ending December 31, 19x9.
Our professional standards require that we communicate at least annually 
with you regarding all relationships between our Firm and the Company 
that, in our professional judgment, may reasonably be thought to bear on 
our independence. [We have previously communicated with Mr./Ms. Smith, 
Chair of the Audit Committee, to obtain his/her views as to the nature of 
the matters that should be reported to the Audit Committee.] We have 
prepared the following comments to facilitate our discussion with you 
regarding independence matters. [After the initial year, this last sentence 
might be revised to read: “We have prepared the following comments to 
facilitate our discussion with you regarding independence matters arising 
since September 15, 19x9, the date of our last letter.”]
We are aware of the following relationships between our Firm and the 
Company that, in our professional judgment, may reasonably be thought to 
bear on our independence. The following relationships represent matters 
that have occurred during 19x9, the initial year of adoption, through 
September 15, 19x9.
[Describe any significant relationships or matters bearing on the Firm’s 
independence, and also discuss the appropriate safeguards in place. See 
Exhibit A for examples.]

[OR]
We are not aware of any relationships between our Firm and the Company 
that, in our professional judgment, may reasonably be thought to bear on 
our independence which have occurred during 19x9, the initial year of 
adoption, through September 15, 19x9.
We hereby confirm that as of September 15, 19x9, we are independent 
accountants with respect to the Company, within the meaning of the 
Securities Acts administered by the Securities and Exchange Commission 
and the requirements of the Independence Standards Board.
This report is intended solely for the use of the Audit Committee, the Board 
of Directors, management, and others within the Company and should not 
be used for any other purposes.
We look forward to discussing with you the matters addressed in this letter 
as well as other matters that may be of interest to you at our upcoming 
meeting on September 30, 19x9. We will be prepared to answer any 
questions you may have regarding our independence as well as other 
matters.
Yours truly,
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.18 While this Alert focuses on the Standard, it is recognized that commu­
nications with audit committees, whether written or oral, are broader than 
independence. For example, membership requirements of the AICPA SEC 
Practice Section require annual communication of the nature of and the 
amount of fees billed for management advisory [consulting] services. Generally 
accepted auditing standards require communications of matters regarding 
internal control, including material weaknesses identified, and various other 
matters.

.19 The recently issued Blue Ribbon Committee Report contains recom­
mendations that will likely result in additional required discussions with audit 
committees, including dialogue on accounting principles. Without in any way 
reducing the importance of the independence discussion, the auditor may 
choose a more comprehensive form of communication to cover some or all of 
these other matters.

Timing of Discussions with Audit Committees
.20 Annually, the auditor should meet with the audit committee to dis­

cuss all applicable relationships (actual and, preferably, proposed) between the 
company and the auditor. It may be beneficial to establish a schedule of regular 
meetings to discuss independence matters with the audit committee, including 
the timing for the annual independence confirmation. To enhance the effective­
ness of the process, early communication to the audit committee of significant 
new matters might be considered at the time the relationship is established or 
the matter is first identified, rather than waiting until the meeting.

.21 The annual meeting desirably should be conducted as early as 
possible in the audit cycle. However, it should be noted that the ISB 
intentionally left the timing flexible as long as the communication is done 
annually. It is entirely acceptable to have the communication at any time, 
preferably prior to the issuance of the auditor’s report. If the formal com­
munication takes place early in the audit cycle, the auditor and the audit 
committee should establish a protocol to update the audit committee for any 
new or proposed relationships requiring communication that may have oc­
curred since the initial communication.

.22 If the formal communication takes place near the end of the audit 
cycle, it may be desirable to combine the independence discussions with other 
required communications.

Other Matters

Initial Public Offerings
.23 Auditors and audit committees of first time registrants must comply 

with the Standard prior to the company’s initial public offering. These commu­
nications are required for all audits of financial statements with fiscal years 
ending after July 15, 1999, and included in the registration statement in the 
company’s initial public offering. Thus, this may require involvement of both 
the current auditor and a predecessor auditor, if there has been a change of 
auditors during this period. Early communication between the auditor and the 
audit committee is encouraged to proactively identify and resolve any potential 
issues regarding the auditor’s independence early in the offering process. 
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Initial Year of Application

.24 The Standard requires annual discussion between the auditor and the 
audit committee. For existing registrants in the initial year of application, 
these discussions are only required to cover relationships that exist in the 
current year. Thus, where a change of auditor has occurred, the discussions 
would only require involvement of the current auditor.

Prospective Clients

.25 Auditors are encouraged to discuss relationships that may exist with 
prospective clients during the proposal process. Discussion should include 
identification of the relationship, a discussion of safeguards that may mitigate 
these threats and, where necessary, identification of the methods to resolve 
potential impairments of independence prior to commencement of the audit.

Failure to Comply with the Standard

.26 The ISB recognized the possibility that there might be occasions 
where the required communications are not completed. This could occur for a 
variety of reasons, including unexpected cancellation of a scheduled meeting 
with the audit committee, or the inadvertent failure to schedule and complete 
the meeting or the auditor’s failure to issue a written confirmation of its 
independence with respect to the company.

.27 The ISB did not intend that an isolated and inadvertent violation of 
the Standard’s requirements would constitute a per se impairment of the 
auditor’s independence, provided that the auditor is in compliance with all 
other independence rules. The ISB specifically recognized that in such circum­
stances, the violation could be “cured” through the prompt completion of the 
procedures. In the unlikely event that the auditor encounters difficulty in 
completing these procedures either initially or at the time a “cure” is at­
tempted, prompt communication with the audit committee and the board of 
directors should be undertaken to highlight the effect of the failure to comply 
with the Standard on the company.

.28 The ISB also recognized that the auditor could, but is not required to, 
withhold his or her audit report until such discussion with the audit committee 
took place.

[The next page is 50,911.]
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Section 16,140
Practice Alert 99-2
How the Use of a Service Organization
Affects Internal Control Considerations

July/August 1999

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing audit literature, the professional experience of the members of the 
Professional Issues Task Force (PITF) and information provided by SEC Practice 
Section member firms to their own professional staff. This information represents 
the views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used 
only with the understanding that it is to be read in conjunction with the 
professional literature and that it is only a means of assisting auditors in meeting 
their professional responsibilities.

Introduction
.01 Obtaining a Statement on Auditing Standards (SAS) No. 70 report 

may be an efficient means of satisfying the requirements of generally accepted 
auditing standards (GAAS) with respect to service organizations. There have 
been recent examples of situations where a user organization’s auditor did not 
obtain a SAS No. 70 report and did not employ alternative approaches to 
obtaining the necessary information. There also have been recent examples 
where a SAS No. 70 report was obtained but the report was not sufficient for 
the user auditor's purposes or was not needed. This may result from the user 
auditor not having a sufficient understanding of SAS No. 70, Service Organi­
zations, or the different types of SAS No. 70 reports that are issued (i.e., Type 
1 and Type 2 reports). Today, more and more companies are outsourcing 
activities to service organizations. In doing so, there often is a belief by the user 
organization that the service organization can be totally relied upon and that 
the user organization needs only to provide very limited, if any, controls. It is 
in these situations that it is critical for the user auditor to consider the 
guidance in SAS No. 70 and the implications the service organization may have 
to his/her audit.

.02 Many companies and organizations use outside service organizations 
to provide services ranging from performing specific tasks (such as maintain­
ing custody of marketable securities) to replacing entire departments (such as 
performing all computer processing). They generally use such organizations 
because they do not have the internal expertise or skills to perform the services 
or it is cost effective to outsource the service. Examples of service organiza­
tions are:
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• Data processing service organizations that perform such services as 
payroll, billing, general ledger accounting and other administrative 
functions.

• Trust departments of financial service companies.
• Mortgage loan servicers.
• Organizations providing services for employee benefit plans, such as 

providing investment management, custody of investments, record 
keeping of employee or participant data, processing employee benefit 
claims, and other accounting or administrative functions.

Factors to Consider in Planning an Audit

. 03 Professional standards require that the auditor obtain an under­
standing of an entity’s internal controls sufficient to plan the audit. The 
understanding is obtained by performing procedures to gain knowledge about 
the design of the controls relevant to the audit of the financial statements and 
whether they have been placed in operation. The requirement to understand 
internal control may extend beyond the controls in place at the entity’s physical 
environment and may extend to other organizations who perform services on 
behalf of the entity to assist it in the recording, processing, summarizing and 
reporting of information in its financial statements. SAS No. 70 provides 
guidance for auditing an entity when a service organization’s services are part 
of the user organization’s information system.

When the User Auditors Planning Should Consider 
the Guidance in SAS No. 70

. 04 A user auditor should consider the guidance in SAS No. 70 whenever a 
service organization’s services are part of the user organization’s information 
system. A service organization’s services would meet that criterion if they affect:

• How the user organization’s transactions are initiated.
• The accounting records, supporting information, and specific accounts 

in the financial statements involved in the processing and reporting 
of the user organization’s transactions.

• The accounting processing involved from the initiation of the transac­
tions to their inclusion in the financial statements.

• The financial reporting process used to prepare the user organization’s 
financial statements, including significant accounting estimates and 
disclosures.

• The guidance in SAS No. 70 does not relate to an entity that obtains 
a service from another organization that is limited to executing a 
client’s transactions that are authorized by the client. Examples of 
such services are when a bank processes checking account transac­
tions and when a broker processes securities transactions that are 
initiated by the client.

• The significance of the service organization’s controls depends primar­
ily on the nature and materiality of the transactions it processes for 
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the user organization and the degree of interaction between the 
internal controls at the user organization and the controls at the 
service organization.

Nature and Materiality of the Transactions

.05 If the transactions processed or accounts affected by the service 
organization are material to the user organization’s financial statements, the 
user auditor may need to obtain an understanding of the controls at the service 
organization. In certain situations, the transactions processed and accounts 
affected may not appear to be material to the user organization’s financial 
statements, but the nature of the transactions processed may require that the 
user auditor obtain an understanding of those controls. Such a situation might 
exist when a service organization provides third-party administration services 
to self-insured organizations providing health insurance benefits to employees. 
Although transactions processed and accounts affected may not appear to be 
material to the user organization’s financial statements, the user auditor may 
need to gain an understanding of the controls at the third-party administrator 
because improper processing may result in a material understatement of the 
liability for unpaid claims.

.06 Information about the nature of the service provided by a service 
organization may be available from a variety of sources, such as SAS No. 70 
reports by service auditors, user manuals, system overviews, technical manu­
als, the contract between the user organization and the service organization, 
and reports by internal auditors, or regulatory authorities on the service 
organization’s controls.

Degree of Interaction

.07 The degree of interaction relates to the extent to which a user organi­
zation is able to and decides to implement effective internal controls over the 
processing performed by the service organization and on the nature of the 
services provided by the service organization.

.08 If the user organization implements highly effective internal controls 
over the processing of transactions at the service organization, the user auditor 
may not need to gain an understanding of the controls at the service organiza­
tion in order to plan the audit. For example, if the user organization has such 
controls, the user auditor could obtain an understanding of the controls by 
performing a walkthrough at his/her client.

.09 If the user organization has a low degree of interaction and has not 
placed into operation effective internal controls over the activities of the service 
organization, the user auditor would most likely need to gain an understanding 
of the relevant controls at the service organization in order to plan the audit in 
accordance with GAAS.

.10 If the user organization relies on controls at the service organization 
to prevent or detect errors that would have an impact on its financial state­
ments, the user auditor must understand those controls.

.11 The understanding of the service organization should include an 
understanding of the control environment, risk assessment, control activities, 
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information and communication and monitoring relevant to the audit of the 
client’s financial statements. The understanding should include knowledge 
about the design of the controls and whether they have been placed in opera­
tion. The understanding of the controls should enable the user auditor to:

• Identify the types of potential misstatements that could occur in the 
client financial statements.

• Consider the factors that affect the risk of misstatement.
• Design substantive tests.

Failure to obtain such an understanding from either the client or the service 
organization may cause the user auditor to consider whether a scope limitation 
on the audit has occurred.

Factors to Consider in Assessing Control Risk
.12  After the user auditor obtains an understanding of the relevant controls 

at both the user organization and the service organization and considers the 
factors that affect the risk of material misstatement, he or she should assess 
control risk for the financial statement assertions. As previously stated, if the user 
organization has implemented certain controls over the service organization’s 
activities that effectively operate to prevent or detect material misstatements in 
its financial statements, the user auditor may be able to perform the audit without 
identifying and testing controls at the service organization.

.13  Generally, the user auditor can identify relevant controls at a service 
organization by reading the service auditor’s report, either a Type 1 or Type 2 
report. Information about the operating effectiveness of the controls at the 
service organization are only included in a Type 2 report. Control risk can only 
be assessed below the maximum, if evidential matter is obtained using one or 
a combination of the following ways:

• By testing the user organization’s controls over the activities of the 
service organization.

• By obtaining a service auditor’s report (Type 2) on controls placed in 
operation and tests of operating effectiveness, or a report on the 
application of agreed-upon procedures that describes relevant tests of 
controls.

• By the user auditor performing appropriate tests of controls at the 
service organization.

Following is a further discussion of when each of these activities may apply.
.14  The user organization may establish effective controls over the service 

organization’s activities that may be tested and that may enable the user auditor 
to reduce the assessed level of control risk below the maximum for some or all of 
the related assertions. For example, if a user organization uses an EDP service 
center to process payroll transactions, the user organization may establish controls 
over input and output data to prevent or detect material misstatements. The user 
organization might recalculate the service organization’s payroll computations on 
a test basis. In this situation, the user auditor may perform tests of the user 
organization’s controls over data processing that would provide a basis for assess­
ing control risk below the maximum for the assertions related to payroll transac­
tions. The user auditor may decide that obtaining evidence of the operating 
effectiveness of the service organization’s controls, such as those over changes in 
payroll programs, is not necessary or efficient.
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.15  The user auditor may find that controls relevant to assessing control 
risk below the maximum for the particular assertions are applied only at the 
service organization. If the user auditor plans to assess control risk below the 
maximum for specified assertions, the user auditor should obtain evidence of 
the operating effectiveness of these controls by obtaining and evaluating a 
service auditor’s report that describes the results of the service auditor’s tests 
of those controls, of by performing tests of controls at the service organization.

.16  If the user auditor decides to use a service auditor’s report, the user 
auditor should consider the extent of the evidence provided by the report 
concerning the effectiveness of controls intended to prevent or detect material 
misstatements regarding the particular assertions. The user auditor remains 
responsible for evaluating the evidence presented by the service auditor and 
for determining the effect of this evidence on the assessment of control risk at 
the user organization.

.17  Because SAS No. 70 reports may be intended to satisfy the needs of 
several different user auditors, a user auditor should determine whether the 
specific tests of controls and results in the service auditor’s reports are relevant 
to assertions that are significant in the user organization’s financial state­
ments. For those tests of controls and results that are relevant, a user auditor 
should consider whether the nature, timing and extent of such tests of controls 
and results provide sufficient evidence about the effectiveness of the controls 
to support the user auditor’s desired assessment of the level of control risk. In 
evaluating these factors, the user auditor should also keep in mind that the 
shorter the time period covered by the tests of controls and the longer the time 
elapsed since the performance of the tests, the less support for control risk 
reduction the tests may provide.

SAS No. 70 Reports

Types of Reports

.18  There are two types of SAS No. 70 reports:

• Reports on controls placed in operation (Type 1). Such a report may 
provide a user auditor with an understanding of the controls in 
operation at a service organization and whether they are suitably 
designed to achieve specific control objectives. A Type 1 report may be 
usefill in providing the user auditor with an understanding of controls 
necessary to plan the audit and to design effective tests of controls and 
substantive tests at the user organization, but it is not intended to 
provide the user auditor with a basis for reducing his/her assessment 
of control risk below the maximum.

• Reports on controls placed in operation and tests of operating effec­
tiveness (Type 2). Such a report may provide the user auditor with an 
understanding of controls in operation at a service organization and 
whether they are suitably designed to achieve specific control objec­
tives. Also, a Type 2 report indicates whether the controls that were 
tested were operating with sufficient effectiveness to provide reason­
able assurance that the control objectives were achieved. This report 
may provide the user auditor with an understanding of controls 
necessary to plan the audit and may also provide a basis for reducing 
his/her assessment of control risk below the maximum.
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What Is Included in the Reports

.19 A SAS No. 70 report typically includes the following items:

• Service organization’s description of controls placed in operation as of 
a specific date.

• Service organization’s description of the specified control objectives.
● Auditor’s opinion on whether the description presents fairly, in all 

material respects, the relevant aspects of the service organization’s 
controls that had been placed in operation as of a specified date.

• Auditor’s opinion on whether the controls were suitably designed to 
provide reasonable assurance that the specified control objectives 
would be achieved if those controls were complied with satisfactorily.

• Auditor’s opinion as to whether the controls that were tested were 
operating with sufficient effectiveness to provide reasonable, but not 
absolute, assurance that the control objectives specified in the report 
were achieved during the specified period (Type 2 reports only).

Considerations in Using the Reports

.20  After determining the need for a SAS No. 70 report, some auditors 
have a tendency to simply obtain the report and place it in the audit working 
papers. This clearly does not satisfy the requirements of GAAS.

.21  In considering whether the service auditor’s report is satisfactory for 
his/her purposes, the user auditor should make inquiries concerning the serv­
ice auditor’s professional reputation as discussed in SAS No. 1, section 543, as 
amended.

.22  The user auditor may want to consider reading the report to deter­
mine whether the service auditor demonstrates an understanding of the sub­
ject matter. If the user auditor believes that the service auditor’s report may 
not be sufficient to meet his/her objectives, the user auditor may consider 
supplementing his/her understanding of the service auditor’s procedures and 
conclusions by discussing with the service auditor the scope and results of the 
service auditor’s work.

.23  Also, if necessary, the user auditor may contact the service organiza­
tion to perform additional testing (this is usually arranged by the user organi­
zation). This additional testing can be performed by the service auditor (e.g., 
by applying agreed-upon procedures at the request of the user auditor) or by 
the user auditor.

.24  The user auditor should not make reference to the report of the service 
auditor as a basis, in part, for his/her opinion on the user organization’s 
financial statements. The service auditor’s report is used in the audit, but the 
service auditor is not responsible for examining any portion of the user organi­
zation’s financial statements as of any date or for any period. Thus, there 
cannot be a division of responsibility for the audit of the user organization’s 
financial statements.

Timing Considerations in Using the Reports

.25  A service organization’s description of controls is as of a specified date 
for both a Type 1 and Type 2 report. Accordingly, the service auditor issues a 
report on whether the description presents fairly, in all material respects, the 
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relevant aspects of the service organization’s controls at a specified date. Such 
information may be used to plan the audit of a user organization’s financial 
statements in the same way that an auditor’s understanding of internal 
controls at a specified date is used to plan the audit of the financial statements 
of an entity that does not use a service organization.

. 26 A report on controls placed in operation that is as of a date outside the 
reporting period of a user organization may be useful in providing a user 
auditor with a preliminary understanding of the controls placed in operation 
at the service organization, if the report is supplemented by additional current 
information from other sources. If the service organization’s description is as 
of a date that precedes the beginning of the period under audit, the user auditor 
should consider updating the information in the description to determine 
whether there have been any changes in the service organization’s controls 
relevant to the processing of the user organization’s transactions. Procedures 
to update the information in a service auditor’s report may include:

• Discussions with user organization personnel who would be in a 
position to know about changes at the service organization.

• A review of current documentation and correspondence issued by the 
service organization.

• Discussion with service organization personnel or with the service 
auditor.

If the user auditor determines that there have been significant changes in the 
service organization’s controls, the user auditor should attempt to gain an 
understanding of the changes and consider the effect of those changes on his/her 
audit.

Conclusion
. 27 SAS No. 70 provides guidance on factors an independent auditor 

should consider when auditing the financial statements of an entity that uses 
a service organization. This Alert clarifies and highlights factors an auditor 
should consider in those audits. SAS No. 70 also provides guidance for inde­
pendent auditors who issue reports on the processing of transactions by a 
service organization for use by other auditors, but this Alert does not address 
those circumstances. This Alert should be read as a complement to SAS No. 70. 
Terms such as user auditor and service auditor are defined in SAS No. 70.

. 28 The AICPA recently issued an updated version of the Auditing Prac­
tice Release, Service Organizations: Applying SAS No. 70. This publication 
(AICPA Publication Number 060457-CLD7) provides extensive guidance to 
auditors performing (1) an audit of a user organization’s financial statements 
and (2) procedures at a service organization that will enable them to issue a 
service auditors report on a service organization’s controls that may affect user 
organizations. This publication can be purchased by calling (888) 777-7077.

[The next page is 50,931.]
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Section 16,150
Practice Alert 00-1
Accounting for Certain Equity Transactions

January, 2000

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the professional experience of the members of the 
Professional Issues Task Force (PITF) and information provided by SEC Practice 
Section member firms to their own professional staff. This information represents 
the views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used 
only with the understanding that it is to be read in conjunction with the 
professional literature and that it is only a means of assisting auditors in meeting 
their professional responsibilities.

.01 Equity or capital transactions are often complex and should involve 
close scrutiny by auditors. As highlighted at the conclusion of this Alert, 
substantial additional guidance is available addressing differing forms of 
equity or capital transactions. In this Alert, the Professional Issues Task Force 
(PITF) will provide some of the more common examples which require careful 
consideration to determine the appropriate accounting treatment.

Stock Issued for Goods and Services

.02 Start-up companies commonly issue stock in exchange for property, 
services, or any other form of asset other than cash. The general rule to be 
applied when equity instruments are issued to non-employees for property or 
services other than cash is that the transaction should be recorded at the fair 
value of the consideration received or the fair value of the equity instruments 
issued, whichever is more reliably measurable.

.03 An example of the above is as follows:

ABC Manufacturing Inc. purchased inventory from their vendor XYZ & Co. In 
lieu of cash, ABC issued 1,000 shares of common stock to XYZ. ABC is a closely 
held company and the value of its stock has no readily determinable market 
value.

In the above example, ABC should determine the fair value of the inventory 
they are purchasing and assign that value to the inventory. Assuming the fair 
value of the inventory was estimated at $2,500, the accounting entry would be 
to record inventory at the fair value ($2,500) with the corresponding credits 
being recorded to common stock and additional paid-in capital.
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.04 Similarly, if ABC issued stock to compensate XYZ for services per­
formed, the services would generally be valued at the estimated fair value of 
the services, because the services are generally more reliably measurable than 
the fair value of the securities issued. The manner in which the services are 
recorded (e.g., capitalize versus expense) will depend on the nature of the 
services and their treatment under generally accepted accounting principles.

.05 An example of this scenario follows:
Mr. Baylor, a consultant who is not considered a founder or an insider of ABC, 
performs 1,000 hours of services for 10,000 shares of ABC’s common stock. The 
stock has no readily determinable market value. Mr. Baylor typically charges 
his clients $100 an hour.

In this instance the most reliable measurable value would appear to be Mr. 
Baylor’s services valued at 1,000 hours multiplied by $100 an hour, or $100,000. 
Thus, the ABC would record an expense for $100,000 and credits to common 
stock and paid-in capital for $100,000.

.06 In circumstances where the stock issued has no readily determinable 
market value and the goods and or services received cannot be measured 
objectively and reliably, a company generally should record the asset or service 
at a nominal value.

.07 Another example of the above Concepts follows:
Mr. Smith, who is not an insider or founder of the company, contributes raw 
land to a start-up company that will be used to build its manufacturing facility. 
The land was willed to Mr. Smith 20 years ago and has never been appraised.
In exchange for the land, the company issues Mr. Smith 500,000 shares of the 
company’s convertible preferred stock. The company’s convertible preferred 
stock has no active trading, but a valuation was performed by a consultant six 
months before the land was donated. Mr. Smith is the consultant’s uncle. The 
question is how do you value this transaction.

The above example demonstrates the complexities of equity transactions. First, 
the valuation of the company’s stock by Mr. Smith’s nephew would probably 
not be considered to be a reliable measure due to the fact that they are related 
parties. If practical, an appraisal of the land by an independent, qualified 
person may be a reliable measure. However, if an independent, qualified person 
performed the appraisal of the company’s stock, this value may also be a reliable 
measure. If neither can be reliably measurable, the asset should be recorded 
at a nominal value.

.08 The use of the book, par, or stated value of the stock as a basis for 
valuation is not appropriate. Similarly the contractual value assigned to goods, 
services or other assets received does not represent an appropriate surrogate 
measure of their value. The company should be able to furnish evidence to 
outside parties as to how the fair value of the goods, services or other assets 
was determined, as in the example cited above involving the transaction with 
Mr. Baylor. In that example, Mr. Baylor kept time records for his consulting 
services.

.09 Emerging Issues Task Force (EITF) 96-18, Accounting for Equity 
Instruments That Are Issued to Other Than Employees for Acquiring, or in 
Conjunction with Selling, Goods or Services, provides numerous examples of 
situations where (1) the fair value of the equity instrument is more reliably 
measurable than the fair value of the goods or services received and (2) the 
counterparty receives shares of stock, stock options or other equity instru­
ments in settlement of all or a part of a transaction.
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.10 EITF 96-18 also addresses the measurement date for accounting for 
equity instruments that are issued to other than employees in exchange for 
goods and services. The EITF reached a consensus that the issuer should 
measure the fair value of the equity instruments using the stock price and 
other measurement assumptions at the earlier of either of the following:

1. The date at which a commitment for performance by the counter­
party to earn the equity instrument is reached (referred to as a 
“performance commitment”), or

2. The date at which the counterparty’s performance is complete.
.11 Examples 1-3 of Exhibit 96-18A of EITF 96-18, describe transactions 

in which a performance commitment exists prior to the time that the counter­
party’s performance is complete. Examples 4-7 describe transactions in which 
a performance commitment does not exist prior to the time the counterparty’s 
performance is complete.

.12 EITF 96-18 is extremely complex. This very brief summary should not 
be relied upon without a complete reading and understanding of the pro­
nouncement itself. It is mentioned only as a reminder of an important source 
of authoritative literature on accounting for equity transactions.

Stock Issued to on Owner for Expertise or Intellectual 
Capital Contributed to Business

.13 Companies sometimes issue stock to an owner for expertise contrib­
uted to a business, such as a patent or other intellectual capital. Such circum­
stances are most common immediately prior to an initial public offering (IPO). 
The question is what value should the company place on the asset acquired.

.14 The Securities and Exchange Commission (SEC) states in Staff Ac­
counting Bulletin (SAB) Topic 5-G, Acquisition of Assets from Promoters and 
Shareholders in Exchange for Common Stock, that “transfers of nonmonetary 
assets to a company by its promoters or shareholders in exchange for stock 
prior to or at the time of the company’s initial public offering normally should 
be recorded at the transferor’s historical cost basis determined under generally 
accepted accounting principles”.

.15 The following is an example applying the above principle:

Mr. Norton, a founder of ABC Industries, Inc., contributes a patent to ABC in 
exchange for stock immediately prior to ABC’s IPO. The patent was obtained 
by Mr. Norton at a cost of $1,000 (filing fees). The remainder of the costs 
associated with the patent relate to Mr. Norton’s own time developing the 
intellectual property. If Mr. Norton maintained books in accordance with 
generally accepted accounting principles, the patent would be recorded on those 
books at $1,000. Therefore, when the patent is contributed, ABC should record 
the patent at $1,000 with corresponding credits to common stock and additional 
paid-in capital.

Employee Stock Options
.16 The financial accounting and reporting standards for stock-based 

employee compensation plans are contained in the Financial Accounting 
Standards Board’s (FASB) Statement No. 123, Accounting for Stock-Based
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Compensation, and the Accounting Principles Board’s (APB) Opinion 25, Ac­
counting for Stock Issued to Employees. These pronouncements cover all ar­
rangements by which employees receive shares of stock or other equity 
instruments of the employer or the employer incurs liabilities to employees in 
amounts based on the price of the employer’s stock. Examples are stock 
purchase plans, stock options, restricted stock, and stock appreciation rights.

.17 FASB Statement No. 123 prescribes a fair value method of accounting 
for an employee stock option or similar equity instrument and encourages all 
entities to adopt that method of accounting for all of their employee stock 
compensation plans. However, FASB Statement No. 123 also permits an entity 
to continue to measure compensation cost for those plans using the intrinsic 
value method of accounting prescribed by APB Opinion 25. Where entities elect 
to continue using the accounting in APB Opinion 25, they are required to make 
pro forma disclosures of net income and, if presented, earnings per share, as if 
the fair value method of FASB Statement No. 123 had been applied.

.18 Under the fair value method, compensation cost is measured at the 
grant date based on the value of the award and is recognized over the service 
period, which is usually the vesting period. Under the intrinsic value-based 
method, compensation cost is the excess, if any, of the quoted market price of 
the stock at grant date or other measurement date over the amount an 
employee must pay to acquire the stock.

.19 The determination of fair value, either for accounting under FASB 
Statement No. 123 or the pro forma disclosures under APB Opinion 25, can be 
achieved through use of an option-pricing model (for example, the Black- 
Scholes or a binomial model) that takes into account, as of the grant date, the 
exercise price and expected life of the option, the current price of the underly­
ing stock and its expected volatility, expected dividends on the stock, and the 
risk-free interest rate for the expected term of the option. The discussion of 
stock option valuation techniques is beyond the scope of this Alert but further 
guidance is available in FASB Statement No. 123. Also, for some non-public 
entities with minimal trading information upon which to assess price volatility 
as required for traditional option valuation techniques, the entity may use a 
minimum value method. Under the minimum value method, the stock option 
value is generally considered to equal the current price of the stock reduced by 
the present value of the expected dividends on the stock, if any, during the 
option’s term minus the present value of the exercise price. For this purpose 
the present value discount is based on the risk-free rate of return. However, 
the minimum value could also be computed using the standard option-pricing 
model and volatility of zero.

.20 It also is important to note that FASB Statement No. 123 requires a 
fair value method for all equity awards to non-employees, and use of the 
minimum value method, as described in the preceding paragraph, is not 
appropriate. This is demonstrated in the above sections of this Alert.

.21 Where options are granted near an IPO, the value at which stock is 
issued in the IPO should be carefully considered in assessing the market value 
of options. For such grants, the SEC staff expects the registrant to have 
objective evidence to support its determination of “fair value.” Such objective 
evidence would include contemporaneous third-party transactions and inde­
pendent appraisals. “Rule of thumb” discounts, management estimates, re­
lated-party transactions (even for cash), and general market data do not 
represent objective evidence for this purpose. The most objective evidence that 
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can be used to support the value assigned to stock, options, or warrants is 
information from a contemporaneous transaction where the value of the con­
sideration received for the company’s securities is objectively measurable, i.e., 
an equity transaction with a third party for cash that is entered into in the 
same time frame. Absent a contemporaneous transaction, an independent 
appraisal can form the basis for the valuation. The independent appraisal 
should have been performed at the time the stock, options, or warrants were 
issued. Appraisals performed “after the fact” are not acceptable. If the ap­
praised value of the stock is substantially below the IPO price, the company 
must be able to reconcile the difference between the appraised value and the 
IPO price, i.e., explain the events or factors that support the difference in 
values.

.22 In 1999, the FASB issued an exposure draft addressing several issues 
regarding the accounting for employee stock options and awards under APB 
Opinion 25. Comments have been submitted and the FASB is re-deliberating 
many of the conclusions expressed in the exposure draft. A final interpretation 
of these issues is expected early in 2000. At this time it is expected that practice 
with respect to many aspects of APB Opinion 25 will be changed as a result of 
the interpretation.

Retroactive Earnings per Share Adjustment for 
Cheap Stock

.23 Cheap stock refers to stock issued for nominal consideration (i.e., a 
price below the price at which stock is subsequently sold in a public issuance 
of shares) to employees or others closely related to the company. SAB 98 Topic 
4-D, Earnings per Share Computations in an Initial Public Offering, describes 
the SEC’s position on this issue.

.24 In applying the requirements of FASB Statement No. 128, Earnings 
per Share, the SEC staff believes that nominal issuances are recapitalizations 
in substance. Accordingly, in computing basic earnings per share (EPS) for the 
periods covered by income statements included in the registration statement 
and in subsequent filings with the SEC, nominal issuances of common stock 
should be reflected in a manner similar to a stock split or stock dividend for 
which retroactive treatment is required by paragraph 54 of FASB Statement 
No. 128. Consequently, in computing basic EPS, nominal issuances of common 
stock would be included for all periods; whereas in computing diluted EPS for 
such periods, nominal issuances of common stock and potential common stock 
(e.g., options) would be included for all periods. In addition, use of the treasury 
stock method is not allowed and retroactive treatment is required even if 
anti-dilutive.

.25 This retroactive presentation of such nominal issuances as out­
standing for all historical periods in the computation of EPS does not alter 
the requirement that entities determine whether the recognition of compen­
sation expense for any issuance of equity instruments to employees is 
necessary.

.26 Guidance has not been provided on what constitutes “nominal consid­
eration.” SAB Topic 4-D states that it should be determined based upon facts 
and circumstances by a comparison of the “consideration an entity receives” to 
the security’s fair value (at the date of the issuance).
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Extinguishment of Related Party Debt

.27 The AICPA frequently receives questions about whether an entity 
should record an expense or a charge to equity when a company forgives a 
receivable from an individual that is a related party of the company. Typically 
in such situations, the company should record a charge to equity. As a re­
minder, it should be noted that in certain circumstances, such receivables from 
related parties often are recorded as a reduction in equity rather than as an 
asset. This is sometimes required, depending on the nature of the receivable, 
by the SEC (see SAB Topic 4-E, Receivables from Sale of Stock, and Topic 4-G, 
Notes and Other Receivables from Affiliates) and by EITF 85-1, Classifying 
Notes Received for Capital Stock.

.28 Similar to a company forgiving a loan from a related party, sometimes 
a company’s outstanding loan is forgiven by a related party. Such a forgiveness 
usually should be recorded as a credit to equity. (APB Opinion 26, Early 
Extinguishment of Debt, paragraph 20 states “that extinguishment transac­
tions between related parties may be in essence capital transactions”.)

Other Accounting Literature Addressing 
Equity Transactions

.29 When auditing and accounting for equity transactions, members 
should review the FASB Current Text and the EITF index for a more complete 
list of accounting literature on such transactions. There are more than 50 
accounting pronouncements addressing various equity transactions, including 
numerous EITFs on the subject. This is indicative of and exemplifies the 
careful research that is necessary when dealing with equity transactions.

.30 Furthermore, members should review the SEC’s SAB Topics when 
auditing public companies. Several SAB Topics covering equity transactions 
have been referred to in this Alert.

Summary
.31 Accounting for equity transactions is complex and requires compre­

hensive research of accounting literature to ensure the appropriate accounting 
treatment. The above examples provide a summary of the appropriate account­
ing for certain equity transactions.

[The next page is 50,941.]
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Section 16,160

Practice Alert 00-2
Guidance for Communication With Audit
Committees Regarding Alternative 
Treatments of Financial Information Within 
Generally Accepted Accounting Principles

First Issued 
April, 2000; 

Updated March, 2004

NOTICE TO READERS
This Practice Alert is intended to provide practitioners with information that 

may help them improve the effectiveness and efficiency of their engagements and 
practices and is based on existing professional literature, the experience of the 
members of the Professional Issues Task Force (PITF) and information provided 
by certain AICPA member firms to their own professional staff. This information 
represents the views of the members of the PITF and has not been approved by 
any senior technical committee of the AICPA. The auditing portion of this 
publication is an Other Auditing Publication as defined in Statement on Auditing 
Standards (SAS) No. 95, Generally Accepted Auditing Standards. Other Auditing 
Publications have no authoritative status; however, they may help the auditor 
understand and apply SASs. If an auditor applies the auditing guidance included 
in an Other Auditing Publication, the auditor should be satisfied that, in his or 
her judgment, it is both appropriate and relevant to the circumstances of the 
subject audit. This publication was reviewed by the AICPA Audit and Attest 
Standards staff and published by the AICPA, and is presumed to be appropriate.

Introduction
.01 The role of the audit committee with respect to overseeing manage­

ment’s financial reporting responsibilities and the independent auditor’s audit 
of the financial statements has become increasingly important. Likewise, the 
auditor’s responsibility with respect to communicating with the Audit Commit­
tee has also increased. This Practice Alert is intended to provide auditors with 
information that will assist them in preparing for and participating in discus­
sions with audit committees.

.02 In December 1999, the Auditing Standards Board (ASB) issued SAS 
No. 90, Audit Committee Communications. SAS No. 90 amended SAS No. 61, 
Communication With Audit Committees, to require the independent auditor of 
an SEC client to discuss with a client’s audit committee certain information 
relating to the auditor’s judgment about the quality, not just acceptability, of 
the entity’s accounting principles. In addition, the amendment to SAS No. 61 
encouraged a three-way discussion among the auditor, management and the audit 
committee. SAS No. 90 was issued in response to Recommendation No. 8 of the 
Blue Ribbon Committee on Improving the Effectiveness of Corporate Audit 
Committees (the “BRC”). The BRC was formed in response to recommendations 
by SEC Chairman Arthur Levitt and issued its final report in February 1999.
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.03 Additionally, on July 30, 2002, President George W. Bush signed into 
law the Sarbanes-Oxley Act of 2002 (the “Act”). The Act created new require­
ments in the communication between auditors and their publicly held audit 
clients. Auditors must report to and be overseen by a company’s audit commit­
tee, not management. Section 204, Auditor Reports to Audit Committees, of the 
Act states:

Each registered public accounting firm that performs for any issuer any audit 
required by [Section 10A of the Securities Exchange Act of 1934] shall timely 
report to the audit committee of the issuer—

1. All critical accounting policies and practices to be used;

2. All alternative treatments of financial information within generally 
accepted accounting principles that have been discussed with manage­
ment officials of the issuer, ramifications of the use of such alternative 
disclosures and treatments, and the treatment preferred by the regis­
tered public accounting firm; and

3. Other material written communications between the registered public 
accounting firm and the management of the issuer, such as any man­
agement letter or schedule of unadjusted differences.

.04 The information in this Practice Alert was developed to assist audi­
tors in the identification of matters that may be relevant to a discussion with 
an entity’s audit committee of all alternative treatments of financial informa­
tion within generally accepted accounting principles that have been discussed 
with management officials of the issuer.

Recommendations to Meet the Objectives of SAS 
No. 61 and the Sarbanes-Oxley Act of 2002

.05 As previously stated, an auditor of any public company is required to 
timely report to that company’s audit committee all alternative treatments of 
financial information within generally accepted accounting principles that 
have been discussed with management officials of the issuer, ramifications of 
the use of such alternative disclosures and treatments, and the treatment 
preferred by the registered public accounting firm. To meet this requirement, 
auditors of public companies should consider the following:

• Manner of Communications. Communications should be under­
standable to all members of the audit committee.

● Timeliness of Communications. Discussions with the audit com­
mittee should be sufficiently frequent to ensure that audit committee 
members are advised of issues on a timely basis.

• Relevance of Issues Discussed. Periodic communications with the
audit committee need not encompass all accounting principles, esti­
mates and judgments. Rather, the communications could build on 
prior communications and address those accounting principles and 
unusual transactions that are more significant in any particular 
period’s financial statements. For example, an asset impairment pol­
icy might be discussed in greater detail in periods in which impairment 
charges are under consideration, including periods in which impair­
ment charges were considered but determined not to be needed.

.06 The auditor may implement the three core communication considera­
tions described above as follows:
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1. Manner of Communications
The auditor should tailor communications with the audit committee 
to the professional and educational backgrounds of the committee 
members. The auditor can enhance the accounting and financial 
literacy of the audit committee members by providing presentations 
on accounting issues, professional publications and financial press 
articles that will help the members understand critical and signifi­
cant accounting and financial reporting issues.

2. Timeliness of Communications
Timely communication is inherently dependent upon management, 
the audit committee and the independent auditor sharing a common 
understanding of the timetable and key milestones in the financial 
reporting continuum. The auditor should attempt to complete the 
quarterly reviews and annual audit procedures in sufficient time to 
provide for discussion of significant matters as. required by SAS No. 
61 with the audit committee on a timely basis and not later than the 
filing of the entity’s Form 10-Q or Form 10-K.

3. Relevance of Issues Discussed
Topics that the auditor should discuss with the audit committee 
would include but not be limited to the following:
1. The accounting principles applied by the entity for which 

acceptable alternative principles are available. The man­
ner in which each significant alternative accounting principle 
would affect the transparency, understandability and useful­
ness of the financial information could be discussed. The discus­
sion could include identification of the financial statement 
amounts that are affected by the choice of principles as well as 
information concerning accounting principles used by peer group 
companies. Pursuant to the requirements of the Sarbanes- 
Oxley Act of 2002, the auditor must report to the audit 
committee as to the treatment preferred by the auditor.

2. Judgments and estimates that affect the financial state­
ments. The discussion with the audit committee may include 
major items for which judgments and estimates are significant, 
including how such judgments and estimates are determined 
and subsequently monitored. Generally a discussion of judg­
ments and estimates would cover the appropriate disposition of 
previously established estimates when the events that caused 
their creation are no longer applicable. To the extent that judg­
ments and estimates involve a range of possible outcomes, the 
discussion could indicate how the recorded estimate relates to 
the range and how various selections within the range would 
affect the financial reporting. In particular, if the entity has 
significant contingencies for which no recorded estimated liabil­
ity has been provided, the discussion might consider the current 
and future financial statement impact of management’s deci­
sions. If the enterprise has recorded estimates that are “slow 
moving” in terms of resolution of the matters to which the

• estimate relates (e.g., litigation or environmental reserves), 
management and the auditor might address the continued need 
for the recorded estimate as well as the impact of changes in the 
estimate and the balance of the remaining estimated amount on
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3.

4.

5.

6.

the perception of the enterprise’s financial condition and per­
formance. The adequacy of the disclosures of such contingencies, 
including the exposure to losses in excess of any recorded 
amounts, could also be discussed.
Consideration of factors affecting asset and liability car­
rying values. Management and the auditor could discuss fac­
tors including, but not limited to (a) the company’s bases for 
determining useful lives assigned to tangible and intangible 
assets and salvage values, (b) discount rates used to value 
pension and post-retirement obligations, and (c) the carrying 
value of other assets and liabilities. The discussion should in­
clude the type and quality of evidence supportive of such factors. 
The discussion also might include an explanation of the manner 
in which factors affecting carrying values were selected and how 
alternative selections would have affected the financial condi­
tion and earnings of the enterprise. The audit committee gener­
ally should be made aware of the effect such judgments have on 
the financial statements.
Use of special structures and timing of actions that affect 
financial statements. Examples of special structures or timing 
decisions would include off balance sheet financing, research 
and development activities, and timing of transactions in order 
to recognize revenues or avoid recognition of expenses. Any 
special purpose financing structures or unusual transactions 
that affect ownership rights (such as leveraged recapitaliza­
tions, joint ventures, and preferred stock of subsidiaries) might 
be discussed with the audit committee. The discussion could 
include information about comparative structures used in prac­
tice and insight regarding the impact of these special structures 
on the risks and rewards of the entity and the timing and 
amounts of reported income and cash flow. The discussion also 
could address the impact of such structures on the transparency 
and understandability of the enterprise’s economic position as 
compared to its financial statements.
Evolving issues and choices that affect financial report­
ing. Examples of issues and choices affecting financial reporting 
would include revenue recognition practices such as “gross ver­
sus net presentation” or “upfront recognition,” outsourcing em­
ployee services, tax planning strategies, lease versus buy 
decisions, use of “restructuring plans,” and classification of in­
vestments as held-to-maturity versus available-for-sale versus 
trading. The discussion should address not only the issues and 
choices but a comparison of how such choices affect financial 
reporting as compared to effects that would have resulted from 
other available choices.
The frequency and significance of transactions with re­
lated parties particularly those that are not in the ordi­
nary course of business. Examples of these kinds of related 
party transactions include compensation arrangements, loans, 
related party leases, use of corporate assets, or employment of 
close relatives. The discussion could address such matters as 
whether the enterprise had similar transactions at similar prices 
with unrelated parties, whether transactions were undertaken on 
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a best available price basis, and whether the transactions or 
pricing of the transactions impacted financial reporting in any 
significant manner that would not be obvious to a user of the 
financial statements. Management and the auditor could con­
sider informing the audit committee of the financial statement 
impact and disclosures of these items, as well as how such 
transactions reflect the underlying economics. The discussion 
might also address the adequacy and clarity of the disclosure of 
related party transactions.
Practitioners should be aware that the Nasdaq Stock Market, 
Inc. (the “Nasdaq”) requires that a company’s audit committee 
or another independent body of the board of directors review and 
approve all related party transactions.

7. Unusual arrangements. Examples of unusual arrangements 
would include bill-and-hold transactions, self-insurance, multi­
element arrangements contemporaneously negotiated, and 
sales of assets or licensing arrangements with continuing in­
volvement by the enterprise. Such arrangements could be 
brought to the attention of the audit committee members to 
ensure that they understand how the business and financial 
reporting is being affected. The discussion could address the 
manner in which financial reporting was affected by the trans­
actions, the transparency of the financial reporting and disclo­
sures, and the impact of the unusual transactions on the 
comparability of financial condition and performance among 
past and future periods.

8. Clarity and transparency. Management and the auditor 
could discuss the clarity and transparency of the financial state­
ments and disclosures. Examples of items to discuss would 
include details about restructuring activities, activity in reserve 
accounts, market risk and other risk disclosures, details and 
comparative data discussed in management’s discussion and 
analysis, disclosure of alternative measures of performance 
whether in financial statements or other materials filed with the 
SEC or otherwise publicly distributed, and segment disclosures.

9. Audit adjustments arising from the audit. The discussion 
should address adjustments recommended by the auditor that, 
in the opinion of the auditor, have a significant effect on the 
entity’s financial reporting process. Further, because of the 
issuance of SAS No. 89, Audit Adjustments, the auditor also 
must inform the audit committee “about uncorrected misstate­
ments aggregated by the auditor during the current engagement 
and pertaining to the latest period presented that were deter­
mined by management to be immaterial, both individually and 
in the aggregate, to the financial statements taken as a whole.” 
The auditor should also discuss the effect of unrecorded adjust­
ments on subsequent years’ financial statements.

10. Materiality thresholds and cost/benefit judgments. The 
discussion could address the qualitative and quantitative crite­
ria used by management in making its materiality assessments. 
The discussion could also address the performance measures or 
other specific factors considered in making materiality judg­
ments, for example, whether materiality is measured in relation to 
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sales, gross margins, segment margin, specific financial state­
ment line items, or before and after special non-recurring items. 
The discussion might address how the materiality criteria affect 
the period to period comparability of reported financial condition 
and results of operations.

Discussion of Quality, Not Acceptability or 
Preferability, of Accounting Principles and Judgments

.07 Objective criteria have not been developed to aid in the consistent 
evaluation of an entity’s accounting principles as applied in its financial 
statements. SAS No. 61, as amended, directs the discussion with the audit 
committee to include items that have a significant impact on whether the 
financial statements are representationally faithful, verifiable, neutral and 
consistent. These characteristics can serve as a basis for a discussion of quality 
in the broadest sense of the word since these are among the desired qualitative 
characteristics of accounting information as set forth in Financial Accounting 
Standards Board’s Concepts Statement No. 2, Qualitative Characteristics of 
Accounting Information (CON 2).

Discussion of Aggressiveness vs. Conservatism in 
Financial Reporting

.08 BRC Recommendation No. 8 suggests that the auditor’s communica­
tion with the audit committee should address the degree of aggressiveness or 
conservatism of the accounting principles applied in the financial statements. 
The concept of aggressiveness or conservatism was viewed by many as too 
ambiguous to be dealt with effectively in response to the BRC recommendation. 
As a result, the amendment to SAS No. 61 that requires the auditor to discuss 
quality with the audit committee, as discussed above, addresses the BRC 
recommendation by requiring a discussion of items that have a significant 
impact on representational faithfulness, verifiability and neutrality of the 
accounting information included in the financial statements as those terms are 
defined in CON 2. Accordingly, a discussion of aggressiveness vs. conservatism 
is not required. If, however, either the auditor or the audit committee desire to 
discuss this concept, the following discussion may be helpful.

.09 Conservatism may be defined as prudent reaction to try to ensure that 
uncertainty and risks inherent in business situations are adequately consid­
ered. The term today is often misunderstood and has sometimes been used to 
defend accounting judgments that may not be fully supportable. As a result, 
the crossover between what is conservative and what is aggressive is some­
times difficult to distinguish. In the current financial reporting environment, 
actions that are conservative to one person may be viewed as aggressive by 
another. An entity that provides reserves for losses based on an overly pessi­
mistic view (and thus may have excess reserves that can be released into 
earnings in future periods) may be viewed as aggressive in the current report­
ing environment notwithstanding past experience of companies being viewed 
as aggressive for having failed to provide adequate reserves. Providing for 
losses on a “too-much, too-soon” basis is as erroneous as providing for losses 
“too-little, too-late.” Conservatism in financial reporting should not be used to 
justify understatement of income or assets.

.10 Financial statements are useful in making investment and lending 
decisions when an entity’s accounting principles are applied in a manner that is 
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reasonable in light of all known circumstances. Discussions with the audit 
committee of the degree of aggressiveness or conservatism in financial report­
ing may take into account the financial reporting effects of accounting princi­
ples on all of the financial statements and all periods presented as well as 
expected future financial statement effects. For example, the use of inappro­
priately low salvage values for depreciable assets will result in the under­
statement of current period assets and income. This will, however, overstate 
income in future periods as the company benefits from the continued use of 
fully depreciated operating assets.

.11 Choices among accounting principles and their application involve 
judgment. Judgments frequently involve the determination of a range of 
reasonableness. In practice, the terms conservative and aggressive are meant 
to connote management judgments that are within the range of reasonableness 
but are either on the low or on the high end of the range of reasonableness, 
respectively. Any discussions with the audit committee about the aggressive­
ness or conservatism of accounting principles should address the manner in 
which a reasonable range is determined and how choices are made and applied 
within that range.

Summary
.12 Under SAS No. 61 the auditor is required to communicate a number 

of matters, including the quality of an entity’s accounting principles, with the 
entity’s audit committee. The purpose of communication with the audit com­
mittee is to provide the audit committee with information that may assist it in 
overseeing the entity’s financial accounting, reporting and disclosure process. 
The auditor’s attention to the accounting and financial knowledge of audit 
committee members, the timing of communications, and the delivery of appro­
priate content in the proper context will enable auditors to provide significant 
insight and assistance to the audit committee to fulfill its oversight role while 
observing a high standard of professional practice.

[The next page is 50,961.]
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Section 16,170
Practice Alert 00-3
Auditing Construction Contracts

September, 2000

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of the members of the Professional 
Issues Task Force (PITF) and information provided by SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used 
only with the understanding that it is to be read in conjunction with the 
professional literature and that it is only a means of assisting auditors in meeting 
their professional responsibilities.

Introduction

.01  One of the more challenging audits is that of construction companies 
and other companies using the percentage of completion method of accounting 
for long-term contracts. This Practice Alert is intended to serve as a reminder 
of the important concepts, and provide some best practices for auditing such 
entities.

.02  The primary authoritative accounting literature for construction com­
panies, and entities using contract accounting is SOP 81-1, Accounting for 
Performance of Construction-Type and Certain Production-Type Contracts [sec­
tion 10,330]. A thorough understanding of this literature is critical to auditing 
such entities. The AICPA’s guide entitled “A CPA’s Guide to Accounting, 
Auditing and Tax for Construction Contractors” and the related self-study 
course, are useful tools in preparing for such audits.

.03  Auditing construction contractors or entities using contract account­
ing is complex. Such businesses rely on accurate and reliable estimates to 
operate their business as well as to prepare financial statements in accordance 
with generally accepted accounting principles. Therefore, it is critical that the 
auditor gain an understanding of the contractor’s significant estimates and 
assumptions in operating its business. Remember that the audit of a contractor 
is an audit of a contractor’s ability to estimate. There are several things to 
consider when auditing estimates (also see SAS No. 57, Auditing Accounting 
Estimates): Understand the internal control structure surrounding the esti­
mate, consider the contractor’s history of accurate estimates, compare actual 
to budgeted figures, and review subsequent events.
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Best Practices
.04  The PITF has identified certain procedures that should be considered 

in performing an audit of a construction contractor. They are as follows:
• Read significant contracts. This procedure may seem obvious, but it is 

necessary in identifying the terms of the contract, any guarantees, 
penalties and incentives, as well as any cancellation and postpone­
ment provisions. For instance, reading the contract might identify the 
party responsible for additional expenses incurred as a result of 
weather delays (e.g., a colder than normal winter). Make sure the 
contracts are approved by the appropriate company personnel.

• Identify unique contracts and increase the amount of testing and 
professional skepticism relating to such contracts. These contracts 
increase the risk of improper estimates and thus improperly stated 
financial statements. If a company cannot reasonably estimate the 
cost or progress of a contract, it should be accounted for under the 
completed-contract method. For example, if a home building company 
decides to build power plants, they should consider accounting for such 
contracts under the completed-contract method until they are reason­
ably confident that its estimates in the power plant portion of the 
business are reliable.

• Understand the company’s cash flow and how it will manage paying 
out expenses. Often expenses are due prior to receiving all the appro­
priate cash for the contract revenue. Some companies win long term 
contracts, but cannot fund the project long enough to realize the 
revenue earned. It is not uncommon for a customer to withhold 
20%-25% of the contract price until they are satisfied with the quality 
of the completed contract.

• Recognize that the longer the contract period, the greater the risk that 
an estimate will be incorrect. Also, the farther along a contract is 
toward completion, the less risk there is of an incorrect estimate. 
Finally, the more variables inherent in an estimate the greater the 
risk that an estimate will be incorrect.

• Confirm the terms and conditions of the contract as well as the normal 
billing procedures. When confirming a receivable the auditor should 
strongly consider confirming: the original contract price, total approved 
change orders, total billings and payments, retainage held and whether 
it accrues interest, detail of any claims, back charges or disputes, and 
estimated completion date or the estimate of percentage complete.

• Review the unapproved change orders of significant contracts. Change 
orders often arise during the life of a contract and estimated revenue 
and cost should be adjusted for changed orders that have been ap­
proved both as to scope and price. However, when a change order has 
been approved as to scope but not price careful evaluation of the 
specific facts and circumstances is required prior to inclusion in 
estimated contract revenues. To the extent that change orders are in 
dispute or are unapproved in regard to both scope and price they 
should be evaluated as claims. Generally speaking, if there is no 
verifiable evidence to support the recognition of revenue on an unap­
proved change order or claim, it should not be recognized.

• Visit construction contract sites. Visiting contract sites can be a very 
useful audit procedure. Such a visit can provide an opportunity to view 
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the progress of a contract. Consideration of a site visit might include 
significant contract sites, in which the work is in the very early stages 
of a contract. Such a visit may identify the complexities of performing 
the contract. For example, a contract being performed in remote 
regions of Alaska presents certain logistical risks that may not be 
appreciated or understood without visiting. The site visit also may 
provide auditors an opportunity to interview operational personnel 
and to gain a better understanding for the responsibility the Company 
is undertaking performing the contract. At the site visit an auditor 
should also speak with available subcontractors on site to get addi­
tional information about the progress of the engagement. Further­
more, the auditor should consider observing equipment and 
uninstalled inventory on site.

• Meet with project managers. Project managers play an important role 
in controlling and reporting job site costs. They are also close to the 
facts and are likely to get more prompt and accurate information than 
the accounting personnel. For example, a project manager may be 
aware of a large bill that will arrive relating to his or her project about 
which the accounting department has not yet been notified. Meeting 
with the project mangers will also assist the auditor in developing 
expectations for use in performing analytical review procedures. Also, 
consider having the project managers of significant contracts complete 
a questionnaire regarding the status of their contracts.

• Identify and understand the significant assumptions and uncertain­
ties. This procedure is fundamental to performing an effective audit 
of an entity using contract accounting. Not performing this function 
results in an audit that does not comply with GAAS.

• Test contract costs to make sure that costs are matched with appro­
priate contracts. In some instances a company may shift costs from 
unprofitable contracts to profitable ones in an effort to defer losses.

• Audit estimated costs to complete. The focus should be on the key 
factors and assumptions, such as those that are (a) significant to the 
estimate, (b) sensitive to variation, (c) deviate from historical patterns, 
and are (d) subjective and susceptible to bias or misstatement. A 
review of revised or updated estimates of cost to complete and a 
comparison of the estimates with the actual costs incurred after the 
balance sheet date is also a useful procedure.

• See that losses are recorded as incurred, regardless of whether an 
entity is using the percentage-of-completion or the completed-contract 
method of recognizing revenue.

• Analytically review contacts completed and in progress. A detailed 
analytical review of completed contracts and contracts in progress will 
provide meaningful information in helping to focus the auditor’s ef­
forts on potential problem areas. The look back analysis also reveals 
significant information about the company’s ability to estimate.

• See that there are appropriate disclosures relating to SOP 94-6, 
Disclosure of Risks and Uncertainties [section 10,640]. Entities using 
contract accounting probably should have more than generic disclo­
sure about the use of significant estimates used in the preparation of 
financial statements. The AICPA SEC Practice Section has noticed 
that many companies include excellent disclosure about the risk of 
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contract losses and the possibility of inaccurate estimates in the 
forepart of their Form 10-K. It is the PITF’s view that some of that 
enhanced disclosure would strengthen financial statement disclosure.

• Review the aging of receivables on contracts. This procedure will 
provide evidence that a Company is collecting funds on a timely basis.

• Consider the use of specialists in auditing construction contracts in 
accordance with SAS No.73, Using the Work of a Specialist.

.05  Auditing entities that use contract accounting is challenging in that 
the main element of the contractor’s financial statements are based on esti­
mates of cost, and, importantly, costs not shipments drive the revenue recog­
nition process.

.06  Prior to auditing contractors an auditor should ensure that they have 
the appropriate expertise to understand the risks of the business. This addi­
tional knowledge will lead to an audit that meets or exceeds generally accepted 
auditing standards.

[The next page is 50,991.]
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Section 16,190
Practice Alert 01-1
Common Peer Review Recommendations

April, 2001

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of the members of the Professional 
Issues Task Force (PITF) and information provided by SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used 
only with the understanding that it is to be read in copjunction with the 
professional literature and that it is only a means of assisting auditors in meeting 
their professional responsibilities.

Introduction
.01 The PITF believes that a summary of common peer review findings 

will be helpful to professionals as they consider critical and significant issues 
in planning and performing audits. The PITF hopes that by highlighting these 
items, the quality of audits will be enhanced and compliance with generally 
accepted auditing standards will be increased. Furthermore, the PITF hopes 
this alert will increase the sensitivity to these issues by professionals conduct­
ing peer reviews.

.02  Based on AICPA statistics of more than 21,000 peer reviews over the 
last four years, the PITF noted that approximately 94% of the peer review 
reports issued resulted in an unmodified report on the firm’s quality control 
system. Approximately 5% resulted in modified reports and less than 1% 
resulted in adverse reports on the firm’s quality control system. Overall, peer 
review results have improved since the inception of the peer review program.

.03  The most common peer review recommendations can be grouped into 
five categories: 1) implementation of new professional standards or pronounce­
ments, 2) application of generally accepted accounting principles (GAAP) 
pertaining to equity transactions, 3) application of GAAP pertaining to revenue 
recognition considerations, 4) documenting audit procedures or audit findings, 
and 5) miscellaneous findings.

Implementation of New Professional Standards 
or Pronouncements

.04  Peer reviewers have noted that some firms have not implemented new 
professional standards and pronouncements on a timely basis. The most recent 
common examples of professional standards that these firms failed to implement 
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on a timely basis include the application of Independence Standards Board 
(ISB) No. 1, Independence Discussion with Audit Committees and SAS No. 85, 
Management Representations. ISB No. 1 requires a firm to disclose certain 
relationships and confirm its independence in writing with each of its SEC 
audit clients every year. Details about the ISB and ISB No. 1 can be found on 
the ISB Web site at www.cpaindependence.org. Also, Practice Alert 99-1, 
Guidance for Independence Discussion with Audit Committees [section 16,130], 
provides examples of ISB No. 1 letters. SAS No. 85 states that written repre­
sentations from management should relate to all financial statement periods 
covered by the auditor’s report. For example, if a firm is giving an opinion on 
the financial statements at and for the years ended December 31, 2000 and 
1999, a representation letter should be obtained that includes representations 
for 1999 and 2000. These representations should be updated each year even if 
they were obtained in the previous year, such as 1999 in the previous example.

. 05 There are frequently more than a dozen new pieces of authoritative 
professional literature issued each year. The most authoritative sources of new 
professional literature are issued by the Auditing Standard Board of the 
AICPA (“ASB”), the Financial Accounting Standards Board (“FASB”), and the 
SEC in the form of Staff Accounting Bulletins (“SAB’s”). However, other 
authoritative literature is issued in the form of Statements of Position (“SOP”) 
issued by the Accounting Standards Executive Committee of the AICPA (“Ac- 
SEC”), consensus positions of the Emerging Issues Task Force (“EITF”) and 
standards and interpretations issued by the Independence Standards Board 
(“ISB”) and the Governmental Accounting Standards Board (“GASB”). Other 
professional guidance that should be considered includes the AICPA Account­
ing General and Industry Audit Guides and related Risk Alerts.

. 06 A firm’s quality control system should be designed to provide reason­
able assurance that its professionals are informed of changes to the profes­
sional literature. To assist a firm in achieving this objective, a professional may 
be designated to help ensure that the new pronouncements are understood and 
implemented in a timely fashion. Many firms rely on third-party practice aides 
to help them in this endeavor. This is most effective if the material is updated 
frequently and the firm’s professionals are informed of the changes and how 
the changes might affect their specific client engagements. The PITF recom­
mends that even when using third-party practice aids, each firm should assign 
an experienced professional who is responsible for helping to ensure new 
pronouncements are implemented in a timely manner.

Equity Transactions
. 07 Accounting for equity transactions can be complicated and some 

professionals do not encounter many of these transactions very frequently. 
Consequently, in January 2000, the PITF issued Practice Alert 00-1, Account­
ing for Certain Equity Transactions [section 16,150]. This Alert provided some 
of the more common examples, which require careful consideration in deter­
mining the appropriate accounting treatment. Common examples where 
GAAP has been misapplied include (1) stock issued for goods and services, (2) 
the issuance of warrants, (3) conversion features, and (4) stock options plans. 
The PITF strongly encourages consultation with other qualified professionals 
when auditing these transactions. Accounting for many equity transactions 
may be complicated and therefore, this engagement area may need to be 
assessed as moderate to high-risk.
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Revenue Recognition

.08  Accounting for revenue continues to be an area of focus at the SEC. 
Specifically, in December of 1999, the SEC issued SAB 101, Revenue Recogni­
tion, in an attempt to clarify guidance on when it is appropriate for companies 
to recognize revenue. In October 2000, the SEC also published answers to 
frequently asked questions (“FAQ’s”) on SAB 101 which is available at 

. In November 1998, the PITF issued 
Practice Alert 98-3, Revenue Recognition Issues [section 16,120]. That Alert is 
intended to remind auditors of certain factors or conditions that can be indica­
tive of increased audit risk relative to improper, aggressive or unusual revenue 
recognition practices and suggests ways in which auditors may reduce the risk 
of failing to detect such practices. Additionally, the AICPA’s revenue toolkit is 
available electronically at . 
Loading the toolkit from this Web site requires the use of the software Acrobat 
Reader. The toolkit can also be purchased from the AICPA at 888/777-7077 by 
requesting product number 022506. Finally, SOP 97-2, Software Revenue 
Recognition [section 10,700], is an important resource for software companies, 
whether auditing or accounting for revenue.

www.SEC.gov/info/accountants.shtml

www.aicpa.org/members/div/auditstd/pubaud.htm

Documentation

.09  SAS No. 41, Working Papers, is the authoritative literature that 
provides guidance for documentation requirements. Other SASs (e.g., SAS 
Nos. 55, 61, and 82) also contain specific documentation requirements. The 
PITF members and the SECPS Peer Review Committee have noted that 
documentation in the following areas could be improved:

• Fraud risk factors, the disposition of such identified factors, or the 
planned procedures to address these risk factors.

• The firm’s understanding of the internal control system and the basis 
for reliance on that system.

• Materiality considerations including those relating to waived audit 
adjustments.

• The extent of auditing procedures performed, the person(s) performing 
specific procedures, and the conclusion reached.

• Analytical procedures used in planning the nature, timing and extent 
of the other auditing procedures to be performed; as substantive 
procedures to audit account balances, classes-of-transactions or asser­
tions; and in the overall review of the financial information during the 
final stage of the audit.

• Compliance with loan covenants, or whether the company had ob­
tained formal waiver letters from lenders that, when necessary, cover 
at least a year from the balance sheet date.

• The consideration of going concern and, if necessary, management’s 
plan to keep the entity operating.

• Consultation on significant matters.

• The extent of competent evidential matter supporting significant 
estimates.
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• The completion of an accounting disclosure checklist when required 
by the firm’s quality control policies and procedures. This document, 
when prepared correctly leads to complete financial statement disclo­
sures complying with GAAP. Some of the more common deficiencies 
are incomplete disclosures related to deferred income taxes, the use of 
estimates and advertising policies and costs.

• The performance of appropriate quarterly review procedures. The 
PITF issued Practice Alert 00-4, Quarterly Review Procedures for 
Public Companies [section 16,180], in October 2000. This Alert pro­
vides auditors with the required quarterly review procedures and 
suggested procedures that should be considered when performing a 
quarterly review for a public company.

• Documenting SAS No. 61, Communication With Audit Committees, 
and SAS No. 90, Audit Committee Communications. If this communi­
cation is not in writing, it must be documented in the working papers 
as to what, when and with whom the communications occurred.

Miscellaneous
.10  Peer reviewers have also noted deficiencies in the following areas:

• Performing ongoing monitoring procedures or a timely annual inspec­
tion. A firm’s monitoring procedures or annual inspection needs to be 
completed timely so that the results and recommendations can be 
communicated and implemented prior to the firm’s next busy season. 
A firm may elect to have the external peer review substitute for the 
internal inspection in the year an external peer review is performed.

• Performing an appropriate concurring partner review on an SEC 
attest engagement. Firms that are members of the SECPS are re­
quired to have a concurring review performed by a qualified partner 
of the firm or another firm. The concurring review partner should not 
be associated with the performance of the engagement. A partner, as 
defined by the SECPS, is an individual who is legally a partner, owner 
or shareholder in a CPA firm or a sole practitioner and should be party 
to any partnership, ownership or shareholder agreement of the firm.

.11  A concurring partner reviewer’s responsibility as documented in 
the SECPS membership requirement (  
coparemere.htm) is fulfilled by performing the following procedures: 1) dis­
cussing significant accounting, auditing and financial reporting matters with 
the audit engagement partner; 2) discussing the audit engagement team’s 
identification and audit of high-risk transactions and account balances; 3) 
reviewing documentation of the resolution of significant accounting, auditing 
and financial reporting matters, including documentation of consultation with 
firm personnel or resources external to the firm’s organization (such as standard­
setters, regulators, other accounting firms, the AICPA, and state societies); 4) 
reviewing a summary of unadjusted audit differences 5) reading the financial 
statements and auditors’ report; and 6) confirming with the audit engagement 
partner that there are no significant unresolved matters. Engagement files 
should contain evidence that the concurring partner review was performed 
timely and that SECPS membership requirements were met. Typically, a 
concurring review takes longer than a couple of hours and may take many 
hours on larger engagements.

www.aicpa.org/members/div/secps/

§16,190.10 Copyright © 2001, American Institute of Certified Public Accountants, Inc.

http://www.aicpa.org/members/div/secps/


Common Peer Review Recommendations 50,995

• Obtaining verification of independence when a firm uses per diem and
contract employees, or outside concurring reviewers. Such inde­
pendence is necessary to comply with professional standards.

• Compliance with the SEC rules on performing bookkeeping services 
for public companies. Instances were noted where firms were main­
taining the client’s fixed assets records and preparing and computing 
fixed asset depreciation schedules for audit clients. The SEC prohibits 
an auditor from performing such services because they believe it 
impairs auditor independence. The SECPS has also noted instances 
where the auditor was assisting their SEC client in closing out their 
books, including preparing routine accruals. This activity would ap­
pear to impair independence.

• Meeting the auditor’s responsibilities with respect to performing and 
documenting subsequent event procedures in connection with the 
re-issuance of opinions or the issuance of consents. A firm is required 
to update discussions with management and attorneys, and obtain a 
formal written management representation letter up to the filing or 
effective date, or as close thereto as reasonable and practicable.

Annual Reviewers' Alert
. 12 The AICPA publishes an Annual Reviewers’ Alert each year that 

provides peer review team captains and firms with information highlighting 
significant matters in the profession, such as issues raised by the SEC and new 
accounting and auditing pronouncements. In the spring of 2001, the AICPA 
anticipates that this publication will be available online at . 
Team captains and the firm’s quality control leaders should obtain and read 
this publication.

www.aicpa.org

Summary
. 13 This Alert summarizes some of the more significant common peer 

review recommendations. Every professional is advised to consider all of these 
issues when performing audits to help ensure that every audit is performed in 
compliance with generally accepted auditing standards.

[The next page is 51,011.]
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Section 16,200

Practice Alert 01-2
Audit Considerations in Times of
Economic Uncertainty

October, 2001

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of the members of the Professional 
Issues Task Force (PITF) and information provided by SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and is not an official position of the AICPA. 
Official positions are determined through certain specific committee procedures, 
due process and deliberation. The information provided herein should be used 
only with the understanding that it is to be read in conjunction with the 
professional literature and that it is only a means of assisting auditors in meeting 
their professional responsibility.

Introduction
.01 During the past several months, the U.S. economy has suffered some 

significant declines. The U.S. Commerce Department has reported declines 
that are consistent with a slowing economy: consumer confidence has dropped, 
plant closings and lay-offs have increased dramatically, profit margins for 
many companies have slipped and many dot-com companies have failed. Some 
economists predict a recession, which could result in further deterioration in 
internally generated cash flows and restrictions on the availability of capital.

.02 Periods of economic uncertainty lead to challenging conditions for 
companies due to potential deterioration of operating results, increased exter­
nal scrutiny, and reduced access to capital. These conditions can result in 
increased incentives for companies to adopt practices that may be incorrect or 
inconsistently applied in an effort to address perceived expectations of the 
capital markets, creditors or potential investors. During such times, profes­
sional skepticism should be heightened and the status quo should be chal­
lenged. This Practice Alert is designed to remind auditors of issues to consider 
during these times.

Professional Skepticism
.03 The third general auditing standard stipulates that due professional 

care be exercised in planning and conducting an audit engagement. Due profes­
sional care requires that the auditor exercise professional skepticism in gather­
ing and evaluating audit evidence. Although the auditor neither assumes that 
management is dishonest nor assumes unquestioned honesty, the auditor 
should consider the increased risk associated with the potential increases in 
external pressure faced by management in times of economic decline.
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.04 As a result of perceived external pressures, companies may be 
tempted to manage earnings through conduct of non-recurring transactions or 
through changes in the method of calculating key estimates, such as reserves, 
fair values or impairments. Companies may also adopt inappropriate account­
ing practices resulting in improper recognition or omission of financial trans­
actions. Material non-recurring transactions may require special disclosure to 
facilitate the reader’s understanding of the reported financial results, and the 
guidance in APB No. 20, Accounting Changes, should be applied in reporting 
on the effect of changes in estimates. Inappropriate transactions or accounting 
practices that may result in errors requiring adjustments of financial state­
ments might include premature recognition of revenue, failure to record re­
turns, inflating inventories, failure to appropriately accrue for contingent 
liabilities that are probable and estimable, and failure to record “misplaced” or 
otherwise unpaid purchase invoices. Additionally, an auditor should be par­
ticularly skeptical of non-system adjustments or fourth-quarter events that 
result in significant revenue recognition, loss accrual or non-cash earnings.

.05 The SEC has recently focused significant renewed attention with 
respect to potential inappropriate over-accrual or misuse of restructuring 
reserves. In this regard, auditors also have to be skeptical that provisions for 
restructuring costs and asset write-downs are not unduly conservative. Rele­
vant accounting guidance can be found in SAB 100, Restructuring and Impair­
ment Charges, and EITF Issue 94-3, Liability Recognition for Certain Employee 
Termination Benefits and Other Costs to Exit an Activity (Including Certain 
Costs Incurred in a Restructuring). Additionally, the increased focus of exter­
nal analysts on revenue rather than traditional measures of operating per­
formance has resulted in the SEC providing companies with expanded 
interpretive guidance in SAB 101, Revenue Recognition in Financial State­
ments, which addresses recognition and classification of revenue.

.06 The appropriate level of professional skepticism is needed when cor­
roborating management’s representations. Management’s explanations should 
make business sense. Additionally, the auditor may need to consider corrobo­
rating management’s explanations with other evidence when practicable, in­
cluding discussions with members of the board of directors or audit committee.

.07 Other indicators of potential increased accounting and reporting risk 
calling for increased professional skepticism include:

1. Liquidity matters
• The company is undercapitalized and is relying heavily on bank 

loans and other credit and is in danger of violating loan cove­
nants.

• The company appears to be dependent on an IPO for future 
funding.

• The company is having difficulty obtaining or maintaining 
financing.

• The company is showing liquidity problems.

2. Quality of earnings

• The company is changing significant accounting policies and 
assumptions to less conservative ones.

• The company is generating profits but not cash flow.
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3. Industry characteristics

• The company is a dot-com or Internet company or a supplier to 
those types of companies.

• The company is not a market leader. Companies that are not 
market leaders sometimes must sell products below cost to 
match competitors’ pricing.

4. Management characteristics

• Management’s compensation is largely tied to earnings or the 
appreciation of stock options.

• The company appears vulnerable to the weakening economic 
conditions and management is not proactive in addressing 
changing conditions.

• The company’s management is selling their investment in com­
pany securities more than in the past.

• There is a significant change in members of senior management 
or the board of directors.

.08 The following paragraphs serve as reminders for considerations when 
auditing the following specific accounts.

Inventory
.09 When auditing inventory, consider the following issues:

• The reason for an unusual increase in inventory balances. Reduction 
in turnover, increased backlog or deterioration in aging of inventories 
may be signs that the company has excessive inventory on hand.

• Whether the company’s product is technologically attractive to con­
sumers. If not, consider the company’s plan to sell the inventory and 
at what cost.

• Whether declining prices and shrinking profit margins are causing 
inventory to be valued over market.

• Whether the reduced production at a manufacturing facility is leading
to an over-capitalization of inventory overhead rather than expensing 
the costs of excess capacity.

• Whether there are material or unusual sales cancellations and returns 
after year-end.

• Whether there are indications of “channel stuffing.”
. 10  An auditor should also be aware of any:
• Unfavorable purchase commitments.
• Unfavorable sales commitments or arrangements.

Accounts Receivable
. 11 When auditing accounts receivable, consider the following circum­

stances:
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• An increase in the aging of receivable balances. This event may be 
indicative of weakening economic conditions. Many companies that 
sell to Internet-related companies may need to increase their bad debt 
provisions this year since some of these Internet-related companies 
are facing financial challenges that may include bankruptcy.

• Internal controls over credit functions are weak. Consider a company’s 
policies for reviewing the amount of customer credit extended to each 
customer.

• Receivable amounts that are increasing at a faster rate than revenue.
• Concentration of receivables in one geographic area or economic sector.
• The existence of extended payment terms or return privileges.
• Significant decreases in accounts receivable confirmation response 

rates from the prior year.
• Compliance with revenue recognition pronouncements, such as SOP 

97-2, Software Revenue Recognition, and SAB 101, Revenue Recogni­
tion in Financial Statements.

Investments
.12 An auditor should determine whether the classification of securities 

is appropriate. For example, an auditor should consider whether the company 
has the ability, as well as the intent, to hold securities to maturity that are 
classified as such.

Long-Lived Assets, Including Goodwill and Intangibles
.13  Industry downturns and cash flow erosion may indicate an impair­

ment of fixed assets, goodwill or other intangibles. Financial Accounting 
Standards Board’s (FASB) Statement No. 121, Accounting for the Impairment 
of Long-Lived Assets to Be Disposed Of, provides guidance in this area. In that 
regard, significant idle plant capacity or equipment no longer used in opera­
tions may need to be written off, unless alternative uses exist.

.14  Goodwill and intangibles should be analyzed to consider whether the 
amortization assumptions still appear reasonable. For example, if a company 
purchases a patent that is amortized over 10 years and the technology of the 
product has changed to where the patent is no longer used, it may be necessary 
to write-down or write-off the asset.

.15  In June 2001, the FASB issued Statement No. 142, Goodwill and 
Other Intangibles. This Statement addresses financial accounting and report­
ing for acquired goodwill and other intangible assets and supersedes APB 
Opinion No. 17, Intangible Assets. The Statement also addresses how intangi­
ble assets that are acquired individually or with a group of other assets should 
be accounted for in financial statements upon their acquisition. FASB State­
ment No. 142 is required to be applied starting with fiscal years beginning after 
December 15, 2001.

Deferred Taxes and Other Deferred Charges
.16  An auditor should consider whether the assumptions and expecta­

tions of future benefits of deferred tax assets and other deferred charges 
appear reasonable. In weighing positive and negative evidence for purposes of
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assessing the need for or amount of a deferred tax asset valuation allowance, 
FASB Statement No. 109, Accounting for Income Taxes, requires that the 
weight given to evidence be commensurate with the ability to objectively verify 
that evidence. As a result, recent historical losses are given significant weight 
while expectations about future profits may not be given much weight.

Accounts Payable
.17  An auditor should consider whether the company has delayed making 

payments on its outstanding payables. This may result from the company 
properly managing cash, but it may also be a result of a company experiencing 
cash flow shortages. An increasing accounts payable balance with flat or 
decreasing sales may be evidence of cash flow concerns.

Debt
.18  An auditor should carefully review loan agreements and test for 

compliance with loan covenants. In this regard, an auditor should consider any 
“cross default” provisions; that is, a violation of one loan covenant affecting 
other loan covenants. An auditor should also keep in mind that any debt with 
covenant violations that are not waived by the lender for a period of more than 
a year from the balance sheet date may need to be classified in the balance 
sheet as a current liability.

.19  As always, an auditor should review the debt payment schedules and 
consider whether the company has the ability to pay current debt installments 
or to refinance the debt if necessary. When making such an evaluation, it is 
important to remember that it is quite possible that the company will not 
generate as much cash flow as it did in the previous year.

Going Concern
.20  During times of economic uncertainty, an auditor should have a 

heightened sense of awareness of a company’s ability to continue as a going 
concern. SAS 59, An Entity’s Ability to Continue as a Going Concern, addresses 
an auditor’s responsibility to evaluate whether there is substantial doubt about 
the entity’s ability to continue as a going concern. Negative trends, loan 
covenant violations and legal proceedings are examples of items that might 
indicate that there could be substantial doubt about the ability of an entity to 
continue as a going concern. When evaluating management’s plans to continue 
as a going concern, an appropriate level of professional skepticism is impor­
tant. For example, the company’s assumptions to continue as a going concern 
should be scrutinized to assess whether they are based on overly optimistic or 
“once in a lifetime” occurrences.

Other Considerations
.21
• An auditor should consider the extent of procedures that may be 

necessary relating to unusual and significant transactions noted dur­
ing the audit, including unusual or “non-routine” journal entries. 
Many times, these entries are made on the parent company’s books, 
or as part of a consolidating entry, or in the last few days of the month.
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• An auditor should be aware of new developments in his or her client’s
business. Analytical reviews, therefore, should emphasize the com­
parison of relationships with independent data. When expected fluc­
tuations do not occur, or when unexpected fluctuations do occur, an 
auditor should investigate the reasons. It is also important to consider 
whether the relationships between financial and nonfinancial infor­
mation make sense. For example, in a cable TV company, if the number 
of subscribers declined from the prior year, it would make sense, 
absent a rate increase, that revenue declined also.

• An auditor should consider whether significant declines in stock prices
may result in option pricing changes or other compensation benefits 
being promised to employees.

• An auditor should be aware of inconsistent approaches to write-downs.

• An auditor should consider off-balance sheet risks; for example, the 
risks related to the failure to perform a contract efficiently. Large fixed 
fee contracts can subject companies to large risks.

• An auditor should consider a company’s ability to forecast and antici­
pate changes in market conditions. The inability to forecast and 
foresee changes in market conditions should heighten an auditor’s 
professional skepticism. Companies that are proactive and lead mar­
ket changes often perform better in times of economic uncertainty than 
those that are reactive.

• Professional skepticism relating to the above should also be main­
tained when reviewing quarterly financial statements for public 
companies.

• An auditor should not allow client or self-imposed deadlines to pres­
sure him or her into accounting and auditing decisions that are not 
well thought out. An auditor should also consult with other profession­
als whenever appropriate—for example, on a complex accounting or 
auditing issue.

Summary
.22  Auditing companies in times of economic uncertainty is challenging. 

As such, auditors need to maintain the appropriate levels of professional 
skepticism and due professional care.

[The next page is 51,051.]
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Section 16,220 

Practice Alert 02-2 
Use of Specialists

First issued 
May, 2002;

Updated October, 2002

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of members of the Professional 
Issues Task Force (PITF) and information provided by the SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and has not been approved by any senior 
technical committee of the AICPA. The auditing portion of this publication is an 
Other Auditing Publication as defined in Statement on Auditing Standards (SAS) 
No. 95, Generally Accepted Auditing Standards. Other Auditing Publications 
have no authoritative status; however, they may help the auditor understand and 
apply SASs. If an auditor applies the auditing guidance included in an Other 
Auditing Publication, he or she should be satisfied that, in his or her judgment, 
it is both appropriate and relevant to the circumstances of his or her audit. This 
publication was reviewed by the AICPA Audit and Attest Standards staff and 
published by the AICPA, and is presumed to be appropriate.

Introduction

.01 During the performance of an audit engagement, the auditor may 
decide to use the work of a specialist. A specialist is a person with a special skill 
or knowledge in a particular field other than accounting or auditing. The 
specialist may be either engaged by the client or by the auditor, or employed 
by the audit firm or the client. Although the auditor is expected to be knowl­
edgeable about business matters in general, the auditor is not expected to have 
or obtain the same level of understanding of a subject field as an expert in that 
particular field. Examples of areas where specialists are utilized in audit 
engagements include:

• Valuations of certain types of assets, for example: land and buildings, 
plant and machinery, works of art, minerals and precious stones.

• Valuations of businesses and derivatives.
• Information technology.

• Determination of quantities or physical condition of assets, for exam­
ple: minerals stored in stockpiles, and underground mineral and 
petroleum reserves.

• Actuarial valuations.
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• Measurement of work completed and to be completed on construction 
contracts in progress for the purpose of revenue recognition. For 
example, providing corroborating evidence on the progress and possi­
ble obstacles to completing a hydroelectric plant.

• Legal interpretations of contacts and agreements, statutes, and gov­
ernment and other regulations.

• Evaluation of significant issues relating to federal, state or local 
income and other tax matters.

.02  Auditors may encounter difficulty in determining the appropriate 
situations in which to utilize a specialist and, in those cases when a specialist 
is appropriately utilized, understanding the findings of the specialist. The 
current guidance when specialists are used is broad and focuses on the use of 
all kinds of specialists. The purpose of this Practice Alert is to assist auditors 
in understanding their responsibilities both with respect to the use of special­
ists that have been engaged or employed by the audit client and the use of 
specialists engaged or employed by the audit firm.

Decision to Use a Specialist
.03  The decision to obtain the assistance of a specialist is generally made 

in the planning stage of the audit engagement. The auditor should ascertain 
whether or not specialized knowledge will be needed in order to corroborate 
management’s assertions with respect to amounts in the financial statements. 
The auditor should not accept an engagement when it is not possible to obtain 
an appropriate level of understanding of the subject matter, either directly or 
through the use of a specialist.

Use of a Specialist Engaged or Employed by the 
Audit Client

.04  With respect to specialists engaged or employed by the audit client, 
the auditor should consider the specialist’s qualifications and experience in the 
planning stage of the engagement. SAS No. 73, Using the Work of a Specialist, 
states that the auditor should consider the professional certification, license or 
other recognition of the competence of the specialist in his or her field, as 
appropriate. In addition, the reputation and standing of the specialist in the 
views of peers or others familiar with the specialist’s capability or performance 
can assist the auditor in assessing the specialist’s qualifications.

.05  After the auditor has become satisfied with the qualifications and 
experience of the specialist, the auditor should then obtain an understanding 
of the specialist’s work. The auditor can obtain the understanding in many 
ways, including reading professional literature dealing with the subject spe­
cialty, discussing the subject with other auditors who have performed similar 
engagements in the same field, discussing the subject with the specialist or 
with other specialists and attending relevant seminars on the subject. The 
auditor should consider the following:

• The objectives and scope of the specialist’s work;
• The specialist’s relationship to the client;
• The specialist’s methods and the assumptions used, including the 

comparability to those used in the preceding period and those used by 
similar specialists, if known;
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• The specialist’s compliance with the auditor’s requirements;
• The appropriateness of using the specialist’s work for the intended 

purpose; and
• The form and content of the specialist’s findings.
.06  In those situations where the audit client has engaged the specialist, 

during the planning process the auditor performs the necessary procedures to 
ascertain the nature of the specialist’s relationship to the audit client. The 
auditor should assess the risk that the specialist’s objectivity may be impaired. 
A specialist that is engaged by the client need not be independent, only 
objective. If the auditor determines that the specialist’s objectivity might be 
impaired, the auditor should either engage another specialist or should per­
form additional procedures with respect to some or all of the specialist’s 
assumptions, methods or findings to determine whether the findings are not 
unreasonable.

.07  If the auditor concludes that he or she will use the findings of a 
specialist, consideration should be given to the need to communicate with the 
specialist to confirm the terms of the specialist’s engagement and to cover such 
matters as:

• The objectives and scope of the specialist’s work.
• Clarification of the specialist’s relationship with the client.
• Information as to the assumptions and methods intended to be used 

by the specialist and, if appropriate, as to their consistency with those 
used in the prior period and compared to those used by other industry 
specialists.

• The specialist’s compliance with the auditor’s requirements.
• The appropriateness of using the specialist’s work for the intended 

purpose.

• The form and content of the specialist’s findings as well as a general 
outline as to the specific items the auditor expects the specialist will 
cover in the report.

• The auditor’s intended use of the specialist’s work.
• The identification of the data to be supplied by the client to the 

specialist, so that the auditor is aware of what needs to be subjected 
to audit testing.

• Any non-client data that the specialist intends to use.
• The extent of the specialist’s access to appropriate records and files.
• Confidentiality of the client’s information.
• Documentation or further information required supporting the audi­

tor’s procedures and report.
.08  The auditor should consider obtaining a confirmation directly from 

the specialist regarding the nature and scope of his/her engagement.
.09  The use of a specialist does not allow the auditor to delegate his or her 

audit responsibilities. Therefore, the auditor must be able to understand the 
methods and assumptions used by the specialist in order to fulfill his or her 
audit responsibilities.
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. 10 The reliability of the source data used by the specialist is significant 
to the accuracy of the specialist’s findings and ultimately, the audited financial 
statements. Therefore, the auditor performs procedures to corroborate the 
data, both accounting and non-accounting, that the client provided to the 
specialist, taking into account the auditor’s assessment of control risk. The 
auditor’s procedures may include making inquiries of the specialist to deter­
mine whether the specialist is satisfied as to the accuracy of the source data, 
identifying and conducting appropriate tests and considering the reliability 
and relevance of the data provided by the client to the specialist. For example, 
for an actuarial computation with respect to a pension plan, the auditor may, 
on a test basis, compare the demographic information to the client’s personnel 
files and the payroll information to the payroll ledgers. In addition, the auditor 
may analytically review the rate of return on the plan portfolio for reasonable­
ness and may test the forecasted earnings stream and the cap rate used in the 
valuation.

. 11 The auditor should evaluate whether the specialist’s findings support 
the related assertions in the financial statements. Ordinarily, the auditor 
would use the work of the specialist unless the auditor concluded that the 
specialist’s findings are unreasonable. For example, an actuary with respect to 
an automobile insurance company client may conclude that the loss reserves 
should decrease over the percentage used in the previous year. The finding may 
be deemed unreasonable if the auditor is aware that the experience in the 
subject state during that year was that losses had increased statewide. If the 
findings appear to be unreasonable, additional audit procedures may be neces­
sary or the opinion of another specialist may be obtained. If the matter was not 
resolved to the auditor’s satisfaction, the auditor would consider whether to 
qualify his or her report or disclaim an opinion because of a scope limitation.

. 12 The auditor would ordinarily not mention the work or findings of a 
specialist when expressing an unqualified opinion on audited financial state­
ments, except in very limited circumstances described in SAS No. 73.

. 13 The auditor should consider incorporating a specific representation in 
the client representation letter if the audit client has engaged a specialist. An 
example representation is as follows:

We assume responsibility for the findings of specialists inevaluating the (de­
scribe assertion) and have adequately considered the qualifications of the 
specialists in determining the amounts and disclosures used in the financial 
statements and underlying accounting records. We did not give nor cause any 
instructions to be given to specialists with respect to the values or amounts 
derived in an attempt to bias their work, and we are not otherwise aware of 
any matters that have had an impact on the objectivity of the specialists.

Use of Specialists Engaged or Employed by the 
Audit Firm

. 14 Except at the time of employment and as necessary to satisfy ongoing 
educational and licensing requirements, the auditor would not ordinarily need 
to check the qualifications of a specialist employed by the audit firm. In 
addition, the internal specialist is subject to the firm’s requirements with 
respect to independence.

. 15 The auditor will need to make a determination as to whether the 
specialist is part of the audit engagement team. If the specialist is effectively 

§16,220.10 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Use of Specialists 51,055

functioning as a member of the audit team, SAS No. 73 does not apply. SAS 
No. 22, Planning and Supervision, will apply in that situation since the 
specialist requires the same supervision and review as any assistant. For 
example, if a specialist is used to perform procedures as part of the engagement 
team, such as performing computer assisted audit techniques, then SAS No. 22 
applies. Specific guidance with respect to the use of information technology 
specialists is provided later in this Practice Alert. However, if the client 
engages the audit firm’s actuarial department to perform procedures with 
respect to a pension plan, and the auditor subsequently utilized that work, the 
specialist is not a member of the engagement team and the auditor should 
follow the guidance as outlined in the previous section of this Practice Alert.

. 16 Generally, using a specialist within the audit firm reduces audit risk, 
as the specialist should be familiar with the firm’s professional policies. In 
addition, the other members of the audit team are generally familiar with the 
specialist’s qualifications. Auditors employed by firms that make use of sub­
sidiaries or affiliated organizations should take special care in assessing the 
internal specialist’s familiarity with firm policies. Even though the specialist 
and the auditor may be part of the same “parent” firm, the specialist may not 
be familiar with the audit firm’s policies.

. 17 If the auditor has engaged an outside specialist, an understanding 
with the specialist about the engagement should be obtained. The auditor may 
want to document the understanding and the arrangements with the specialist 
in writing. All other procedures with respect to the methods and assumptions 
used by the specialist and the use of the specialist’s findings are consistent with 
those utilized for specialists engaged or employed by the client.

Examples of Specific Types of Specialists to Be Utilized

Information Technology ("IT") Specialists

. 18 The use of IT specialists is a significant aspect of many audit engage­
ments. The Public Oversight Board’s Panel on Audit Effectiveness issued a 
report in August 2000 which called for more effective participation in audits by 
IT specialists. The IT specialist is usually employed or engaged by the audit 
firm and the use of IT specialists is covered by SAS No. 22 and SAS No. 94, The 
Effect of Information Technology on the Auditor’s Consideration of Internal 
Control in a Financial Statement Audit.

. 19 SAS No. 94 provides guidance to assist auditors in determining 
whether to use the work of an IT specialist. To determine whether an IT 
specialist is needed, it is recommended that the auditor consider the following 
factors:

• The complexity of the entity’s systems and IT controls, and the manner 
in which they are used

• The significance of changes made to existing systems or the implemen­
tation of new systems

• The extent to which data is shared
• The extent of the entity’s participation in electronic commerce
• The entity’s use of emerging technologies
• The significance of audit evidence that is available only in electronic 

form.
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. 20 The extent of involvement of an IT specialist will depend on the 
complexity of information technology used in critical transaction cycles, control 
risk assessments and the information technology skills available in the en­
gagement team. The role of the IT specialist may be to assist the engagement 
team in the following areas:

• Performing a preliminary review of computer processing
• Designing and implementing tests of controls and substantive tests 

related to information technology systems, including the use of com­
puter assisted audit techniques

• Interpreting the test results
• Drafting client communications, such as internal control and manage­

ment letters.

. 21 In addition, the IT specialist can assist the auditor in addressing 
many audit procedures. The IT specialist can examine the client’s data files 
and information and detect and highlight transactions or patterns that show 
possible irregularities. Examples where an IT specialist may be used to assist 
the auditor are as follows:

• Ratio analysis
• Revenue and other cut-off testing
• Accounts receivable or payable aging
● Examination of purchase ledger transactions
• Summarizing payments by vendor or invoice numbers
• Testing for duplicate invoices
• Searching for payments to specific individuals
• Stratifying payments by size and extracting unusual ones

• Analyzing payroll data in the search for unusual payments
• Matching payments to payroll master files to test for correct rates and 

deductions.
. 22 IT specialists can also perform digit analysis—the process of using 

mathematical formulas and probability equations to examine data sets for 
irregularities. Examples include number duplication, excessive round num­
bers and identification of identical or near-identical entries in data subsets.

. 23 When an IT specialist is used, the auditor’s responsibility for informa­
tion technology aspects of an audit cannot be transferred to that specialist. The 
auditor is responsible for:

• Determining, in consultation with the IT specialist, the objectives of 
the review of computer processing and the procedures to be performed

• Participating appropriately in performing the work
• Reviewing the results of the specialist’s work
• Evaluating the results of the review as it affects audit risk and strategy 

and modifying the audit procedures to be performed accordingly
• Ensuring that the workpapers adequately document all information 

technology aspects of the audit.
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Business Valuation Specialists

. 24 The Financial Accounting Standards Board’s (FASB) Statement No. 
141, Business Combinations, and FASB Statement No. 142, Goodwill and 
Other Intangible Assets, valuations that are performed in connection with 
purchase price allocations after a business combination and the impairment 
test required thereafter generally should be performed by a specialist. Al­
though the auditor may have sufficient expertise to review the valuation, it is 
advisable for auditors to consider utilizing a valuation specialist. This is 
particularly so when the transaction and valuation has a material impact on 
the company’s financial statements. That specialist may be internal or exter­
nal, as considered necessary. The auditor should perform procedures to evalu­
ate whether the specialist’s findings support the related assertions in the 
financial statements

[The next page is 51,071.]
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Section 16,230
Practice Alert 02-3
Reauditing Financial Statements

September, 2002

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of members of the Professional 
Issues Task Force (PITF) and information provided by the SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and has not been approved by any senior 
technical committee of the AICPA. The auditing portion of this publication is an 
Other Auditing Publication as defined in Statement on Auditing Standards (SAS) 
No. 95, Generally Accepted Auditing Standards. Other Auditing Publications 
have no authoritative status; however, they may help the auditor understand and 
apply SASs. If an auditor applies the auditing guidance included in an Other 
Auditing Publication, he or she should be satisfied that, in his or her judgment, 
it is both appropriate and relevant to the circumstances of his or her audit. This 
publication was reviewed by the AICPA Audit and Attest Standards staff and 
published by the AICPA, and is presumed to be appropriate.

Introduction
.01  An auditor may be engaged to reaudit and report on financial state­

ments that have been previously audited and reported on by another auditor 
(the predecessor auditor). The auditor conducting a reaudit engagement (de­
fined in SAS No. 84, Communications Between Predecessor and Successor 
Auditors, as the successor auditor but hereinafter referred to as the reauditor) 
should not place reliance on the work of the predecessor auditor. Even when a 
reputable firm has already audited the financial statements, the reaudit work 
performed and the conclusions reached are solely the responsibility of the 
reauditor.

.02  There are two commo  circumstances under which a firm may be 
requested to perform a reaudit:

• The predecessor auditor is unwilling or unable to reissue its report for 
the intended purpose. For example, a company may plan to file a 
registration statement with the Securities and Exchange Commission 
(SEC) for an initial public offering and the predecessor auditor is 
unwilling to be associated with the financial statements of an SEC 
registrant or the predecessor auditor may not be independent under 
the independence rules applicable to SEC registrants or may no longer 
be in business.

• A company may wish to have another firm audit and report on its 
financial statements. Sometimes, the company or the underwriter 
with respect to an initial public offering may desire to have the current 
period and all prior periods audited by the same auditor, necessitating 
reaudits of prior periods.
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.03  The reauditor should be aware of the audit guidance provided in 
paragraphs 14 through 20 of SAS No. 84. The purpose of this Practice Alert is 
to provide practitioners with additional factors to consider when performing a 
reaudit engagement.

Client/Engagement Acceptance Procedures 
and Considerations

.04  In determining whether to accept an engagement involving a reaudit 
for a new client, the reauditor should request permission from the prospective 
client to make inquiries of the predecessor auditor. Specific consent from the 
prospective client is required to make sure that confidential information is not 
disclosed inappropriately. The reauditor, in determining whether to accept the 
engagement, should perform the communications with the predecessor auditor 
as required in paragraphs 7 through 10 of SAS No. 84, including inquiries as 
to (a) information that might bear on the integrity of management; (6) any 
disagreements with management as to accounting principles, auditing proce­
dures or other similarly significant matters; (c) communications to audit 
committees or others with equivalent authority and responsibility regarding 
fraud, illegal acts by clients, and internal control related matters, and; (d) the 
predecessor auditors understanding as to the reasons for the change of audi­
tors. The reauditor should indicate to the predecessor auditor that the purpose 
of the inquiries is to obtain information about whether to accept an engage­
ment to perform a reaudit. In the absence of unusual circumstances, the 
predecessor auditor should respond promptly and fully, on the basis of known 
facts, to the reauditor’s reasonable inquiries. If due to unusual circumstances, 
the predecessor auditor does not fully respond to the inquiries, the predecessor 
auditor should clearly state that the response is limited.

.05  In some situations, the predecessor auditor (a firm) might not be able 
to respond fully to the reauditor’s inquiries, for example, when the predecessor 
firm no longer employs the predecessor audit engagement team. In such 
situations, the reauditor should make reasonable efforts to locate the predeces­
sor audit engagement partner or other senior members of the engagement 
team and make appropriate inquiries. In some cases, another firm may employ 
the partner who had responsibility for the predecessor firm’s engagement or 
other senior members of the engagement team. The firm that currently em­
ploys a member or members of the predecessor audit engagement team is not 
a “predecessor auditor” as defined in SAS No. 84. That firm, however, would 
normally be expected to facilitate inquiries to such individuals provided that 
specific authorization to respond is obtained by the reauditor from the prospec­
tive client in a form satisfactory to the firm and the individuals, and the 
reauditor and prospective client acknowledge, in a form satisfactory to the 
firm, that the firm is not placing itself in the position of a predecessor auditor. 
When such specific authorization and acknowledgement has been provided, a 
member or members of the predecessor audit engagement team ordinarily 
should, absent certain other circumstances that would limit their response, 
respond to the inquiries of the reauditor based on the full extent of the 
individuals’ knowledge.

.06  The reauditor also should consider information pertaining to the 
integrity of management and any disagreements between management and 
the predecessor that may be obtained by performing the following procedures:

• Inquiring of bankers, lawyers, underwriters and others with knowl­
edge of management.
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• Reading the Form 8-K reporting the resignation or dismissal of the 
predecessor auditor and the predecessor auditor’s response, if available.

• Reading the audit committee communications issued by the predeces­
sor auditor.

• Reading the management representation letters including the sum­
mary of uncorrected financial statement misstatements.

• Reading the company’s copies of correspondence with the predecessor 
auditor and regulators, if applicable.

.07  In circumstances where the predecessor auditor is unwilling or unable 
to reissue its report, the reauditor should consider the reasons and their 
implications, especially when the predecessor disagreed with management 
over accounting or auditing matters or restricts access to his or her audit 
documentation.

.08  In making a decision to perform a reaudit, the firm’s client acceptance 
procedures should consider the following:

• The ability of the reauditor to perform his or her firm’s normal client 
acceptance procedures. The firm should consider performing back­
ground checks of key executives. In addition, the firm should consider 
implementing additional procedures in accepting reaudit engage­
ments, such as required consultation with and approval by, designated 
senior firm personnel prior to acceptance of the reaudit engagement. 
National and large regional firms should consider designating mem­
bers of senior management or the firm’s national technical group, or 
personnel of equivalent authority, for this purpose.

• Reading the previously issued financial statements on which the 
reaudit is to be performed. The reauditor should consider conducting 
interviews of executive management, including the CEO, the CFO, 
and the Audit Committee. Based on those discussions and from dis­
cussions with the predecessor auditors, the reauditor may be in a 
position to make a preliminary assessment about, among other mat­
ters, significant accounting policies, balances and transactions.

• The need for advising the client that since the reaudit is a new audit, 
the risk exists that material misstatements may be identified that 
were not identified by the predecessor auditor or that the reauditor’s 
judgment regarding the appropriate application of generally accepted 
accounting principles or the materiality of previously identified mis­
statements may differ from that of the predecessor auditor.

• Whether the reaudit is being undertaken in connection with his or her 
current audit of a subsequent period (hereinafter referred to as a 
“current period audit”), as a separate engagement to be reported on 
before completing a current period audit, or as a one-time engagement. 
If the engagement is a one-time engagement, the potential reauditor 
should strongly consider the reasons that he or she is not performing 
the current period audit and may wish to consider not accepting the 
engagement on that basis.

• The ability to obtain third party confirmation or other primary audit 
evidence as of the balance sheet date(s) or the need to obtain confir­
mations as of a subsequent date and test the intervening transactions.

• The ability to obtain the necessary audit evidence, especially in sig­
nificant areas, such as inventories, receivables and revenue.
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• The predecessor auditor’s representation regarding whether there 
have been any disagreements regarding accounting or other matters 
with management.

• Whether there has been a significant change in the top management 
team of the client and whether current management is willing, and 
has sufficient knowledge of the financial statements subject to the 
reaudit, to make all required management representations. The pos­
sible difficulties in obtaining the representation letter in these circum­
stances are discussed later in this Alert.

• Whether there have been significant changes in internal control sub­
sequent to the reaudit period and whether an adequate understanding 
of internal control in operation during the reaudit period can be 
obtained to plan the reaudit.

• Whether sufficient audit evidence can be obtained in support of mate­
rial financial statement assertions in situations where significant 
amounts of information are initiated, recorded, processed, or reported 
electronically, and no other documentation of those transactions is 
produced or maintained, other than through the IT system (e.g., a 
telecommunications company that uses IT to create a log of the 
services provided to its customers, initiate and process its billings for 
the services and automatically record such amounts in electronic 
accounting records that are part of the system used to produce the 
entity’s financial statements).

Planning the Reaudit
.09 In a reaudit, the nature, timing and extent of the audit procedures 

performed and the conclusions reached in the reaudit are solely the responsi­
bility of the reauditor. Notwithstanding the procedures performed by the 
predecessor auditor, the reauditor must perform an audit in accordance with 
generally accepted auditing standards (GAAS). Accordingly, the reauditor 
should not assume responsibility for the predecessor auditor’s work or plan to 
divide responsibility with the predecessor auditor under SAS No. 1, section 
543, Part of Audit Performed by Other Independent Auditors. The predecessor 
auditor is not a specialist as defined in SAS No. 73, Using the Work of a 
Specialist, or an internal auditor as defined in SAS No. 65, The Auditor’s 
Consideration of the Internal Audit Function in an Audit of Financial Statements.

.10 The reauditor should request that the client specifically authorize the 
predecessor auditor to allow access to the predecessor auditor’s audit documen­
tation for the period or periods under reaudit and the period prior to the 
reaudit period. The reauditor should consider the information obtained from 
inquiries of the predecessor auditor and review of the predecessor auditor’s 
report and audit documentation in planning the reaudit. Ordinarily, the re­
auditor documents his or her review of the predecessor auditor’s audit docu­
mentation and any information identified with continuing audit significance in 
the reaudit audit documentation. The reauditor should consider specifically 
examining the predecessor auditor’s audit documentation with respect to the 
following:

• Understanding of internal controls and control risk assessments,
• The identification of internal control related matters noted in the 

audit, reportable conditions and material weaknesses,
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• The identification of fraud risk factors and the results of audit proce­
dures in response to specifically identified fraud risk factors,

• Understanding the company’s business,
• Uncorrected financial statement misstatements,
• Other identified risks of material misstatement,
• And other audit documentation with respect to critical or significant 

accounting and audit areas.
.11 The extent, if any, to which the predecessor auditor permits access to 

his or her audit documentation is a matter of the predecessor auditor’s judg­
ment. However, it is customary for the predecessor auditor, absent any un­
usual circumstances such as impending, threatened, or potential litigation, 
disciplinary proceedings or non-payment of outstanding fees, to permit the 
reauditor to review the audit documentation, including documentation of 
planning, internal control, audit results, and other matters of continuing 
accounting and auditing significance.

.12 If possible, in order to maximize effectiveness and efficiency, the 
reaudit should be planned in conjunction with the current audit, if applicable, 
and the audit procedures for both should be coordinated.

Understanding the Client's Business
.13 As a result of inquiries of the predecessor auditor and review of the 

predecessor auditor’s audit documentation, the reauditor may obtain signifi­
cant information, including copies of audit documentation, related to under­
standing the entity’s business that the reauditor may use in planning the 
reaudit. If the reauditor decides to utilize that information, he or she should 
corroborate the information through inquiries of management, inspection of 
key documents, and such other audit procedures as he or she considers neces­
sary in the circumstances.

Understanding of Internal Control, Assessment of 
Control Risk and Tests of Controls

.14 The reauditor, as required by GAAS, should obtain an understanding 
of internal control for those periods on which the reauditor is asked to report. 
Information obtained from his or her review of the predecessor auditor’s audit 
documentation may assist the reauditor in obtaining the required under­
standing and evaluating the design of relevant controls. The reauditor should 
perform procedures to corroborate the understanding and evaluation and 
determine whether key controls have been placed in operation. If the reauditor 
plans to assess control risk below the maximum, he or she should design and 
perform appropriate tests of controls to determine that relevant controls were 
operating effectively during the reaudit period. The reauditor may either test 
relevant controls in operation during the reaudit period or test relevant con­
trols in operation currently, and perform a “rollback” of changes in the design 
of the internal controls to the prior periods.

.15 In instances where a “rollback” is not possible and control risk will be 
assessed at maximum, audit evidence should be obtained via substantive 
testing. However, the reauditor should consider whether it is possible to design 
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effective substantive tests that by themselves will provide sufficient evidence 
that financial statement assertions are not materially misstated in circum­
stances when a significant portion of the information supporting one or more 
financial statement assertions is electronically initiated, recorded, processed, 
or reported. Refer to paragraph 68 of SAS No. 55, Consideration of Internal Control 
in a Financial Statement Audit, as amended by SAS No. 78, for guidance.

Substantive Audit Procedures

.16 Some substantive testing, which may include analytical procedures 
and tests of details, is required for all material account balances and classes of 
transactions. In performing analytical procedures, the reauditor should de­
velop his or her own expectations and use those expectations to determine 
matters requiring further investigation.

.17 The reauditor may consider the knowledge obtained from his or her 
review of the predecessor auditor’s audit documentation and inquiries of the 
predecessor auditor to determine the nature, timing and extent of procedures 
to be applied in the circumstances and to assist in determining his or her 
expectations when performing analytical procedures.

Inventory

.18 Since the reauditor did not observe physical inventories in the prior 
years, the reauditor must be able to perform satisfactory alternative proce­
dures if inventories are material, including a current physical observation and 
performing a “rollback” of amounts to prior periods. The reauditor also should 
perform tests of intervening transactions and analytical procedures. Refer to 
paragraph 20 of SAS No. 84 for guidance.

Confirmations With Third Parties

.19 The reauditor may consider responses to confirmation requests re­
ceived by the predecessor auditor, provided the reauditor is able to obtain 
copies from the predecessor auditor. The responses may relate to, for example, 
cash, accounts receivable, debt and transactions with related parties. The 
reauditor should evaluate the process used by the predecessor auditor in 
controlling the confirmation process and in selecting the accounts/items for 
confirmation and the persons or entities for inquiry. The reauditor is responsi­
ble for conclusions as to the adequacy of the confirmation responses received 
by the predecessor auditor, including the number and quality of those replies, 
and for alternative procedures with respect to nonreplies. The reauditor should 
consider directly obtaining confirmation responses relating to significant matters.

.20 In those instances where the reauditor is not able to obtain copies of 
confirmation requests from the predecessor auditor or when the reauditor 
concludes that additional evidence is required, the reauditor should: 1) recon­
firm the amounts/terms of balances and transactions as of the balance sheet 
date, or 2) confirm at a date subsequent to the period of the reaudit, in 
connection with a current audit or otherwise, and apply appropriate tests of 
intervening transactions. The reauditor may consider these procedures to be 
more effective than obtaining copies of the confirmation requests from the 
predecessor auditor. In addition, the reauditor should perform appropriate 
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subsequent events procedures (e.g., inspection of subsequent payments on 
accounts receivable), which may provide additional evidence concerning cer­
tain assertions.

.21 If the substance of an inquiry to lawyers relates to a significant 
matter, the reauditor should obtain responses directly.

Opening Balances and Consistency of Application of 
Accounting Principles

.22 The reauditor obtains audit evidence concerning the impact of the 
opening balances on the financial statements being reaudited and the consis­
tency of application of accounting principles from a variety of procedures. The 
reauditor may be able to obtain some evidence regarding opening balances and 
consistency of accounting principles by reading the audited financial state­
ments for the prior period and the predecessor auditor’s report thereon, and 
making inquiry and reviewing the audit documentation of the predecessor 
auditor.

.23 In performing these procedures, the reauditor should consider the 
independence and professional reputation of the predecessor auditor, and 
whether there are factors that preclude obtaining any evidence from reading 
the audited financial statements for the prior period and the predecessor 
auditor’s report or reviewing the predecessor auditor’s audit documentation. In 
addition, if, for any reason, the reauditor is not permitted to review the audit 
documentation of the predecessor auditor, the reauditor will not be able to 
obtain any evidence from reading the audited financial statements for the prior 
period and the predecessor auditor’s report. Accordingly, the reauditor should 
perform appropriate alternative procedures with respect to the opening bal­
ances as of the beginning of the reaudit period and with respect to the 
consistency of accounting principles.

.24 The audit procedures performed on the reaudit period transactions 
may provide some audit evidence about the opening balances. For example, 
audit evidence gathered during the reaudit may provide some assurance about 
the existence and valuation of receivables and inventory recorded at the 
beginning of the year. Regardless of the procedures performed, the nature, 
timing and extent of such procedures are solely the responsibility of the 
reauditor.

Uncorrected Financial Statement Misstatements

.25 The reauditor should evaluate the treatment and effects of uncor­
rected financial statement misstatements on both opening and closing bal­
ances of the period under reaudit. With respect to uncorrected misstatements 
that were identified by the predecessor auditor, the predecessor auditor and 
the reauditor may have different methods of evaluating uncorrected misstate­
ments and may come to different conclusions with respect to their effects on 
the financial statements taken as a whole; accordingly, the reauditor cannot be 
held to any decisions of the entity and the predecessor auditor regarding the 
materiality of uncorrected misstatements or their disposition. In evaluating 
the effects of any uncorrected misstatements, irrespective of whether identified 
by the predecessor auditor or by the reauditor during the reaudit, including 
those that exist at the beginning and end of the period under reaudit, the 
reauditor alone is responsible for obtaining sufficient evidential matter to 
support his or her conclusion that the financial statements are free of material 
misstatement.
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Representation Letters
.26 Practical difficulties may arise in obtaining a representation letter 

with respect to a reaudit engagement. In some situations, a different manage­
ment team is in place currently than during the original audit period. Current 
management may believe that it bears no responsibility for financial state­
ments developed by prior management and may resist a request for their 
signatures on the representation letter. This situation does not alleviate the 
need for obtaining an appropriately signed representation letter from current 
management for all periods being reported on.

.27 The reauditor is advised to discuss the requirement for a signed 
representation letter early in the process to make sure that appropriate 
officials are aware of their responsibility for the audited financial statements 
and the efforts they must undertake to be able to provide the representations 
to the reauditor. If the reauditor is unable to obtain the written repre­
sentations that he or she deems necessary from current management for all 
periods being reported on, a scope limitation exists.

Reporting Implications
.28 The reauditor should not issue a report that reflects divided responsi­

bility as described in SAS No. 1, section 543 unless in connection with the 
reaudit, the reauditor has informed the predecessor auditor that he or she will 
rely on, and where applicable, refer to, the predecessor auditor’s report on 
certain subsidiaries or divisions.

.29 In some circumstances, the reauditor may not be able to complete a 
reaudit. For example, during a current period audit, the reauditor may con­
clude that controls are insufficient to allow the reauditor to rely on the types 
of procedures available to evaluate accounts such as inventory. If the reauditor 
is unable to obtain sufficient competent evidential matter to express an opinion 
on the financial statements, the reauditor qualifies the opinion or disclaims an 
opinion because of the inability to perform procedures the reauditor considers 
necessary in the circumstances. The SEC does not generally accept such 
reports. In such situations, the reauditor may elect to resign from the engagement.

Other Audit Issues
.30 Because the reaudit report is dated as of the date that the reauditor 

completes fieldwork, subsequent events procedures are to be performed 
through that date. Subsequent events are disclosed in the reaudited financial 
statements if their disclosure is required to keep the financial statements from 
being misleading.

.31 The reauditor’s consideration of the entity’s ability to continue as a 
going concern for a reasonable period of time takes into consideration the 
reauditor’s knowledge of relevant conditions and events that exist or have 
occurred prior to completion of the reaudit fieldwork. The reauditor should 
consider whether the financial statements adequately disclose such conditions 
and events, other conditions and events occurring subsequent to the balance 
sheet date, their possible effects, and any mitigating factors, including man­
agement’s plans. If the reauditor concludes that substantial doubt remains 
about the entity’s ability to continue as a going concern, the audit report should 
include an explanatory paragraph reflecting that conclusion.
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Internal Inspection

.32 It is important that a firm monitor its reaudits to determine whether 
the engagements are being performed in accordance with generally accepted 
auditing standards and the firm’s system of quality controls. Accordingly, a 
firm’s internal inspection program should consider addressing the firm’s re­
audit engagements, including engagement acceptance procedures.

[The next page is 51,091.]
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Section 16,240
Practice Alert 03-1 
Audit Confirmations

January, 2003

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of members of the Professional 
Issues Task Force (PITF) and information provided by the SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and has not been approved by any senior 
technical committee of the AICPA. The auditing portion of this publication is an 
Other Auditing Publication as defined in Statement on Auditing Standards (SAS) 
No. 95, Generally Accepted Auditing Standards. Other Auditing Publications 
have no authoritative status; however, they may help the auditor understand and 
apply SASs. If an auditor applies the auditing guidance included in an Other 
Auditing Publication, he or she should be satisfied that, in his or her judgment, 
it is both appropriate and relevant to the circumstances of his or her audit. This 
pubheation was reviewed by the AICPA Audit and Attest Standards staff and 
published by the AICPA, and is presumed to be appropriate.

Introduction
.01 SAS No. 67, The Confirmation Process, provides guidance to auditors 

about obtaining evidence from third parties about financial statement asser­
tions made by management. SAS No. 31, Evidential Matter, states that it is 
generally presumed that evidential matter obtained from independent sources 
outside an entity provides greater assurance of reliability than evidence se­
cured solely within the entity.

.02 The purpose of this practice alert is to communicate additional guid­
ance to practitioners with respect to the use of audit confirmations.

General Confirmation Guidance
.03 Audit confirmations can prove to be an effective audit procedure with 

respect to many different accounts, including accounts receivable, notes receiv­
able, inventory, consigned merchandise, construction and production con­
tracts, investment securities, market values, accounts payable, notes payable, 
lines of credit, account balances and other information from financial institu­
tions, and other actual and contingent liabilities. In addition, confirmations 
can be used to obtain audit evidence with respect to related parties and 
unusual transactions.

Improving Confirmation Response Rates

.04 The effectiveness of the confirmation procedure is influenced by both 
the willingness and the ability of the respondents to respond accurately to the 
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information presented on the confirmation. To improve the confirmation re­
sponse rates, the auditor should request information that the recipient is likely 
and able to confirm. The confirmation request should include relevant informa­
tion required for a response by the recipient. For example, with respect to 
accounts receivable confirmations, recipients may be more likely to reply and 
identify discrepancies if the confirmation request is sent with their monthly 
statement. The auditor may also consider attaching a list of outstanding 
invoices and unapplied credits making up the account balance to the confirma­
tion request. In addition, when the verification of an account balance is difficult 
or complex, the auditor may ask the recipient to confirm supporting informa­
tion from which the auditor can later compute the ending account balance. For 
example, instead of asking an individual to confirm a mortgage balance that 
includes a complex interest calculation, the auditor could request confirmation 
of the original balance, interest rate, number of installments and the date the 
last installment was paid.

.05 In some cases, the effectiveness of the confirmation is improved by not 
providing relevant information with the request, but rather by asking the 
respondent to indicate his or her understanding of the information (an “open” 
confirmation). This may be particularly appropriate when seeking confirma­
tion of terms of a transaction, rather than amounts.

.06 The following techniques may be used by the auditor to improve the 
confirmation response rate:

• Use clear wording.
• Send the confirmation to a specified individual.
• Identify the organization being audited.
• Consider requesting the client to hand-sign the confirmation requests. 

Hand signing a confirmation may increase the confirmation rate when 
the signature on the confirmation is familiar to the recipient.

● Set response deadlines.
• Send second and consider third requests.
• Call the respondent to obtain oral confirmation and request that the 

written confirmation be returned.

Negative vs. Positive Confirmation Requests
.07  In designing the confirmation request, the auditor should consider the 

assertions being addressed and the factors that affect the reliability of the 
evidence obtained through confirmation procedures. One factor to consider is 
the form of the request—that is, a positive or negative request. A positive 
confirmation request is one in which the recipient is asked to respond directly 
to the auditor as to whether he or she agrees with the information presented. 
The positive form provides evidential matter that is inherently more reliable 
than negative confirmations. However, the positive form only provides audit 
evidence if responses are received directly from the recipients.

.08  Recipients of negative confirmation requests are asked to respond 
only if they disagree with the information presented. The auditor places 
reliance on the absence of any reply to a specific request by implicitly making 
the assumption that the customer received the confirmation request and 
agreed with the information shown. SAS No. 67, paragraph 20, states that 
negative confirmation requests may be used to reduce audit risk to an accept­
able level when all of the following conditions are met:
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• The combined assessed level of inherent and control risk is low,
• A large number of small balances is involved, and
• The auditor has no reason to believe that recipients of the requests are 

unlikely to give them consideration. (For example, the auditor may 
become satisfied that recipients are not unlikely to give adequate 
consideration by considering the results of positive confirmation pro­
cedures performed in prior years on the engagement or on similar 
engagements.)

.09 The auditor should consider performing other substantive procedures 
to supplement the use of negative confirmations. In addition, the auditor 
should investigate and determine the effects on the audit of relevant informa­
tion provided in responses to negative confirmations. Additionally, the auditor 
can send some positive confirmation requests as well as the negative requests. 
When only negative confirmations are used, auditors generally should send 
more confirmation requests than that which would have been sent if positive 
confirmations had been used.

Nonresponses to Positive Confirmations

.10 The auditor should seek corroborative evidence that customers for 
which positive confirmation requests are returned undelivered do exist. The 
auditor ordinarily sends second, and sometimes third, requests in the event of 
a non-response. Those subsequent requests may be either oral or written, given 
consideration for such factors as timing. In any event, the auditor should take 
appropriate follow-up actions with respect to all non-responding requests (see 
“Alternative Procedures” below). Also, customers who do not reply and confir­
mation requests returned undelivered should normally be reported to a client 
official who is not directly involved in the area subject to confirmation.

Responses to Positive Confirmation Requests Indicating Exceptions

.11 An exception to a positive confirmation request occurs when the 
respondent disagrees with, questions, or otherwise provides information that 
is different from the information presented. All exceptions should be thor­
oughly investigated.

.12 If an exception cannot be resolved or follow-up procedures indicate 
that the exception represents a misstatement, the auditor should: (1) deter­
mine the cause of the misstatement, (2) extrapolate the misstatement (to­
gether with other misstatements included in the same sampling application, if 
applicable) over the population to determine whether additional audit evidence 
is required to reduce the risk of material misstatement to an appropriately low 
level, and (3) consider whether the potential exists that fraud may have 
occurred (see SAS No. 99, Consideration of Fraud in a Financial Statement 
Audit). If similar misstatements could exist, additional audit procedures would 
generally be necessary to determine the extent of possible misstatements and 
their effect on the achievement of confirmation audit objectives. In the case of 
fraud, an extensive investigation may be necessary before such determination 
could be made. All unreconciled misstatements should normally be reported to 
a client official not directly associated with the accounts or other information 
subject to the request for confirmation. The auditor also should consider 
whether responses indicate matters that should be reported to the audit 
committee.
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Confirmations Received Via Fax or Electronically

.13 The auditor should communicate directly with the intended recipi­
ents. In order to validate confirmations received via fax or electronically, the 
auditor should consider (a) verifying by telephone with the purported sender 
the source and contents of a response received by fax or e-mail and (b) asking 
the sender to mail the original confirmation directly to the auditor. All proce­
dures performed and conclusions reached should be documented in the audit 
workpapers.

Management Requests to Not Confirm
.14 When management requests that the auditor not confirm certain 

balances or other information, the auditor should consider the basis for the 
request. A common reason that a client provides for requesting that the auditor 
not confirm a balance or other information is some type of dispute between the 
client and the customer. The existence of a dispute, by itself, is not an appro­
priate reason for not confirming a balance or other information. The auditor 
should be alert to the risk that an assertion of a “dispute” may be intended to 
divert the auditor from an inappropriate transaction.

.15 The auditor should very carefully consider the reasons that manage­
ment is making the request to not confirm and should challenge those reasons 
and seek corroborating evidence. The auditor should not just rely on a manage­
ment representation as to the reason. If the auditor accepts the validity of 
management’s request not to seek external confirmation regarding a particu­
lar matter, alternative procedures should be applied to obtain sufficient appro­
priate evidence regarding the matter that would have been the subject of the 
confirmation.

.16 If management requests the auditor to not confirm certain accounts 
or other information, the auditor should consider including a schedule of such 
accounts, including the reasons for the request not to confirm, in the client  
representation letter.

.17 If the auditor deems management’s request to be reasonable and is 
able to satisfy him/herself by applying alternative procedures, there is no 
limitation on the scope of the work and the auditor’s report need not include a 
reference to the omission of procedures or to the use of alternative procedures. 
If management’s request is not deemed reasonable and the restrictions signifi­
cantly limit the scope of the audit, ordinarily the auditor should disclaim an 
opinion, or withdraw from the engagement. In those situations, the auditor 
may wish to consult his or her legal counsel.

Alternative Procedures
.18 After the auditor has decided to obtain a confirmation about an 

account or transaction, or an event or other matter, the item should be either 
confirmed or subjected to alternative procedures. The auditor should perform 
appropriate alternative procedures for all non-responses to positive confirma­
tions, positive or negative confirmations that were returned undelivered and 
accounts that were selected but not confirmed at the client’s request.

.19 Paragraph 31 of SAS No. 67 provides for the omission of alternative 
procedures to non-responding positive confirmations, in limited circumstances, 
if both of the following conditions are present:

• The auditor has not identified any unusual qualitative factors or 
systematic characteristics related to the non-responses.
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• When testing for overstatement of amounts, the non-responses in the 
aggregate, when projected as 100% misstatements to the population 
and added to the sum of all other unadjusted differences, would not 
affect the auditor’s decision about whether the financial statements 
are materially misstated.

.20 However, the auditor should use caution in deciding not to perform 
alternative procedures, since unusual factors or systemic characteristics may 
not be evident and, even with projection of the items as misstatements, 
underlying causes that might indicate other misstatements would not be 
identified.

.21 Examples of alternative procedures include examining cash receipt 
records, remittance advices or other evidence of subsequent collection, ship­
ping records, evidence of receipt of goods by the customer, invoices, customer 
correspondence, etc. The nature and extent of the procedures selected will 
depend on the assessed risk of material misstatement, the nature of the 
account balance or other information the auditor attempted to confirm, and the 
availability of audit evidence. Since evidence obtained through confirmation 
often is more persuasive than internal evidence, the auditor may need to 
perform a combination of alternative procedures in order to reduce audit risk 
to the intended level. The risk of misstatement should be considered in decid­
ing the nature and extent of such procedures. The auditor should keep in mind 
the various possibilities as to why no response was received, including the 
possibility of fraud.

Use of Client Personnel

.22 The auditor should maintain control over the confirmation process— 
from the preparation of the confirmation request, through the mailing of the 
confirmation requests, to the receipt of the responses. However, in order to 
increase audit efficiency, client personnel can be utilized to facilitate the 
auditor’s examination of differences and non-responses by:

• Listing and accumulating data.
• Reconciling book and reported amounts for the auditor’s follow-up and 

examination.
• Accumulating documents for the auditor’s inspection.
.23 Client personnel may investigate exceptions if the auditor supervises 

the activity and subsequently inspects, at least on a test basis, the evidence 
supporting the client’s explanation of differences. The auditor should maintain 
control over the confirmations by maintaining the original confirmation reply 
and providing the client personnel with a copy or other record of the reply.

Confirmation Guidance With Respect to Specific Areas
.24 The following is intended to provide guidance and best practices with 

respect to the confirmation of specific financial statement accounts and other 
information:

Confirmation of Accounts Receivable

.25 Extensive guidance with respect to the confirmation of accounts re­
ceivable is provided in the AICPA Auditing Procedures Study, Confirmation of 
Accounts Receivable. Paragraph 34 of SAS No. 67 states the following:
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Confirmation of accounts receivable is a generally accepted auditing pro­
cedure. . . Thus, there is a presumption that the auditor will request the 
confirmation of accounts receivable during an audit unless one of the 
following is true:
• Accounts receivable are immaterial to the financial statements.
• The use of confirmations would be ineffective.
• The auditor’s combined assessed level of inherent and control risk is 

low, and the assessed level, in conjunction with the evidence expected 
to be provided by analytical procedures or other substantive tests of 
details, is sufficient to reduce audit risk to an acceptably low level for 
the applicable financial statement assertions...

.26  For the purposes of this requirement, “accounts receivable” is defined 
to include:

• Claims against customers that have arisen from the sale of goods or 
services in the normal course of business, and

• A financial institution’s loans.
.27  Paragraph 34 of SAS No. 67 states that confirmation of accounts 

receivable is a generally accepted auditing procedure and establishes a pre­
sumption that must be overcome. As a presumption, it is not sufficient to 
merely assert that, for example, the use of confirmations would be ineffective. 
Rather it is necessary to provide evidence sufficient to overcome the presump­
tion. A decision not to confirm accounts receivable must be documented. This 
documentation should include a thorough assessment of the reasons underly­
ing that conclusion, and should make a compelling case that use of confirma­
tions would truly be ineffective (if that is the reason) and not merely 
inconvenient.

.28  Paragraph 34 of SAS No. 67 states that the use of confirmations would 
be ineffective if, for example, “based on prior years’ audit experience or on 
experience with similar engagements, the auditor concludes that response 
rates to properly designed confirmation requests will be inadequate, or if 
responses are known or expected to be unreliable.” Additionally, the use of 
confirmations may not be effective because the federal government and certain 
companies may have a policy of not responding to confirmation requests. 
However, auditors should not opt out of confirming accounts receivable simply 
because it may be difficult to obtain the confirmation, without carefully consid­
ering ways to improve the effectiveness of the confirmation process.

.29  In addition, when confirmation procedures are not used because the 
auditor has concluded they would be ineffective, the auditor should consider 
whether to modify the nature or extent of alternative procedures by applying 
a combination of procedures or applying the procedures to a larger number of 
items than would have been confirmed. The auditor should consider that 
certain alternative procedures might be more difficult to perform if the entity 
utilizes electronic systems extensively and copies of shipping documents and 
other sources of audit evidence are not retrievable.

Confirmation of Terms of Unusual or Complex Agreements 
or Transactions

. 30 The auditor should normally confirm the terms of unusual or complex 
agreements or transactions. This can be done in conjunction with the confirma­
tion of account balances or separately. As the details of the matters may not be 
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known to the customer’s lower-level accounting personnel, the confirmation 
may need to be addressed to customer personnel who would be familiar with 
the details. Such personnel may include executives in the company’s sales 
department, the chief financial officer, the chief operating officer or the chief 
executive officer. Software companies, for example, present significant risks 
related to revenue recognition due to the complexity of revenue recognition 
methods and the risk of management override of controls over software sales 
contracts.

.31  SAS No. 99 states that the auditor should ordinarily presume that 
there is a risk of material misstatement due to fraud relating to revenue 
recognition. Therefore, the auditor should carefully evaluate the appropriate­
ness of the client’s accounting for revenue transactions and generally confirm 
the terms of transactions and the absence of any side agreements. The neces­
sity of confirming terms of transactions and the absence of side agreements 
increases if the auditor encounters any of the following characteristics:

• Significant sales or volume of sales at or near the end of the reporting 
period.

• Use of non-standard contracts or contract clauses.
• Use of letters of authorization in lieu of signed contracts or agreements.
• Altered dates on contracts or shipping documents. The auditor should 

consider the possibility of fraud.
• Concurrent agreements or “linked” contracts and transactions.
• Lack of evidence of customer acceptance.
• Existence of bill-and-hold transactions.
• Existence of extended payment terms or non-standard installment 

receivables.

• Accounting/finance department’s lack of involvement in sales transac­
tions or in the monitoring of arrangements with distributors.

• Unusual volume of sales to distributors/retailers.
• Sales, other than sales of software, with commitments for future 

upgrades.

• Sales where significant uncertainties and/or obligations to the seller 
exist.

• Sales to value-added-resellers and distributors lacking financial 
strength.

• Increasing receivables from a customer, which may be an indicator of 
the customers’ perceptions of the payment terms (e.g. payments not 
due until resale to end users).

• Aggressive accounting policies or practices (e.g. tone at the top regard­
ing pressures for revenue and earnings).

Confirmation of Accounts Payable

.32  Confirmation with major suppliers, including those with small or zero 
balances, can substantially contribute to establishing the existence and com­
pleteness of accounts payable. In addition, confirmation of accounts payable 
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can prove to be an effective procedure in the detection of “round-trip” or 
“linked” transactions. “Roundtrip” or “linked” transactions occur when a com­
pany enters into a seemingly valid sales transaction with a customer but sends 
all or some of the sales proceeds back to the customer in another seemingly 
valid purchase transaction, often affecting a different accounting period. These 
types of transactions occur frequently in industries where analysts have fo­
cused on the revenue that companies display on financial statements instead 
of on income. For those companies in which round-tripping has been identified 
as a risk, the auditor should consider confirming balances for those major 
customers and/or suppliers in which the company both received revenue and 
made purchases during the year.

.33  Situations that may call for the confirmation of accounts payable 
include:

• Situations where client controls over payables and cash disburse­
ments are poor or uncertain creating a greater risk of unprocessed and 
unrecorded vendor invoices.

• Situations where industry practices may create a higher risk of unre­
corded liabilities and/or inappropriate accounting, e.g. internet enti­
ties, software companies, real estate, energy, telecommunications.

• Complex business transactions that create an environment where 
unrecorded accounts might exist, e.g. business combinations, royalty 
deals, etc.

.34  In confirming accounts payable, auditors generally use a blank re­
quest form in which the respondent is requested to fill in the missing informa­
tion. This provides a more effective test for unrecorded liabilities. In addition, 
the auditor may find it effective to request that the respondent provide a 
detailed listing of the payable balance and ask for information about quid pro 
quo transactions (i.e. transactions resulting in an equal exchange), if any, and 
the related details. To obtain the intended degree of assurance from confirma­
tion of suppliers, the following procedures should be considered:

• Review accounts payable subsidiary (purchase) ledger, suppliers’ in­
voice files, disbursement records or purchase volume records by sup­
plier, and inquire of client’s personnel responsible for purchasing to 
identify and list major suppliers. It is usually efficient to maintain and 
annually update a carryforward list of major suppliers in the perma­
nent file.

• Identify other suppliers from which confirmation of the accounts 
payable balance is desired. Consider advertising and other major 
suppliers of services, construction contractors, equipment suppliers, 
suppliers with known or suspected disputed balances, etc.

.35  When statements are not available from suppliers who did not reply 
to the confirmation requests and from suppliers with unusually large or, more 
importantly, unusually small balances who were not included with the suppli­
ers subject to confirmation, the auditor should consider examining documen­
tary evidence supporting payments made to those suppliers subsequent to the 
confirmation date to identify items that should have been accrued as payable 
at the confirmation date but were not.

Confirmations of Related Party Transactions
.36 The auditor should be cognizant of the fraud risks involved in trans­

actions involving related parties and special purpose entities. In all financial 
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statement audits, the auditor should perform procedures to identify parties 
that are related to the entity being audited and to understand the relationship 
between the identified parties. Additionally, the auditor should gain an under­
standing of the business rationale for significant related party transactions. In 
order to fully understand a particular transaction, the auditor should consider 
confirming the transaction amount(s) and terms, including guarantees and 
other significant data, with the other parties to the transaction. In addition, 
the auditor should consider confirming significant information with interme­
diaries, such as banks, guarantors, agents or attorneys. Since it is possible for 
management to be on both sides of the transaction, more reliable audit evi­
dence may come from the intermediaries. The auditor may be able to identify 
related parties through the confirmation of unusual transactions.

Evolving Alternatives to Confirmation

.37 An auditor is sometimes able to directly access information held by a 
third party concerning a client’s account balance. For example, using the 
client’s personal identification number, an auditor may be able to make an 
on-line inquiry about a client’s bank balance information. While such proce­
dures may provide competent evidence concerning that information, it does not 
meet the definition of confirmation. Paragraph 4 of SAS No. 67 states that 
confirmation is the process of obtaining and evaluating a direct communication 
from a third party in response to a request for a particular item affecting 
financial statement assertions. A direct confirmation from a third party in 
response to a request for information requires an active response from the third 
party. Accordingly, an on-line inquiry of the third party’s database does not 
constitute a response and instead constitutes an alternative procedure. Such a 
procedure does not fulfill the auditor’s confirmation responsibilities under 
generally accepted auditing standards.

[The next page is 51,111.]
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Section 16,250
Practice Alert 03-2
Journal Entries and Other Adjustments

June, 2003

NOTICE TO READERS
This Practice Alert is intended to provide auditors with information that may 

help them improve the efficiency and effectiveness of their audits and is based on 
existing professional literature, the experience of members of the Professional 
Issues Task Force (PITF) and information provided by the SEC Practice Section 
member firms to their own professional staff. This information represents the 
views of the members of the PITF and has not been approved by any senior 
technical committee of the AICPA. The auditing portion of this publication is an 
Other Auditing Publication as defined in Statement on Auditing Standards (SAS) 
No. 95, Generally Accepted Auditing Standards. Other Auditing Publications 
have no authoritative status; however, they may help the auditor understand and 
apply Statements on Auditing Standards (SASs). If an auditor applies the 
auditing guidance included in an Other Auditing Publication, he or she should 
be satisfied that, in his or her judgment, it is both appropriate and relevant to 
the circumstances of his or her audit. This publication was reviewed by the AICPA 
Audit and Attest Standards staff and published by the AICPA, and is presumed 
to be appropriate.

Introduction
.01 The Auditing Standards Board has promulgated standards that ad­

dress an auditor’s understanding and evaluation of journal entries and other 
adjustments. For example, in SAS No. 94, The Effect of Information Technology 
on the Auditor’s Consideration of Internal Control in a Financial Statement 
Audit, the Auditing Standards Board expanded the auditor’s required under­
standing of the automated and manual procedures an entity uses to prepare 
its financial statements and related disclosures to include procedures an entity 
uses to (a) enter transaction totals into the general ledger, (b) initiate, record 
and process journal entries in the general ledger, and (c) record recurring and 
nonrecurring adjustments, such as consolidating adjustments, report combina­
tions and reclassifications, that are not reflected in formal journal entries.

.02 In addition, SAS No. 99, Consideration of Fraud in a Financial 
Statement Audit, states, “Material misstatements of financial statements due 
to fraud often involve the manipulation of the financial reporting by (a) 
recording inappropriate or unauthorized journal entries throughout the year 
or at period end, or (b) making adjustments to amounts reported in the 
financial statements that are not reflected in formal journal entries, such as 
through consolidating adjustments, report combinations, and reclassifications. 
Accordingly, the auditor should design procedures to test the appropriateness 
of journal entries recorded in the general ledger and other adjustments (for 
example, entries posted directly to financial statement drafts) made in the 
preparation of the financial statements.”

. 03 SAS No. 99 further states, “Standard journal entries used on a recur­
ring basis to record transactions such as monthly sales, purchases, and cash 
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disbursements, or to record recurring periodic accounting estimates generally 
are subject to the entity’s internal controls. Nonstandard entries (for example, 
entries used to record nonrecurring transactions, such as a business combina­
tion, or entries used to record a nonrecurring estimate, such as an asset 
impairment) might not be subject to the same level of internal control. In 
addition, other adjustments, report combinations, and reclassifications gener­
ally are not reflected in formal journal entries and might not be subject to the 
entity’s internal controls. Accordingly, the auditor should consider placing 
additional emphasis on identifying and testing items processed outside of the 
normal course of business.”

. 04 In response to the risk of management override, SAS No. 99, which 
will be effective for audits of calendar year 2003 financial statements, requires 
the auditor, in all audits, to (a) obtain an understanding of the entity’s financial 
reporting process and controls over journal entries and other adjustments, (b) 
identify and select journal entries and other adjustments for testing, (c) deter­
mine the timing of the testing, and (d) inquire of individuals involved in the 
financial reporting process about inappropriate or unusual activity relating to 
the processing of journal entries or other adjustments.

. 05 The purpose of this Practice Alert is to provide auditors with guidance 
regarding the design and performance of audit procedures to fulfill the responsi­
bilities outlined in SAS No. 99 regarding journal entries and other adjustments.

Obtaining an Understanding of the Entity's Financial 
Reporting Process and Its Controls Over Journal 
Entries and Other Adjustments

. 06 SAS No. 99 states, “An entity may have implemented specific controls 
over journal entries and other adjustments. For example, an entity may use 
journal entries that are preformatted with account numbers and specific user 
approval criteria, and may have automated controls to generate an exception 
report for any entries that were unsuccessfully proposed for recording or 
entries that were recorded and processed outside of established parameters. 
The auditor should obtain an understanding of the design of such controls over 
journal entries and other adjustments and determine whether they are suit­
ably designed and have been placed in operation.”

. 07 An entity’s financial reporting system also includes the use of non­
standard journal entries to record nonrecurring or unusual transactions or 
adjustments such as business combinations, or a nonrecurring estimate such 
as an asset impairment. Additionally, nonstandard entries include consolida­
tion entries, reclassification entries, and spreadsheet or other worksheet ad­
justments. Because of the risk of misstatements (intentional or unintentional) 
oftentimes linked to nonstandard journal entries and other adjustments, the 
engagement team needs to obtain a thorough understanding of the entity’s 
controls surrounding this aspect of the financial reporting process.

. 08 Obtaining an understanding of the entity’s financial reporting process 
helps the auditor to identify important information such as:

• The entity’s written and unwritten policies and procedures regarding 
the initiation, recording and processing of standard and nonstandard 
journal entries and other adjustments;

• The sources of significant debits and credits to an account;
• Individuals responsible for initiating entries to the general ledger, 

transaction processing systems, or consolidation;
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• Approvals and reviews required for such entries and other adjust­
ments;

• The mechanics for recording journal entries and other adjustments 
(for example, whether entries are initiated and recorded online with 
no physical evidence, or created in paper form and entered in batch 
mode);

• Controls, if any, designed to prevent and detect fictitious entries and 
unauthorized changes to journals and ledgers; and

• Controls over the integrity of the process used to generate reports used 
by the auditors.

Assessing the Risk of Material Misstatement Resulting 
From Journal Entries and Other Adjustments

. 09 Although SAS No. 99 requires the auditor to test journal entries and 
other adjustments regardless of the risk assessment, the nature, timing, extent 
and focus of the testing will be influenced by the auditor’s risk assessments. 
The auditor should assess the nature and risk of management’s incentive to 
manipulate earnings or financial ratios through financial statement misstate­
ment. That assessment should be made in conjunction with the interim reviews 
as well as the year-end audit. For example, if a client has loan covenant ratios 
that depend on earnings, and net income is close to causing covenant viola­
tions, then the auditor may assess the risk of material misstatement as higher. 
The auditor may also assess the risk of material misstatement as higher when 
executive compensation is tied to earnings thresholds and earnings are close 
to the threshold. Additionally, market expectations in many cases have led to 
earnings manipulations. In those cases where the auditor determines that the 
risk of fraudulent journal entries is high due to questions regarding the 
integrity of management, the auditor should reassess his or her client acceptance/ 
continuance decision.

. 10 SAS No. 99 states, “Members of the audit team should discuss the 
potential for material misstatement due to fraud. The discussion should in­
clude an exchange of ideas or “brainstorming’’ among the audit team members, 
including the auditor with final responsibility for the audit, about how and 
where they believe the entity’s financial statements might be susceptible to 
material misstatement due to fraud, how management could perpetrate and 
conceal fraudulent financial reporting, and how assets of the entity could be 
misappropriated.”

. 11 Journal entries and other adjustments oftentimes exist only in elec­
tronic form, which requires extraction of the desired data by an auditor with 
information technology (IT) knowledge and skills or the use of an IT specialist. 
In audits of entities with complex IT systems, the IT auditors and/or IT 
specialists should be included in the brainstorming session. In the brainstorm­
ing session, the auditors normally will discuss the following:

• The various ways in which management could originate and post 
inappropriate journal entries or other adjustments.

• The kinds of unusual combinations of debits and credits that the 
engagement team should be looking for.

• The types of journal entries or other adjustments that could result in 
a material misstatement that would not likely be detected by standard 
audit procedures.
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Inquiries of Individuals Involved in the Financial 
Reporting Process

.12  SAS No. 99, paragraph 24, states, “The auditor should inquire of 
others within the entity about the existence or suspicion of fraud. The auditor 
should use professional judgment to determine those others within the entity 
to whom inquiries should be directed and the extent of such inquiries. In 
making this determination, the auditor should consider whether others within 
the entity may be able to provide information that will be helpful to the auditor 
in identifying risks of material misstatement due to fraud—for example, others 
who may have additional knowledge about or be able to corroborate risks of 
fraud identified in the discussions with management... or the audit commit­
tee.” Where practical, regardless of the fraud risk assessment, the auditor 
should inquire of the entity’s accounting and data entry personnel about 
whether those individuals were requested to make unusual entries during the 
audit period. The auditor should also consider asking selected programmers 
and IT staff about the existence of unusual and/or unsupported entries and 
specifically inquire about these entries, including whether any were initiated 
directly by top management outside the normal accounting process. The audi­
tor should not expect client personnel to volunteer information about known or 
suspected fraud. However, those same individuals may be more likely to 
provide information if asked directly.

Assessment of Completeness of Journal Entry and 
Other Adjustments Sources

.13  It is important in testing journal entries and other adjustments that 
the auditor be aware of and consider the entire population of journal entries 
and other adjustments. The auditor’s ability to detect fraud is adversely 
affected if he or she is not assured of access to all of the journal entries posted 
and other adjustments made during the audit period. The auditor should be 
aware that journal entries and other adjustments may be made outside of the 
general ledger and should obtain a complete understanding as to how the 
various general ledgers are combined and the accounts are grouped to create 
the consolidated financial statements. For example, at large, multi-national 
companies, multiple general ledgers are utilized, adjustments are made to 
convert from local GAAP to U.S. GAAP, and translation and other adjustments 
are made before the numbers are combined (perhaps at more than one level of 
sub-consolidation) and become subject to further elimination and adjusting 
entries. Appropriate procedures should be applied to all of the various sources 
of information from which journal entries and other adjustments are selected 
for testing to assist the auditor in assessing completeness. The nature and 
extent of these procedures will depend on the engagement risk assessments 
and the client’s systems for recording transactions.

Identification and Selection of Journal Entries and 
Other Adjustments for Testing

.14  After the auditor has made his or her assessment of the risk of 
fraudulent journal entries and other adjustments and has performed appropriate 
procedures to assess completeness, he or she should design procedures, based 
on that assessment, to test the appropriateness of the journal entries and other 
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adjustments from the various sources previously identified including (a) jour­
nal entries recorded in the general ledger, and (6) top side consolidation or 
report entries that are not actually posted to the general ledger. The auditor 
should test the appropriateness of selected journal entries and other adjust­
ments in all engagements—including those in which the risk of fraudulent 
journal entries is assessed as low. Those tests are performed to confirm that 
entries are appropriately approved by management, are adequately supported 
and reflect the underlying events and transactions. Such tests should be 
designed to detect inappropriate entries.

. 15 After considering the identified population of journal entries and 
other adjustments, the auditor should use professional judgment to determine 
the nature, timing and extent of the testing of journal entries and other 
adjustments. SAS No. 99 requires that the auditor consider:

• The auditor’s assessment of the risk of material misstatement due to fraud.
• The effectiveness of controls that have been implemented over journal 

entries and other adjustments.
• The entity’s financial reporting process and the nature of the evidence 

that can be examined.
• The characteristics of fraudulent entries or adjustments.
• The nature and complexity of the accounts.
• Journal entries or other adjustments processed outside the normal 

course of business.
. 16 For many entities, routine processing of transactions involves a com­

bination of manual and automated steps and procedures. Similarly, the proc­
essing of journal entries and other adjustments might involve both manual and 
automated procedures and controls. Regardless of the method, the auditor’s 
procedures should include selecting, from the various sources of information 
from which journal entries and other adjustments are posted, specific entries 
and other adjustments to be tested and examining the support for those items. 
In addition, the auditor should be aware that journal entries and other adjust­
ments might exist in either electronic or paper form. In an IT environment, it 
may be necessary for the auditor to employ computer-assisted audit techniques 
(“CAATs”) (for example, report writers, software or data extraction tools, or 
other systems based techniques) to identify the journal entries and other 
adjustments to be tested. In addition, the CAATs ordinarily are designed to 
detect the following:

• Entries made at unusual times of day, that is, outside regular business 
hours.

• Entries made by unusual users, blank or nonsensical user names, 
senior management, or the IT staff.

• Electronic entries that, through management manipulation, are not 
documented in the general ledger.

. 17 Additionally, it is normally beneficial if the CAATs filter out recurring 
transactions in order to identify nonrecurring transactions and foot the detail 
in accounting records. The CAATs should be designed specifically to assist in 
evaluating whether all journal entries and other adjustments are included in 
the population to be reviewed. Firms utilizing internal IT specialists to perform 
the CAATs should invest appropriate resources in training to ensure that the IT 
specialists are able to competently perform the procedures and understand the 
importance of detecting any inappropriate journal entries or other adjustments.
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.18  Characteristics of fraudulent journal entries may include entries (a) 
made to unrelated, unusual, or seldom-used accounts, (b) made by individuals 
who typically do not make journal entries, (c) recorded at the end of the period 
or as post-closing entries that have little or no explanation or description, (d) 
made either before or during the preparation of the financial statements that 
do not have account numbers, or (e) containing round numbers or a consistent 
ending number. The auditor should look for unusual entries during both the 
year-end and quarter-end cut-off procedures. Additionally, any entries that 
were reversed at the beginning of the subsequent period should be scrutinized 
more carefully. Also, the auditor ordinarily should consider looking for unusual 
entries that affect revenue.

.19  Inappropriate journal entries may be applied to accounts that (a) 
contain transactions that are complex or unusual in nature, (b) contain signifi­
cant estimates and period-end adjustments, (c) have been prone to errors in the 
past, (d) have not been reconciled on a timely basis or contained unreconciled 
differences, (e) contain intercompany transactions, or (f) are otherwise associ­
ated with an identified risk of material misstatement due to fraud. The auditor 
should recognize, however, that inappropriate journal entries also might be 
made to other accounts.

.20  Several high profile cases that resulted in restatements and allegedly 
involved management fraud, purportedly extensively utilized inappropriate 
journal entries and other adjustments. In many of those instances, manage­
ment accomplished the fraud by posting numerous improper journal entries in 
relatively small amounts, which impacted large balance sheet and income 
statement accounts thereby not resulting in a significant fluctuation being 
identified through analytical procedures. The affected accounts included re­
ceivables, inventory, fixed assets, accumulated depreciation, goodwill, prepaid 
expenses and operating expenses, among others. If management is committed 
to creating fraudulent financial statements it can design journal entries to, 
among other things:

• Mask the diversion of funds.
● Record topside adjustments that improperly increase revenue.
• Improperly adjust segment reporting.
• Improperly reverse purchase accounting reserves.
• Improperly write-off uncollectible accounts receivable to purchase 

accounting reserve accounts and intercompany accounts thereby not 
reducing income.

• Understate payables through the recording of post-closing journal 
entries to increase various revenue accounts.

• Improperly decrease accounts payable and general and administrative 
expenses.

• Improperly capitalize costs as fixed assets or construction in progress 
instead of expensing those costs as incurred.

• Improperly record adjustments to allowances.

. 21 In audits of entities that have several locations or components, the 
auditor should consider the need to select journal entries from locations based 
on factors set forth in SAS 47, Audit Risk and Materiality in Conducting an 
Audit (AICPA Professional Standards, vol. 1, AU sec. 312.18). Those factors 
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include (a) the nature and amount of assets and transactions executed at the 
location or component, (b) the degree of centralization of records or informa­
tion processing, (c) the effectiveness of the control environment, particularly 
with respect to management’s direct control over the exercise of authority 
delegated to others and its ability to effectively supervise activities at the 
location or component, (d) the frequency, timing, and scope of monitoring 
activities by the entity or others at the location or component, and (e) judg­
ments about materiality of the location or component.

. 22 After considering the factors outlined above, as well as the number 
and monetary amount of journal entries and other adjustments, the auditor 
should select journal entries and other adjustments from the population and 
examine documentary evidence indicating that the journal entries are properly 
supported and approved by management. The selections should include both 
journal entries recorded in the general ledger and top side or report adjust­
ments that are not actually posted to the general ledger. Because fraudulent 
journal entries often are made at the end of a reporting period, the auditor’s 
testing ordinarily should focus on the journal entries made at that time. 
However, because material misstatements in financial statements due to fraud 
can occur throughout the period and may involve extensive efforts to conceal 
how it is accomplished, the auditor should consider whether there is also a need 
to test journal entries throughout the period under audit. Additionally, if 
entries are used to correct errors in financial statements of a previous period, 
the auditor should evaluate whether those previously issued financial state­
ments should be restated.

. 23 The auditor should introduce an element of unpredictability regard­
ing the dollar amount and types of journal entries and other adjustments 
tested. Often, companies are able to perpetrate fraud when, over a period 
covering several engagements, management is able to determine the auditor’s 
scope and/or strategy and therefore design inappropriate journal entries and 
other adjustments that have a high probability of not being tested.

.24 SAS No. 100, Interim Financial Information, paragraph 23, states, 
“The accountant performing the review of interim financial information ordi­
narily will also be engaged to perform an audit of the annual financial state­
ments of the entity. Certain auditing procedures may be performed 
concurrently with the review of interim financial information.” SAS No. 100 is 
effective for interim periods with fiscal years beginning after December 15, 
2002. As a matter of good practice, the auditor should consider auditing journal 
entries and other adjustments concurrently with the interim reviews. The 
auditor should especially focus on journal entries and other adjustments that 
were reversed at the beginning of the subsequent period.

Other Adjustments
. 25 In many cases, entities utilize spreadsheets to group general ledger 

accounts and make consolidating adjustments, reclassifications and other 
adjustments to arrive at financial statement amounts. Those consolidating 
adjustments, report combinations and reclassifications that are not reflected 
in formal journal entries should also be tested based on the auditor’s risk 
assessment. Tests of other adjustments would normally involve comparing the 
adjustments to underlying supporting information, and considering the ration­
ale underlying the adjustment as well as the reason it was not reflected in a 
formal journal entry.
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Documentation
.26  SAS No. 96, Audit Documentation, requires that audit documentation 

be sufficient to show that the accounting records agree or reconcile with the 
financial statements or other information being reported on. The results of 
procedures performed relative to the entity’s journal entries and other adjust­
ments should be documented in the appropriate section of the current audit 
file. This documentation should include:

• The procedures used by the engagement team to assess the complete­
ness of the population of journal entries and other adjustments subject 
to review and testing.

• The journal entries and other adjustments that were selected for 
testing and the basis therefore.

• The procedures performed to audit the journal entries and other 
adjustments.

• The conclusions reached.
• Who performed and reviewed the work.

[The next page is 51,131.]

§16,250.26 Copyright © 2004, American Institute of Certified Public Accountants, Inc.



Acceptance & Continuance of Clients & Engagements 51,131

Section 16,260
Practice Alert 03-3
Acceptance and Continuance of Clients and 
Engagements

December, 2003

NOTICE TO READERS
This Practice Alert is intended to provide practitioners with information that 

may help them improve the effectiveness and efficiency of their engagements and 
practices and is based on existing professional literature, the experience of 
members of the Professional Issues Task Force (PITF) and information provided 
by certain AICPA member firms to their own professional staff. This information 
represents the views of the members of the PITF and has not been approved by 
any senior technical committee of the AICPA. The auditing portion of this 
publication is an Other Auditing Publication as defined in Statement on Auditing 
Standards (SAS) No. 95, Generally Accepted Auditing Standards. Other Auditing 
Publications have no authoritative status; however, they may help the auditor 
understand and apply Statements on Auditing Standards (SASs). If an auditor 
applies the auditing guidance included in an Other Auditing Publication, the 
auditor should be satisfied that, in his or her judgment, it is both appropriate and 
relevant to the circumstances of the subject audit. This publication was reviewed 
by the AICPA Audit and Attest Standards staff and published by the AICPA, and 
is presumed to be appropriate.

Introduction
.01 AICPA Statement on Quality Control Standards (SQCS) No. 2, Sys­

tem of Quality Control for a CPA Firm’s Accounting and Auditing Practice, 
which applies to all “audit, attest, accounting and review, and other services 
for which standards have been established by the AICPA Auditing Standards 
Board or the AICPA Accounting and Review Services Committee under rule 
201 or 202 of the AICPA Code of Professional Conduct” states, in paragraphs 
14 through 16:

Policies and procedures should be established for deciding whether to 
accept or continue a client relationship and whether to perform a specific 
engagement for that client. Such policies and procedures should provide 
the firm with reasonable assurance that the likelihood of association with 
a client whose management lacks integrity is minimized. Establishing 
such policies and procedures does not imply that a firm vouches for the 
integrity or reliability of a client, nor does it imply that a firm has a duty 
to any person or entity but itself with respect to acceptance, rejection, or 
retention of clients. However, prudence suggests that a firm be selective 
in determining its client relationships and the professional services it 
provides.
Such policies and procedures should also provide reasonable assurance 
that the firm:
a . Undertakes only those engagements that the firm can reasonably 

expect to be completed with professional competence.
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b. Appropriately considers the risks associated with providing profes­
sional services in the particular circumstances.

To minimize the risk of misunderstandings regarding the nature, scope, 
and limitations of the services to be performed, policies and procedures 
should provide for obtaining an understanding with the client regarding 
those services.
.02  The firm’s client acceptance and continuance policies represent a key 

element in mitigating litigation and business risk. The firm must be aware that 
the integrity and reputation of a client’s management could reflect on the 
reliability of the client’s accounting records and financial representations, and 
therefore on the firm’s reputation or involvement in litigation.

Acceptance of Clients and Engagements
.03  The firm should perform an evaluation of all potential new clients. 

The firm should strive to be associated with only those clients that have the 
following characteristics:

• Management possessing competence and integrity,
• A financial and accounting officer who is knowledgeable about the 

business and the decisions made by the top operating management,
• Management that is committed to the application of appropriate 

accounting principles,
• Appropriately comprehensive and sound internal controls that are 

consistent with the size and organizational structure of the business, 
and

• An appropriate corporate governance structure.
.04  The firm may also wish to consider the future business prospects of 

the prospective client including whether it has a viable business with good 
long-range prospects and is adequately financed.

.05  The firm should develop client acceptance procedures designed to 
identify and reject prospective clients of questionable reputation, and potential 
engagements that involve a high risk of litigation or regulatory investigations. 
The client acceptance procedures also should require the firm to consider its 
independence and ability to provide professional services, with reference to 
industry expertise, size of engagement, and personnel available to staff the 
engagement.

.06  As a best practice, for the higher risk audit clients, including all SEC 
audit clients, the appropriate level of firm management should review and 
approve all client acceptance decisions.

Continuance of Clients and Engagements
.07  Risks similar to those involved in new client acceptance pertain to the 

firm’s continued association with certain existing clients.
.08  Each client for which the firm performs recurring attest engage­

ments  should be evaluated annually to determine whether the firm should 
continue the relationship. The continuance assessments should be completed 

1

1 As defined in the AICPA Code of Professional Conduct, an attest engagement is one that 
requires independence under AICPA professional standards such as audits and reviews of financial 
statements or agreed-upon procedures performed under the attestation standards.
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sufficiently in advance of engagement commencement so that identified risks 
and resulting actions can be included in engagement strategy and staffing 
plans or so that terminations can be initiated on a timely basis.

. 09 If a significant change in management, directors, owners, or legal 
counsel; or a significant change in financial condition or the nature of the 
entity’s business has occurred, the firm should determine whether to continue 
the client relationship.

. 10 As a best practice, for the higher risk audit clients, including all SEC 
audit clients, the appropriate level of firm management should review and 
approve all client continuance decisions.

The Client Acceptance and Continuance Process
. 11 In developing its client acceptance and continuance process, the firm 

should include procedures that include the following elements. Each of these 
elements is discussed in detail in this Practice Alert. Certain of these elements 
may not be applicable to the acceptance or continuance of a compilation or 
review engagement. Practitioners should exercise professional judgment in 
determining the applicability of each of the following to the acceptance or 
continuance of a specific engagement.

• Availability of competent personnel to perform the engagement
• Communication with predecessor accountants or auditors
• Assessment of management’s commitment to the appropriate applica­

tion of generally accepted accounting principles
• Assessment of management’s commitment to implementing and main­

taining effective internal control
• Assessment of the entity’s financial viability
• Independence and objectivity
• Inquiry of third parties
• Background investigations
• Other considerations

Availability of Competent Personnel to Perform 
the Engagement

.12 In evaluating whether to accept or continue an accounting and audit­
ing client relationship, the firm should determine whether competent person­
nel would be available to provide professional services to the client. In addition, 
the firm should consider how the addition of a prospective client would affect 
the firm’s ability to staff its existing engagements requiring similar expertise. 
The firm should not undertake or continue a professional relationship unless 
the necessary technical and/or industry expertise are available to provide 
quality services, or the firm has a viable plan to develop the necessary expertise 
in time to provide quality services.

Communication With Predecessor Accountants 
or Auditors

.13 Before accepting an appointment as auditor, SAS No. 84, Communi­
cations Between Predecessor and Successor Auditors, requires that the firm 
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communicate with the predecessor auditors to ascertain whether there is any 
professional reason why the firm should not accept the engagement. As a best 
practice, the firm may extend this requirement to all potential accounting and 
auditing engagements. However, a successor accountant is not required to 
communicate with a predecessor accountant in connection with acceptance of 
a compilation or review engagement. In those cases where a firm is considering 
accepting an engagement to reaudit and report on financial statements that 
have been previously audited and reported on by another auditor, the firm 
should refer to the guidance in Practice Alert 02-3, Reauditing Financial 
Statements [section 16,230].

.14 A predecessor auditor is an auditor who (1) has reported on the most 
recent audited financial statements or was engaged to perform, but did not 
complete an audit of any subsequent financial statements, and (2) has resigned, 
declined to stand for reappointment, or been notified that his or her services have 
been, or may be, terminated. The SEC considers an auditor who is named as 
an “auditor of record” in a registrant’s registration statement to be a predeces­
sor auditor, regardless of whether the auditor rendered an auditor’s report.

.15 Although efforts should be undertaken to hold discussions with the 
predecessor accountants before submitting a proposal, SAS No. 84 recognizes 
that practical, competitive factors may preclude this. For example:

• The present auditors are asked to repropose on the engagement, in a 
competitive situation.

• The firm is asked to submit a proposal without the present auditor’s 
knowledge.

.16 Accordingly, the requirements of SAS No. 84 to make inquiry of the 
predecessor auditor do not become operative until the prior auditor-client relation­
ship is terminated. If the firm is asked to submit a proposal in these circum­
stances, the firm should make it clear to the prospective client that, if the firm’s 
proposal is accepted, the rules of the profession require the firm to communi­
cate with the predecessor auditor before the firm can agree to accept the engage­
ment. This requirement should be made clear during the proposal process.

.17 The firm’s communication with the predecessor auditor should in­
clude all specific and reasonable inquiries that will assist the firm in determin­
ing whether to accept the client. Matters subject to inquiry of the predecessor 
auditors should include (1) information that might bear on the integrity of 
management; (2) disagreements with management as to accounting principles, 
auditing procedures, or other similarly significant matters; (3) communica­
tions with audit committees or others with equivalent authority and responsi­
bility regarding fraud, illegal acts by clients, and internal-control related 
matters; and (4) the predecessor auditors’ understanding as to the reasons for 
the change in auditors. The firm’s inquiries should also cover other matters 
pertinent to its consideration of accepting the engagement such as adequacy of 
internal control; pending or threatened litigation or regulatory investigations; 
material contingencies or going concern considerations and; whether the 
predecessor auditor will be willing to reissue its report or otherwise provide a 
consent with respect to previously issued financial statements, if applicable. 
The successor auditor may receive limited responses from the predecessor 
auditor depending upon the circumstances surrounding the change in auditors.

.18 Usually only after the firm has accepted the engagement, should the 
firm make arrangements to review the predecessor’s workpapers. That review 
should, however, occur prior to commencement of the engagement.
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.19 If the prospective client is subject to SEC reporting requirements, as 
early as possible in the acceptance process, the firm should ascertain what the 
prospective client plans to report to the SEC on Form 8-K regarding the change 
in independent accountants and whether the replaced accountant agrees with 
the proposed content of the report. Furthermore, before formally accepting an 
engagement, the firm should obtain a copy of the company’s Form 8-K as filed, 
together with the prior accountant’s response, and determine whether the 
contents confirm the firm’s previous understanding. The firm is deemed to 
have formally accepted an engagement when it either signs an initial engage­
ment letter or other agreement to perform attest services or begins to perform 
an attest engagement for a client, whichever is earlier.

.20 In those situations where the prior period financial statements were 
audited by a predecessor auditor who has ceased operations, the firm’s ability 
to perform the required communications with the predecessor auditor prior to 
accepting the engagement is challenged. However, the firm’s obligations are 
not mitigated. If the audit firm is unable to communicate with the individual 
at the predecessor firm who had responsibility for the audit or receives a 
limited response, the firm should consider whether to accept the engagement. 
In some situations, the predecessor auditor might not be able to respond fully 
to the audit firm’s inquiries, such as when the predecessor firm no longer 
employs the predecessor audit engagement partner or other senior members of 
the audit engagement team. The audit firm should make reasonable efforts to 
locate the predecessor audit engagement partner or other senior members of 
the predecessor engagement team and make appropriate inquiries. In some 
cases, another accounting firm may employ the engagement partner who had 
responsibility for the predecessor firm’s engagement or other senior members 
of the engagement team. By employing that engagement partner, that account­
ing firm is not a “predecessor auditor” as defined in SAS No. 84. That firm, 
however, would normally be expected to facilitate inquiries to such individuals.

Assessment of Management's Commitment to the 
Appropriate Application of Generally Accepted 
Accounting Principles

.21 In connection with the firm’s evaluation of a prospective or continuing 
attest client, the firm should assess management’s commitment to the appro­
priate application of GAAP. The firm should inquire of the prospective client 
about its significant accounting policies. If the prospective or continuing client 
is following accounting policies or practices that the firm believes are inappro­
priate, the firm should advise the prospective or continuing client of this and 
ascertain whether it is prepared to adopt accounting policies or practices that 
the firm believes would be appropriate in the circumstances. An unwillingness 
to do so on the part of the prospective or continuing client should usually result 
in a decision not to accept or continue a professional relationship with the 
client.

Assessment of Management's Commitment 
to Implementing and Maintaining Effective 
Internal Control

.22 The firm should assess management’s attitude toward, and the sig­
nificance it places on, the entity’s internal control over financial reporting in 
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evaluating whether to accept or continue a professional relationship with an 
attest client. The firm’s assessment should include inquiring of management 
regarding its commitment to implementing and maintaining effective internal 
control including its anti-fraud programs and controls and inquiring about the 
entity’s control environment, risk assessment process, information and com­
munications systems relevant to financial reporting, and control and monitor­
ing activities that are in place and any changes that management believes 
should be made to enhance the effectiveness of the entity’s internal control. 
Information that will assist the firm in determining whether there are mate­
rial weaknesses or other reportable conditions in a prospective client’s internal 
control might also be obtained during discussions with prior accountants and 
by reviewing copies of the predecessor accountants’ reports on internal control 
related matters.

Assessment of the Entity's Financial Viability
.23 The firm should consider the financial viability of the entity in evalu­

ating whether to accept or continue a client relationship. The firm should 
ordinarily choose not to accept an entity as an attest client if the firm believes 
that business failure may be imminent or it is very unlikely the entity would 
ultimately become a viable business enterprise. In such situations, the firm’s 
association with the entity, if accepted as a client, would be short-lived and 
could expose the firm to litigation if the business failed, regardless of the 
quality of the firm’s professional services.

.24 Ordinarily, a prospective client’s financial condition can be evaluated 
by a careful reading of prior audited or reviewed financial statements, reading 
of documents filed with regulatory agencies, discussions with predecessor 
accountants or auditors, and discussions with management. If recent audited 
or reviewed financial statements are not available, the firm should obtain 
unaudited financial statements and discuss the prospective client’s financial 
condition with its management. The firm should also consider obtaining the 
prospective client’s most recent income tax return. The firm may also use 
outside service providers, such as Dun & Bradstreet. In addition, Moody’s 
KMV ratings are generally available for non-financial companies with publicly 
owned equity securities and are an indicator of a company’s risk of default in 
paying its debt. Fitch Bank Rating ratings are a similar indicator for banking 
entities, and are generally available for all domestic banks.

Independence and Objectivity
.25 During the client acceptance process, independence implications 

should be carefully considered, including: any financial interests of the firm or 
of covered persons; employment relationships that bear on independence; 
business relationships with the prospective client; and other relationships that 
could impact independence. Before accepting any new client or engagement, 
the firm should take appropriate steps to determine that it meets all inde­
pendence and objectivity requirements with respect to the client and that 
acceptance of the engagement will not create a conflict of interests with respect 
to existing engagements.

.26 The aforementioned steps should include the adoption of procedures 
to obtain information from its professional personnel regarding potential con­
flicts of interests that would have to be considered in the client acceptance 
decision. For example, conflicts can arise in situations where two clients are 
considering a business combination, joint venture or other major transaction 
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with each other. In addition, certain entities are considered competitors that 
could raise conflict issues in the eyes of existing clients. The firm’s professional 
personnel responsible for the overall engagement performance should also 
identify and evaluate the following:

• Services that the firm may have already provided to the prospective 
client or are in the process of providing that cause the firm to lack 
independence.

• Any relationships between firm personnel and officers and directors 
of the prospective client that could cause the firm to lack inde­
pendence.

• Business relationships between the firm and the prospective client 
which could cause the firm to lack independence.

• The potential significance of the prospective client to the firm in terms 
of fees, status, or other factors which could possibly diminish the firm’s 
ability to be objective and maintain independence when performing 
attest services.

. 27 Since the prospective client is not presently a client of the firm, at this 
time there is no need for firm personnel to take any action to cure a personal 
independence issue such as stock ownership or loans. However, before signing 
an engagement letter or performing any professional services, the firm should 
add that client to its Restricted Entity List, if one is maintained, and inform 
partners and employees as to the newly restricted entity. The Restricted Entity 
List is often a database that includes all audit clients of the firm, and to the 
extent practicable its foreign-associated firms, that are SEC registrants and 
other entities that the firm is required to be independent of under the applica­
ble SEC requirements. For practicable purposes, firms may exclude entities 
whose securities are not available for public sale. The maintenance of a 
Restricted Entity List was required for all SEC Practice Section member firms. 
The Public Company Accounting Oversight Board (the “PCAOB”), in its In­
terim Professional Auditing Standards (PCAOB Release No. 2003-006 dated 
April 18, 2003), adopted the SEC Practice Section requirement that registered 
public accounting firms ensure that they have “policies and procedures in place 
to comply” with applicable independence requirements. This requirement 
further specifically requires firms to establish independence policies covering 
relationships between the firm, its benefit plans, and its professionals, and 
restricted entities.

. 28 In addition, during its annual continuance process, the firm should 
also address whether it has maintained independence with respect to the audit 
engagement. Those procedures should include an evaluation of nonaudit serv­
ices provided to the client and an inquiry of all professional personnel respon­
sible for overall engagement performance.

. 29 The firm should be aware that the AICPA, in June 2003, adopted new 
independence rules governing nonattest services. Included in those new rules 
are revisions that require AICPA members to:

• Comply with the regulations of certain regulatory bodies such as state 
boards of accountancy, Securities and Exchange Commission, General 
Accounting Office, and Department of Labor, when performing serv­
ices for attest clients that are governed by such regulators’ inde­
pendence rules;

• Assess the client’s willingness and ability to oversee permitted nonat­
test services; and
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• Document various aspects of the permitted nonattest services engage­
ment (objective and nature of the services, client’s acceptance of its 
responsibilities, practitioner’s responsibilities, and any limitations of 
the engagement) prior to performing nonattest services.

.30  In addition, the AICPA Professional Ethics Executive Committee 
adopted more restrictive rules for certain services:

• Performing appraisal, valuation, and actuarial services would impair 
independence if the results of the service will be material to the client’s 
financial statements and the services involve a significant degree of 
subjectivity. Actuarial valuations of a client’s pension or postretire­
ment benefit liabilities and valuations performed for non-financial 
statement purposes (for example, estate and gift tax-related valu­
ations) are permitted provided all of the interpretation’s other require­
ments are met.

• Performing certain financial information systems design and imple­
mentation services would impair independence, for example, when a 
member creates or makes more than insignificant modifications to the 
source code underlying a client’s financial reporting system. Practi­
tioners also are precluded from operating a client’s local area network 
(LAN) since that activity is considered to be a management function.

.31  The final nonattest services rules are available at  
download/ethics/interp_revisions_jun03.pdf.

www.aicpa.org/

Inquiry of Third Parties
.32  Timely confidential inquiries of attorneys, bankers, underwriters, 

and other sources, where appropriate, should be made in order to obtain 
information concerning the reputation or integrity of key management and 
significant owners of the prospective client.

Background Investigations
.33  On October 22, 2002, the AICPA SEC Practice Section sent a letter to 

the Managing Partners of all SEC Practice Section member firms regarding a 
report prepared by the Quality Control Inquiry Committee (QCIC) containing 
recommendations for the profession based on lessons learned from litigation 
(the “QCIC report”). That report is available at  
secps/QCIC10-02Report.pdf.

http://www.aicpa.org/download/

.34  The QCIC report recommends that firms obtain background investi­
gations on certain management personnel for all potential new SEC audit 
clients, and update background investigations whenever there is a significant 
change in management or the Board of Directors.

.35  The firm also may consider obtaining personnel background investi­
gations for other prospective attest clients, and other current attest clients 
experiencing changes in key decision makers such as chairs of the company’s 
board and audit committee (if applicable), chief executive officer, chief financial 
officer and principal accounting officer. Among other matters, a personnel 
background investigation may provide information regarding management 
integrity. Therefore, the extent of the personnel background investigations to 
be performed is subject to professional judgment.

.36  In addition, background investigations may be useful information in 
other situations, such as the following:
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• Current or prospective clients considering an IPO.
• Existing clients where concerns arise about the integrity of manage­

ment.
• Companies being acquired by an existing client.
• Nonclient entities seeking to acquire an existing client.
• Nonclient entities seeking to acquire a former client where the firm 

plans to reissue its report and/or consent to the inclusion of the firm’s 
auditors’ report in a filing of the acquirer (such as a registration 
statement).

• General due diligence regarding client related parties, major custom­
ers or suppliers, business partners, etc.

. 37 Subjects of a background investigation may include the following:
• Corporate officers—CEO, President (COO), CFO, and Principal Ac­

counting Officer.
• Directors—Chair of the Board and Chair of the Audit Committee.
• Principal owners or shareholders.
• Non-employee financial advisors.
• Anticipated underwriters for an IPO.
• Related entities or affiliated parties.
.38  The decision as to the specific individuals to be investigated should be 

based on the extent of their influence on the entity, its operations, its method 
of obtaining financing, and its financial reporting.

.39  If the firm maintains offices at more than one location or is a member 
of an association of firms, the firm should consider consulting with its other 
offices or with the other members of the association. The potential client and 
its principals may be known to other offices or affiliates of the firm when the 
company’s operations are conducted at several locations or if the principals at 
one time were in business or employed in another city. The firm should 
consider coordinating its assessments with local offices and/or affiliates in 
locations with significant subsidiaries and branches.

.40  The firm should consider focusing background investigations on is­
sues involving management reputation, management performance at prior 
companies, securities violations, regulatory investigations including SEC sanc­
tions, frequent auditor changes, history of lawsuits against auditors and other 
professional advisors, financial difficulties, ties to organized crime, fraud 
allegations, accounting issues, lawsuits, bankruptcies, judgments and liens. 
The firm should consider performing a search of local and national media for 
information regarding the entity and identified personnel. Practitioners may 
also consider performing a search of media and/or litigation databases to 
identify background information on prospective clients.

.41  If the firm is unable to conduct a background investigation in-house, 
then it may want to contact attorneys or other outside specialists to conduct 
such an investigation. In addition, firms that perform credit investigations for 
financial institutions usually also perform background investigation services.

.42  If a background investigation is utilized, that investigation should be 
conducted as soon as practicable in the client acceptance or continuance 
process.
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Other Considerations
.43  The following listing of other considerations is not intended to be 

all-inclusive and the firm should consider whether other conditions are present 
that may create significantly increased risk, and carefully assess those condi­
tions that are identified.

Restrictions on Scope of Services
.44  The firm should avoid establishing a professional relationship with an 

entity whose management intends to impose restrictions on the scope of the 
firm’s work, unless there are valid business reasons for the restrictions and 
those reasons are not the result of a desire to limit the firm’s access to 
information that it may need to conduct unrestricted attest services. The entity 
may attempt to restrict scope indirectly by unreasonable fee constraints or by 
imposing unreasonable deadlines.

Entities Under Common Control
.45  When the firm serves all entities under common control, it has added 

assurance that all material transactions among entities in the controlled group 
will come to the firm’s attention during the course of the engagement. There 
may be valid business reasons such as investee-investor relationships, affili­
ates that do not require attest services, or long-standing relationships with 
other accountants or auditors that preclude the firm from providing profes­
sional services to all entities in the group.

.46  In the firm’s evaluation of a prospective client in a situation where the 
firm would perform attest services for only some of the entities under common 
control, the firm should make a careful investigation of the nature of the 
operations of the controlled group, the types of transactions executed among 
the entities, and the transactions between members of the group and control­
ling persons. The firm’s investigation should include discussions with manage­
ment and the Audit Committee where applicable, reading documents filed with 
regulatory agencies, and inquiries of predecessor or continuing accountants or 
auditors.

One-Time Engagements
.47  In a one-time engagement, the firm’s risk may be increased, for 

example, by a lack of previous experience with management and the account­
ing records or by the fact that the firm will not be in as effective a position to 
review subsequent events or reevaluate positions taken and decisions made in 
prior engagements.

Business and Industry Environment
.48  The prospective or existing attest client may be operating in a busi­

ness environment that creates increased risk to the firm. In evaluating 
whether to accept or continue a client relationship, the firm should be alert to 
such environmental conditions and carefully assess their significance and 
relevance to the firm’s decision.

Timing Considerations
.49  There will be cases when, because of timing considerations, the firm 

is requested to submit its proposal before completion of its client acceptance 
procedures. In such cases, acceptance should be made contingent on satisfac­
tory completion of the acceptance procedures. The prospective client should be 
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advised that the firm has not completed its acceptance procedures and changes 
could occur that may cause the firm to decline the engagement. The firm also 
should indicate that the prospective client should not announce the firm’s 
appointment as auditors until the firm has completed its acceptance proce­
dures. The engagement letter should not be issued and fieldwork should not 
begin until the firm’s client acceptance procedures have been completed.

Documentation
.50  Whether or not an engagement is accepted or a professional relation­

ship continued, the firm should appropriately document its consideration of the 
elements of the acceptance and continuance process discussed in this Practice 
Alert. If the prospective client becomes or is continued as an attest client of the 
firm, the firm should comply with its document retention policies regarding the 
client acceptance and/or continuance consideration. The documentation with 
respect to prospective clients not accepted need only be retained for purposes 
of review by the appropriate level of firm management.

[The next page is 51,151.]
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Section 16,270
Practice Alert 04-1 
Illegal Acts

November, 2004

NOTICE TO READERS
This Practice Alert is intended to provide practitioners with information that 

may help them improve the effectiveness and efficiency of their engagements and 
practices and is based on existing professional literature, the experience of 
members of the Professional Issues Task Force (PITF) and information provided 
by certain AICPA member firms to their own professional staff. This information 
represents the views of the members of the PITF and has not been approved by 
any senior technical committee of the AICPA. The auditing portion of this 
publication is an Other Auditing Publication as defined in Statement on Auditing 
Standards (SAS) No. 95, Generally Accepted Auditing Standards, and is intended 
to provide guidance to auditors of nonissuers.1 Other Auditing Publications have 
no authoritative status; however, they may help the auditor understand and apply 
Statements on Auditing Standards (SASs). If an auditor applies the auditing 
guidance included in an Other Auditing Publication, the auditor should be 
satisfied that, in his or her judgment, it is both appropriate and relevant to the 
circumstances of the subject audit. This publication was reviewed by the AICPA 
Audit and Attest Standards staff and published by the AICPA, and is presumed 
to be appropriate.

1 Nonissuer refers to any entity other than an “issuer.” The term “issuer” is defined in Section 2 
of the Sarbanes-Oxley Act as :

An issuer as defined in Section 3 of the Securities Exchange Act of 1934, the securities of which 
are registered under Section 12 of that Act, or that is required to file reports under Section 15(d) 
[of the Exchange Act] or that files or has filed a registration statement that has not yet become 
effective under the Securities Act of 1933, and that it has not withdrawn. [Parenthetical referen­
ces to the United States Code omitted].

Introduction
.01 In April 1988, the Auditing Standards Board issued SAS No. 54, 

Illegal Acts by Client. SAS No. 54 prescribes the nature and extent of the 
consideration an independent auditor should give to the possibility of illegal 
acts by a client in an audit of financial statements in accordance with generally 
accepted auditing standards. SAS No. 54 also provides guidance on the audi­
tor’s responsibility when a possible illegal act is detected.

.02 SAS No. 54 is the primary source of guidance with respect to the 
auditor’s consideration of the possibility of illegal acts by a client in an audit of 
financial statements in accordance with generally accepted auditing stand­
ards. However, auditors performing audits in accordance with Government 
Auditing Standards (also referred to as the “Yellow Book”) should also be 
aware that those standards include additional requirements related to illegal 
acts. Auditors should refer to SAS No. 74, Compliance Auditing Considerations 
in Audits of Governmental Entities and Recipients of Governmental Financial 
Assistance, and the AICPA’s Audit Guide Government Auditing Standards and 
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Circular A-133 Audits, for additional information on illegal acts and the 
auditor’s reporting responsibilities when performing an audit under Govern­
ment Auditing Standards.

.03 SAS No. 54 defines illegal acts as violations of laws or government 
regulations. Additionally, the AICPA’s Audit Guide Government Auditing 
Standards and Circular A-133 Audits, states that it generally has been inter­
preted under GAAS that the term laws and regulations in SAS No. 54 implic­
itly includes provisions of contracts or grant agreements. Illegal acts by clients 
are acts attributable to the entity whose financial statements are under audit 
or acts by management or employees acting on behalf of the entity. Illegal acts 
by clients do not include personal misconduct by the entity’s personnel unre­
lated to their business activities.

.04 Illegal acts are divided into two categories: (1) those having a direct 
and material effect on financial statement amounts and (2) those having only 
an indirect effect on the financial statements. Some laws and regulations 
have a direct and material effect on financial statement amounts. For example, 
tax laws affect accruals and the amount recognized as expense in the account­
ing period; applicable laws and regulations may affect the amount of revenue 
accrued under government contracts. Other laws and regulations, such as 
occupational safety and health, food and drug administration, environmental 
protection, equal employment opportunity, and antitrust violations, may have 
only an indirect effect on the financial statements.

The Auditor's Responsibility for Detection of Illegal 
Acts Having a Direct and Material Effect on the 
Financial Statements

.05 The auditor must consider laws and regulations that are generally 
recognized to have a direct and material effect on the financial statements. 
However, the auditor should consider such laws and regulations from the 
perspective of their known relation to audit objectives derived from financial 
statement assertions rather than from the perspective of legality, per se.

.06 The auditor’s responsibility to detect and report misstatements re­
sulting from illegal acts having a direct and material effect on the financial 
statements is the same as that for misstatements caused by error or fraud and 
includes assessing the risk that an illegal act may cause the financial state­
ments to contain a material misstatement. The auditor should design the audit 
to provide reasonable assurance that such illegal acts will be detected. Care 
should be exercised in planning, performing, and evaluating the results of 
these procedures. The auditor’s planning and risk assessment process should 
include consideration of the different characteristics of illegal acts and of 
factors indicating increased risk of illegal acts that have a direct and material 
effect on the financial statements.

The Auditor's Responsibility for Detection of 
Illegal Acts Having an Indirect Effect on the 
Financial Statements

.07 The auditor has no direct responsibility to detect and report misstate­
ments resulting from illegal acts having an indirect effect on the financial 
statements (hereafter referred to as “indirect effect illegal acts”) as the auditor 
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does not ordinarily have a sufficient basis for recognizing possible violations of 
laws and regulations that have only an indirect effect on the financial state­
ments. The auditor’s responsibility is limited to applying auditing procedures 
to such acts that come to the auditor’s attention and being aware that such acts 
may exist. However, if specific information comes to the auditor’s attention 
regarding the existence of possible indirect effect illegal acts, the auditor 
should apply audit procedures to determine the potential effects of the possible 
indirect effect illegal act on the financial statements.

Audit Procedures in the Absence of Specific 
Information Indicating the Existence of Possible 
Illegal Acts

.08 The auditor should perform the audit with an attitude of professional 
skepticism, remaining alert to conditions or events that indicate illegal acts 
may have occurred. Procedures applied for the purpose of forming an opinion 
on the financial statements may bring possible illegal acts to the auditor’s 
attention. Considerations as to whether an act is illegal, or of doubtful legality, 
are frequently outside the auditor’s expertise, therefore, the auditor should 
consider consulting with legal counsel. Additionally, laws and regulations can also 
vary considerably in terms of their significance to the financial statements.

.09 Possible illegal acts may come to the auditor’s attention as a result of 
inquiries of management and others. The auditor is required to make inquiries 
of management concerning the client’s compliance with laws and regulations. 
The auditor should also consider the need to obtain representations from the 
audit committee or others with equivalent authority and responsibility such as 
the board of directors or the owner in an owner-managed business, (hereinafter 
referred to as the “audit committee”) and the chief legal officer that possible 
illegal acts brought to their attention have been communicated to the auditor.

.10 Other inquiries may include, but are not limited to:

• Discussions with principal officers as part of the planning process.
• Discussions with legal counsel and others as part of the evaluation of

the adequacy of the accounting for, and the need for disclosure of, loss 
contingencies.

• Discussions with senior management as part of obtaining various 
written client representations.

• Inquiries of appropriate client personnel about whether the IRS has 
requested any information concerning possible illegal or improper 
payments as part of an IRS examination of tax returns, and about the 
content and significance of the client’s replies to the IRS.

• Other inquiries of, and discussions with, client personnel regarding 
various matters during the course of performing auditing procedures. 
Examples of specific information, which might be obtained through 
the application of the audit procedures and the evaluation of the 
results of those procedures, that may raise a question concerning 
possible illegal acts are:
(a) Unauthorized transactions, improperly recorded transactions, or 

transactions not recorded in a complete or timely manner in order 
to maintain accountability for assets.
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(b) Investigation by a governmental agency, an enforcement proceed­
ing, or payment of fines or penalties.

(c) Violations of laws or regulations cited in reports of examinations 
by regulatory agencies.

(d) Large payments for unspecified services to consultants, affiliates 
or employees.

(e) Sales commissions or agents’ fees that appear excessive in relation 
to those normally paid by the client or to the services actually 
received.

(f) Large payments in cash, purchases of bank cashier’s checks in 
large amounts payable to bearer, transfers to numbered bank 
accounts, or similar transactions.

(g) Unexplained payments made to government officials or employees.
(h) Failure to file tax returns or pay government duties or similar fees 

that are common to the entity’s industry or the nature of its 
business.

.11 In addition, the auditor should obtain representations in the manage­
ment representation letter regarding:

(1) The absence of any “violations or possible violations of laws or 
regulations whose effects should be considered for disclosure in the 
financial statements or as a basis for recording a loss contingency” 
and

(2) That the auditor has been informed of all possible illegal acts brought 
to the attention of management.

.12 The auditor should perform the audit with an attitude of professional 
skepticism, remaining alert to conditions or events that indicate illegal acts 
may have occurred. Procedures applied for the purpose of forming an opinion 
on the financial statements may bring possible illegal acts to the auditor’s 
attention. Considerations as to whether an act is illegal, or of doubtful legality, 
are frequently outside the auditor’s expertise, therefore, the auditor should 
consider consulting with legal counsel. Additionally, laws and regulations can 
also vary considerably in terms of their significance to the financial state­
ments.

.13 Prior to commencement of the audit, the auditor should consider 
reaching an understanding with the audit committee as to the communication 
expectations. Included in the understanding should be the expected nature and 
extent of communications about violations deemed immaterial either individu­
ally or in the aggregate and those perpetrated by lower-level employees.

Action on Discovery of Possible Illegal Acts

.14 If, in the course of conducting an audit, the auditor detects or becomes 
aware of information indicating that an illegal act has or may have occurred, 
the auditor should perform the following:

(1) Obtain an understanding of the nature of the matter and the circum­
stances in which it has occurred, and sufficient other information to 
make a preliminary assessment of the matter and its possible effect 
on the financial statements.
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(2) Obtain assurance that the audit committee or others with equivalent 
authority and responsibility such as the board of directors or the 
owner in an owner-managed business (the “audit committee”) is 
adequately informed about possible illegal acts that come to the 
auditor’s attention.

(3) Discuss the client investigation, if applicable, of the illegal act with 
the appropriate level of senior management and/or the audit commit­
tee.

(4) Evaluate the conclusions reached by the client as a result of the 
investigation, if applicable.

.15 If the audit is of the financial statements of a smaller or less complex, 
privately owned company that does not have an audit committee or the levels 
of management that would exist in a larger organization, the auditor should 
exercise the appropriate level of professional judgment in determining the 
extent of the audit procedures to be performed specifically, with respect to the 
communication that is required to the owner or owners and possibly to the 
company’s legal counsel. In addition, if the owner is involved, and the matter 
is significant, the auditor should also consider withdrawing from the engage­
ment.

.16 If the audit is of the financial statements of a local government that 
is overseen by a council or similar body, the auditor should report the informa­
tion to the chief executive officer or the legislative body/board. If the chief 
executive officer is believed to be a party to the potential illegal act, the auditor 
should report the act directly to the legislative body/board.

Obtain an Understanding Regarding the Illegal Act

.17 In obtaining an understanding of the nature of the matter and the 
circumstances in which it has occurred, and sufficient other information to 
make a preliminary assessment of the matter and its possible effect on the 
financial statements, the auditor should inquire of the client’s management at 
a level above those involved, if possible, and consult with the client’s legal 
counsel or other specialists, as necessary. Based on the information that the 
auditor obtains about the possible illegal act, the auditor is required to:

• Determine whether it. is likely that an illegal act has occurred,

• If so, determine and consider the possible effect of the illegal act on 
the client’s financial statements, and

• If the matter is other than clearly inconsequential, determine whether 
the audit committee has been informed of the situation and is taking 
appropriate action to investigate the matter.

Determine Whether the Audit Committee Has Been Informed 
About the Illegal Act

.18 The communications with the audit committee should describe the act 
and the circumstances of its occurrence, as understood by the auditor. In addition, 
the auditor should communicate the potential effect on the financial statements 
and related disclosures. The communication may be either oral or written. If the 
communication is oral, the auditor should document the discussion.
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Client Investigation of the Possible Illegal Act

.19 When the audit committee is informed of possible illegal acts that 
come to the auditor’s attention, an investigation into the matter may be made 
by the audit committee. In certain circumstances, the auditor may insist on an 
investigation in order to conclude on the effect of the possible illegal act on the 
financial statements.

.20 Oftentimes in conducting these investigations, the audit committee 
may seek assistance from outside counsel and other experts such as forensic 
accountants, if necessary. The auditor may consider requesting that the audit 
committee keep the auditor apprised of the progress of the investigation and 
to facilitate discussions concerning the investigation between outside counsel 
and the auditor.

.21 At the conclusion of the investigation, the auditor should consider 
requesting that he or she attend the investigative team’s presentation to the 
audit committee and documenting the discussion.

.22 After the audit committee has investigated the possible illegal act and 
presented the scope of their procedures, their conclusions and any remedial 
actions to the auditor, the auditor should evaluate the conclusions and deter­
mine how they affect the audit of the financial statements. The auditor should 
coordinate with the appropriate level of senior management and/or the audit 
committee, based upon the facts and circumstances, to facilitate the auditor’s 
consultation with the client’s outside legal counsel about the legal ramifica­
tions of the possible illegal act, including, for example, whether there is a 
penalty which might attach to the illegal act and, if so, the amount, or whether 
the transaction(s) in question has significance with respect to deductibility of 
stated amounts for tax purposes and under “cost plus” contracts or other 
similar situations that apply.

.23 Based on these discussions and the results of the investigation, the 
auditor should assess the need for additional audit procedures, disclosures in 
the financial statements, communication of internal control deficiencies, 
and/or modifications to the audit report. Depending on the results of the 
investigation, the auditor may also need to consider whether to withdraw from 
the engagement.

.24 If the client fails to give the occurrence of an illegal act the appropriate 
level of consideration or fails to take the steps deemed warranted, the auditor 
should consider the implications of the illegal act in relation to his or her initial 
evaluations and reevaluate:

• Engagement risk.
• Reliance on management’s role in the functioning of internal control.
• Reliance on management’s representations.
• Validity and propriety of other similar transactions.

.25  Additionally, the auditor should consider whether any concerns might 
be mitigated by the performance of additional substantive audit procedures.

.26  The auditor should be sure that the company’s board of directors or 
audit committee is fully aware of the possible consequences of the act and has 
formally approved the course of action to be followed, when the circumstances 
so warrant.
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Material Illegal Acts

.27  The materiality of an illegal act cannot be appropriately assessed by 
considering only the quantitative effects; the auditor must also consider the 
qualitative effects of the illegal act. These effects may often be found to 
overshadow the act’s immediate effect. Accounting and disclosure ramifica­
tions of loss contingencies associated with illegal acts should be considered in 
accordance with FASB Statement No. 5, Accounting for Contingencies. The 
determination of the significance of potential illegal acts will generally entail 
consultation with the client’s legal counsel.

Immaterial Illegal Acts

.28  The aggregate of all immaterial illegal acts should be evaluated in 
relation to the materiality level for the financial statements as a whole. The 
auditor should consider the effect of each individual misstatement and con­
sider recording an individual misstatement that has a material effect on an 
individual account or group of accounts, even though that individual misstate­
ment may be offset by other unadjusted misstatements. The auditor needs to 
also consider the qualitative aspects of the illegal act such as how the illegal 
act affects the auditor’s ability to rely on management representations.

Disclosure of Illegal Acts to Third Parties

.29  Disclosure of an illegal act to parties other than the client’s audit 
committee is not ordinarily part of the auditor’s responsibility, and such 
disclosure would normally be precluded by the auditor’s ethical or legal obliga­
tion of confidentiality, unless the matter affects his or her opinion on the 
financial statements. The auditor should recognize, however, that a duty to 
notify parties outside the client may exist. A duty to notify parties outside of 
the client may include the following:

• To a successor auditor when the successor makes inquiries in accord­
ance with SAS No. 84, Communications Between Predecessor and 
Successor Auditors, as amended. In accordance with SAS No. 84, as 
amended, communications between predecessor and successor audi­
tors require the specific permission of the client.

• In response to a subpoena.
• To a funding agency or other specified agency in accordance with 

requirements for the audits of entities that receive financial assistance 
from a government agency. Government Auditing Standards state 
that the client may be required by law or regulation to report illegal 
acts to specified external parties (for example, to a federal inspector 
general or a state attorney general) and that if the client fails to report 
such acts, then the auditor should report the illegal acts directly to the 
external party specified in the law or regulation. Additionally, when 
an illegal act involves assistance received directly or indirectly from a 
government agency, auditors may have a duty to report it directly if 
management fails to take appropriate steps to remedy the illegal acts 
that the auditor reported to it. See Chapter 5 of Government Auditing 
Standards and the AICPA Audit Guide Government Auditing Stand­
ards and Circular A-133 Audits, for additional guidance.
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.30  Because potential conflicts with the auditor’s ethical and legal obliga­
tions for confidentiality may be complex, the auditor may wish to consult with 
his or her legal counsel before discussing illegal acts with parties outside the 
client.

Reporting Considerations
.31  The auditor may be faced with various reporting issues as a result of 

becoming aware of acts that he or she suspects may be illegal. Depending upon 
the particular circumstances, the auditor may consider modifying the auditor’s 
report. Such modification may result from one or more of the following consid­
erations.

Scope Limitation
.32  Generally, the auditor should disclaim an opinion on the financial 

statements when precluded by the client from applying all the procedures 
considered necessary in the circumstances. In situations not involving a client- 
imposed scope restriction (e.g. appointment of the auditor after the client’s 
physical inventory has been taken) and depending upon the auditor’s assess­
ment of the importance of the omitted procedures, the auditor may consider 
qualifying the opinion or disclaiming an opinion. In the latter case, the decision 
should reflect the auditor’s assessment of the significance of the matter to the 
particular entity and the pervasiveness and magnitude of the potential direct 
and indirect effects of the acts in question on the client’s financial statements 
taken as a whole.

Departure From Generally Accepted Accounting Principles

.33  When the auditor has been able to conduct the audit in accordance 
with generally accepted auditing standards and concludes an event or transac­
tion has not been properly accounted for or disclosed in the financial state­
ments, the auditor may qualify the opinion or issue an adverse opinion 
depending upon the magnitude of the potential effects of the event or transac­
tion. If the departure from generally accepted accounting principles results 
from inadequate disclosure, the auditor’s modified report should provide the 
information omitted by the client.

Inability to Determine Materiality of an Illegal Act
.34  In the event that the auditor is unable to conclude as to the material­

ity of an illegal act, the auditor should modify his or her report or disclaim an 
opinion to adequately reflect the uncertainty.

Client Refusal to Accept Report
.35  If the client refuses to accept a report that has been modified for a 

client-imposed scope restriction or a departure from generally accepted account­
ing principles, including inadequate disclosure, the auditor should withdraw 
from the engagement. If a client refuses to accept a report that has been 
modified for other reasons, the auditor may have no alternative but to with­
draw from the engagement. In any case of withdrawal, the reasons for the 
withdrawal should be indicated in writing to the audit committee. Deciding 
whether there is a need to notify parties outside the client’s organization of an 
illegal act is the responsibility of the company’s management. However, as pre­
viously indicated, the auditor may have a duty to notify parties outside the client.
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Audits Performed Under Government Auditing Standards

.36  Auditors performing audits under Government Auditing Standards 
also must issue a report on internal control over financial reporting and on 
compliance and other matters that reports on the scope and results of testing 
of the auditee’s internal control over financial reporting and compliance with 
laws, regulations, and provisions of contracts or grant agreements. The AICPA 
Audit Guide Government Auditing Standards and Circular A-133 Audits, 
provides additional guidance on the auditor’s responsibilities with regard to 
this report.

Documentation
.37  The audit documentation should include appropriate documentation 

with respect to:
• The required inquiries related to possible illegal acts and compliance 

with laws and regulations.
• Company policies relative to the prevention of illegal acts, and the use 

of directives and periodic representations concerning compliance with 
laws and regulations.

• Circumstances identified that indicate the possible existence of illegal 
acts and conclusions reached thereon, if applicable.

• The auditor’s assessment of the procedures performed by the company 
to determine that the illegal act was properly accounted for and 
disclosed, if applicable.

• Whether any uncorrected misstatements appear to represent illegal 
acts, if applicable.

• Written representation from management concerning the absence of 
violations or possible violations of laws and regulations.

• Discussions with management, the audit committee, and, if applica­
ble, the board of directors.

• Representations from the audit committee regarding satisfactory com­
pletion of any investigations into possible illegal acts undertaken at 
their direction and satisfactory resolution of the matters identified in 
the investigation, if applicable.

[The next page is 52,001.]
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Section 17,100
Suitable Trust Services Criteria and 
Illustrations for Security, Availability, 
Processing Integrity, Online Privacy, and 
Confidentiality (Including WebTrust® 
and SysTrust)

Supersedes version 2.0 of the SysTrust Principles and Criteria and version 3.0 of the 
WebTrust Principles and Criteria. Effective for engagements beginning on or after 
April 1, 2003. Earlier implementation is encouraged.

March 2003

NOTICE TO READERS
The Suitable Trust Services Criteria and Illustrations present criteria 

established by the Assurance Services Executive Committee of the AICPA for use 
by practitioners when providing attestation services on systems in the subject 
matters of security, availability, processing integrity, online privacy, 
confidentiality, and certification authorities. The Assurance Services Executive 
Committee, in establishing and developing these criteria, followed due process 
procedures, including exposure of the proposed criteria for public comment. The 
Assurance Services Executive Committee has been designated as a senior 
committee and has been given authority to make public statements and publish 
measurement criteria without clearance from Council or the Board of Directors 
under Bylaw section 3.6 (AICPA, Professional Standards, vol. 2, BL sec. 360).

Introduction
.01 This section provides guidance when providing assurance services, 

advisory services, or both on information technology (IT)-enabled systems 
including electronic commerce (e-commerce) systems. It is particularly rele­
vant when providing services with respect to security, availability, processing 
integrity, online privacy, and confidentiality.

.02 The guidance provided in this section includes:
• Trust Services principles and criteria
• Examples of system descriptions required for these engagements
• Sample practitioner reports for Trust Services engagements

Trust Services
.03 Trust Services (including WebTrust® and SysTrust®) are defined as a 

set of professional assurance and advisory services based on a common frame­
work (that is, a core set of principles and criteria) to address the risks and 
opportunities of IT. Trust Services principles and criteria are issued by the 
Assurance Services Executive Committee.
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Assurance Services
.04 Assurance services are those that result in the expression of an 

opinion by the reporting practitioner; for example, the opinion as to whether a 
defined system meets the principles and criteria for systems reliability. Assur­
ance services are developed within the framework of Chapter 1, “Attest En­
gagements,” of Statement on Standards for Attestation Engagements (SSAE) 
No. 10, Attestation Standards: Revision and Recodification (AICPA, Profes­
sional Standards, vol. 1, AT sec. 101), as amended. Only certified public 
accountants (CPAs) may provide the assurance services of Trust Services that 
result in the expression of a Trust Services, WebTrust, or SysTrust opinion.

Advisory Services
.05 In the context of Trust Services, advisory services include strategic, 

diagnostic, implementation and sustaining/managing services using Trust 
Services principles and criteria. Practitioners providing such services follow 
Statement on Standards for Consulting Services (AICPA, Professional Stand­
ards, vol. 2, CS sec. 100). There is no expression of an opinion by the practi­
tioner under these engagements.

Principles, Criteria, and Illustrative Controls

.06 The following material sets out broad statements of principles and 
identifies specific criteria that should be achieved to meet each principle. Trust 
Services principles are broad statements of objectives. Criteria are bench­
marks used to measure and present the subject matter and against which the 
practitioner evaluates the subject matter. Suitable criteria are objective, meas­
urable, complete, and relevant—they will yield information useful to intended 
users. It is the view of the Assurance Services Executive Committee that the 
Trust Services principles and supporting criteria meet the characteristics for 
suitable criteria. Trust Services principles are used to describe the overall 
objective; however, the practitioner’s opinion makes reference only to criteria.

.07 In the Trust Services Principles and Criteria, the criteria are sup­
ported by a list of illustrative controls. These illustrations are not intended to 
be all-inclusive and are presented as examples only. Actual controls in place at 
an entity may not be included in the list, and some of the listed controls may 
not be applicable to all systems and client circumstances. The practitioner 
should identify and assess the relevant controls the client has in place to satisfy 
the criteria. The choice and number of those controls would be based on the 
entity’s management style, philosophy, size, and industry. In order to receive 
an unqualified opinion on a Trust Services engagement, all criteria must be 
met unless the criterion is clearly not applicable. In the context of the Trust 
Services Principles and Criteria, the term policies is used to refer to written 
statements that communicate management’s intent, objectives, requirements, 
responsibilities, and/or standards for a particular subject. Such communica­
tions may be explicitly designated as policies, whereas others (such as commu­
nications with users not otherwise documented as policies, or written 
procedures) may be implicit. Policies may take many forms but should be in 
writing.

Consistency With Applicable Laws and Regulations, Defined 
Commitments, Service-Level Agreements, and Other Contracts

.08 Several of the principles and criteria refer to “consistency with appli­
cable laws and regulations, defined commitments, service-level agreements, 
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and other contracts.” Under normal circumstances, it would be beyond the 
scope of the engagement for the practitioner to undertake identification of all 
relevant “applicable laws and regulations, defined commitments, service-level 
agreements, and other contracts.” Furthermore, Trust Services engagements 
do not require the practitioner to provide assurance of an entity’s compliance 
with applicable laws and regulations, defined commitments, service-level 
agreements, and other contracts, but rather of the effectiveness of the entity’s 
controls over monitoring compliance with them. Reference should be made to 
other professional standards related to providing assurance over compliance 
with laws, regulations, and agreements.

Foundation for Trust Services—Trust Services Principles 
and Criteria

.09 The Trust Services Principles and Criteria are organized into four 
broad areas:

a. Policies. The entity has defined and documented its policies  rele­
vant to the particular principle.

1

b. Communications. The entity has communicated its defined policies 
to authorized users.

c. Procedures. The entity uses procedures to achieve its objectives in 
accordance with its defined policies.

d. Monitoring. The entity monitors the system and takes action to 
maintain compliance with its defined policies.

.10  A two-column format has been used to present and discuss the crite­
ria. The first column presents the criteria—the attributes that the entity must 
meet to be able to demonstrate that it has achieved the principle. The second 
column provides illustrative controls. These are examples of controls that the 
entity might have in place to conform to the criteria. Alternative and additional 
controls may also be appropriate. In addition, examples of system descriptions 
for both e-commerce and non-e-commerce systems are included in Appendix B 
[paragraph .42] and Appendix C [paragraph .43], respectively, and Appendix 
B [paragraph .42] also includes sample disclosures for e-commerce systems.

.11  The following principles and related criteria have been developed by 
the AICPA/CICA for use by practitioners in the performance of Trust Services 
engagements such as SysTrust and WebTrust.

1 As noted in paragraph .07, the term policies refers to written statements which communicate 
management’s intent, objectives, requirements, responsibilities, and/or standards for a particular 
subject. Some policies may be explicitly described as such, being contained in policy manuals or 
similarly labeled documents. However, some policies may be contained in documents without such 
explicit labeling, including for example, notices or reports to employees or outside parties.

2 A system consists of five key components organized to achieve a specified objective. The five 
components are categorized as follows: (a) infrastructure (facilities, equipment, and networks), (6) 
software (systems, applications, and utilities), (c) people (developers, operators, users, and manag­
ers), (d) procedures (automated and manual), and (e) data (transaction streams, files, databases, and 
tables).

a. Security. The system  is protected against unauthorized access (both 
physical and logical).

2

b. Availability. The system is available for operation and use as com­
mitted or agreed.
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c. Processing integrity. System processing is complete, accurate, 
timely, and authorized.

d. Online privacy.  Personal information  obtained as a result of e- 
commerce is collected, used, disclosed, and retained as committed or 
agreed.

3 4

e. Confidentiality. Information designated as confidential is protected 
as committed or agreed.

3 The Enterprise Wide Privacy Task Force is in the process of developing criteria and other 
guidance on enterprise wide privacy. It is expected that that criteria will replace the online privacy 
criteria in this document upon issuance.

4 The term personal information includes personally identifiable information and other sensitive 
information for which the entity has legal or other privacy obligations and commitments.

Trust Services—Offerings of SysTrust and WebTrust

.12  SysTrust and WebTrust are two specific services developed by the 
AICPA that are based on the Trust Services Principles and Criteria. The Trust 
Services Principles and Criteria may, however, be used to offer services other 
than SysTrust and WebTrust.

.13  When a practitioner intends to provide assurance from SysTrust or 
WebTrust engagements, he or she needs to also follow the performance and 
reporting standards set forth in Chapter 1, “Attest Engagements,” of SSAE No. 
10, Attestation Standards: Revision and Recodification (AICPA, Professional 
Standards, vol. 1, AT sec. 101), as amended. In order to issue SysTrust or 
WebTrust reports, CPA firms must be licensed by the AICPA.

Principles and Criteria
.14  The Trust Services Principles and Criteria are presented in a two- 

column format. The first column identifies the criteria for each principle—the 
attributes that the entity must meet to be able to demonstrate that it has 
achieved the principle. The second column provides illustrative controls. These 
are examples of controls that the entity might have in place to meet the 
criteria. Alternative and/or additional controls can also be used. Illustrative 
controls are presented as examples only. It is the practitioner’s responsibility 
to identify and document the policies, procedures, and controls actually in 
place at the entity under examination.

.15  As discussed earlier, in certain e-commerce environments, the terms 
and conditions, including the rights, responsibilities, and commitments of both 
parties, are implicit in the user’s completion of a transaction on the Web site. 
To meet the underlying intent of the “Communications” category of the criteria 
in such circumstances, the policies and processes required by each of the 
“Communications” criteria should be disclosed on the entity’s Web site. Exam­
ples of such disclosures for each of the Trust Services principles are contained 
in Appendix B [paragraph .42].

Security Principle and Criteria
.16  The security principle refers to the protection of the system compo­

nents from unauthorized access, both logical and physical. In e-commerce and 
other systems, the respective parties wish to ensure that information provided 
is available only to those individuals who need access to complete the transac­
tion or services, or follow up on questions or issues that may arise. Information 
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provided through these systems is susceptible to unauthorized access during 
transmission and while it is stored on the other party’s systems. Limiting 
access to the system components helps prevent potential abuse of system 
components, theft of resources, misuse of software, and improper access to, use, 
alteration, destruction, or disclosure of information. Key elements for the 
protection of system components include permitting authorized access and 
preventing unauthorized access to those components.

Security Principle and Criteria Table

.17  The system is protected against unauthorized access (both physical 
and logical).

Criteria Illustrative Controls5

5 Illustrative controls are presented as examples only. It is the practitioner’s responsibility to 
identify and document the policies, procedures, and controls actually in place at the entity under 
examination.

1.0 Policies: The entity defines and documents its policies for the security 
of its system.

1.1 The entity’s security policies 
are established and periodically 
reviewed and approved by a 
designated individual or group.

1.2 The entity’s security policies 
include, but may not be limited 
to, the following matters:
a. Identification and 

documentation of the 
security requirements of 
authorized users.

b. Allowing access, the nature 
of that access, and who 
authorizes such access.

c. Preventing unauthorized 
access.

d. The procedures to add new 
users, modify the access 
levels of existing users, and 
remove users who no longer 
need access.

e. Assignment of responsibility 
and accountability for 
system security.

f. Assignment of responsibility 
and accountability for 
system changes and 
maintenance.

The entity’s documented systems 
development and acquisition process 
includes procedures to identify and 
document authorized users of the system 
and their security requirements.

User requirements are documented in 
service-level agreements or other documents.

The security officer reviews security policies 
annually and submits proposed changes for 
approval by the information technology (IT) 
standards committee.

The entity’s documented security policies 
contain the elements set out in criterion 1.2.

(continued)
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Criteria Illustrative Controls

g. Testing, evaluating, and 
authorizing system 
components before 
implementation.

h. Addressing how complaints 
and requests relating to 
security issues are resolved.

i. The procedures to handle 
security breaches and other 
incidents.

j. Provision for allocation for 
training and other resources 
to support its system 
security policies.

k. Provision for the handling of 
exceptions and situations 
not specifically addressed in 
its system security policies.

l. Provision for the 
identification of, and 
consistency with, applicable 
laws and regulations, 
defined commitments, 
service-level agreements, 
and other contracts.

1.3 Responsibility and 
accountability for the 
entity’s system security 
policies, and changes and 
updates to those policies, 
are assigned.

Management has assigned responsibilities 
for the maintenance and enforcement of the 
entity security policy to the chief information 
officer (CIO). Others on the executive 
committee assist in the review, update, and 
approval of the policy as outlined in the 
executive committee handbook.

Ownership and custody of significant 
information resources (for example, data, 
programs, and transactions) and 
responsibility for establishing and 
maintaining security over such resources is 
defined.

2.0  Communications: The entity communicates its defined system security 
policies to authorized users.

2.1 The entity has prepared an 
objective description of the 
system and its boundaries and 
communicated such description 
to authorized users.

2.2 The security obligations of 
users and the entity’s security 
commitments to users are 
communicated to authorized 
users.

For its e-commerce system, the entity has 
posted a system description on its Web site. 
[For an example of a system description for 
an e-commerce system, refer to Appendix B 
(paragraph .42).]

For its non-e-commerce system, the entity 
has provided a system description to 
authorized users. [For an example of a 
system description for a non-e-commerce 
based system, refer to Appendix C 
(paragraph .43).]
The entity’s security commitments and 
required security obligations of its customers 
and other external users are posted on the 
entity’s Web site and/or as part of the 
entity’s standard services agreement.
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For its internal users (employees and 
contractors), the entity’s policies relating to 
security are reviewed with new employees 
and contractors as part of their orientation, 
and the key elements of the policies and 
their impact on the employee are discussed. 
New employees must sign a statement 
signifying that they have read, understand, 
and will follow these policies. Each year, as 
part of their performance review, employees 
must reconfirm their understanding of and 
compliance with the entity’s security 
policies. Security obligations of contractors 
are detailed in their contracts.

A security awareness program has been 
implemented to communicate the entity’s IT 
security policies to employees.

The entity publishes its IT security policies 
on its corporate intranet.

2.3 Responsibility and 
accountability for the entity’s 
system security policies and 
changes and updates to those 
policies are communicated to 
entity personnel responsible for 
implementing them.

The security administration team is 
responsible for implementing the entity’s 
security policies under the direction of the 
CIO.

The security administration team has 
custody of and is responsible for the 
day-to-day maintenance of the entity’s 
security policies, and recommends changes 
to the CIO and the IT steering committee.

2.4 The process for informing the 
entity about breaches of the 
system security and for 
submitting complaints is 
communicated to authorized 
users.

The process for customers and external 
users to inform the entity of possible security 
breaches and other incidents is posted on the 
entity’s Web site and/or is provided as part 
of the new user welcome kit.

The entity’s security awareness program 
includes information concerning the 
identification of possible security breaches 
and the process for informing the security 
administration team.

Documented procedures exist for the 
identification and escalation of security 
breaches, and other incidents.

2.5 Changes that may affect 
system security are 
communicated to management 
and users who will be affected.

Changes that may affect customers and 
users and their security obligations or the 
entity’s security commitments are 
highlighted on the entity’s Web site.

Changes that may affect system security are 
reviewed and approved by affected 
customers under the provisions of the 
standard services agreement before 
implementation of the proposed change.

Planned changes to system components and 
the scheduling of those changes are reviewed 
as part of the monthly IT steering committee 
meetings.

(continued)
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Criteria Illustrative Controls
Changes to system components, including 
those that may affect system security, 
require the approval of the security 
administrator before implementation.
There is periodic communication of changes, 
including changes that affect system security.
Changes that affect system security are 
incorporated into the entity’s ongoing 
security awareness program.

3 .0 Procedures: The entity uses procedures to achieve its documented 
system security objectives in accordance with its defined policies.

3.1 Procedures exist to restrict a. 
logical access to the defined 
system including, but not 
limited to, the following 
matters:
a. Registration and 

authorization of new users.
b. Identification and 

authentication of users.
c. The process to make 

changes and updates to user 
profiles.

d. The process to grant system 
access privileges and 
permissions.

e. Distribution of output restric­
ted to authorized users.

f. Restriction of logical access 
to offline storage, backup 
data, systems, and media.

g. Restriction of access to 
system configurations, 
superuser functionality, 
master passwords, powerful 
utilities, and security 
devices (for example, 
firewalls).

b.

Registration and authorization of new 
users:
• Customers can self-register on the 

entity’s Web site, under a secure 
session in which they provide new 
user information and select an 
appropriate user identification (ID) 
and password. Privileges and 
authorizations associated with 
self-registered customer accounts 
provide specific limited system 
functionality.

• The ability to create or modify users 
and user access privileges (other than 
the limited functionality “customer 
accounts”) is limited to the security 
administration team.

• The line-of-business supervisor 
authorizes access privilege change 
requests for employees and 
contractors. Customer access 
privileges beyond the default 
privileges granted during 
self-registration are approved by the 
customer account manager. Proper 
segregation of duties is considered in 
granting privileges.

Identification and authentication of users:
• Users are required to log on to the 

entity’s network and application 
systems with their user ID and 
password before access is granted. 
Unique user IDs are assigned to 
individual users. Passwords must 
contain at least six characters, one of 
which is nonalphanumeric. Passwords 
are case sensitive and must be 
updated every 90 days.

Changes and updates to user profiles:
• Changes and updates to self-registered 

customer accounts can be done by the 
individual user at any time on the 
entity’s Web site after the user has 
successfully logged onto the system. 
Changes are reflected immediately.

• Unused customer accounts (no activity 
for six months) are purged by the system.
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Criteria Illustrative Controls

• Changes to other accounts and 
profiles are restricted to the security 
administration team and require the 
approval of the appropriate 
line-of-business supervisor or 
customer account manager.

• Accounts for terminated employees 
are deactivated upon notice of 
termination being received from the 
human resources team.

d. The process to grant system access 
privileges and permissions:
• All paths that allow access to 

significant information resources are 
controlled by the access control 
system and operating system 
facilities. Access requires users to 
provide their user ID and password. 
Privileges are granted to 
authenticated users based on their 
user profiles.

• The login session is terminated after 
three unsuccessful login attempts. 
Terminated login sessions are logged 
for follow-up.

e. Distribution of output:
• Access to computer processing output 

is provided to authorized individuals 
based on the classification of the 
information.

• Processing outputs are stored in an 
area that reflects the classification of 
the information.

f. Restriction of logical access to offline 
storage, backup data, systems, and media: 
• Logical access to offline storage, 

backup data, systems, and media is 
limited to computer operations staff.

g. Restriction of access to system 
configurations, superuser functionality, 
master passwords, powerful utilities, and 
security devices:
• Hardware and operating system 

configuration tables are restricted to 
appropriate personnel.

• Application software configuration 
tables are restricted to authorized 
users and under the control of 
application change management 
software.

• Utility programs that can read, add, 
change, or delete data or programs 
are restricted to authorized technical 
services staff. Usage is logged and 
monitored by the manager of 
computer operations.

(continued)
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Criteria Illustrative Controls

• The information security team, under 
the direction of the CIO, maintains 
access to firewall and other logs, as 
well as access to any storage media. 
Any access is logged and reviewed 
quarterly.

• A listing of all master passwords is 
stored in an encrypted database and 
an additional copy is maintained in a 
sealed envelope in the entity safe.

3.2 Procedures exist to restrict 
physical access to the defined 
system including, but not 
limited to, facilities, backup 
media, and other system 
components such as firewalls, 
routers, and servers.

3.3 Procedures exist to protect 
against unauthorized logical 
access to the defined system.

Physical access to the computer rooms, 
which house the entity’s IT resources, 
servers, and related hardware such as 
firewalls and routers, is restricted to 
authorized individuals by card key systems 
and monitored by video surveillance.

Physical access cards are managed by 
building security staff. Access card usage is 
logged. Logs are maintained and reviewed 
by building security staff.

Requests for physical access privileges to the 
entity’s computer facilities require the 
approval of the manager of computer 
operations.

Documented procedures exist for the 
identification and escalation of potential 
security breaches.

Offsite backup data and media are stored at 
service provider facilities. Access to offsite 
data and media requires the approval of the 
manager of computer operations.

Login sessions are terminated after three 
unsuccessful login attempts. Terminated 
login sessions are logged for follow-up by the 
security administrator.

Virtual private networking (VPN) software 
is used to permit remote access by 
authorized users. Users are authenticated by 
the VPN server through specific “client” 
software and user ID and passwords.

Firewalls are used and configured to prevent 
unauthorized access. Firewall events are 
logged and reviewed daily by the security 
administrator.

Unneeded network services (for example, 
telnet, ftp, and http) are deactivated on the 
entity’s servers. A listing of the required and 
authorized services is maintained by the IT 
department. This list is reviewed by entity 
management on a routine basis for its 
appropriateness for the current operating 
conditions.
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3.4 Procedures exist to protect

Intrusion detection systems are used to 
provide continuous monitoring of the entity’s 
network and early identification of potential 
security breaches.

The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.

In connection with other security
against infection by computer 
viruses, malicious codes, and 
unauthorized software.

3.5 Encryption or other equivalent

monitoring, the security administration 
team participates in user groups and 
subscribes to services relating to computer 
viruses.

Antivirus software is in place, including 
virus scans of incoming e-mail messages. 
Virus signatures are updated at least weekly.

Any viruses discovered are reported to the 
security team and an alert is created for all 
users notifying them of a potential virus 
threat.

The entity uses 128-bit secure sockets layer
security techniques are used to 
protect user authentication 
information and the 
corresponding session 
transmitted over the Internet 
or other public networks.

3.6 Procedures exist to identify,

(SSL) encryption for transmission of private 
or confidential information over public 
networks, including user ID and password. 
Users are required to upgrade their browser 
to the most current version tested and 
approved for use by the security 
administration team to avoid possible 
security problems.

Account activity, subsequent to successful 
login, is encrypted through a 128-bit SSL 
session. Users are logged out on request (by 
selecting the “Sign-out” button on the Web 
site) or after 10 minutes of inactivity.

Users are provided instructions for
report, and act upon system 
security breaches and other 
incidents.

communicating potential security breaches 
to the information security team. The 
information security team logs incidents 
reported through customer hotlines and 
e-mail.

Intrusion detection and other tools are used 
to identify, log, and report potential security 
breaches and other incidents. The system 
notifies the security administration team 
and/or the network administrator via e-mail 
and pager of potential incidents in progress.

Incident logs are monitored and evaluated 
by the information security team daily.

Documented incident identification and 
escalation procedures are approved by 
management.

(continued)
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Criteria Illustrative Controls
3.7 Procedures exist to provide that 

issues of noncompliance with 
system security policies are 
promptly addressed and that 
corrective measures are taken 
on a timely basis.

Security issues are recorded and 
accumulated in a problem report. Corrective 
action is noted and monitored by 
management.

On a routine basis, security policies, 
controls, and procedures are audited by the 
internal audit department. Results of such 
examinations are reviewed by management, 
a response is prepared, and a remediation 
plan is put in place.

Criteria related to the system components used to achieve the objectives
3.8 Design, acquisition, 

implementation, configuration, 
modification, and management 
of infrastructure and software 
related to system security are 
consistent with defined system 
security policies to enable 
authorized access and to 
prevent unauthorized access.

3.9 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation 
of systems affecting security 
are qualified to fulfill their 
responsibilities.

The entity has adopted a formal systems 
development life cycle (SDLC) methodology 
that governs the development, acquisition, 
implementation, and maintenance of 
computerized information systems and 
related technology.

The SDLC methodology includes a 
framework for classifying data and creating 
standard user profiles that are established 
based on an assessment of the business 
impact of the loss of security. Users are 
assigned standard profiles based on needs 
and functional responsibilities.

Owners of the information and data classify 
its sensitivity and determine the level of 
protection required to maintain an 
appropriate level of security.

The security administration team reviews 
and approves the architecture and design 
specifications for new systems development 
and/or acquisition to ensure consistency with 
the entity’s security objectives, policies, and 
standards.

Changes to system components that may 
affect security require the approval of the 
security administration team.

The access control and operating system 
facilities have been installed, including the 
implementation of options and parameters, 
to restrict access in accordance with the 
entity’s security objectives, policies, and 
standards.

The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.

The entity has written job descriptions 
specifying the responsibilities and academic 
and professional requirements for key job 
positions.
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Hiring procedures include a comprehensive 
screening of candidates for key positions and 
consideration of whether the verified 
credentials are commensurate with the 
proposed position. New personnel are offered 
employment subject to background checks 
and reference validation.
Candidates, including internal transfers, are 
approved by the line-of-business manager 
before the employment position is offered.
Periodic performance appraisals are 
performed by employee supervisors and 
include the assessment and review of 
professional development activities.
Personnel receive training and development 
in system security concepts and issues.
Procedures are in place to provide alternate 
personnel for key system security functions 
in case of absence or departure.

Maintainability-related criteria applicable to the system’s security
3.10 Procedures exist to maintain 

system components, including 
configurations consistent with 
the defined system security
policies.

Entity management receives a third-party 
opinion on the adequacy of security controls, 
and routinely evaluates the level of 
performance it receives (in accordance with 
its contractual service-level agreement) from
the service provider that hosts the entity’s 
systems and Web site.

The IT department maintains a listing of all 
software and the respective level, version, 
and patches that have been applied.
Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.
Staffing, infrastructure, and software 
requirements are periodically evaluated and 
resources are allocated consistent with the 
entity’s security policies.
System configurations are tested annually, 
and evaluated against the entity’s security 
policies and current service-level 
agreements. An exception report is prepared 
and remediation plans are developed and 
tracked.
The IT steering committee, which includes 
representatives from the lines of business 
and customer support, meets monthly and 
reviews anticipated, planned, or 
recommended changes to the entity’s 
security policies, including the potential 
impact of legislative changes.

(continued)
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Criteria Illustrative Controls

3.11 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made 
to the system.

Senior management has implemented 
a division of roles and responsibilities 
that segregates incompatible 
functions.

The entity’s documented systems 
development methodology describes the 
change initiation, software development and 
maintenance, and approval processes, as 
well as the standards and controls that are 
embedded in the processes. These include 
programming, documentation, and testing 
standards.

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Changes to system infrastructure and 
software are developed and tested in a 
separate development or test environment 
before implementation into production.

As part of the change control policies and 
procedures, there is a “promotion” process 
(for example, from “test” to “staging” to 
“production”). Promotion to production 
requires the approval of the business owner 
who sponsored the change and the manager 
of computer operations.

When changes are made to key systems 
components, there is a “backout” plan 
developed for use in the event of major 
interruption(s).

3.12 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact 
approval).

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Emergency changes that require deviations 
from standard procedures are logged and 
reviewed by IT management daily and 
reported to the affected line-of-business 
manager. Permanent corrective measures 
follow the entity’s change management 
process, including line-of-business approvals.
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Criteria Illustrative Controls

4.0 Monitoring: The entity monitors the system and takes action to 
maintain compliance with its defined system security policies.

4.1 The entity’s system security is 
periodically reviewed and 
compared with the defined 
system security policies.

4.2 There is a process to identify 
and address potential 
impairments to the entity’s 
ongoing ability to achieve its 
objectives in accordance with 
its defined system security 
policies.

4.3 Environmental and 
technological changes are 
monitored and their effect on 
system security is assessed on a 
timely basis.

The information security team monitors the 
system and assesses the system 
vulnerabilities using proprietary and other 
tools. Potential risk is evaluated and 
compared to service-level agreements and 
other obligations of the entity. Remediation 
plans are proposed and implementation is 
monitored.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. The internal 
audit function conducts system security 
reviews as part of its annual audit plan. 
Results and recommendations for 
improvement are reported to management.
Logs are analyzed to identify trends that 
may have a potential impact on the entity’s 
ability to achieve its system security 
objectives.
Monthly IT staff meetings are held to 
address system security concerns and 
trends; findings are discussed at quarterly 
management meetings.

Senior management, as part of its annual IT 
planning process, considers developments in 
technology and the impact of applicable laws 
or regulations on the entity’s security 
policies.
The entity’s IT security group monitors the 
security impact of emerging technologies.
Users are proactively invited to contribute to 
initiatives to improve system security 
through the use of new technologies.

Availability Principle and Criteria
.18 The availability principle refers to the accessibility to the system, 

products, or services as advertised or committed by contract, service-level, or 
other agreements. It should be noted that this principle does not, in itself, set 
a minimum acceptable performance level for system availability. The mini­
mum performance level is established through commitments made or by 
mutual agreement (contract) between the parties.

.19 Although there is a connection between system availability, system 
functionality, and system usability, the availability principle does not address 
system functionality (the specific functions a system performs) and system 
usability (the ability of users to apply system functions to specific tasks or 
problems). It does address system availability, which relates to whether the 
system is accessible for processing, monitoring, and maintenance.
Availability Principle and Criteria Table

.20 The system is available for operation and use as committed or agreed.
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Criteria Illustrative Controls
1 .0 Policies: The entity defines and documents its policies for the 

availability of its system.
1.1 The entity’s system availability 

and related security policies are 
established and periodically 
reviewed and approved by a 
designated individual or group.

The entity’s documented systems 
development and acquisition process 
includes procedures to identify and 
document authorized users of the system 
and their availability and related security 
requirements.

User requirements are documented in 
service-level agreements or other documents.

Management reviews the entity’s 
availability and related security policies 
annually. Proposed changes are submitted 
as needed for approval by the information 
technology (IT) standards committee, which 
includes representation from the customer 
service department.

1.2 The entity’s system availability 
and related security policies 
include, but may not be limited 
to, the following matters:

a. Identification and 
documentation of the system 
availability and related 
security requirements of 
authorized users.

b. Allowing access, the nature 
of that access, and who 
authorizes such access.

c. Preventing unauthorized 
access.

d. The procedures to add new 
users, modify the access 
levels of existing users, and 
remove users who no longer 
need access.

e. Assignment of responsibility 
and accountability for 
system availability and 
related security.

f. Assignment of responsibility 
and accountability for 
system changes and 
maintenance.

g. Testing, evaluating, and 
authorizing system 
components before 
implementation.

h. Addressing how complaints 
and requests relating to 
system availability and 
related security issues are 
resolved.

The entity’s documented availability and 
related security policies contain the 
elements set out in criterion 1.2.
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Criteria Illustrative Controls

i. The procedures to handle 
system availability and 
related security breaches 
and other incidents.

j. Provision for allocation for 
training and other resources 
to support its system 
availability and related 
security policies.

k. Provision for the handling of 
exceptions and situations 
not specifically addressed in 
its system availability and 
related security policies.

l. Provision for the 
identification of, and 
consistency with, applicable 
laws and regulations, 
defined commitments, 
service-level agreements, 
and other contracts.

m. Recovery and continuity of 
service in accordance with 
documented customer 
commitments or other 
agreements.

n. Monitoring system capacity 
to achieve customer 
commitments or other 
agreements regarding 
availability.

1.3 Responsibility and 
accountability for the entity’s 
system availability and related 
security policies, and changes 
and updates to those policies, 
are assigned.

Management has assigned responsibilities 
for the maintenance and enforcement of the 
entity’s availability policies to the chief 
information officer (CIO). Others on the 
executive committee assist in the review, 
update, and approval of these policies as 
outlined in the executive committee 
handbook.
Ownership and custody of significant 
information resources (for example, data, 
programs, and transactions) and 
responsibility for establishing and 
maintaining the system availability of and 
related security over such resources is 
defined.

2.0  Communications: The entity communicates the defined system 
availability policies to authorized users.

2.1 The entity has prepared an 
objective description of the 
system and its boundaries and 
communicated such description 
to authorized users.

For its e-commerce system, the entity has 
posted a system description on its Web site, 
[For an example of a system description for 
an e-commerce system, refer to Appendix B 
(paragraph .42).}

(continued)
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Criteria

2.2 The availability and related 
security obligations of users 
and the entity’s availability and 
related security commitments 
to users are communicated to 
authorized users.

2.3 Responsibility and 
accountability for the entity’s 
system availability and related 
security policies and changes 
and updates to those policies 
are communicated to entity 
personnel responsible for 
implementing them.

Illustrative Controls
For its non-e-commerce system, the entity 
has provided a system description to 
authorized users. [For an example of a 
system description for a non-e-commerce 
based system, refer to Appendix C 
(paragraph .43).]

The entity’s system availability and related 
security commitments and required system 
availability and related security obligations 
of its customers and other external users are 
posted on the entity’s Web site and/or as 
part of the entity’s standard services 
agreement. Service-level agreements are 
reviewed with the customer annually.

For its internal users (employees and 
contractors), the entity’s policies relating to 
system availability and security are 
reviewed with new employees and 
contractors as part of their orientation, and 
the key elements of the policies and their 
impact on the employee are discussed. New 
employees must sign a statement signifying 
that they have read, understand, and will 
follow these policies. Each year, as part of 
their performance review, employees must 
reconfirm their understanding of and 
compliance with the entity’s policies. 
Obligations of contractors are detailed in 
their contract.

A security awareness program has been 
implemented to communicate the entity’s IT 
security policies to employees.

The entity publishes its IT security policies 
on its corporate intranet.

The network operations team is responsible 
for implementing the entity’s availability 
policies under the direction of the chief 
information officer (CIO). The security 
administration team is responsible for 
implementing the related security policies.

The network operations team has custody of 
and is responsible for the day-to-day 
maintenance of the entity’s availability 
policies, and recommends changes to the 
CIO and the IT steering committee. The 
security administration team is responsible 
for the related security policies.

Availability and related security 
commitments are reviewed with the 
customer account managers as part of the 
annual IT planning process.
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Criteria Illustrative Controls

2.4 The process for informing the 
entity about system availability 
issues and breaches of system 
security and for submitting 
complaints is communicated to 
authorized users.

2.5 Changes that may affect 
system availability and system 
security are communicated to 
management and users who 
will be affected.

The process for customers and external 
users to inform the entity of system 
availability issues, possible security 
breaches, and other incidents is posted on 
the entity’s Web site and/or is provided as 
part of the new user welcome kit.

The entity’s user training program includes 
modules dealing with the identification and 
reporting of system availability issues, 
security breaches, and other incidents.

The entity’s security awareness program 
includes information concerning the 
identification of possible security breaches 
and the process for informing the security 
administration team.

Documented procedures exist for the 
identification and escalation of system 
availability issues, security breaches, and 
other incidents.

Changes that may affect system availability, 
customers and users and their security 
obligations, or the entity’s security 
commitments are highlighted on the entity’s 
Web site.

Changes that may affect system availability 
and related system security are reviewed 
and approved by affected customers under 
the provisions of the standard services 
agreement before implementation of the 
proposed change.

Planned changes to system components and 
the scheduling of those changes are reviewed 
as part of the monthly IT steering committee 
meetings.

Changes to system components, including 
those that may affect system security, 
require the approval of the manager of 
network operations and/or the security 
administration team, before implementation.

There is periodic communication of system 
changes, including changes that affect 
availability and system security.

Changes that affect system security are 
incorporated into the entity’s ongoing 
security awareness program.

(continued)
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Criteria Illustrative Controls

3.0  Procedures: The entity uses procedures to achieve its documented 
system availability objectives in accordance with its defined policies.

3.1 Procedures exist to protect the 
system against potential risks 
(for example, environmental 
risks, natural disasters, labor 
disputes, and routine 
operational errors and 
omissions) that might disrupt 
system operations and impair 
system availability.

3.2 Procedures exist to provide for 
backup, offsite storage, 
restoration, and disaster 
recovery consistent with the 
entity’s defined system 
availability and related 
security policies.

A risk assessment is prepared and reviewed 
on a regular basis or when a significant 
change occurs in either the internal or 
external physical environment. Threats such 
as fire, flood, dust, power failure, excessive 
heat and humidity, and labor problems have 
been considered.
Management maintains measures to protect 
against environmental factors (for example, 
fire, flood, dust, power failure, and excessive 
heat and humidity) based on its risk 
assessment. The entity’s controlled areas are 
protected against fire using both smoke 
detectors and a fire suppression system. 
Water detectors are installed within the 
raised floor areas.
The entity site is protected against a 
disruption in power supply to the processing 
environment by both uninterruptible power 
supplies (UPS) and emergency power 
supplies (EPS). This equipment is tested 
semiannually.
Preventive maintenance agreements and 
scheduled maintenance procedures are in 
place for key system hardware components.
Vendor warranty specifications are complied 
with and tested to determine if the system is 
properly configured.
Procedures to address minor processing 
errors, outages, and destruction of records 
are documented.
Procedures exist for the identification, 
documentation, escalation, resolution, and 
review of problems.
Physical and logical security controls are 
implemented to reduce the opportunity for 
unauthorized actions that could impair 
system availability.
Management has implemented a 
comprehensive strategy for backup and 
restoration based on a review of business 
requirements. Backup procedures for the 
entity are documented and include 
redundant servers, daily incremental 
backups of each server, and a complete 
backup of the entire week’s changes on a 
weekly basis. Daily and weekly backups are 
stored offsite in accordance with the entity’s 
system availability policies.
Disaster recovery and contingency plans are 
documented.
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Criteria Illustrative Controls

The disaster recovery plan defines the roles 
and responsibilities and identifies the 
critical information technology application 
programs, operating systems, personnel, 
data files, and time frames needed to ensure 
high availability and system reliability 
based on the business impact analysis.
The business continuity planning (BCP) 
coordinator reviews and updates the 
business impact analysis with the lines of 
business annually.
Disaster recovery and contingency plans are 
tested annually in accordance with the 
entity’s system availability policies. Testing 
results and change recommendations are 
reported to the entity’s management 
committee.
The entity’s management committee reviews 
and approves changes to the disaster 
recovery plan.
All critical personnel identified in the 
business continuity plan hold current 
versions of the plan, both onsite and offsite. 
An electronic version is stored offsite.

3.3 Procedures exist to provide for 
the integrity of backup data 
and systems maintained to 
support the entity’s defined 
system availability and related 
security policies.

Automated backup processes include 
procedures for testing the integrity of the 
backup data.
Backups are performed in accordance with 
the entity’s defined backup strategy, and 
usability of backups is verified at least 
annually.
Backup systems and data are stored offsite 
at the facilities of a third-party service 
provider.
Under the terms of its service provider 
agreement, the entity performs an annual 
verification of media stored at the offsite 
storage facility. As part of the verification, 
media at the offsite location are matched to 
the appropriate media management system. 
The storage site is reviewed biannually for 
physical access security and security of data 
files and other items.
Backup systems and data are tested as part 
of the annual disaster recovery test.

Security-related criteria relevant to the system’s availability
3.4 Procedures exist to restrict 

logical access to the defined 
system including, but not 
limited to, the following 
matters:

a. Registration and authorization of new users:

• Customers can self-register on the entity’s 
Web site, under a secure session in which 
they provide new user information and

a. Registration and 
authorization of new users.

b. Identification and 
authentication of users.

select an appropriate user identification 
(ID) and password. Privileges and 
authorizations associated with 
self-registered customer accounts provide 
specific limited system functionality.

(continued)
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Criteria Illustrative Controls

c. The process to make changes 
and updates to user profiles.

d. The process to grant system 
access privileges and 
permissions.

e. Restriction of access to 
system configurations, 
superuser functionality, 
master passwords, powerful 
utilities, and security 
devices (for example, 
firewalls).

• The ability to create or modify users 
access privileges (other than the 
limited functionality “customer 
accounts”) is limited to the security 
administration team.

• The line-of-business supervisor 
authorizes access privilege change 
requests for employees and 
contractors. Customer access 
privileges beyond the default 
privileges granted during 
self-registration are approved by the 
customer account manager. Proper 
segregation of duties is considered in 
granting privileges.

b. Identification and authentication of users:
• Users are required to log on to the 

entity’s network and application 
systems with their user ID and 
password before access is granted. 
Unique user IDs are assigned to 
individual users. Passwords must 
contain at least six characters, one of 
which is nonalphanumeric. Passwords 
are case sensitive and must be 
updated every 90 days.

c. Changes and updates to user profiles:
• Changes and updates to 

self-registered customer accounts can 
be done by the individual user at any 
time on the entity’s Web site after the 
user has successfully logged onto the 
system. Changes are reflected 
immediately.

• Unused customer accounts (no 
activity for six months) are purged by 
the system.

• Changes to other accounts and 
profiles are restricted to the security 
administration team and require the 
approval of the appropriate 
line-of-business supervisor or 
customer account manager.

• Accounts for terminated employees 
are deactivated upon notice of 
termination being received from the 
human resources team.

d. The process to grant system access 
privileges and permissions:
• All paths that allow access to 

significant information resources are 
controlled by the access control 
system and operating system facilities. 
Access requires users to provide their 
user ID and password. Privileges are 
granted to authenticated users based 
on their user profiles.
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Criteria Illustrative Controls__________
• The login session is terminated after 

three unsuccessful login attempts. 
Terminated login sessions are logged 
for follow-up.

e. Restriction of access to system 
configurations, superuser functionality, 
master passwords, powerful utilities, and 
security devices:
• Hardware and operating system 

configuration tables are restricted to 
appropriate personnel.

• Application software configuration 
tables are restricted to authorized 
users and under the control of 
application change management 
software.

• Utility programs that can read, add, 
change, or delete data or programs 
are restricted to authorized technical 
services staff. Usage is logged and 
monitored by the manager of 
computer operations.

• The information security team, under 
the direction of the CIO, maintains 
access to firewall and other logs, as 
well as access to any storage media. 
Any access is logged and reviewed 
quarterly.

• A listing of all master passwords is 
stored in an encrypted database and 
an additional copy is maintained in a 
sealed envelope in the entity safe.

3.5 Procedures exist to restrict 
physical access to the defined 
system including, but not 
limited to, facilities, backup 
media, and other system 
components such as firewalls, 
routers, and servers.

Physical access to the computer rooms, 
which house the entity’s IT resources, 
servers, and related hardware such as 
firewalls and routers, is restricted to 
authorized individuals by card key systems 
and monitored by video surveillance.

Physical access cards are managed by 
building security staff. Access card usage is 
logged. Logs are maintained and reviewed 
by building security staff.
Requests for physical access privileges to the 
entity’s computer facilities require the 
approval of the manager of computer 
operations.
Documented procedures exist for the 
identification and escalation of potential 
security breaches.
Offsite backup data and media are stored at 
service provider facilities. Access to offsite 
data and media requires the approval of the 
manager of computer operations.

(continued)
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Criteria Illustrative Controls
3.6 Procedures exist to protect 

against unauthorized logical 
access to the defined system.

Login sessions are terminated after three 
unsuccessful login attempts. Terminated 
login sessions are logged for follow-up by the 
security administrator.

Virtual private networking (VPN) software 
is used to permit remote access by 
authorized users. Users are authenticated by 
the VPN server through specific “client” 
software and user ID and passwords.
Firewalls are used and configured to prevent 
unauthorized access. Firewall events are 
logged and reviewed daily by the security 
administrator.
Unneeded network services (for example, 
telnet, ftp, and http) are deactivated on the 
entity’s servers. A listing of the required and 
authorized services is maintained by the IT 
department. This list is reviewed by entity 
management on a routine basis for its 
appropriateness for the current operating 
conditions.
Intrusion detection systems are used to 
provide continuous monitoring of the entity’s 
network and early identification of potential 
security breaches.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.

3.7 Procedures exist to protect 
against infection by computer 
viruses, malicious codes, and 
unauthorized software.

In connection with other security 
monitoring, the security administration 
team participates in user groups and 
subscribes to services relating to computer 
viruses.
Antivirus software is in place, including 
virus scans of incoming e-mail messages. 
Virus signatures are updated at least weekly.
Any viruses discovered are reported to the 
security team and an alert is created for all 
users notifying them of a potential virus 
threat.

3.8 Encryption or other equivalent 
security techniques are used to 
protect user authentication 
information and the 
corresponding session 
transmitted over the Internet 
or other public networks.

The entity uses 128-bit secure sockets layer 
(SSL) encryption for transmission of private 
or confidential information over public 
networks, including user ID and password. 
Users are required to upgrade their browser 
to the most current version tested and 
approved for use by the security 
administration team to avoid possible 
security problems.
Account activity, subsequent to successful 
login, is encrypted through a 128-bit SSL 
session. Users are logged out on request (by 
selecting the “Sign-out” button on the Web 
site) or after 10 minutes of inactivity.
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_____ Criteria Illustrative Controls
3.9 Procedures exist to identify, 

report, and act upon system 
availability issues and related 
security breaches and other 
incidents.

Users are provided instructions for 
communicating system availability issues, 
potential security breaches, and other issues 
to the help desk or customer service center.
Documented procedures exist for the 
escalation of system availability issues and 
potential security breaches that cannot be 
resolved by the help desk.
Network performance and system processing 
are monitored using system monitoring tools 
by onsite operations staff 24 hours a day, 7 
days a week. Documented procedures exist 
for the escalation and resolution of 
performance and processing availability 
issues.
Intrusion detection and other tools are used 
to identify, log, and report potential security 
breaches and other incidents. The system 
notifies the security administration team 
and/or the network administrator via e-mail 
and pager of potential incidents in progress.
Incident logs are monitored and evaluated 
by the information security team daily.
Documented incident identification and 
escalation procedures are approved by 
management.
Network performance, system availability, 
and security incident statistics and 
comparisons to approved targets are 
accumulated and reported to the IT steering 
committee monthly.
System performance and capacity analysis 
and projections are completed annually as 
part of the IT planning and budgeting 
process.

3.10 Procedures exist to provide that 
issues of noncompliance with 
system availability and related 
security policies are promptly 
addressed and that corrective 
measures are taken on a timely 
basis.

System processing and security-related 
issues are recorded and accumulated in a 
problem report. Corrective action is noted 
and monitored by management.
As a part of the monthly monitoring of the 
site, availability and site usage reports are 
compared to the disclosed availability levels. 
This analysis is used to forecast future 
capacity, reveal any performance issues, and 
provide a means of fine-tuning the system.
Standard procedures exist for the 
documentation, escalation, resolution, and 
review of problems.
On a routine basis, security policies, 
controls, and procedures are audited by the 
internal audit department. Results of such 
examinations are reviewed by management, 
a response is prepared, and a remediation 
plan is put in place.

(continued)
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Criteria Illustrative Controls
Entity management evaluates the level of 
performance it receives from the Internet 
service provider (ISP) which hosts the entity 
Web site. This evaluation is done by 
evaluating the provider’s actual performance 
as compared to agreed service-level 
commitments including measures for system 
processing performance levels, availability, 
and security controls the ISP has in place.
Management receives an annual 
independent third-party report on the 
adequacy of internal controls from its 
Web-hosting service provider. Management 
reviews these reports and follows up with 
the service provider management on any 
open items or causes for concern.

Criteria related to the system components used to achieve the objectives
3.11 Design, acquisition, 

implementation, configuration, 
modification, and management 
of infrastructure and software 
related to system availability 
and security are consistent 
with defined system 
availability and related 
security policies.

The entity has adopted a formal systems 
development life cycle (SDLC) methodology 
that governs the development, acquisition, 
implementation, and maintenance of 
computerized information systems and 
related technology.
The SDLC methodology includes a 
framework for:

• Establishing performance level and 
system availability requirements based 
on user needs.

• Maintaining the entity’s backup and 
disaster recovery planning processes in 
accordance with user requirements.

• Classifying data and creating standard 
user profiles that are established based 
on an assessment of the business impact 
of the loss of security; assigning standard 
profiles to users based on needs and 
functional responsibilities.

• Testing changes to system components to 
minimize the risk of an adverse impact to 
system performance and availability.

• Development of “backout” plans before 
implementation of changes.

Owners of the information and data 
establish processing performance and 
availability benchmarks, classify its 
sensitivity, and determine the level of 
protection required to maintain an 
appropriate level of security.
The security administration team reviews 
and approves the architecture and design 
specifications for new systems development 
and/or acquisition to ensure consistency with 
the entity’s availability and related security 
policies.
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Criteria Illustrative Controls

3.12 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation 
of systems affecting availability 
and security are qualified to 
fulfill their responsibilities.

Changes to system components that may 
affect systems processing performance, 
availability, and security require the 
approval of the security administration team. 
The access control and operating system 
facilities have been installed, including the 
implementation of options and parameters, 
to restrict access in accordance with the entity’s 
security objectives, policies, and standards.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.
The entity has written job descriptions 
specifying the responsibilities and academic 
and professional requirements for key job 
positions.
Hiring procedures include a comprehensive 
screening of candidates for key positions and 
consideration of whether the verified 
credentials are commensurate with the 
proposed position. New personnel are offered 
employment subject to background checks 
and reference validation.
Candidates, including internal transfers, are 
approved by the line-of-business manager 
before the employment position is offered.
Periodic performance appraisals are 
performed by employee supervisors and 
include the assessment and review of 
professional development activities.
Personnel receive training and development 
in system availability concepts and issues.
Procedures are in place to provide alternate 
personnel for key system availability 
functions in case of absence or departure.

Maintainability-related criteria applicable to the system’s availability
3.13 Procedures exist to maintain 

system components, including 
configurations consistent with 
the defined system availability 
and related security policies.

Entity management receives a third-party 
opinion on the adequacy of security controls, 
and routinely evaluates the level of 
performance it receives (in accordance with 
its contractual service-level agreement) from 
the service provider that hosts the entity’s 
systems and Web site.
The IT department maintains a fisting of all 
software and the respective level, version, 
and patches that have been applied.
Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

(continued)
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Criteria Illustrative Controls
Staffing, infrastructure, and software 
requirements are periodically evaluated and 
resources are allocated consistent with the 
entity’s availability and related security 
policies.

System configurations are tested annually 
and evaluated against the entity’s processing 
performance, availability, and security 
policies, and current service-level 
agreements. An exception report is prepared 
and remediation plans are developed and 
tracked.

3.14 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made 
to the system.

The IT steering committee, which includes 
representatives from the lines of business 
and customer support, meets monthly and 
reviews anticipated, planned, or 
recommended changes to the entity’s 
availability and related security policies, 
including the potential impact of legislative 
changes.

Senior management has implemented a 
division of roles and responsibilities that 
segregates incompatible functions.

The entity’s documented systems 
development methodology describes the 
change initiation, software development and 
maintenance, and approval processes, as 
well as the standards and controls that are 
embedded in the processes. These include 
programming, documentation, and testing 
standards.

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.
Changes to system infrastructure and 
software are developed and tested in a 
separate development or test environment 
before implementation into production.
As part of the change control policies and 
procedures, there is a “promotion” process 
(for example, from “test” to “staging” to 
“production”). Promotion to production 
requires the approval of the business owner 
who sponsored the change and the manager 
of computer operations.
When changes are made to key systems 
components, there is a “backout” plan 
developed for use in the event of major 
interruption(s).
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3.15 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact 
approval).

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.
Emergency changes that require deviations 
from standard procedures are logged and 
reviewed by IT management daily and 
reported to the affected line-of-business 
manager. Permanent corrective measures 
follow the entity’s change management 
process, including line-of-business approvals.

4.0 Monitoring: The entity monitors the system and takes action to 
maintain compliance with its defined system availability policies.

4.1 The entity’s system availability 
and security performance is 
periodically reviewed and 
compared with the defined 
system availability and related 
security policies.

4.2 There is a process to identify 
and address potential 
impairments to the entity’s 
ongoing ability to achieve its 
objectives in accordance with 
its defined system availability 
and related security policies.

Network performance and system processing 
are monitored using system monitoring tools 
by onsite operations staff 24 hours a day, 7 
days a week. Network performance, system 
availability, and security incident statistics 
and comparisons to approved targets are 
accumulated and reported to the IT steering 
committee monthly.
The customer service group monitors system 
availability and related customer 
complaints. It provides a monthly report of 
such matters together with 
recommendations for improvement, which 
are considered and acted on at the monthly 
IT steering committee meetings.
The information security team monitors the 
system and assesses the system 
vulnerabilities using proprietary and other 
tools. Potential risk is evaluated and 
compared to service-level agreements and 
other obligations of the entity. Remediation 
plans are proposed and implementation is 
monitored.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. The internal 
audit function conducts system availability 
and system security reviews as part of its 
annual audit plan. Results and 
recommendations for improvement are 
reported to management.
Network performance and system processing 
are monitored using system monitoring tools 
by onsite operations staff 24 hours a day, 7 
days a week. Network performance, system 
availability, and security incident statistics 
and comparisons to approved targets are 
accumulated and reported to the IT steering 
committee monthly.

(continued)
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Criteria Illustrative Controls

4.3 Environmental and 
technological changes are 
monitored and their effect on 
system availability and security 
is assessed on a timely basis.

Future system performance, availability, 
and capacity requirements are projected and 
analyzed as part of the annual IT planning 
and budgeting process.

Logs are analyzed to identify trends that 
may have a potential impact on the entity’s 
ability to achieve its system availability and 
related security objectives.

Monthly IT staff meetings are held to 
address system performance, availability, 
capacity, and security concerns and trends; 
findings are discussed at quarterly 
management meetings.

The entity’s data center facilities include 
climate and environmental monitoring 
devices. Deviations from optimal 
performance ranges are escalated and 
resolved.

Senior management, as part of its annual IT 
planning process, considers developments in 
technology and the impact of applicable laws 
or regulations on the entity’s availability 
and related security policies.

The entity’s customer service group monitors 
the impact of emerging technologies, customer 
requirements, and competitive activities.

Processing Integrity Principle and Criteria
.21 The processing integrity principle refers to the completeness, accu­

racy, timeliness, and authorization of system processing. Processing integrity 
exists if a system performs its intended function in an unimpaired manner, free 
from unauthorized or inadvertent manipulation. Completeness generally indi­
cates that all transactions and services are processed or performed without 
exception, and that transactions and services are not processed more than 
once. Accuracy includes assurances that key information associated with the 
submitted transaction will remain accurate throughout the processing of the 
transaction and the transaction or services are processed or performed as 
intended. The timeliness of the provision of services or the delivery of goods is 
addressed in the context of commitments made for such delivery. Authorization 
includes assurances that processing is performed in accordance with the required 
approvals and privileges defined by policies governing system processing.

.22 The risks associated with processing integrity are that the party 
initiating the transaction will not have the transaction completed or the service 
provided correctly, and in accordance with the desired or specified request. 
Without appropriate processing integrity controls, the buyer may not receive 
the goods or services ordered, receive more than requested, or receive the 
wrong goods or services altogether. However, if appropriate processing integrity 
controls exist and are operational within the system, the buyer can be reasonably 
assured that the correct goods and services in the correct quantity at the 
correct price are received when promised. Processing integrity addresses all of 
the system components including procedures to initiate, record, process, and report

§17,100.21 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Trust Services Criteria and Illustrations 52,081
the information, product, or service that is the subject of the engagement. The 
nature of data input in e-commerce systems typically involves the user enter­
ing data directly over Web-enabled input screens or forms, whereas in other 
systems, the nature of data input can vary significantly. Because of this 
difference in data input processes, the nature of controls over the completeness 
and accuracy of data input in e-commerce systems may be somewhat different 
than for other systems. The illustrative controls outlined in the following table 
identify some of these differences.

.23 Processing integrity differs from data integrity. Processing integrity 
does not automatically imply that the information stored by the system is 
complete, accurate, current, and authorized. If a system processes information 
inputs from sources outside of the system’s boundaries, an entity can establish 
only limited controls over the completeness, accuracy, authorization, and 
timeliness of the information submitted for processing. Errors that may have 
been introduced into the information and the control procedures at external 
sites are typically beyond the entity’s control. When the information source is 
explicitly excluded from the description of the system that defines the engage­
ment, it is important to describe that exclusion in the system description. In 
other situations, the data source may be an inherent part of the system being 
examined, and controls over the completeness, accuracy, authorization, and 
timeliness of information submitted for processing would be included in the 
scope of the system as described.
Processing Integrity Principle and Criteria Table

.24 System processing is complete, accurate, timely, and authorized.

Criteria Illustrative Controls
1.0  Policies: The entity defines and documents its policies for the 

processing integrity of its system.

1.1 The entity’s processing 
integrity and related 
security policies are established 
and periodically reviewed and 
approved by a designated 
individual or group.

1.2 The entity’s system processing 
integrity and related security 
policies include, but may not be 
limited to, the following matters:

a. Identification and 
documentation of the system 
processing integrity and 
related security 
requirements of authorized 
users.

The entity’s documented systems 
development and acquisition process 
includes procedures to identify and 
document authorized users of the system 
and their processing integrity and related 
security requirements.

User requirements are documented in 
service-level agreements or other documents.

The security officer reviews security policies 
annually and submits proposed changes as 
needed for approval by the information 
technology (IT) standards committee.

The entity’s documented processing integrity 
and related security policies contain the 
elements set out in criterion 1.2.

(continued)
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Criteria Illustrative Controls

b. Allowing access, the nature 
of that access, and who 
authorizes such access.

c. Preventing unauthorized 
access.

d. The procedures to add new 
users, modify the access 
levels of existing users, and 
remove users who no longer 
need access.

e. Assignment of responsibility 
and accountability for 
system processing integrity 
and related security.

f. Assignment of responsibility 
and accountability for 
system changes and 
maintenance.

g. Testing, evaluating, and 
authorizing system 
components before 
implementation.

h. Addressing how complaints 
and requests relating to 
system processing integrity 
and related security issues 
are resolved.

i. The procedures to handle 
errors and omissions and 
other system processing 
integrity and related 
security breaches and other 
incidents.

j. Provision for allocation for 
training and other resources 
to support its system 
processing integrity and 
related system security 
policies.

k. Provision for the handling of 
exceptions and situations 
not specifically addressed in 
its system processing 
integrity and related system 
security policies.

l. Provision for the 
identification of, and 
consistency with, applicable 
laws and regulations, 
defined commitments, 
service-level agreements, 
and other contracts.
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___________ Criteria___________
1.3 Responsibility and 

accountability for the 
entity’s system processing 
integrity and related system 
security policies, and 
changes, updates, and 
exceptions to those policies, 
are assigned.

_________ Illustrative Controls_________
Management has assigned responsibilities 
for the implementation of the entity’s 
processing integrity and related security 
policies to the chief information officer 
(CIO). Others on the executive committee 
assist in the review, update, and approval 
of the policies as outlined in the executive 
committee handbook.
Ownership and custody of significant 
information resources (for example, data, 
programs, and transactions) and 
responsibility for establishing and 
maintaining system processing integrity and 
related security over such resources is 
defined.

2.0 Communications: The entity communicates its documented system 
processing integrity policies to authorized users.

2.1 The entity has prepared an 
objective description of the 
system and its boundaries 
and communicated such 
description to authorized 
users.
If the system is an 
e-commerce system, 
additional information 
provided on its Web-site 
includes, but may not be 
limited to, the following 
matters:

For its e-commerce system, the entity has 
posted a system description including the 
elements set out in criterion 2.1 on its Web 
site. [For an example of a system description 
and additional disclosures for an e-commerce 
system, refer to Appendix B (paragraph .42).]
For its non-e-commerce system, the entity 
has provided a system description to 
authorized users. [For an example of a 
system description for a non-e-commerce 
based system, refer to Appendix C 
(paragraph .43).]

a. Descriptive information 
about the nature of the 
goods or services that will 
be provided, including, 
where appropriate:
• Condition of goods 

(meaning, whether they 
are new, used, or 
reconditioned).

• Description of services (or 
service contract). 

• Sources of information ■ 
(meaning, where it was 
obtained and how it was 
compiled).

b. The terms and conditions 
by which it conducts its 
e-commerce transactions 
including, but not limited to, 
the following matters:
• Time frame for comple­

tion of transactions (trans­
action means fulfillment 
of orders where goods are 
being sold and delivery of 
service where a service is 
being provided).

(continued)
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___________ Criteria
• Time frame and process 

for informing customers 
of exceptions to normal 
processing of orders or 
service requests.

• Normal method of deliv­
ery of goods or services, 
including customer 
options, where applicable.

• Payment terms, including 
customer options, if any.

• Electronic settlement 
practices and related 
charges to customers.

• How customers may 
cancel recurring charges, 
if any.

• Product return policies 
and limited liability, 
where applicable.

c. Where customers can obtain 
warranty, repair service, 
and support related to the 
goods and services 
purchased on its Web site.

d. Procedures for resolution of 
issues regarding processing 
integrity. These may relate 
to any part of a customer’s 
e-commerce transaction, 
including complaints related 
to the quality of services and 
products, accuracy, 
completeness, and the 
consequences for failure to 
resolve such complaints.

2.2 The processing integrity and 
related security obligations of 
users and the entity’s 
processing integrity and related 
security commitments to users 
are communicated to 
authorized users.

The entity’s processing integrity and related 
security commitments and required 
processing integrity and related security 
obligations of its customers and other 
external users are posted on the entity’s 
Web site and/or as part of the entity’s 
standard services agreement.
For its internal users (employees and 
contractors), the entity’s policies relating to 
processing integrity and security are 
reviewed with new employees and 
contractors as part of their orientation, and 
the key elements of the policies and their 
impact on the employee are discussed. New 
employees must sign a statement signifying 
that they have read, understand, and will 
follow these policies. Each year, as part of 
their performance review, employees must 
reconfirm their understanding of and 
compliance with the entity’s processing 
integrity and security policies. Obligations of 
contractors are detailed in their contract.
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Criteria Illustrative Controls

2.3 Responsibility and 
accountability for the entity’s 
system processing integrity and 
related security policies, and 
changes and updates to those 
policies, are communicated to 
entity personnel responsible for 
implementing them.

2.4 The process for obtaining 
support and informing the 
entity about system processing 
integrity issues, errors and 
omissions, and breaches of 
systems security and for 
submitting complaints is 
communicated to authorized 
users.

2.5 Changes that may affect system 
processing integrity and system 
security are communicated to 
management and users who 
will be affected.

A security awareness program has been 
implemented to communicate the entity’s 
processing integrity and related security 
policies to employees.
The entity publishes its IT security policies 
on its corporate intranet.
Management has assigned responsibilities 
for the enforcement of the entity’s processing 
integrity policies to the chief financial officer 
(CFO). The security administration team is 
responsible for implementing the entity’s 
security policies under the direction of the 
CIO. Others on the executive committee 
assist in the review and update of the policy 
as outlined in the executive committee 
handbook.
The security administration team has 
custody of and is responsible for the 
day-to-day maintenance of the entity’s 
security policies, and recommends changes 
to the CIO and the IT steering committee. 
Processing integrity and related security 
commitments are reviewed with the 
customer account managers as part of the 
annual IT planning process.
The process for customers and external 
users to inform the entity of possible 
processing integrity issues, security 
breaches, and other incidents is posted on 
the entity’s Web site and/or is provided as 
part of the new user welcome kit.
The entity’s user training and security 
awareness programs include information 
concerning the identification of processing 
integrity issues and possible security 
breaches, and the process for informing the 
security administration team.
Documented procedures exist for the 
identification and escalation of system 
processing integrity issues, security 
breaches, and other incidents.
Changes that may affect customers and 
users and their processing integrity and 
related security obligations or the entity’s 
processing integrity and related security 
commitments are highlighted on the entity’s 
Web site.
Changes that may affect processing integrity 
and related system security are reviewed 
and approved by affected customers under 
the provisions of the standard services 
agreement before implementation of the 
proposed change.
Planned changes to system components and 
the scheduling of those changes are reviewed 
as part of the monthly IT steering committee 
meetings.

(continued)
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Criteria Illustrative Controls
Changes to system components, including 
those that may affect system security, 
require the approval of the security 
administrator and the sponsor of the change 
before implementation.
There is periodic communication of changes, 
including changes that affect system security.
Changes are incorporated into the entity’s 
ongoing user training and security 
awareness programs.

3.0 Procedures: The entity uses procedures to achieve its documented 
system processing integrity objectives in accordance with its defined 
policies.

3.1 The procedures related to 
completeness, accuracy, 
timeliness, and authorization 
of inputs are consistent with 
the documented system 
processing integrity 
policies.

If the system is an e-commerce 
system, the entity’s procedures 
include, but may not be limited 
to, the following matters:
• The entity checks each request 

or transaction for accuracy 
and completeness.

• Positive acknowledgment is 
received from the customer 
before the transaction is 
processed.

The entity has established data preparation 
procedures to be followed by user departments.
Data entry screens contain field edits and 
range checks, and input forms are designed 
to reduce errors and omissions.
Source documents are reviewed for 
appropriate authorizations before input.
Error handling procedures are followed 
during data origination to ensure that errors 
and irregularities are detected, reported, 
and corrected.
Original source documents are retained on 
image management systems for a minimum 
of seven years, to facilitate the retrieval or 
reconstruction of data as well as to satisfy 
legal requirements.
Logical access controls restrict data entry 
capability to authorized personnel. (See 3.5 
in this table.)
The customer account manager performs a 
regular review of customer complaints, 
back-order logs, and other transactional 
analysis. This information is compared to 
customer service agreements.
The entity protects information from 
unauthorized access, modification, and 
misaddressing during transmission and 
transport using a variety of methods including:
• Encryption of transmission information.
• Batch header and control total 

reconciliations.
• Message authentication codes and hash 

totals.
• Private leased lines or virtual private 

networking connections with authorized 
users.

• Bonded couriers and tamper-resistant 
packaging.
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Criteria, Illustrative Controls

3.2 The procedures related to 
completeness, accuracy, 
timeliness, and authorization of 
system processing, including 
error correction and database 
management, are consistent 
with documented system 
processing integrity policies.

If the system is an e-commerce 
system, the entity’s procedures 
include, but are not necessarily 
limited to, the following 
matters:

• The correct goods are 
shipped in the correct 
quantities in the time 
frame agreed upon, or 
services and information 
are provided to the 
customer as requested.

• Transaction exceptions are 
promptly communicated to 
the customer.

• Incoming messages are 
processed and delivered 
accurately and completely 
to the correct IP address.

Because of the Web-based nature of the input 
process, the nature of the controls to achieve 
the criterion set out in 3.1 may take somewhat 
different forms, such as:
• Account activity, subsequent to 

successful login, is encrypted through a 
128-bit secure sockets layer (SSL) session.

• Web scripts contain error checking for 
invalid inputs.

• The entity’s order processing system 
contains edits, validity, and range checks, 
which are applied to each order to check 
for accuracy and completeness of 
information before processing.

• Before a transaction is processed by the 
entity, the customer is presented with a 
request to confirm the intended 
transaction and the customer is required 
to click on the “Yes, please process this 
order” button before the transaction is 
processed.

The entity e-mails an order confirmation to 
the customer-supplied e-mail address. The 
order confirmation contains order details, 
shipping and delivery information, and a 
link to an online customer order tracking 
service. Returned e-mails are investigated 
by customer service.
Responsibility for order processing, 
application of credits and cash receipts, 
custody of inventory, user account 
management, and database management 
have been segregated.
The entity’s documented systems 
development life cycle (SDLC) methodology 
is used in the development of new 
applications and the maintenance of existing 
applications. The methodology contains 
required procedures for user involvement, 
testing, conversion, and management 
approvals of system processing integrity 
features.
Computer operations and job scheduling 
procedures exist, are documented, and 
contain procedures and instructions for 
operations personnel regarding system 
processing integrity objectives, policies, and 
standards. Exceptions require the approval 
of the manager of computer operations.
The entity’s application systems contain edit 
and validation routines to check for 
incomplete or inaccurate data. Errors are 
logged, investigated, corrected, and 
resubmitted for input. Management reviews 
error logs daily to ensure that errors are 
corrected on a timely basis.

(continued)
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• Outgoing messages are 
processed and delivered 
accurately and completely to 
the service provider’s (SP’s) 
Internet access point.

• Messages remain intact 
while in transit within the 
confines of the SP’s network.

3.3 The procedures related to 
completeness, accuracy, 
timeliness, and authorization of 
outputs are consistent with the 
documented system processing 
integrity policies.

If the system is an e-commerce 
system, the entity’s procedures 
include, but are not necessarily 
limited to, the following 
matters:

• The entity displays sales 
prices and all other costs and 
fees to the customer before 
processing the transaction.

End-of-day reconciliation procedures 
include the reconciliation of the number 
of records accepted to the number of 
records processed to the number of 
records output.
The following additional controls are 
included in the entity’s e-commerce 
system:
• Packing slips are created from the 

customer sales order and checked by 
warehouse staff as the order is packed.

• Commercial delivery methods are used 
that reliably meet expected delivery 
schedules. Vendor performance is 
monitored and assessed periodically.

• Service delivery targets are maintained 
and actual services provided are 
monitored against such targets.

• The entity uses a feedback questionnaire 
to confirm customer satisfaction with 
completion of service or delivery of 
information to the customer.

• Computerized back-order records are 
maintained and are designed to notify 
customers of back orders within 24 hours. 
Customers are given the option to cancel 
a back order or have an alternate item 
delivered.

• Monitoring tools are used to continuously 
monitor latency, packet loss, hops, and 
network performance.

• The organization maintains network 
integrity software and has documented 
network management policies.

• Appropriately documented escalation 
procedures are in place to initiate 
corrective actions to unfavorable 
network performance.

Written procedures exist for the distribution 
of output reports that conform to the system 
processing integrity objectives, policies, and 
standards.
Control clerks reconcile control totals of 
transaction input to output reports daily, on 
both a system-wide and an individual 
customer basis. Exceptions are logged, 
investigated, and resolved.
The customer service department logs calls 
and customer complaints. An analysis of 
customer calls, complaints, back-order logs, 
and other transactional analysis and 
comparison to the entity’s processing 
integrity policies are reviewed at monthly 
management meetings, and action plans are 
developed and implemented as necessary.
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• Transactions are billed and 
electronically settled as 
agreed.

The following additional controls are 
included in the entity’s e-commerce 
system:

• Billing or settlement errors 
are promptly corrected.

• All costs, including taxes, shipping, and 
duty costs, and the currency used, are 
displayed to the customer. Customer 
accepts the order, by clicking on the “yes” 
button, before the order is processed.

• Customers have the option of printing, 
before an online order is processed, an 
“order confirmation” for future 
verification with payment records (such 
as credit card statement) detailing 
information about the order (such as 
item(s) ordered, sales prices, costs, sales 
taxes, and shipping charges).

• All foreign exchange rates are displayed 
to the customer before performing a 
transaction involving foreign currency.

• Billing or settlement errors are followed 
up and corrected within 24 hours of 
reporting by the customer.

3.4 There are procedures to enable 
tracing of information inputs 
from their source to their final 
disposition and vice versa.

Input transactions are date and time 
stamped by the system and identified with 
the submitting source (user, terminal, IP 
address).

Each order has a unique identifier that can 
be used to access order and related shipment 
and payment settlement information. This 
information can also be accessed by 
customer name and dates of order, shipping, 
or billing.

The entity maintains transaction histories 
for a minimum of 10 years. Order history 
information is maintained online for three 
years and is available for immediate access 
by customer service representatives. After 
three years, this information is maintained 
in offline storage.

Original source documents are retained on 
image management systems for a minimum 
of seven years, to facilitate the retrieval or 
reconstruction of data as well as to satisfy 
legal requirements.

The entity performs an annual audit of tapes 
stored at the offsite storage facility. As part 
of the audit, tapes at the offsite location are 
matched to the appropriate tape 
management system.

(continued)
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Criteria Illustrative Controls

Security-related criteria relevant to the system’s processing integrity

3.5 Procedures exist to restrict a. 
logical access to the defined 
system including, but not 
limited to, the following 
matters:

a. Registration and 
authorization of new users.

b. Identification and 
authentication of authorized 
users.

c. The process to make changes 
and updates to user profiles.

d. The process to grant system 
access privileges and 
permissions.

e. Distribution of output 
restricted to authorized 
users.

f. Restriction of logical access 
to offline storage, backup 
data, systems, and media.

b.
g. Restriction of access to 

system configurations, 
superuser functionality, 
master passwords, powerful 
utilities, and security 
devices (for example, 
firewalls).

c.

Registration and authorization of new 
users:
• Customers can self-register on the 

entity’s Web site, under a secure 
session in which they provide new 
user information and select an 
appropriate user identification (ID) 
and password. Privileges and 
authorizations associated with self­
registered customer accounts provide 
specific limited system functionality.

• The ability to create or modify users 
and user access privileges (other than 
the limited functionality “customer 
accounts”) is limited to the security 
administration team.

• The line-of-business supervisor 
authorizes access privilege change 
requests for employees and 
contractors. Customer access 
privileges beyond the default 
privileges granted during 
self-registration are approved by the 
customer account manager. Proper 
segregation of duties is considered in 
granting privileges.

Identification and authentication of users:
• Users are required to log on to the 

entity’s network and application 
systems with their user ID and 
password before access is granted. 
Unique user IDs are assigned to 
individual users. Passwords must 
contain at least six characters, one of 
which is nonalphanumeric. Passwords 
are case sensitive and must be 
updated every 90 days.

Changes and updates to user profiles:
• Changes and updates to 

self-registered customer accounts can 
be done by the individual user at any 
time on the entity’s Web site after the 
user has successfully logged onto the 
system. Changes are reflected 
immediately.

• Unused customer accounts (no activity 
for six months) are purged by the system.

• Changes to other accounts and 
profiles are restricted to the security 
administration team and require the 
approval of the appropriate 
line-of-business supervisor or 
customer account manager.

• Accounts for terminated employees 
are deactivated upon notice of 
termination being received from the 
human resources team.
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d. The process to grant system access 
privileges and permissions:
• All paths that allow access to 

significant information resources are 
controlled by the access control 
system and operating system 
facilities. Access requires users to 
provide their user ID and password. 
Privileges are granted to 
authenticated users based on their 
user profiles.

• The login session is terminated after 
three unsuccessful login attempts. 
Terminated login sessions are logged 
for follow-up.

e. Distribution of output:
• Access to computer processing output 

is provided to authorized individuals 
based on the classification of the 
information.

• Processing outputs are stored in an 
area that reflects the classification of 
the information.

f. Restriction of logical access to offline 
storage, backup data, systems, and media: 
• Logical access to offline storage, 

backup data, systems, and media is 
limited to computer operations staff.

g. Restriction of access to system 
configurations, superuser functionality, 
master passwords, powerful utilities, and 
security devices:
• Hardware and operating system 

configuration tables are restricted to 
appropriate personnel.

• Application software configuration 
tables are restricted to authorized 
users and under the control of 
application change management 
software.

• Utility programs that can read, add, 
change, or delete data or programs 
are restricted to authorized technical 
services staff. Usage is logged and 
monitored by the manager of 
computer operations.

• The information security team, under 
the direction of the CIO, maintains 
access to firewall and other logs, as 
well as access to any storage media. 
Any access is logged and reviewed 
quarterly.

• A listing of all master passwords is 
stored in an encrypted database and 
an additional copy is maintained in a 
sealed envelope in the entity safe.

(continued)
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Illustrative ControlsCriteria

3.6 Procedures exist to restrict 
physical access to the defined 
system including, but not 
limited to, facilities, offline 
storage media, backup media 
and systems, and other system 
components such as firewalls, 
routers, and servers.

3.7 Procedures exist to protect 
against unauthorized logical 
access to the defined system.

Physical access to the computer rooms, 
which house the entity’s IT resources, 
servers, and related hardware such as 
firewalls and routers, is restricted to 
authorized individuals by card key systems 
and monitored by video surveillance.

Physical access cards are managed by 
building security staff. Access card usage is 
logged. Logs are maintained and reviewed 
by building security staff.

Requests for physical access privileges to the 
entity’s computer facilities require the 
approval of the manager of computer 
operations.

Documented procedures exist for the 
identification and escalation of potential 
security breaches.

Offsite backup data and media are stored at 
service provider facilities. Access to offsite 
data and media requires the approval of the 
manager of computer operations.

Login sessions are terminated after three 
unsuccessful login attempts. Terminated 
login sessions are logged for follow-up by the 
security administrator.

Virtual private networking (VPN) software 
is used to permit remote access by 
authorized users. Users are authenticated by 
the VPN server through specific “client” 
software and user ID and passwords.

Firewalls are used and configured to prevent 
unauthorized access. Firewall events are 
logged and reviewed daily by the security 
administrator.

Unneeded network services (for example, 
telnet, ftp, and http) are deactivated on the 
entity’s servers. A listing of the required and 
authorized services is maintained by the IT 
department. This list is reviewed by entity 
management on a routine basis for its 
appropriateness for the current operating 
conditions.

Intrusion detection systems are used to 
provide continuous monitoring of the entity’s 
network and early identification of potential 
security breaches.

The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.
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Criteria Illustrative Controls
3.8 Procedures exist to protect 

against infection by computer 
viruses, malicious codes, and 
unauthorized software.

3.9 Encryption or other equivalent 
security techniques are used to 
protect user authentication 
information and the 
corresponding session 
transmitted over the Internet 
or other public networks.

3.10 Procedures exist to identify, 
report, and act upon system 
processing integrity issues and 
related security breaches and 
other incidents.

3.11 Procedures exist to provide that 
issues of noncompliance with 
system processing integrity and 
related security policies are 
promptly addressed and that 
corrective measures are taken 
on a timely basis.

In connection with other security 
monitoring, the security administration 
team participates in user groups and 
subscribes to services relating to computer 
viruses.
Antivirus software is in place, including 
virus scans of incoming e-mail messages. 
Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the 
security team and an alert is created for all 
users notifying them of a potential virus 
threat.
The entity uses 128-bit secure sockets layer 
(SSL) encryption for transmission of private 
or confidential information over public 
networks, including user ID and password. 
Users are required to upgrade their browser 
to the most current version tested and 
approved for use by the security 
administration team to avoid possible 
security problems.
Account activity, subsequent to successful 
login, is encrypted through a 128-bit SSL 
session. Users are logged out on request (by 
selecting the “Sign-out” button on the Web 
site) or after 10 minutes of inactivity.
Users are provided instructions for 
communicating system processing integrity 
issues and potential security breaches to the 
IT hotline. Processing integrity issues are 
escalated to the manager of computer 
operations. The information security team 
investigates security-related incidents 
reported through customer hotlines and 
e-mail.
Production run and automated batch job 
scheduler logs are reviewed each morning 
and processing issues are identified, 
escalated, and resolved.
Intrusion detection and other tools are used 
to identify, log, and report potential security 
breaches and other incidents. The system 
notifies the security administration team 
and/or the network administrator via e-mail 
and pager of potential incidents in progress.
Incident logs are monitored and evaluated 
by the information security team daily.
Documented incident identification and 
escalation procedures are approved by 
management.
Computer operations team meetings are 
held each morning to review the previous 
day’s processing. Processing issues are 
discussed, remedial action is taken, and 
additional action plans are developed, 
where necessary, and implemented.

(continued)
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Criteria Illustrative Controls

Criteria related to the system
3.12 Design, acquisition, 

implementation, configuration, 
modification, and management 
of infrastructure and Software 
related to processing integrity 
and security are consistent 
with defined processing 
integrity and related security 
policies.

Standard procedures exist for the review, 
documentation, escalation, and resolution of 
system processing problems.
Entity management routinely evaluates the 
level of performance it receives from the 
Internet service provider (ISP) which hosts 
the entity’s Web site. This includes 
evaluating the security controls the ISP has 
in place by an independent third party as 
well as following up with the ISP 
management on any open items or causes for 
concern.
Processing integrity and related security 
issues are recorded and accumulated in a 
problem report. Corrective action is noted 
and monitored by management.
On a routine basis, processing integrity and 
related security policies, controls, and 
procedures are audited by the internal audit 
department. Results of such examinations 
are reviewed by management, a response is 
prepared, and a remediation plan is put in 
place.

components used to achieve the objectives

3.13 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation 
of Systems affecting processing 
integrity and security are 
qualified to fulfill their 
responsibilities.

The entity has adopted a formal systems 
development life cycle (SDLC) methodology 
that governs the development, acquisition, 
implementation, and maintenance of 
computerized information systems and 
related technology.
The SDLC methodology includes a 
framework for assigning ownership of 
systems and classifying data. Process owners 
are involved in development of user 
specifications, solution selection, testing, 
conversion, and implementation.
Owners of the information and data classify 
its sensitivity and determine the level of 
protection required to maintain an 
appropriate level of security.
The security administration team reviews 
and approves the architecture and design 
specifications for new systems development 
and/or acquisition to ensure consistency with 
the entity’s processing integrity and related 
security objectives, policies, and standards.
Process owner review, approval of test 
results, and authorization are required for 
implementation of changes.
A separate systems quality assurance group 
reporting to the CIO has been established.
The entity has written job descriptions 
specifying the responsibilities and academic 
and professional requirements for key job 
positions.
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Criteria Illustrative Controls
Hiring procedures include a comprehensive 
screening of candidates for key positions and 
consideration of whether the verified 
credentials are commensurate with the 
proposed position. New personnel are offered 
employment subject to background checks 
and reference validation.
Candidates, including internal transfers, are 
approved by the line-of-business manager 
before the employment position is offered. 
Periodic performance appraisals are 
performed by employee supervisors and 
include the assessment and review of 
professional development activities.
Personnel receive training and development 
in computer operations, system design and 
development, testing, and security concepts and 
issues.
Procedures are in place to provide alternate 
personnel for key system processing 
functions in case of absence or departure.

Maintainability-related criteria applicable to the system’s processing 
integrity

3.14 Procedures exist to maintain 
system components, including 
configurations consistent with 
the defined system processing 
integrity and related security 
policies.

Entity management receives a third-party 
opinion on the adequacy of security controls, 
and routinely evaluates the level of 
performance it receives (in accordance with its 
contractual service-level agreement) from the 
service provider that hosts the entity’s 
systems and Web site.
The IT department maintains a listing of all 
software and the respective level, version, 
and patches that have been applied.
Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests. 
Staffing, infrastructure, and software 
requirements are periodically evaluated and 
resources are allocated consistent with the 
entity’s processing integrity and related 
security policies.
System configurations are tested annually, 
and evaluated against the entity’s processing 
integrity and security policies and current 
service-level agreements. An exception 
report is prepared and remediation plans are 
developed and tracked:
The IT steering committee, which includes 
representatives from the lines of business 
and customer support, meets monthly and 
reviews anticipated, planned, or 
recommended changes to the entity’s 
processing integrity and related security 
policies, including the potential impact of 
legislative changes.

(continued)
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_____________ Criteria_____________
3.15 Procedures exist to provide that 

only authorized, tested, and 
documented changes are made 
to the system.

3.16 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact 
approval).

__________ Illustrative Controls__________
Senior management has implemented a 
division of roles and responsibilities that 
segregates incompatible functions.
The entity’s documented systems 
development methodology describes the 
change initiation, software development and 
maintenance, and testing and approval 
processes, as well as the standards and 
controls that are embedded in the processes. 
These include programming, documentation, 
and testing standards.
Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.
Changes to system infrastructure and 
software are developed and tested in a 
separate development and test environment 
before implementation into production.
As part of the change control policies and 
procedures, there is a “promotion” process 
(for example, from “test” to “staging” to 
“production”). Promotion to production 
requires the approval of the business owner 
who sponsored the change and the manager 
of computer operations.
When changes are made to key systems 
components, there is a “backout” plan 
developed for use in the event of major 
interruption(s).

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests. 
Emergency changes that require deviations 
from standard procedures are logged and 
reviewed by IT management daily and 
reported to the affected line-of-business 
manager. Permanent corrective measures 
follow the entity’s change management 
process, including line-of-business approvals.

Availability-related criteria applicable to the system’s processing integrity
3.17 Procedures exist tp protect the 

system against potential risks 
(for example, environmental 
risks, natural disasters, and 
routine operational errors and 
omissions) that might impair 
system processing integrity.

A risk assessment is prepared and reviewed 
on a regular basis or when a significant 
change occurs in either the internal or 
external physical environment. Threats such 
as fire, flood, dust, power failure, excessive 
heat and humidity, and labor problems have 
been considered.
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Criteria Illustrative Controls
Management maintains measures to protect 
against environmental factors (for example, 
fire, dust, power failure, and excessive heat 
and humidity) based on its risk assessment. 
The entity’s controlled areas are protected 
against fire using both smoke detectors and 
a fire suppression system. Water detectors 
are installed within the raised floor areas.
The entity site is protected against a 
disruption in power supply to the processing 
environment by both uninterruptible power 
supplies (UPS) and emergency power 
supplies (EPS). This equipment is tested 
semiannually.
Preventive maintenance agreements and 
scheduled maintenance procedures are in 
place for key system hardware components.
Vendor warranty specifications are complied 
with and tested to determine if the system is 
properly configured.
Procedures to address minor processing 
errors, outages, and destruction of records 
are documented.
Procedures exist for the identification, 
documentation, escalation, resolution, and 
review of problems.
Physical and logical security controls are 
implemented to reduce the opportunity for 
unauthorized actions that could impair 
system processing integrity.

3.18 Procedures exist to provide for 
restoration and disaster 
recovery consistent with the 
entity’s defined processing 
integrity policies.

Management has implemented a 
comprehensive strategy for backup and 
restoration based on a review of business 
requirements. Backup procedures for the 
entity are documented and include 
redundant servers, daily incremental 
backups of each server, and a complete 
backup of the entire week’s changes on a 
weekly basis. Daily and weekly backups are 
stored offsite in accordance with the entity’s 
system policies.
Disaster recovery and contingency plans are 
documented.
The disaster recovery plan defines the roles 
and responsibilities and identifies the 
critical information technology application 
programs, operating systems, personnel, 
data files, and time frames needed to ensure 
high availability and system reliability 
based on the business impact analysis.
The business continuity planning (BCP) 
coordinator reviews and updates the 
business impact analysis with the lines of 
business annually.

(continued)
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Criteria Illustrative Controls
Disaster recovery and contingency plans are 
tested annually in accordance with the 
entity’s system policies. Testing results and 
change recommendations are reported to the 
entity’s management committee.

The entity’s management committee reviews 
and approves changes to the disaster 
recovery plan.

All critical personnel identified in the 
business continuity plan hold current 
versions of the plan, both onsite and offsite. 
An electronic version is stored offsite.

3.19 Procedures exist to provide for 
the completeness, accuracy, and 
timeliness of backup data and 
systems.

Automated backup processes include 
procedures for testing the integrity of the 
backup data.

Backups are performed in accordance with 
the entity’s defined backup strategy, and 
usability of backups is verified at least 
annually.

Backup systems and data are stored offsite 
at the facilities of a third-party service 
provider.

Under the terms of its service provider 
agreement, the entity performs an annual 
verification of media stored at the offsite 
storage facility. As part of the verification, 
media at the offsite location are matched to 
the appropriate media management system. 
The storage site is reviewed biannually for 
physical access security and security of data 
files and other items.

Backup systems and data are tested as part 
of the annual disaster recovery test.

4.0 Monitoring: The entity monitors the system and takes action to maintain 
compliance with the defined system processing integrity policies.

4.1 System processing integrity 
and security performance is 
periodically reviewed and 
compared with the defined 
system processing integrity and 
related security policies.

System processing is monitored using 
system monitoring tools by onsite operations 
staff 24 hours a day, 7 days a week. 
Processing logs, performance and security 
incident statistics, and comparisons to 
approved targets are reviewed by the 
operations team daily and are accumulated 
and reported to the IT steering committee 
monthly.

The customer service group monitors system 
processing and related customer complaints. 
It provides a monthly report of such matters 
together with recommendations for 
improvement, which are considered and 
acted on at the monthly IT steering 
committee meetings.
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Criteria Illustrative Controls
The information security team monitors the 
system and assesses the system 
vulnerabilities using proprietary and other 
tools. Potential risk is evaluated and 
compared to service-level agreements and 
other obligations of the entity. Remediation 
plans are proposed and implementation is 
monitored.

The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. The internal 
audit function conducts processing integrity 
and system security reviews as part of its 
annual audit plan. Results and 
recommendations for improvement are 
reported to management.

4.2 There is a process to identify 
and address potential 
impairments to the entity’s 
ongoing ability to achieve its 
objectives in accordance with 
its defined system processing 
integrity and related security 
policies.

System processing is monitored using 
system monitoring tools by onsite operations 
staff 24 hours a day, 7 days a week. 
Processing logs and performance and 
security incident statistics and comparisons 
to approved targets are reviewed by the 
operations team daily and are accumulated 
and reported to the IT steering committee 
monthly.

Future system processing performance and 
capacity requirements are projected and 
analyzed as part of the annual IT planning 
and budgeting process.

Logs are analyzed to identify trends that 
may have a potential impact on the entity’s 
ability to achieve its system processing 
integrity and related security objectives.

Monthly IT staff meetings are held to 
address system processing, capacity, and 
security concerns and trends; findings are 
discussed at quarterly management 
meetings.

4.3 Environmental and 
technological changes are 
monitored and their impact on 
system processing integrity and 
security is assessed on a timely 
basis.

The entity’s data center facilities include 
climate and environmental monitoring 
devices. Deviations from optimal 
performance ranges are escalated and 
resolved.

Senior management, as part of its annual IT 
planning process, considers developments in 
technology and the impact of applicable laws 
or regulations on the entity’s processing 
integrity and related security policies.

The entity’s customer service group monitors 
the impact of emerging technologies, 
customer requirements, and competitive 
activities.
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Online Privacy Principle and Criteria6

6 The AICPA / CICA Privacy Framework for protecting personal information can be used by 
CPAs, both in industry and public practice, to assist the organizations they serve in addressing 
privacy issues. The Framework is broader in scope than AICPA/CICA Trust Services Online Privacy 
Principle and Criteria, which focused primarily on Web-based electronic commerce online privacy. 
The Framework encompasses any form of collection, use, disclosure, and retention of personal 
information, including online and offline applications. For Trust Services engagements (including 
SysTrust and WebTrust) with reporting periods beginning on or after April 1, 2004, the AICPA/CICA 
Privacy Framework Principle and Criteria are to be used in place of the AICPA/CICA Trust Services 
Online Privacy Principle and Criteria and will become known as the AICPA/CICA Trust Services 
Privacy Principle and Criteria. The AICPA/CICA Trust Services Privacy Principle and Criteria are 
included in Appendix E [paragraph .45] along with parts of the Framework. To view the entire 
Framework, go to www.aicpa.org/privacy. Earlier application is encouraged.

7 This is the meaning of the term as defined by the European Union (EU) directives, and the 
United States Safe Harbor Privacy Principles, July 21, 2000.

.25 The online privacy principle focuses on protecting the personal infor­
mation an organization may collect from its customers through its e-commerce 
systems. Even though the controls an organization may have in place to protect 
such information may extend beyond its Web-based systems and may even 
include its service providers, it is not the intent of this principle to address 
protection of the privacy of all personal information an entity may collect, from 
all sources. The AICPA and CICA have established a separate task force to 
consider principles and criteria relevant to enterprise-wide privacy.

.26 E-commerce facilitates the gathering of information from and about 
individuals and its subsequent exchange with other entities. Some consumers like 
this because it allows them to receive targeted marketing materials that focus 
on their needs. On the other hand, many consumers consider such uses of 
information about them to be an invasion of their privacy. For this reason, it is 
important that entities inform their customers about the kinds of information 
that are collected about them, the uses of such information, customer options, 
and related matters. In addition, many countries have implemented laws and 
regulations covering the privacy of information obtained through e-commerce.

.27 Privacy can have many aspects, but for purposes of this principle and 
the corresponding criteria, privacy is defined as the rights and obligations of 
individuals and entities with respect to the collection, use, disclosure, and 
retention of personal information. Personal information is defined as any 
information relating to an identified or identifiable individual. Such informa­
tion includes but is not limited to the customer’s name; address; telephone 
number; Social Security, insurance, or other government identification num­
bers; employer; credit card numbers; personal or family financial information; 
personal or family medical information; employment history; history of pur­
chases or other transactions; credit records; and similar information. Sensitive 
information is defined as personal information specifying medical or health 
conditions, racial or ethnic origin, political opinions, religious or philosophical 
beliefs, trade union membership, sexual preferences, or information related to 
offenses or criminal convictions.7

.28 It is important for consumers to have confidence that an entity takes 
appropriate steps to protect personal information. Although it can be relatively 
easy to establish an e-commerce system, the underlying technology can be complex 
and can entail a multitude of information protection and related security issues. 
The privacy of information transmitted over the Internet or other public networks 
can be compromised relatively easily. Without the use of basic encryption tech­
niques, for example, consumer credit card numbers can be intercepted and stolen 
during transmission. Without appropriate firewalls and other security practices, 
personal information residing on an entity’s e-commerce computer system can be 
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intentionally or unintentionally provided to third parties not related to the 
entity’s business.
AICPA/CICA Trust Services Privacy Components and Criteria

.29 The AICPA/CICA Privacy Framework consists of 10 privacy compo­
nents8 and related criteria that are essential to the proper protection and 
management of personal information. These privacy components and criteria 
are based on internationally known fair information practices included in many 
privacy laws and regulations of various jurisdictions around the world and 
recognized good privacy practices. The following are the 10 privacy components:

8 Although some privacy regulations use the term principle, the term component is used in the 
Framework to represent that concept since the term principle has been previously defined in the 
Trust Services literature.

1. Management. The entity defines, documents, communicates, and 
assigns accountability for its privacy policies and procedures.

2. Notice. The entity provides notice about its privacy policies and 
procedures and identifies the purposes for which personal informa­
tion is collected, used, retained, and disclosed.

3. Choice and Consent. The entity describes the choices available to 
the individual and obtains implicit or explicit consent with respect 
to the collection, use, and disclosure of personal information.

4. Collection. The entity collects personal information only for the 
purposes identified in the notice.

5. Use and Retention. The entity limits the use of personal information 
to the purposes identified in the notice and for which the individual 
has provided implicit or explicit consent. The entity retains personal 
information for only as long as necessary to fulfill the stated purposes.

6. Access. The entity provides individuals with access to their personal 
information for review and update.

7. Disclosure to Third Parties. The entity discloses personal informa­
tion to third parties only for the purposes identified in the notice and 
with the implicit or explicit consent of the individual.

8. Security. The entity protects personal information against un­
authorized access (both physical and logical).

9. Quality. The entity maintains accurate, complete, and relevant 
personal information for the purposes identified in the notice.

10. Monitoring and Enforcement. The entity monitors compliance with 
its privacy policies and procedures and has procedures to address 
privacy-related complaints and disputes.

Global Impact of Privacy Criteria

.30 E-commerce by its nature is global. As companies cross international 
boundaries, they are faced with the challenges of meeting standards and 
complying with laws regarding privacy. Organizations that wish to tap into the 
global marketplace without adequate privacy standards and disclosures may 
face prohibitions or restrictions on how they do business.

.31 Consumers from around the world are concerned about how their 
information will be used, how it is protected, what process is in place that will 
allow them to correct erroneous information, and who will have access to this 
information. Without proper controls and without proper related disclosure, 
these consumers may choose to do business elsewhere, where there are ade­
quate controls.

AICPA Technical Practice Aids §17,100.31



Suitable Trust Services52,102
Consumer Recourse

.32 Because of the unique nature of e-commerce, customers are concerned 
about how their complaints are addressed. If a Web site is unwilling or unable 
to address a consumer’s concerns, what recourse does the consumer have? If 
the consumer is in one country and the business is in another, how will the 
consumer’s rights be protected? Some governments already require consumer 
recourse procedures to ensure consumer protection. Traditional dispute reso­
lution through the court system can be time-consuming and expensive.

.33 A third-party dispute mechanism (such as those offered by the Na­
tional Arbitration Forum) can provide an effective means for consumer re­
course. All such mechanisms should conform to the principles of arbitration in 
Appendix A [paragraph .41], “Consumer Arbitration.” For entities in countries 
that have programs mandated by regulatory bodies, each program would be 
followed and disclosed on the site’s e-commerce systems.

.34 The online privacy criteria require the entity to:
a. Commit to the use of a third-party dispute resolution mechanism 

that conforms to the principles of arbitration in Appendix A [para­
graph .41]. Such third-party dispute resolution may be provided by 
any organization or governmental function offering such service.

b. Disclose its procedures for consumer recourse for issues not resolved 
by the entity.9

9 In some countries around the world, third-party arbitration is not an accepted means for the 
handling of consumer complaints. In those countries, the entity should follow customary laws and 
regulations. Such practices should be disclosed on its e-commerce systems.

Online Privacy Principle and Criteria Table

.35 Personal information obtained as a result of e-commerce is collected, 
used, disclosed, and retained as committed or agreed.

Criteria Illustrative Controls
1.0  Policies: The entity defines and documents its policies regarding the 

protection of personal information obtained as a result of e-commerce.
1.1 The entity’s privacy and related 

security policies are established 
and periodically reviewed and 
approved by a designated 
individual or group.

1.2 The entity’s online privacy and 
related security policies 
include, but may not be limited 
to, the following matters:
a. Identification and 

documentation of the online 
privacy and related security 
requirements of authorized 
users.

The entity’s documented systems 
development and acquisition process 
includes procedures to identify and 
document authorized users of the system 
and their online privacy requirements.
User requirements are documented in 
service-level agreements or other documents.
The chief privacy officer (CPO) reviews the 
entity’s privacy and related security policies 
annually and submits proposed changes as 
needed for approval by the executive 
committee.
The entity’s documented online privacy and 
related security policies contain the 
elements set out in criterion 1.2.
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Criteria Illustrative Controls

b. Allowing access, the nature 
of that access, and who 
authorizes such access.

c. Preventing unauthorized 
access.

d. The procedures to add new 
users, modify the access 
levels of existing users, and 
remove users who no longer 
need access.

e. Assignment of responsibility 
and accountability for online 
privacy and related security.

f. Assignment of responsibility 
and accountability for 
system changes and 
maintenance.

g. Testing, evaluating, and 
authorizing system 
components before 
implementation.

h. Addressing how complaints 
and requests relating to 
online privacy and related 
security issues are resolved, 
and use of a third-party 
dispute resolution process 
that conforms to the prin­
ciples of arbitration. [See 
Appendix A (paragraph .41).]

i. The procedures to handle 
online privacy and related 
security breaches and other 
incidents.

j. Provision for allocation for 
training and other resources 
to support its online privacy 
and related system security 
policies.

k. Provision for the handling of 
exceptions and situations 
not specifically addressed in 
its online privacy and 
related system security 
policies.

l. Provision for the identifi­
cation of, and consistency 
with, applicable laws and 
regulations, defined 
commitments, service-level 
agreements, and other 
contracts.

m. Providing notice to the 
customer regarding the 
information collected.

(continued)
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Criteria Illustrative Controls

n. Providing choice to the 
customer regarding the 
type(s) of information 
gathered and any options 
the customer has regarding 
the collection of this 
information.

o. Permitting access by the 
customer to his or her 
personal information for 
update and corrective 
purposes.

p. Record retention and 
destruction practices.

1.3 Responsibility and 
accountability for the entity’s 
online privacy and related 
system security policies, and 
changes and updates to those 
policies, are assigned.

Management has assigned responsibilities 
for the maintenance and enforcement of the 
entity’s online privacy and related system 
security policies to the CPO. Others on the 
executive committee assist in the review, 
update, and approval of the policies as 
outlined in the executive committee 
handbook.
Ownership and custody of significant 
information resources (for example, data, 
programs, and transactions) and respon­
sibility for establishing and maintaining the 
online privacy of and related security over 
such resources is defined.

2.0 Communications: The entity communicates its defined policies 
regarding the protection of personal information to internal and 
external users.

2.1 The entity has prepared an 
objective description of the 
system and its boundaries and 
communicated such description 
to authorized users.

2.2 The online privacy and related 
security obligations of users 
and the entity’s online privacy 
and related security 
commitments to users are 
communicated to authorized 
users and disclosed on the 
entity’s Web site.

These disclosures include, but 
are not limited to, the following 
matters:

a. The specific kinds and 
sources of information being 
collected and maintained, 
the use of that information, 
and possible third-party 
distribution of that 
information.

The entity has posted a system description 
on its Web site. [For an example of a system 
description for an e-commerce system, refer to 
Appendix B (paragraph .42).]

The entity’s disclosed user obligations and 
privacy and related security commitments 
contain the elements set out in criterion 2.2.
For its internal users (employees and 
contractors), the entity’s policies relating 
to online privacy and security are reviewed 
with new employees and contractors as 
part of their orientation, and the key 
elements of the policies and their impact on 
the employee are discussed. New employees 
must sign a statement signifying that they 
have read, understand, and will follow these 
policies. Each year, as part of their 
performance review, employees must 
reconfirm their understanding of and 
compliance with the entity’s policies. 
Security and privacy obligations of 
contractors are detailed in their contract.
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Criteria
If information is provided to 
third parties, disclosure 
includes any limitation on 
the reliance on the third 
party’s privacy practices and 
controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s privacy practices and 
controls that meet or exceed 
those of the entity.

Such third parties might 
include:

• Parties who participate in 
completing the 
transaction (for example, 
credit card processors, 
delivery services, and 
fulfillment organizations).

• Parties not related to the 
transaction (for example, 
marketing organizations 
to whom information is 
provided).

b. Choices regarding how 
personal information 
collected from an individual 
online may be used and/or 
distributed. Individuals are 
given the opportunity to opt 
out of such use, by either 
not providing such informa­
tion or denying its ditribu­
tion to parties not involved 
with the transaction.

c. Sensitive information 
needed for the e-commerce 
transaction. Individuals 
must opt in before this 
information is gathered and 
transmitted.

d. The consequences, if any, of 
an individual’s refusal to 
provide information or of an 
individual’s decision to opt 
out of (or not opt in to) a 
particular use of such 
information.

e. How personal information 
collected can be reviewed 
and, if necessary, corrected 
or removed.

Illustrative Controls
A privacy awareness program has been 
implemented to communicate the entity’s 
online privacy and related security policies 
to employees.

The entity publishes its online privacy and 
related security policies on its corporate 
intranet.

(continued)
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Criteria
2.3 If the entity’s Web site uses 

cookies or other tracking 
methods (for example, Web 
bugs and middleware), the 
entity discloses how they are 
used. If the customer refuses 
cookies, the consequences, if 
any, of such refusal are 
disclosed.

Illustrative Controls
The entity discloses its use of cookies on its 
Web site.

2.4 The process for obtaining 
support and informing the 
entity about breaches of online 
privacy and systems security is 
communicated to authorized 
users.

2.5 The entity discloses its 
procedures for consumer 
recourse for issues regarding 
privacy that are not resolved by 
the entity. These complaints 
may relate to collection, use, 
and distribution of personal 
information, and the 
consequences for failure to 
resolve such complaints. This 
resolution process has the 
following attributes:
a. Management’s commitment 

to use a specified third-party 
dispute resolution service or 
other process mandated by 
regulatory bodies in the 
event the customer is not 
satisfied with the entity’s 
proposed resolution of such 
a complaint together with a 
commitment from such third 
party to handle such 
unresolved complaints.

b. Procedures to be followed in 
resolving such complaints, 
first with the entity and, if 
necessary, with the 
designated third party.

c. What use or other action 
will be taken with respect to 
the personal information 
which is the subject of the 
complaint until the 
complaint is satisfactorily 
resolved.

The process for customers and external 
users to inform the entity of possible privacy 
and related security breaches and other 
incidents is posted on the entity’s Web site.
The entity’s privacy awareness program 
includes information concerning the 
identification of possible security breaches 
and the process for informing the security 
administration team.

Documented procedures exist for the 
identification and escalation of privacy and 
security breaches and other incidents.
The entity discloses its consumer recourse 
procedures on its Web site.
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Criteria Illustrative Controls

2.6 The entity discloses any 
additional privacy practices 
needed to comply with 
applicable laws or regulations 
or any self-regulatory programs 
in which the entity participates.

2.7 In the event that a disclosed 
online privacy policy is 
discontinued or changed to be 
less restrictive, the entity 
provides clear and conspicuous 
customer notification of the 
revised policy.

2.8 The entity notifies users when 
they have left the site covered 
by the entity’s online privacy 
policies.

The entity discloses additional privacy 
practices on its Web site.

Changes to the entity’s online privacy 
policies are disclosed on its Web site for a 
minimum period of three months from the 
effective date of the change.

2.9 Responsibility and 
accountability for the entity’s 
online privacy and related 
system security policies, and 
changes and updates to those 
policies, are communicated to 
entity personnel responsible for 
implementing them.

2.10 Changes that may affect online 
privacy and system security are 
communicated to management 
and users who will be affected.

The entity uses pop-up windows to notify 
users that they are leaving the site covered 
by the entity’s online privacy policies.

Use of pop-up windows for this purpose is 
disclosed on the entity’s Web site.

Management has assigned responsibility 
and accountability for the entity’s privacy 
policies to the CPO. Responsibility and 
accountability for the entity’s security 
policies is assigned to the chief information 
officer (CIO). The CPO has custody of and is 
responsible for the day-to-day maintenance 
of the entity’s online privacy policies, and 
recommends changes to the management 
committee.

Changes that may affect customers and 
users and their online privacy or related 
security obligations or the entity’s online 
privacy or related security commitments are 
highlighted on the entity’s Web site.

Planned changes to system components and 
the scheduling of those changes are reviewed 
as part of the monthly information 
technology (IT) steering committee meetings.

Changes to system components that may 
affect online privacy require the approval of 
the CPO before implementation.

There is periodic communication of changes, 
including changes that may affect online 
privacy and system security.

Changes that affect online privacy or system 
security are incorporated into the entity’s 
ongoing privacy and security awareness 
programs.

(continued)
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Criteria Illustrative Controls

3.0 Procedures: The entity uses procedures to achieve its documented 
privacy objectives in accordance with its defined policies.

3.1 The entity’s procedures provide 
that personal information is 
disclosed only to parties 
essential to the transaction, 
unless customers are clearly 
notified before providing such 
information. If the customer 
was not clearly notified when 
he or she submitted the 
information, customer 
permission is obtained before 
such information is released to 
third parties.

3.2 The entity’s procedures provide 
that personal information 
obtained as a result of e- 
commerce is used by employees 
only in ways associated with 
the entity’s business.

Entity procedures require that customers 
are given the clear and conspicuous option 
about sharing their information with other 
parties not associated with the transaction 
and that there are controls in place to track 
those options within the entity’s database.

3.3 The entity has procedures to 
edit and validate personal 
information as it is collected, 
created, or maintained.

3.4 The entity has procedures to 
obtain assurance or 
representation that the 
information protection and 
privacy policies of third parties 
to whom information is 
transferred and upon which the 
entity relies are in conformity 
with the entity’s disclosed 
privacy policies.

3.5 Customer permission is 
obtained before downloading 
files and information to be 
stored, altered, or copied on a 
customer’s computer.
a. If the customer has 

indicated to the entity 
that it does not want 
cookies, the entity has 
controls to ensure that 
cookies are not stored on 
the customer’s computer.

Employees are required to sign a 
confidentiality agreement as a routine part 
of their employment. This agreement 
prohibits disclosures of information and 
other data to which the employee has access 
to other individuals or entities.
Appropriate access controls are in place that 
limit access to sensitive, confidential, or 
personal information based on job function 
and need.
The entity accepts data only from the 
customer or other reliable sources and uses 
reliable collection methods.
Before completing the transaction, 
customers are prompted by the system to 
check the personal data they have entered.
Customers have the opportunity to correct 
any personal data entered before completing 
the transaction.
The entity outsources technology support or 
service and transfers data to the outsource 
provider. The entity obtains representation 
about the controls that are followed by the 
outsource provider and obtains a report on 
the effectiveness of such controls from the 
outsource provider’s independent auditor.

The entity requests the customer’s 
permission before it intentionally stores, 
alters, or copies information in the 
customer’s computer. The entity requests the 
customer’s permission before it performs any 
diagnostic or inventory on the customer’s 
computer.

The consumer registration page notifies and 
requests permission from consumers to use 
cookies to expedite site registration and 
logon. Customers are prompted when files 
are to be downloaded as part of the service.
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_____________ Criteria_____________
b. The entity requests customer 

permission to store, alter, or 
copy information (other than 
cookies) in the customer’s 
computer.

3.6 In the event that a disclosed 
privacy practice is discontinued 
or changed to be less restrictive, 
the entity has procedures to 
protect personal information in 
accordance with the privacy 
practices in place when such 
information was collected, or 
obtains customer consent to 
follow the new privacy practice 
with respect to the customer’s 
personal information.

Illustrative Controls

Data collected before and after each privacy 
policy change are tracked in the entity’s 
database.
When changes to a less restrictive policy are 
made, the entity sends notification of such 
changes and deletions to affected customers 
and requests that the customers opt in to the 
new policy. Customers who do not opt in to 
the new policy will continue to be protected 
under the old policy.

Security-related criteria relevant to online privacy
3.7 Procedures exist to restrict a. 

logical access to personal 
information obtained through 
e-commerce including, but not 
limited to, the following 
matters:

a. Registration and 
authorization of new users.

b. Identification and 
authentication of users.

c. The process to make changes 
and updates to user profiles.

d. The process to grant system 
access privileges and 
permissions.

e. Procedures to prevent 
customers, groups of 
individuals, or other entities 
from accessing other than 
their own private or 
sensitive information,

f. Procedures to limit access to 
personal information to only 
authorized employees based 
upon their assigned roles 
and responsibilities.

g. Distribution of output 
restricted to authorized 
users.

h. Restriction of logical access 
to offline storage, backup 
data, systems, and media.

Registration and authorization of new 
users:
• Customers can self-register on the 

entity’s Web site, under a secure 
session in which they provide new 
user information and select an 
appropriate user identification (ID) 
and password. Privileges and 
authorizations associated with 
self-registered customer accounts 
provide specific limited system 
functionality.

• The ability to create or modify users 
and user access privileges (other than 
the limited functionality “customer 
accounts”) is limited to the security 
administration team.

• The line-of-business supervisor 
authorizes access privilege change 
requests for employees and 
contractors. Customer access 
privileges beyond the default 
privileges granted during 
self-registration are approved by the 
customer account manager. Proper 
segregation of duties is considered in 
granting privileges.

b. Identification and authentication of users:
• Users are required to log on to the 

entity’s network and application 
systems with their user ID and 
password before access is granted. 
Unique user IDs are assigned to 
individual users. Passwords must 
contain at least six characters, one of 
which is nonalphanumeric. Passwords 
are case sensitive and must be 
updated every 90 days.

(continued)
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Criteria Illustrative Controls
i. Restriction of access to 

system configurations, 
superuser functionality, 
master passwords, powerful 
utilities, and security devices 
(for example, firewalls).

c. Changes and updates to user profiles:
• Changes and updates to 

self-registered customer accounts can 
be done by the individual user at any 
time on the entity’s Web site after the 
user has successfully logged onto the 
system. Changes are reflected 
immediately.

• Unused customer accounts (no 
activity for six months) are purged 
by the system.

• Changes to other accounts and 
profiles are restricted to the security 
administration team and require the 
approval of the appropriate 
line-of-business supervisor or 
customer account manager.

• Accounts for terminated employees 
are deactivated upon notice of 
termination being received from the 
human resources team.

d. The process to grant system access 
privileges and permissions:
• All paths that allow access to 

significant information resources are 
controlled by the access control 
system and operating system 
facilities. Access requires users to 
provide their user ID and password. 
Privileges are granted to 
authenticated users based on their 
user profiles.

• The login session is terminated after 
three unsuccessful login attempts. 
Terminated login sessions are logged 
for follow-up.

e. Restriction of access to information of 
other customers:
• Corporate customers are assigned a 

unique company identifier that is 
required as part of the login process. 
Logical access software is used to 
restrict user access based on the 
company identifier used at login.

• Individual customers are restricted to 
their own information based on their 
unique user ID.

f. Restriction of access to personal 
information:

• Requests for privileges to access 
information designated as private 
require the approval of the assigned 
data owner.
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Criteria Illustrative Controls
g. Distribution of output:

• Access to computer processing output 
is provided to authorized individuals 
based on the classification of the 
information.

• Processing outputs are stored in an 
area that reflects the classification of 
the information.

h. Restriction of logical access to offline 
storage, backup data, systems, and media:

• Logical access to offline storage, 
backup data, systems, and media is 
limited to computer operations staff.

i. Restriction of access to system 
configurations, superuser functionality, 
master passwords, powerful utilities, and 
security devices:
• Hardware and operating system 

configuration tables are restricted to 
appropriate personnel.

• Application software configuration 
tables are restricted to authorized 
users and under the control of 
application change management 
software.

• Utility programs that can read, add, 
change, or delete data or programs 
are restricted to authorized technical 
services staff. Usage is logged and 
monitored by the manager of 
computer operations.

• The information security team, under 
the direction of the CIO, maintains 
access to firewall and other logs, as 
well as access to any storage media. 
Any access is logged and reviewed 
quarterly.

• A listing of all master passwords is 
stored in an encrypted database and 
an additional copy is maintained in a 
sealed envelope in the entity safe.

3.8 Procedures exist to restrict 
physical access to the 
components of the entity’s 
system(s) that contain or 
protect personal information 
obtained through e-commerce 
including, but not limited to, 
facilities, backup media, and 
other system components such 
as firewalls, routers, and 
servers.

Physical access to the computer rooms, 
which house the entity’s IT resources, 
servers, and related hardware such as 
firewalls and routers, is restricted to 
authorized individuals by card key systems 
and monitored by video surveillance.
Physical access cards are managed by 
building security staff. Access card usage is 
logged. Logs are maintained and reviewed 
by building security staff.

(continued)
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Criteria

3.9 Procedures exist to protect 
against unauthorized logical 
access to e-commerce system(s).

3.10 Procedures exist to protect 
against infection by computer 
viruses, malicious codes, and 
unauthorized software.

3.11 A minimum of 128-bit 
encryption or other equivalent 
security techniques are used to 
protect transmissions of user 
authentication and other 
personal information passed 
over the Internet or other 
public networks.

__________ Illustrative Controls__________
Requests for physical access privileges to the 
entity’s computer facilities require the 
approval of the manager of computer 
operations.
Documented procedures exist for the 
identification and escalation of potential 
security breaches.
Offsite backup data and media are stored at 
service provider facilities. Access to offsite 
data and media requires the approval of the 
manager of computer operations.
Virtual private networking (VPN) software 
is used to permit remote access by 
authorized users. Users are authenticated by 
the VPN server through specific “client” 
software and user ID and passwords.
Firewalls are used and configured to prevent 
unauthorized access. Firewall events are 
logged and reviewed daily by the security 
administrator.
Unneeded network services (for example, 
telnet, ftp, and http) are deactivated on the 
entity’s servers. A listing of the required and 
authorized services is maintained by the IT 
department. This list is reviewed by entity 
management on a routine basis for its 
appropriateness for the current operating 
conditions.
Intrusion detection systems are used to 
provide continuous monitoring of the entity’s 
network and early identification of potential 
security breaches.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.
In connection with other security 
monitoring, the security administration 
team participates in user groups and 
subscribes to services relating to computer 
viruses.
Antivirus software is in place, including 
virus scans of incoming e-mail messages. 
Virus signatures are updated at least weekly.
Any viruses discovered are reported to the 
security team and an alert is created for all 
users notifying them of a potential virus 
threat.
The entity uses 128-bit secure sockets layer 
(SSL) encryption for transmission of private 
or confidential information over public 
networks, including user ID and password. 
Users are required to upgrade their browser 
to the most current version tested and 
approved for use by the security 
administration team to avoid possible 
security problems.
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Criteria Illustrative Controls

3.12 Procedures exist to identify, 
report, and act upon privacy 
and related security breaches 
and other incidents.

3.13 Procedures exist to provide that 
issues of noncompliance with 
online privacy and related 
security policies are promptly 
addressed and that corrective 
measures are taken on a timely 
basis.

Criteria related to the system
3.14 Design, acquisition, implemen­

tation, configuration, modifica­
tion, and management of 
infrastructure and software 
related to online privacy and 
security are consistent with 
defined online privacy and 
related security policies.

Account activity, subsequent to successful 
login, is encrypted through a 128-bit SSL 
session. Users are logged out on request (by 
selecting the “Sign-out” button on the Web 
site) or after 10 minutes of inactivity.
Transmission of private customer 
information to third-party service providers 
for processing is done over leased lines.
Customers are directed to an area of the 
Web site with instructions to enable the 
customer to contact the incident response 
hotline by telephoning or to post a message 
about security breaches or possible online 
privacy breaches as soon as they become 
concerned. These customer comments are 
followed up within 24 hours for evaluation, 
and a report is issued to the customer and 
CPO.
Users are provided instructions for 
communicating potential security breaches 
to the information security team. The 
information security team logs incidents 
reported through customer hotlines and 
e-mail.
Intrusion detection and other tools are used 
to identify, log, and report potential security 
breaches and other incidents. The system 
notifies the security administration team 
and/or the network administrator via e-mail 
and pager of potential incidents in progress.
Incident logs are monitored and evaluated 
by the information security team daily.
Documented incident identification and 
escalation procedures are approved by 
management.
Privacy and related security breaches or 
other incidents are reported immediately to 
the IT security team and the CPO. 
Corrective action, decided upon in 
conjunction with the CPO, is noted and 
monitored by management.
Security policies, controls, and procedures 
are audited by the internal audit 
department as part of its ongoing internal 
audit plan. Results of such examinations are 
reviewed by management, a response is 
prepared, and a remediation plan is put in 
place.

components used to achieve the objectives
The entity has adopted a formal systems 
development life cycle (SDLC) methodology 
that governs the development, acquisition, 
implementation, and maintenance of 
computerized information systems and 
related technology.

(continued)

AICPA Technical Practice Aids §17,100.35



52,114 Suitable Trust Services

Criteria Illustrative Controls

3.15 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation 
of systems affecting online 
privacy and security are 
qualified to fulfill their 
responsibilities.

The SDLC methodology includes a 
framework for classifying data, including 
customer and regulatory privacy 
requirements. Standard user profiles are 
established based on privacy requirements 
and an assessment of the business impact of 
the loss of security. Users are assigned 
standard profiles based on needs and 
functional responsibilities.
Owners and custodians of personal 
information collected through the entity’s 
e-commerce systems classify its sensitivity 
and determine the level of protection required 
to maintain an appropriate level of privacy.
The CPO and/or the security administration 
team reviews and approves the architecture 
and design specifications for new systems 
development and/or acquisition to ensure 
consistency with the entity’s online privacy 
and related security policies.
Changes to system components that may 
affect security require the approval of the 
CPO and/or the security administration team.
The access control and operating system 
facilities have been installed, including the 
implementation of options and parameters, to 
restrict access in accordance with the entity’s 
online privacy and related security policies.
The entity contracts with third parties to 
conduct periodic privacy and security 
reviews and vulnerability assessments. 
Results and recommendations for 
improvement are reported to management.
Periodic assessments are conducted by the 
internal audit team to compare existing 
online privacy and system security features 
to documented online privacy and system 
security policies and to regulatory 
requirements.
The entity has written job descriptions 
specifying the responsibilities and academic 
and professional requirements for key job 
positions.
Hiring procedures include a comprehensive 
screening of candidates for key positions and 
consideration of whether the verified 
credentials are commensurate with the 
proposed position. New personnel are offered 
employment subject to background checks 
and reference validation.
Candidates, including internal transfers, are 
approved by the line-of-business manager 
before the employment position is offered.
Periodic performance appraisals are 
performed by employee supervisors and 
include the assessment and review of 
professional development activities.
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Personnel receive training and development 
in privacy and system security concepts and 
issues. Attendance and execution of these 
programs is monitored by the CPO.
Procedures are in place to provide alternate 
personnel for key privacy and system 
security functions in case of absence or 
departure.

Maintainability-related criteria relevant to online privacy
3.16 Procedures exist to maintain 

system components, including 
configurations consistent with 
the defined online privacy and 
related security policies.

3.17 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made 
to the system.

Entity management receives a third-party 
opinion on the adequacy of privacy 
procedures and related security controls, and 
routinely evaluates the level of performance 
it receives (in accordance with its 
contractual service-level agreement) from 
the service provider that hosts the entity’s 
systems and Web site.
The IT department maintains a listing of all 
software and the respective level, version, 
and patches that have been applied.
Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests. 
Staffing, infrastructure, and software 
requirements are periodically evaluated and 
resources are allocated consistent with the 
entity’s online privacy and related security 
policies.
System configurations are tested annually, 
and evaluated against the entity’s online 
privacy and related security policies and 
current service-level agreements. An 
exception report is prepared and 
remediation plans are developed and tracked. 
The IT steering committee, which includes 
the CPO, representatives from the lines of 
business, and customer support, meets 
monthly and reviews anticipated, planned, or 
recommended changes to the entity’s online 
privacy and related security policies, including 
the potential impact of legislative changes. 
Senior management has implemented a 
division of roles and responsibilities that 
segregates incompatible functions.
The entity’s documented systems 
development methodology describes the 
change initiation, software development and 
maintenance, and approval processes, as 
well as the standards and controls that are 
embedded in the processes. These include 
programming, documentation, and testing 
standards. Simulated data is used for 
software development and testing. Personal 
information is not used for this purpose.

(continued)
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Criteria Illustrative Controls

3.18 Procedures exist to require that 
emergency changes are 
documented and authorized 
(including after-the-fact 
approval).

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Changes to system infrastructure and 
software are developed and tested in a 
separate development and test environment 
before implementation into production.

As part of the change control policies and 
procedures, there is a “promotion” process 
(for example, from “test” to “staging” to 
“production”). Promotion to production 
requires the approval of the business owner 
who sponsored the change and the manager 
of computer operations.

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Emergency changes that require deviations 
from standard procedures are logged and 
reviewed by IT management daily and 
reported to the affected line-of-business 
manager. Permanent corrective measures 
follow the entity’s change management 
process, including line-of-business approvals.

4.0 Monitoring: The entity monitors the system and takes action to 
maintain compliance with its defined policies regarding the protection 
of personal information.

4.1 The entity’s privacy and 
security performance is 
periodically reviewed and 
compared with the entity’s 
defined online privacy and 
related security policies.

The information security team monitors the 
system and assesses the system 
vulnerabilities using proprietary and other 
tools. Potential risk is evaluated and 
compared to service-level agreements and 
other obligations of the entity. Remediation 
plans are proposed and implementation is 
monitored.

The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. The internal 
audit function conducts privacy assessment 
and related security reviews as part of its 
annual audit plan. Results and 
recommendations for improvement are 
reported to management.
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Criteria Illustrative Controls

4.2 There is a process to identify 
and address potential 
impairments to the entity’s 
ongoing ability to achieve its 
objectives in accordance with 
its online privacy and related 
security policies.

4.3 Environmental and 
technological changes are 
monitored and their impact on 
the entity’s online privacy and 
security is assessed on a timely 
basis.

Logs are analyzed to identify trends that 
may have a potential impact on the entity’s 
ability to achieve its privacy and related 
system security objectives.

Monthly IT staff meetings are held to 
address privacy and related system security 
concerns and trends; findings are discussed 
at quarterly management meetings.

The CPO, in conjunction with outside legal 
counsel, monitors legislative privacy 
requirements and evolving industry privacy 
practices in the key markets which the 
entity serves.

Senior management, as part of its annual IT 
planning process, considers developments in 
technology and the impact of applicable laws 
or regulations on the entity’s online privacy 
and related security policies.

The entity’s customer service group monitors 
the impact of emerging technologies, 
customer requirements, and competitive 
activities.

Confidentiality Principle and Criteria
.36 The confidentiality principle focuses on information designated as 

confidential. Unlike personally identifiable information, which is being defined 
by regulation in a number of countries worldwide, there is no widely recognized 
definition of confidential information. In the course of communicating and 
transacting business, partners often exchange information they require to be 
maintained on a confidential basis. In most instances, the respective parties 
wish to ensure that the information they provide is available only to those 
individuals who need access to complete the transaction or resolution on any 
questions that arise. To enhance business partner confidence, it is important 
that the business partner is informed about the entity’s confidentiality prac­
tices. The entity needs to disclose its practices relating to the manner in which 
it provides for authorized access to and uses and shares information designated 
as confidential.

.37 Examples of the kinds of information that may be subject to confiden­
tiality include:

• Transaction details
• Engineering drawings
• Business plans
• Banking information about businesses
• Inventory availability
• Bid or ask prices
• Price lists
• Legal documents
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• Client and customer lists
• Revenue by client and industry
.38  Also, unlike personal information, there are no defined rights of 

access to confidential information to ensure its accuracy and completeness. As 
a result, interpretations of what is considered to be confidential information 
can vary significantly from business to business and in most cases are driven 
by contractual arrangements. As a result, it is important for those engaged or 
expecting to be engaged in business relationships to understand and to accept 
what information is to be maintained on a confidential basis and what, if any, 
rights of access or other expectations an entity might have to update that 
information to ensure its accuracy and completeness.

.39  Information that is provided to another party is susceptible to un­
authorized access during transmission and while it is stored on the other 
party’s computer systems. For example, an unauthorized party may intercept 
business partner profile information and transaction and settlement instruc­
tions while they are being transmitted. Controls such as encryption can be used 
to protect the confidentiality of this information during transmission, whereas 
firewalls and rigorous access controls can help protect the information while it 
is stored on computer systems.

Confidentiality Principle and Criteria Table

.40  Information designated as confidential is protected as committed or 
agreed.

Criteria Illustrative Controls

1.0 Policies: The entity defines and documents its policies related to the 
protection of confidential information.

1.1 The entity’s system 
confidentiality and related 
security policies are established 
and periodically reviewed and 
approved by a designated 
individual or group.

1.2 The entity’s policies related to 
the protection of confidential 
information and security 
include, but are not limited to, 
the following matters:

The entity’s documented systems 
development and acquisition process 
includes procedures to identify and 
document authorized users of the system 
and their confidentiality and related security 
requirements.
User requirements are documented in 
service-level agreements, nondisclosure 
agreements, or other documents.
The security officer reviews the entity’s 
confidentiality and related security policies 
annually and proposed changes as needed 
for the approval by the information 
technology (IT) standards committee, which 
includes representation from the customer 
service department.
The entity’s documented confidentiality and 
related security policies contain the 
elements set out in criterion 1.2.
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Criteria Illustrative Controls

a. Identification and 
documentation of the 
confidentiality and related 
security requirements of 
authorized users.

b. Allowing access, the nature 
of that access, and who 
authorizes such access.

c. Preventing unauthorized 
access.

d. The procedures to add new 
users, modify the access 
levels of existing users, and 
remove users who no longer 
need access.

e. Assignment of responsibility 
and accountability for 
confidentiality and related 
security.

f. Assignment of responsibility 
and accountability for 
system changes and 
maintenance.

g. Testing, evaluating, and 
authorizing system 
components before 
implementation.

h. Addressing how complaints 
and requests relating to 
confidentiality and related 
security issues are resolved.

i. The procedures to handle 
confidentiality and related 
security breaches and other 
incidents.

j. Provision for allocation for 
training and other resources 
to support its system 
confidentiality and related 
security policies.

k. Provision for the handling of 
exceptions and situations 
not specifically addressed in 
its system confidentiality 
and related security policies.

l. Provision for the 
identification of, and 
consistency with, applicable 
laws and regulations, 
defined commitments, 
service-level agreements, 
and other contracts.

(continued)
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Illustrative Controls

52,120

Criteria

1.3 Responsibility and 
accountability for the entity’s 
confidentiality and related 
security policies, and changes 
and updates to those polices, 
are assigned.

Management has assigned responsibilities 
for implementation of the entity’s 
confidentiality policies to the vice president, 
human resources team. Responsibility for 
implementation of the entity’s security 
policies has been assigned to the chief 
information officer (CIO). Others on the 
executive committee assist in the review, 
update, and approval of the policies as 
outlined in the executive committee 
handbook.

Ownership and custody of significant 
information resources (for example, data, 
programs, and transactions) and 
responsibility for establishing and 
maintaining confidentiality of and related 
security over such resources is defined.

2 .0 Communications: The entity communicates its defined policies related 
to the protection of confidential information to internal and external 
users.

2.1 The entity has prepared an 
objective description of the 
system and its boundaries and 
communicated such description 
to authorized users.

2.2 The confidentiality and related 
security obligations of users 
and the entity’s confidentiality 
and related security 
commitments to users are 
communicated to authorized 
users before the confidential 
information is provided. This 
communication includes, but is 
not limited to, the following 
matters:

a. How information is 
designated as confidential 
and ceases to be confidential.

b. How access to confidential 
information is authorized.

c. How confidential 
information is used.

For its e-commerce system, the entity has 
posted a system description on its Web site. 
[For an example of a system description for 
an e-commerce system, refer to Appendix B 
(paragraph .42).]

For its non-e-commerce system, the entity 
has provided a system description to 
authorized users. [For an example of a 
system description for a non-e-commerce 
based system, refer to Appendix C 
(paragraph .43).]

The entity’s confidentiality and related 
security commitments and required 
confidentiality and security obligations of its 
customers and other external users are 
posted on the entity’s Web site; or the 
entity’s confidentiality policies and practices 
are outlined in its customer contracts, 
service-level agreements, vendor contract 
terms and conditions, and its standard 
nondisclosure agreement.

Signed nondisclosure agreements are 
required before sharing information 
designated as confidential with third parties. 
Customer contracts, service-level 
agreements, and vendor contracts are 
negotiated before performance or receipt of 
service. Changes to the standard 
confidentiality provisions in these contracts 
require the approval of executive 
management.
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Criteria Illustrative Controls

d. How confidential 
information is shared.

e. If information is provided to 
third parties, disclosures 
include any limitations on 
reliance on the third party’s 
confidentiality practices and 
controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s confidentiality 
practices and controls that 
meet or exceed those of the 
entity.

f. Confidentiality practices 
needed to comply with 
applicable laws and 
regulations.

2.3 Responsibility and 
accountability for the entity’s 
confidentiality and related 
security policies and changes 
and updates to those policies 
are communicated to entity 
personnel responsible for 
implementing them.

2.4 The process for informing the 
entity about breaches of 
confidentiality and system 
security and for submitting 
complaints is communicated to 
authorized users.

For its internal users (employees and 
contractors), the entity’s policies relating to 
confidentiality and security are reviewed 
with new employees and contractors as part 
of their orientation, and the key elements of 
the policies and their impact on the employee 
are discussed. New employees must sign a 
statement signifying that they have read, 
understand, and will follow these policies. 
Each year, as part of their performance 
review, employees must reconfirm their 
understanding of and compliance with the 
entity’s security policies. Confidentiality and 
security obligations of contractors are 
detailed in their contract.

A security awareness program has been 
implemented to communicate the entity’s 
confidentiality and security policies to 
employees.

The entity publishes its confidentiality and 
related security policies on its corporate 
intranet.

The security administration team is 
responsible for implementing the entity’s 
confidentiality and related security policies 
under the direction of the CIO.

The security administration team has 
custody of and is responsible for the 
day-to-day maintenance of the entity’s 
confidentiality and related security policies, 
and recommends changes to the CIO and the 
IT steering committee.

Confidentiality and related security 
commitments are reviewed with the 
customer account managers as part of the 
annual IT planning process.

The process for customers and external 
users to inform the entity of possible 
confidentiality or security breaches and 
other incidents is posted on the entity’s Web 
site and/or is provided as part of the new 
user welcome kit.

The entity’s security awareness program 
includes information concerning the 
identification of possible confidentiality and 
security breaches and the process for 
informing the security administration team.

Documented procedures exist for the 
identification and escalation of possible 
confidentiality or security breaches and 
other incidents.

(continued)
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Criteria
2.5 Changes that may affect 

confidentiality and system 
security are communicated to 
management and users who 
will be affected.

Illustrative Controls
Changes that may affect customers and 
users and their confidentiality and related 
security obligations or the entity’s 
confidentiality and security commitments 
are highlighted on the entity’s Web site.
Changes that may affect confidentiality and 
system security are reviewed and approved 
by affected customers under the provisions 
of the standard services agreement before 
implementation of the proposed change.
Planned changes to system components and 
the scheduling of those changes are reviewed 
as part of the monthly IT steering committee 
meetings.

Changes to system components, including 
those that may affect system security, 
require the approval of the security 
administrator before implementation.
There is periodic communication of changes, 
including changes that may affect 
confidentiality and system security.

Changes that affect confidentiality or system 
security are incorporated into the entity’s 
ongoing security awareness program.

 
3 .0 Procedures: The entity uses procedures to achieve its documented 

confidentiality objectives in accordance with its defined policies.

3.1 The entity’s procedures provide 
that confidential information is 
disclosed to parties only in 
accordance with its defined 
confidentiality and related 
security policies.

3.2 The entity has procedures to 
obtain assurance or 
representation that the 
confidentiality policies of third 
parties to whom information is 
transferred and upon which the 
entity relies are in conformity 
with the entity’s defined 
confidentiality and related 
security policies, and that the 
third party is in compliance 
with its policies.

Employees are required to sign a 
confidentiality agreement as a routine part 
of their employment. This agreement 
prohibits any disclosures of information and 
other data to which the employee has access.
Logical access controls are in place that limit 
access to confidential information based on 
job function and need. Requests for access 
privileges to confidential data require the 
approval of the data owner.
Business partners are subject to 
nondisclosure agreements (NDAs) or other 
contractual confidentiality provisions.
The entity outsources technology support or 
service and transfers data to an outsource 
provider. The requirements of the service 
provider with respect to confidentiality of 
information provided by the entity are 
included in the service contract. Legal 
counsel reviews third-party service contracts 
to assess conformity of the service provider’s 
confidentiality provisions with the entity’s 
confidentiality policies.
The entity obtains representation about the 
controls that are followed by the outsource 
provider and obtains a report on the 
effectiveness of such controls from the 
outsource provider’s independent auditor.
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Criteria-
3.3 In the event that a disclosed 

confidentiality practice is 
discontinued or changed to be 
less restrictive, the entity has 
procedures to protect 
confidential information in 
accordance with the 
confidentiality practices in 
place when such information 
was received, or obtains 
customer consent to follow the 
new confidentiality practice 
with respect to the customer’s 
confidential information.

__________ Illustrative Controls__________
Changes to confidentiality provisions in 
business partner contracts are renegotiated 
with the business partner.
When changes to a less restrictive policy are 
made, the entity attempts to obtain the 
agreement of its customers to the new policy. 
Confidential information for those customers 
who do not agree to the new policy is either 
removed from the system and destroyed or 
isolated and receives continued protection 
under the old policy.

Security-related criteria relevant to confidentiality
3.4 Procedures exist to restrict 

logical access to confidential 
information including, but not 
limited to, the following 
matters:

a. Registration and 
authorization of new users.

b. Identification and 
authentication of all users.

c. The probess to make changes 
and updates to user profiles.

d. The process to grant system 
access privileges and 
permissions.

e. Procedures to prevent 
customers, groups of 
individuals, or other 
entities from accessing 
other than their own 
confidential information.

f. Procedures to limit 
access to confidential 
information to only 
authorized employees 
based upon their 
assigned roles and 
responsibilities.

g. Distribution of output 
containing confidential 
information restricted to 
authorized users.

h. Restriction of logical access 
to offline storage, backup 
data, systems, and media.

a. Registration and authorization of new 
users:
• Customers can self-register on the 

entity’s Web site, under a secure 
session in which they provide new 
user information and select an 
appropriate user identification (ID) 
and password. Privileges and 
authorizations associated with 
self-registered customer accounts 
provide specific limited system 
functionality.

• The ability to create or modify users 
and user access privileges (other than 
the limited functionality “customer 
accounts”) is limited to the security 
administration team.

• The line-of-business supervisor 
authorizes access privilege change 
requests for employees and 
contractors. Customer access 
privileges beyond the default 
privileges granted during 
self-registration are approved by the 
customer account manager. 
Confidentiality and proper 
segregation of duties are considered in 
granting privileges.

b. Identification and authentication of users:
• Users are required to log on to the 

entity’s network and application 
systems with their user ID and 
password before access is granted. 
Unique user IDs are assigned to 
individual users. Passwords must 
 contain at least six characters, one of 

which is nonalphanumeric. Passwords 
are case sensitive and must be 
updated every 90 days.

(continued)
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Criteria Illustrative Controls

i. Restriction of access to 
system configurations, 
superuser functionality, 
master passwords, powerful 
utilities, and security 
devices (for example, 
firewalls).

c. Changes and updates to user profiles:

• Changes and updates to 
self-registered customer accounts can 
be done by the individual user at any 
time on the entity’s Web site after the 
user has successfully logged onto the 
system. Changes are reflected 
immediately.

• Unused customer accounts (no 
activity for six months) are purged by 
the system.

• Changes to other accounts and 
profiles are restricted to the security 
administration team and require the 
approval of the appropriate 
line-of-business supervisor or 
customer account manager.

• Accounts for terminated employees 
are deactivated upon notice of 
termination being received from the 
human resources team.

d. The process to grant system access 
privileges and permissions:
• All paths that allow access to 

significant information resources are 
controlled by the access control 
system and operating system 
facilities. Access requires users to 
provide their user ID and password. 
Privileges are granted to 
authenticated users based on their 
user profiles.

• The login session is terminated after 
three unsuccessful login attempts. 
Terminated login sessions are logged 
for follow-up.

e. Restriction of access to information of 
other customers:
• Corporate customers are assigned a 

unique company identifier that is 
required as part of the login process. 
Logical access software is used to 
restrict user access based on the 
company identifier used at login.

• Individual customers are restricted to 
their own information based on their 
unique user ID.

f. Restriction of access to confidential 
information:
• Requests for privileges to access 

confidential customer information 
require the approval of the customer 
account manager.
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Criteria Illustrative Controls
• Simulated customer data is used for 

system development and testing 
purposes. Confidential customer 
information is not used for this
purpose.

g. Distribution of output:
• Access to computer processing output 

is provided to authorized individuals 
based on the classification of the 
information.

• Processing outputs are stored in an 
area that reflects the classification of 
the information.

h. Restriction of logical access to offline 
storage, backup data, systems, and media:
• Logical access to offline storage, 

backup data, systems, and media is 
limited to computer operations staff.

i. Restriction of access to system 
configurations, superuser functionality, 
master passwords, powerful utilities, and 
security devices:
• Hardware and operating system 

configuration tables are restricted to 
appropriate personnel.

• Application software configuration 
tables are restricted to authorized 
users and under the control of 
application change management 
software.

• Utility programs that can read, add, 
change, or delete data or programs 
are restricted to authorized technical 
services staff. Usage is logged and 
monitored by the manager of 
computer operations.

• The information security team, under 
the direction of the CIO, maintains 
access to firewall and other logs, as 
well as access to any storage media. 
Any access is logged and reviewed 
quarterly.

• A listing of all master passwords is 
stored in an encrypted database and 
an additional copy is maintained in a 
sealed envelope in the entity safe.

3.5 Procedures exist to restrict 
physical access to the defined 
system including, but not 
limited to, facilities, backup 
media, and other system 
components such as firewalls, 
routers, and servers.

Physical access to the computer rooms, 
which house the entity’s IT resources, 
servers, and related hardware such as 
firewalls and routers, is restricted to 
authorized individuals by card key 
systems and monitored by video 
surveillance.

(continued)
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___  Criteria Illustrative Controls
Physical access cards are managed by 
building security staff. Access card usage is 
logged. Logs are maintained and reviewed 
by building security staff.
Requests for physical access privileges to the 
entity’s computer facilities require the 
approval of the manager of computer 
operations.
Documented procedures exist for the 
identification and escalation of potential 
security breaches.
Offsite backup data and media are stored at 
service provider facilities. Access to offsite 
data and media requires the approval of the 
manager of computer operations.

3.6 Procedures exist to protect 
against unauthorized logical 
access to the defined system.

Login sessions are terminated after three 
unsuccessful login attempts. Terminated 
login sessions are logged for follow-up by the 
security administrator.
Virtual private networking (VPN) software 
is used to permit remote access by 
authorized users. Users are authenticated by 
the VPN server through specific “client” 
software and user ID and passwords.
Firewalls are used and configured to prevent 
unauthorized access. Firewall events are 
logged and reviewed daily by the security 
administrator.
Unneeded network services (for example, 
telnet, ftp, and http) are deactivated on the 
entity’s servers. A listing of the required and 
authorized services is maintained by the IT 
department. This list is reviewed by entity 
management on a routine basis for its 
appropriateness for the current operating 
conditions.
Intrusion detection systems are used to 
provide continuous monitoring of the entity’s 
network and early identification of potential 
security breaches.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.

3.7 Procedures exist to protect 
against infection by computer 
viruses, malicious codes, and 
unauthorized software.

In connection with other security 
monitoring, the security administration 
team participates in user groups and 
subscribes to services relating to computer 
viruses.
Antivirus software is in place, including 
virus scans of incoming e-mail messages. 
Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the 
security team and an alert is created for all 
users notifying them of a potential virus 
threat.
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Criteria Illustrative Controls
3.8 A minimum of 128-bit 

encryption or other equivalent 
security techniques are used to 
protect transmissions of user 
authentication and other 
confidential information passed 
over the Internet or other 
public networks.

3.9 Procedures exist to identify, 
report, and act upon 
confidentiality and security 
breaches and other incidents.

3.10 Procedures exist to provide that 
issues of noncompliance with 
defined confidentiality and 
related security policies are 
promptly addressed and that 
corrective measures are taken 
on a timely basis.

The entity uses 128-bit secure sockets layer 
(SSL) encryption for transmission of private 
or confidential information over public 
networks, including user ID and password. 
Users are required to upgrade their browser 
to the most current version tested and 
approved for use by the security 
administration team to avoid possible 
security problems.
Account activity, subsequent to successful 
login, is encrypted through a 128-bit SSL 
session. Users are logged out on request (by 
selecting the “Sign-out” button on the Web 
site) or after 10 minutes of inactivity.
Confidential information submitted to the 
entity over its trading partner extranet is 
encrypted using 128-bit SSL.
Transmission of confidential customer 
information to third-party service providers 
is done over leased lines.
Users are provided instructions for 
communicating potential confidentiality and 
security breaches to the information security 
team. The information security team logs 
incidents reported through customer 
hotlines and e-mail.
Intrusion detection and other tools are used 
to identify, log, and report potential security 
breaches and other incidents. The system 
notifies the security administration team 
and/or the network administrator via e-mail 
and pager of potential incidents in progress.
Incident logs are monitored and evaluated 
by the information security team daily.
Documented incident identification and 
escalation procedures are approved by 
management.
Security and confidentiality problems are 
reported immediately to the customer 
account manager, recorded, and 
accumulated in a problem report. Corrective 
action, decided upon in conjunction with the 
customer account manager, is noted and 
monitored by management.
The vice president, customer services is 
responsible for assessing the customer 
service impact of potential confidentiality 
breaches and coordinating response 
activities.
On a routine basis, security policies, 
controls, and procedures are audited by the 
internal audit department. Results of such 
examinations are reviewed by management, 
a response is prepared, and a remediation 
plan is put in place.

(continued)
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Criteria Illustrative Controls
Criteria related to the system components used to achieve the objectives

3.11 Design, acquisition, 
implementation, configuration, 
modification, and management 
of infrastructure and software 
related to confidentiality and 
security are consistent with 
defined confidentiality and 
related security policies.

3.12 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation 
of systems affecting 
confidentiality and security are 
qualified to fulfill their 
responsibilities.

The entity has adopted a formal systems 
development life cycle (SDLC) methodology 
that governs the development, acquisition, 
implementation, and maintenance of 
computerized information systems and 
related technology.
The SDLC methodology includes a 
framework for classifying data, including 
customer confidentiality requirements. 
Standard user profiles are established based 
on customer confidentiality requirements 
and an assessment of the business impact of 
the loss of security. Users are assigned 
standard profiles based on needs and 
functional responsibilities.
Internal information is assigned to an owner 
based on its classification and use. Customer 
account managers are assigned as 
custodians of customer data. Owners of 
internal information and custodians of 
customer information and data classify its 
sensitivity and determine the level of 
protection required to maintain an 
appropriate level of confidentiality and 
security.
The security administration team reviews 
and approves the architecture and design 
specifications for new systems development 
and/or acquisition to ensure consistency with 
the entity’s confidentiality and related 
security policies.
Changes to system components that may 
affect security require the approval of the 
security administration team.
The access control and operating system 
facilities have been installed, including the 
implementation of options and parameters, 
to restrict access in accordance with the 
entity’s confidentiality and related security 
policies.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. Results and 
recommendations for improvement are 
reported to management.
The entity has written job descriptions 
specifying the responsibilities and academic 
and professional requirements for key job 
positions.
Hiring procedures include a comprehensive 
screening of candidates for key positions and 
consideration of whether the verified 
credentials are commensurate with the
proposed position. New personnel are offered 
employment subject to background checks 
and reference validation.
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Criteria Illustrative Controls

Candidates, including internal transfers, are 
approved by the line-of-business manager 
before the employment position is offered.

Periodic performance appraisals are 
performed by employee supervisors and 
include the assessment and review of 
professional development activities.

Personnel receive training and development 
in systems confidentiality and security 
concepts and issues.

Procedures are in place to provide alternate 
personnel for key system confidentiality and 
security functions in case of absence or 
departure.

Maintainability-related criteria relevant to confidentiality
3.13 Procedures exist to maintain Entity management receives a third-party

system components, including opinion on the adequacy of security controls,
configurations consistent with and routinely evaluates the level of
the defined system performance it receives (in accordance with
confidentiality and related its contractual service-level agreement) from
security policies. the service provider that hosts the entity’s

systems and Web site.

The IT department maintains a listing of all 
software and the respective level, version, 
and patches that have been applied.

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Staffing, infrastructure, and software 
requirements are periodically evaluated and 
resources are allocated consistent with the 
entity’s confidentiality and related security 
policies.

System configurations are tested annually, 
and evaluated against the entity’s security 
policies and current service-level 
agreements. An exception report is prepared 
and remediation plans Are developed and 
tracked.

The IT steering committee, which includes 
representatives from the lines of business 
and customer support, meets monthly and 
reviews anticipated, planned, or 
recommended changes to the entity’s 
confidentiality and related security policies, 
including the potential impact of legislative 
changes.

(continued)
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Criteria Illustrative Controls

3.14 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made 
to the system.

Senior management has implemented a 
division of roles and responsibilities that 
segregates incompatible functions.

The entity’s documented systems 
development methodology describes the 
change initiation, software development and 
maintenance, and approval processes, as 
well as the standards and controls that are 
embedded in the processes. These include 
programming, documentation, and testing 
standards.

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Changes to system infrastructure and 
software are developed and tested in a 
separate development or test environment 
before implementation into production.

As part of the change control policies and 
procedures, there is a “promotion” process 
(for example, from “test” to “staging" to 
“production”). Promotion to production 
requires the approval of the business owner 
who sponsored the change and the manager 
of computer operations.

When changes are made to key systems 
components, there is a “backout” plan 
developed for use in the event of major 
interruption(s).

3.15 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact 
approval).

Requests for changes, system maintenance, 
and supplier maintenance are standardized 
and subject to documented change 
management procedures. Changes are 
categorized and ranked according to priority, 
and procedures are in place to handle urgent 
matters. Change requestors are kept 
informed about the status of their requests.

Emergency changes that require deviations 
from standard procedures are logged and 
reviewed by IT management daily and 
reported to the affected line-of-business 
manager. Permanent corrective measures 
follow the entity’s change management 
process, including line-of-business approvals.
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Criteria Illustrative Controls

4.0 Monitoring: The entity monitors the system and takes action to 
maintain compliance with its defined confidentiality policies.

4.1 The entity’s confidentiality and 
security performance is 
periodically reviewed and 
compared with the defined 
confidentiality and related 
security policies.

4.2 There is a process to identify 
and address potential 
impairments to the entity’s 
ongoing ability to achieve its 
objectives in accordance with 
its confidentiality and related 
security policies.

4.3 Environmental and 
technological changes are 
monitored and their impact on 
confidentiality and security is 
assessed on a timely basis.

The information security team monitors the 
system and assesses the system’s 
vulnerabilities using proprietary and other 
tools. Potential risk is evaluated and 
compared to service-level agreements and 
other obligations of the entity. Remediation 
plans are proposed and implementation is 
monitored.
The entity contracts with third parties to 
conduct periodic security reviews and 
vulnerability assessments. The internal 
audit function conducts system security 
reviews as part of its annual audit plan. 
Results and recommendations for 
improvement are reported to management.

Logs are analyzed to identify trends that 
may have a potential impact on the entity’s 
ability to achieve its system confidentiality 
and related security objectives.
Monthly IT staff meetings are held to 
address system security concerns and 
trends; findings are discussed at quarterly 
management meetings.
Trends and emerging technologies and their 
potential impact on customer confidentiality 
requirements are reviewed with corporate 
customers as part of the annual performance 
review meeting.
Senior management, as part of its annual IT 
planning process, considers developments in 
technology and the impact of applicable laws 
or regulations on the entity’s confidentiality 
and related security policies.
The entity’s customer service group monitors 
the impact of emerging technologies, 
customer requirements, and competitive 
activities.
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.41

Appendix A

Consumer Arbitration
This appendix applies to engagements that use an arbitration program. Should 
a program mandated by a regulatory body be in effect, that program would be 
followed and disclosed. This appendix provides additional information about 
the arbitration process.
Before arbitration can take place, two parties must agree to it. An agreement 
may take many forms other than a written contract. Both parties show their 
agreement by some reasonable, affirmative act. An organization’s Web site may 
invite acceptance by conduct, such as a check box or other means, and may 
propose limitations on the kind of conduct that constitutes acceptance. For 
example, consumers may find the following language at a Web site, which 
would constitute acceptance of an agreement:

By accessing this Web site or ordering products described on this site, you agree 
to be bound by certain terms and conditions. Please read these terms and 
conditions carefully.

The terms and conditions would elaborate on arbitration, consumer recourse, 
and other issues for both the consumer and the Web site.

Principles of Arbitration
Under the model adopted for Trust Services, arbitration must be based on the 
rules of law, applied consistently. Outlined below, as an example, are the 12 
principles identified by the National Arbitration Forum (NAF).

1. Fundamentally fair process. All parties in an arbitration process are 
entitled to fundamental fairness.

2. Access to information. Information about arbitration should be rea­
sonably accessible before the parties commit to an arbitration con­
tract.

3. Competent and impartial arbitrators. The arbitrators should be both 
skilled and neutral.

4. Independent administration. An arbitration should be administered 
by someone other than the arbitrator or the parties themselves.

5. Contracts for dispute resolution. An agreement to resolve disputes 
through arbitration is a contract and should conform to the legal 
principles of contract and statutory law. Arbitration contracts 
drafted by a fiduciary party should be accompanied by an accurate 
explanation of the advantages and disadvantages of arbitration.

6. Reasonable costs. The cost of an arbitration should be proportionate 
to the claim and reasonably within the means of the parties, as 
required by applicable law.

7. Reasonable time limits. A dispute should be resolved with reason­
able promptness.

8. Right to representation. All parties have the right to be represented 
in an arbitration, if they wish, for example, by an attorney or other 
representative.
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9. Settlement and mediation. The preferable process is for the parties 
themselves to resolve the dispute.

10. Hearings. Hearings should be convenient, efficient, and fair for all.
11. Reasonable discovery. The parties should have access to the infor­

mation they need to make a reasonable presentation of their case to 
the arbitrator.

12. Award and remedies. The remedies resulting from arbitration must 
conform to the law.
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Appendix B

Illustrative Disclosures for E-Commerce Systems
This appendix sets out illustrative disclosures for electronic commerce 
(e-commerce) systems that are required to meet the Trust Services principles. The 
disclosures are set out separately by Trust Services principles; they are illustrative 
only and should be tailored according to the particular organization’s system.

System Description
Rather than addressing the components of a system (used for describing 
non—e-commerce systems), an organization may describe the functionality of 
the system covered by the WebTrust examination, as follows:

Example System Description
Our site (abc-xyz.org) enables users to create and manage their own online 
store (myABC-xyz.org). It also covers the back-end fulfillment and settle­
ment systems that integrate with abc-xyx.org to facilitate ordering from 
customer sites created on our site and the use of third-party service 
providers with which we have contracted to provide various services 
related to our site.
Entrepreneurs and small business owners can use the abc-xyz.org suite of 
business services to take advantage of the online world. abc-xyz.org’s Web 
browser interface can be used to create your own online store (complete with 
product ordering). You design the site and control the customer experience.
The WebTrust seal covers the functionality set out in our abc-xyz.org site 
that allows users to create and manage their own online store. It also covers 
the back-end fulfillment and settlement systems that integrate with abc- 
xyz.org to facilitate ordering from customer sites created on abc-xyz.org, 
myABC-xyz.org—e-commerce and Web publishing made easy. Entrepre­
neurs and small business owners can use the abc-xyz.org suite of business 
services to take advantage of the convenience, reach, and speed of the 
online world. myABC-xyz.org’s simple Web browser interface can be used 
to create your own online store (complete with secure ordering) within 
minutes. You design the site, control the customer experience, list the 
products, and fulfill orders in a secure environment.

Disclosures Related to Specific Principles and Criteria

The following tables set out illustrative disclosures for e-commerce systems.
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Security

Criteria Reference
2.2 The security obligations of 

users and the entity’s security 
commitments to users are 
communicated to authorized 
users.

2.4 The process for informing the 
entity about breaches of the 
system security and for 
submitting complaints is 
communicated to authorized 
users.

2.5 Changes that may affect 
system security are 
communicated to management 
and users who will be affected.

Illustrative Disclosures

Even though we strive to protect the 
information you provide through ABC.com, 
no data transmission over the Internet can 
be guaranteed to be 100 percent secure. As a 
result, even though we strive to protect your 
information, we cannot ensure or warrant 
the security of any information you transmit 
to or receive from us through our Web site 
and online services.

We review our security policies on a regular 
basis, and changes are made as necessary. 
They undergo an intense review on an 
annual basis by the information technology 
(IT) department. These defined security 
policies detail access privileges, information 
collection needs, accountability, and other 
such matters. Documented system security 
objectives, policies, and standards are 
consistent with system security 
requirements defined in contractual, legal, 
and other service-level agreements. For 
example, only a select group of authorized 
individuals within ABC have access to user 
information. A complete policy with details 
regarding access, scripting, updates, and 
remote access is available for review by 
qualified personnel within the organization. 
This document is not available to the general 
public for study.
ABC.com operates secure data networks that 
are password-protected and are not available 
to the public. When transmitting 
information between you and ABC.com, data 
security is handled through a security 
protocol called secured sockets layer (SSL). 
SSL is an Internet security standard using 
data encryption and Web server 
authentication.
Encryption strength is measured by the 
length of the key used to encrypt the data; 
that is, the longer the key, the more effective 
the encryption. Using the SSL protocol, data 
transmission between you and the ABC.com 
server is performed at a 128-bit level of 
encryption strength.
Should you feel that there has been a breach 
to the security of this site, please contact us 
immediately at (800) 123-1234.

Any changes that affect the security of our 
Web site as it affects you as a site user will 
be communicated to you by posting the 
highlight of the change to the Web page that 
summarizes our security policies and 
significant controls.
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Availability

Criteria Reference

2.2 The availability and related 
security obligations of users 
and the entity’s availability and 
related security commitments 
to users are communicated to 
authorized users.

Illustrative Disclosures

2.4 The process for informing the 
entity about system availability 
issues and breaches of system 
security and for submitting 
complaints is communicated to 
authorized users.

2.5 Changes that may affect 
system availability and system 
security are communicated to 
management and users who 
will be affected.

To allow sufficient time for file maintenance 
and backup, the maximum number of hours 
per day that our network will be made 
available is 22 hours per day, 7 days a week. 
In the event of a disaster or other prolonged 
service interruption, the entity has arranged 
for the use of alternative service sites to 
allow for full business resumption within 24 
hours.

Our company’s defined security policies 
detail access privileges, information 
collection needs, accountability, and other 
such matters. They are reviewed and 
updated at quarterly management meetings 
and undergo an intense review on an annual 
basis by the information technology (IT) 
department. Documented system security 
objectives, policies, and standards are 
consistent with system security 
requirements defined in contractual, legal, 
and other service-level agreements. For 
example, current policy prohibits shared 
identifications (IDs); each support person 
has his or her own unique ID to log on and 
maintain network equipment. A complete 
policy with details regarding access, 
scripting, updates, and remote access is 
available for review by qualified personnel. 
This document will not be released to the 
general public for study.

Management has in place a consumer 
hotline to allow customers to telephone in 
any comments, complaints, or concerns 
regarding the security of the site and 
availability of the system. If you are unable 
to obtain access to this site, please contact 
our customer support personnel at 
(800) 123-2345. Should you believe that 
there has been a breach to the security of 
this site please contact us immediately at 
(800) 123-1234.

Highlights of any changes that affect the 
security of our Web site and availability of 
the system as it affects you as a site user 
will be communicated to you by e-mail seven 
days in advance of the anticipated change. 
The highlights of the change will be posted 
to the Web page that summarizes our 
availability and security policies.
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Processing Integrity

________Criteria Reference_______
2.1 The entity has prepared an 

objective description of the 
system and its boundaries and 
communicated such description 
to authorized users.

If the system is an e-commerce 
system, additional information 
provided on its Web-site 
includes, but may not be 
limited to, the following 
matters:

a. Descriptive information 
about the nature of the 
goods or services that will be 
provided, including, where 
appropriate:

• Condition of goods 
(meaning, whether they 
are new, used, or 
reconditioned).

• Description of services (or 
service contract).

• Sources of information 
(meaning, where it was 
obtained and how it was 
compiled).

b. The terms and conditions by 
which it conducts its 
e-commerce transactions 
including, but not limited to, 
the following matters:

• Time frame for 
completion of 
transactions (transaction 
means fulfillment of 
orders where goods are 
being sold and delivery of 
service where a service is 
being provided).

• Time frame and process 
for informing customers 
of exceptions to normal 
processing of orders or 
service requests.

• Normal method of 
delivery of goods or 
services, including 
customer options, where 
applicable.

_________Illustrative Disclosures________
You can purchase new and used books on 
our site; used books are clearly labeled as 
such.
The mortgage rate information we obtain for 
your brokerage transaction is gathered from 
12 different lending institutions on a daily 
basis. A complete listing of these lending 
institutions can be obtained by clicking here 
[insert hot link / URL].
ABC’s Online RFQ Brokerage is the online 
clearing house for requests for quotes (RFQ) 
on custom-made parts. Through our unique 
service, OEM manufacturers looking for 
parts will be connected to contract 
manufacturers looking for work.
RFQs published on our online brokerage 
undergo an intensive review process to 
ensure that contract manufacturers get all 
the information needed to compose a quote. 
ABC’s trained personnel will work closely 
with OEM manufacturers new to the 
outsourcing market to ease their fears. 
Contract manufacturers participating in the 
RFQ bidding process are members of ABC’s 
BizTrust program. New members are 
subjected to an assortment of checks such as 
credit checks and reference checks to ensure 
that they are qualified to bid on RFQs. The 
results from these checks are organized into 
an easy-to-read BizTrust Report accessible 
by all members of ABC.
The nationwide survey, conducted by the 
compensation-research firm of Dowden & 
Co., presents data on 20X2 compensation 
gathered from among more than 900 
employers of information systems 
professionals, including corporations of all 
sizes, in every industry group, and from 
every U.S. region. The survey was completed 
July 20X1.
Our policy is to ship orders within one week 
of receipt of a customer-approved order. Our 
experience is that over 90 percent of our 
orders are shipped within 48 hours; the 
remainder is shipped within one week.
We will notify you by e-mail within 24 hours 
if we cannot fulfill your order as specified at 
the time you placed it and will provide you 
the option of canceling the order without 
further obligation. You will not be billed 
until the order is shipped.
You have the option of downloading the 
requested information now or we will send it 
to you on CD-ROM by UPS two-day or 
Federal Express overnight delivery.

(continued)
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Criteria Reference
• Payment terms, including 

customer options, if any.

• Electronic settlement 
practices and related 
charges to customers.

• How customers may 
cancel recurring charges, 
if any.

• Product return policies 
and limited liability, 
where applicable.

c. Where customers can obtain 
warranty, repair service, 
and support related to the 
goods and services 
purchased on its Web site.

d. Procedures for resolution of 
issues regarding processing 
integrity. These may relate 
to any part of a customer’s 
e-commerce transaction, 
including complaints related 
to the quality of services and 
products, accuracy, 
completeness, and the 
consequences for failure to 
resolve such complaints.

Illustrative Disclosures
Credit approval is required before shipment. 
All goods will be invoiced on shipment 
according to either our normal terms of 
settlement (net 30 days), or where 
alternative contractual arrangements are in 
place, those arrangements shall prevail.
We require an electronic funds transfer of 
fees and costs at the end of the transaction. 
For new customers, a deposit may be 
required.

To cancel your monthly service fee, send us 
an e-mail at Subscriber@ABC.com or call us 
at (800) 555-1212. Be sure to include your 
account number.

Purchases can be returned for a full refund 
within 30 days of receipt of shipment. Call 
our toll-free number or e-mail us for a return 
authorization number, which should be 
written clearly on the outside of the return 
package.

Warranty and other service can be obtained 
at any one of our 249 locations worldwide 
that are listed on this Web site. A list of 
these locations is also provided with delivery 
of all of our products.

Transactions at this site are covered by 
bidding arbitration conducted through our 
designated arbitrator [name of arbitrator]. 
They can be reached at www.name.org or by 
calling toll-free (800) 111-2222. For the 
details of the terms and conditions of 
arbitration, click here [insert hot link / URL].

Our process for consumer dispute resolution 
requires that you contact our customer 
toll-free hotline at (800) 555-1234 or contact 
us via e-mail at custhelp@ourcompany.com. 
If your problem has not been resolved to 
your satisfaction you may contact the Cyber 
Complaint Dispute Resolution Association, 
which can be reached at (877) 123-4321 
during normal business hours (8:00 a.m. - 
5:00 p.m. central time) or via their Web site 
at www.ccomplaint.com.
For the details of the terms and conditions of 
arbitration, click here [insert hot link / URL}.

For transactions at this site, should you, our 
customer, require follow-up or response to 
your questions or complaints, you may 
contact us at www.xxxquestions.org. If your 
follow-up or your complaint is not handled to 
your satisfaction, you should contact the 
e-commerce ombudsman who handles 
consumer complaints for e-commerce in this 
country. He or she can be reached at 
www.ecommercombud.org or by calling 
toll-free at (800) XXX-XXXX.
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Criteria Reference

2.2 The processing integrity and 
related security obligations of 
users and the entity’s 
processing integrity and related 
security commitments to users 
are communicated to 
authorized users.

Illustrative Disclosures

2.4 The process for obtaining 
support and informing the 
entity about system processing 
integrity issues, errors and 
omissions, and breaches of 
systems security and for 
submitting complaints is 
communicated to authorized 
users.

2.5 Changes that may affect 
system processing integrity and 
system security are 
communicated to management 
and users who will be affected.

Our company’s defined processing integrity 
policies and related security policies are 
communicated to all authorized users of the 
company. The security policies detail access 
privileges, information collection needs, 
accountability, and other such matters. They 
are reviewed and updated at quarterly 
management meetings and undergo an 
intense review on an annual basis by the 
information technology (IT) department. 
Documented system security objectives, 
policies, and standards are consistent with 
system security requirements defined in 
contractual, legal, and other service-level 
agreements. For example, current policy 
prohibits shared identifications (IDs); each 
support person has his or her own unique ID 
to fog on and maintain network equipment. 
A complete policy with details regarding 
access, scripting, updates, and remote access 
is available for review by qualified 
personnel. This document will not be 
released to the general public for study.

For service and other information, contact 
one of our customer service representatives 
at (800) 555-1212 between 7:00 a.m. and 
8:00 p.m. (central standard time) or you can 
write to us as follows:

Customer Service Department
ABC Company 
1234 Anystreet 
Anytown, Illinois 60000 
or CustServ@ABC.com

Should you believe that there has been a 
breach to the integrity or security of this 
site, please contact us immediately at (800) 
123-1234.

Highlights of any changes that affect the 
security of our Web site and processing 
integrity of the system as it affects you as a 
site user will be communicated to you by 
e-mail seven days in advance of the 
anticipated change. The highlights of the 
change will be posted to the Web page that 
summarizes our processing integrity and 
security policies.
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Online Privacy

Criteria Reference_______
2.2 The online privacy and related 

security obligations of users 
and the entity’s online privacy 
and related security 
commitments to users are 
communicated to authorized 
users and disclosed on the 
entity’s Web site.

These disclosures include, but 
are not limited to, the following 
matters:

a. The specific kinds and 
sources of information being 
collected and maintained, 
the use of that information, 
and possible third-party 
distribution of that 
information.

_________Illustrative Disclosures_________
We will need certain information—such as 
name, Internet address or screen name, 
billing address, type of computer, and credit 
card number—to provide our service to you. 
Your e-mail address is used to send 
information about our company. Your credit 
card number is used for billing purposes for 
the products you order. We may also use this 
information, along with information such as 
your age, income level, and postal code, to 
keep you informed about additional products 
and services from our company, and to send 
promotional material that may be of interest 
to you from some of our partners. Your age, 
income level, and postal code are also used to 
tailor the content displayed to correspond to 
your preferences. We do not provide 
information gathered from you to any other 
third parties except as required by law.

If information is provided to 
third parties, disclosure 
includes any limitation on 
the reliance on the third 
party’s privacy practices and 
controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s privacy practices and 
controls that meet or exceed 
those of the entity.

Such third parties might 
include:

• Parties who participate in 
completing the 
transaction (for example, 
credit card processors, 
delivery services, and 
fulfillment organizations).

• Parties not related to the 
transaction (for example, 
marketing organizations 
to whom information is 
provided).

b. Choices regarding how 
personal information 
collected from an individual 
online may be used and/or 
distributed. Individuals are 
given the opportunity to opt 
out of such use, by either 
not providing such 
information or denying its 
distribution to parties not 
involved with the 
transaction.

You can choose not to receive information 
and promotional material from us and/or our 
partners by letting us know on the 
registration screen when you sign up for the 
product or service.
If you subsequently wish to change your 
preference to opt in or opt out, go to the 
xxx screen, or send an e-mail to 
xxx@domain.com with the message 
opt in or opt out in the subscribe field.
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Criteria Reference
c. Sensitive information 

needed for the e-commerce 
transaction. Individuals 
must opt in before this 
information is gathered and 
transmitted.

d. The consequences, if any, of 
an individual’s refusal to 
provide information or of an 
individual’s decision to opt 
out of (dr not opt in to) a 
particular use of such 
information.

e. How personal information 
collected can be reviewed 
and, if necessary, corrected 
or removed.

2.3 If the entity’s Web site uses 
cookies or other tracking 
methods (for example, Web 
bugs and middleware), the 
entity discloses how they are 
used. If the customer refuses 
cookies, the consequences, if 
any, of such refusal are 
disclosed.

_________Illustrative Disclosures________
Before we can process your insurance 
application, we require that you click here 
[insert hot link / URL] to give us your 
permission to submit your medical history to 
the various insurance companies we use. 
This is your explicit permission for us to 
process your request.
If you do not wish to have this information 
transmitted, we will be unable to process 
your application. You may call our customer 
service department for additional 
information or assistance.
The minimum information you need to 
provide to complete the transaction is 
highlighted on the Web page. You will be 
unable to place an order without providing 
this minimum information.

2.4 The process for obtaining 
support and informing the 
entity about breaches of online 
privacy and systems security is 
communicated to authorized 
users.

This site provides you with the ability to 
correct, update, or remove your information 
by e-mailing CustServ@ABC.com.

Cookies are used to personalize Web content 
and suggest items of potential interest based 
on your previous buying habits. This cookie 
can be read only by us. If you do not accept 
this cookie, you may be asked to re-enter 
your name and account number several 
times during a visit to our Web site or if you 
return to the site later. By accepting a 
cookie, certain information [disclose 
information] will be tracked and used for 
marketing purposes. Our cookies expire in 
30 days.
Certain advertisers on our site use tracking 
methods, including cookies, to analyze 
patterns and paths through this site.
To opt out of this practice, refer to 
their privacy policy at 
www.domain.com/privacy/opt-out.html.
Should you feel that there has been a breach 
to the security of this site, please contact us 
immediately at (800) 123-1234.
If you have any questions about our 
organization or our policies on privacy as 
stated at this site, please contact 
CustServ@ABC.com.
Access to your customer data file is made 
available to our customer support 
representatives to fully service your 
inquiries.
After hours, our customer support inquiries 
are managed by our service provider xxx, 
who is contractually required to comply with 
our privacy policy.

(continued)
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________Criteria Reference_______
2.5 The entity discloses its 

procedures for consumer 
recourse for issues regarding 
privacy that are not resolved by 
the entity. These complaints 
may relate to collection, use, 
and distribution of personal 
information, and the 
consequences for failure to 
resolve such complaints. This 
resolution process has the 
following attributes:

a. Management’s commitment 
to use a specified third-party 
dispute resolution service or 
other process mandated by 
regulatory bodies in the 
event the customer is not 
satisfied with the entity’s 
proposed resolution of such 
a complaint together with a 
commitment from such third 
party to handle such 
unresolved complaints.

b. Procedures to be followed in 
resolving such complaints, 
first with the entity and, if 
necessary, with the 
designated third party.

c. What use or other action will 
be taken with respect to the 
personal information which 
is the subject of the 
complaint until the 
complaint is satisfactorily 
resolved.

2.6 The entity discloses any 
additional privacy practices 
needed to comply with 
applicable laws or regulations 
or any self-regulatory programs 
in which the entity participates.

2.7 In the event that a disclosed 
online privacy policy is 
discontinued or changed to be 
less restrictive, the entity 
provides clear and conspicuous 
customer notification of the 
revised policy.

________ Illustrative Disclosures________
Transactions at this site, with respect to 
privacy, are covered by binding arbitration 
conducted through our designated arbitrator 
[name of arbitrator]. They can be reached at 
www.name.org or by calling toll-free 
(800) 111-2222. For the details of the terms 
and conditions of arbitration, click here 
[insert hot link / URL].

For transactions at this site with respect to 
privacy, should you, our customer, require 
follow-up or response to your questions or 
complaints, you may contact us at 
www.xxxquestions.org. If your follow-up or 
your complaint is not handled to your 
satisfaction, then you should contact the 
e-commerce ombudsman who handles 
consumer complaints for e-commerce in this 
country. He or she can be reached at 
www.ecommercombud.org or by calling 
toll-free at (800) XXX-XXXX.

Federal law requires that all personal 
information be removed from the system 
after three years of inactivity.

During the period from May 31 to August 
31, 20XX, we collected customer telephone 
numbers. Starting September 1, we no 
longer require this information for the 
processing of your transaction.
On September 30, 20XX, we were acquired 
by XYZ Co. Accordingly, we adopted the 
privacy policies of XYZ Co., which allow the 
distribution of collected personal information 
to third parties. Because our previous policy 
did not allow for the distribution of such 
personal information, we will obtain your 
permission before the distribution of such 
information collected before September 30, 
20XX.
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Criteria Reference Illustrative Disclosures

2.8 The entity notifies users when 
they have left the site covered 
by the entity’s online privacy 
policies.

Many of our partners have pages that look 
and navigate like our site. We will notify you 
via a one-time pop-up window to let you 
know that you are leaving our site and are 
no longer covered by our privacy practices. 
We strive to protect your information and 
suggest that you read the privacy policies of 
the site to which you are redirected before 
supplying any personal information. In 
accordance with our privacy policy we will 
not pass any information to these sites 
without your express consent.

2.10 Changes that may affect online 
privacy and system security are 
communicated to management 
and users who will be affected.

Highlights of any changes that affect the 
security of our Web site and online privacy 
as it affects you as a site user will be 
communicated to you by e-mail seven days 
in advance of the anticipated change. The 
highlights of the change will be posted to the 
Web page that summarizes our online 
privacy and security policies.
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Confidentiality

________Criteria Reference________
2.2 The confidentiality and related 

security obligations of users 
and the entity’s confidentiality 
and related security 
commitments to users* are 
communicated to authorized 
users before the confidential 
information is provided. This 
communication includes, but is 
not limited to, the following 
matters:

a. How information is 
designated as confidential 
and ceases to be confidential.

b. How access to confidential 
information is authorized.

c. How confidential 
information is used.

d. How confidential 
information is shared.

e. If information is provided to 
third parties, disclosures 
include any limitations on 
reliance on the third party’s 
confidentiality practices and 
controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s confidentiality 
practices and controls that 
meet or exceed those of the 
entity.

f. Confidentiality practices 
needed to comply with 
applicable laws and 
regulations.

Illustrative Disclosures
XYZ manufacturing.com is a high-quality 
custom manufacturer of electronic 
components. Customers and potential 
customers can submit engineering drawings, 
specifications, and requests for 
manufacturing price quotes through our 
Web site or e-mail.
Access to your information is limited to our 
employees and any third-party 
subcontractors we may elect to use in 
preparing our quote. We will not use any 
information you provide for any purpose 
other than a price quote and subsequent 
manufacturing and order fulfillment on your 
behalf. However, access may need to be 
provided in response to subpoenas, court 
orders, legal process, or other needs to 
comply with applicable laws and regulations. 
Using our encryption software, you may 
designate information as confidential by 
checking the “Confidential Treatment” box. 
This software can be downloaded from our 
site and will accept information in most 
formats. Such information will automatically 
be encrypted using our public key before 
transmission over the Internet. You may 
transmit such information to us through our 
Web site or by e-mail.
Access to information designated as 
confidential will be restricted only to our 
employees with a need to know. We will not 
provide such information to third parties 
without your prior permission.
When we provide information to third 
parties, we do not provide your company 
name. However, we make no representation 
regarding third-party confidential treatment 
of such information.
Our confidentiality protection is for a period 
of two years, after which we will cease to 
provide such protection. In addition, should 
such information become public through 
your actions or other means, our 
confidentiality protection ceases.
If you are not a customer at the time of 
submitting such information, you will be 
provided with an account number and 
password. You may use this account number 
and password to access the information you 
have submitted, plus any related price quote 
information provided by us. You may also set 
up an additional 10 sub-accounts and 
passwords so others in your organization can 
also access this information.
Our services and the protection of 
confidential information are subject to 
third-party dispute resolution. This process 
is described under “Arbitration Process” 
elsewhere on our Web site.
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Illustrative DisclosuresCriteria Reference

2.4 The process for informing the 
entity about breaches of 
confidentiality and system 
security and for submitting 
complaints is communicated to 
authorized users.

2.5 Changes that may affect 
confidentiality and system 
security are communicated to 
management and users who 
will be affected.

If you have any questions about our 
organization or our policies on 
confidentiality as stated at this site, please 
contact CustServ@XYZ-manufacturing.com.

Should you feel that there has been a breach 
to the security of this site, please contact us 
immediately at (800) 123-1234.

Effective January 200X, we eliminated our 
“secret” category of information. Information 
submitted under such secret category will 
continue to be protected in accordance with 
our commitments at that time.
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.43

Appendix C

Example System Description for Non-E-Commerce 
Systems

The purpose of a system description is to delineate the boundaries of the system 
covered by management’s assertion or the subject matter of the practitioner’s 
report (in this example, a pension processing service). The system description 
should be an integrated part of the entity’s communication of policies related 
to the specific principles subject to the practitioner’s attestation. In all cases, 
the system description should accompany the practitioner’s report.

Background
XYZ Co. Pension Services (XPS), based in New York, New York, with offices 
across North America, manages and operates the Pension Administration 
System (PAS) on behalf of pension plan sponsors who are XPS Co.’s 
customers. The plan members are the employees of XPS Co.’s customers 
who are enrolled in the pension plan. XPS uses PAS for recordkeeping of 
pension-related activities.
Infrastructure
PAS uses a three-tier architecture, including proprietary client software, 
application servers, and database servers.
Various peripheral devices, such as tape cartridge silos, disk drives, and 
laser and impact printers, are also used.
Software
The PAS application was developed by programming staff in XITD’s (XYZ 
Co.’s Information Technology Department) Systems Development and 
Application Support area. PAS enables the processing of contributions to 
members’ pension plans and withdrawals at retirement, based on plan 
rules. PAS generates all the required reports for members, plan sponsors, 
and tax authorities. PAS also provides a facility to record investments and 
related transactions (purchases, sales, dividends, interest, and other mis­
cellaneous transactions). Batch processing of transactions is performed 
nightly.
PAS provides a facility for online data input and report requests. In 
addition, PAS accepts input from plan sponsors in the form of digital or 
magnetic media or files transmitted via the telecommunications infra­
structure.
People
XPS has a staff of approximately 200 employees organized in the following 
functional areas:
• Pension administration includes a team of specialists for set-up of 

pension rules, maintenance of master files, processing of contributions 
to PAS, reporting to plan sponsors and members, and assistance with 
inquiries from plan members;
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• Financial operations is responsible for processing of withdrawals, 
deposit of contributions and investment accounting;

• Trust accounting is responsible for bank reconciliation; and
• Investment services is responsible for processing purchases of stocks, 

bonds, certificates of deposits, and other financial instruments.
XITD has a staff of approximately 50 employees who are dedicated to PAS 
and related infrastructure and are organized in the following functional 
areas:
• The help desk provides technical assistance to users of PAS and other 

infrastructure, as well as plan sponsors.
• Systems development and application support provides application 

software development and testing for enhancements and modifica­
tions to PAS.

• Product support specialists prepare documentation manuals and 
training material.

• Quality assurance monitors compliance with standards, and manages 
and controls the change migration process.

• Information security and risk is responsible for security administra­
tion, intrusion detection, security monitoring, and business-recovery 
planning.

• Operational services performs day-to-day operation of servers and 
related peripherals.

• System software services installs and tests system software releases, 
monitors daily system performance, and resolves system software 
problems.

• Technical delivery services maintains job scheduling and report dis­
tribution software, manages security administration, and maintains 
policies and procedures manuals for the PAS processing environment.

Voice and data communications maintains the communication environ­
ment, monitors the network and provides assistance to users and plan 
sponsors in resolving communication problems and network planning.
Procedures
The pension administration services covered by this system description 
include:
• Pension master file maintenance.
• Contributions.
• Withdrawals.
• Investment accounting.
• Reporting to members.
These services are supported by XYZ Co.’s Information Technology Depart­
ment (XITD), which supports PAS 24 hours a day, 7 days a week. The key 
support services provided by XITD include:
• Systems development and maintenance.
• Security administration and auditing.
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• Intrusion detection and incident response.
• Data center operations and performance monitoring.
• Change controls.
• Business recovery planning.
Data
Data, as defined for the PAS, constitutes the following:
• Master file data.
• Transaction data.
• Error and suspense logs.
• Output reports.
• Transmission records.
• System and security files.
Transaction processing is initiated by the receipt of paper documents, 
electronic media, or calls to XYZ’s call center. Transaction data are proc­
essed by PAS in either online or batch modes of processing, and are used 
to update master files. Output reports are available either in hard copy or 
through a report-viewing facility to authorized users based on their job 
functions. Pension statement and transaction notices are mailed to plan 
sponsors and members.
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Appendix D

Practitioner Guidance on Scoping and Reporting Issues
This appendix deals with issues related to engagement planning, performance, 
and reporting using the Trust Services principles and criteria. It does not deal 
with reporting issues under the WebTrust® Program for Certification Authori­
ties. This has been separately considered and issued.1

1 Audit reporting for certification authorities is dealt with in section 17,200, Suitable Trust 
Services Criteria and Illustrations for WebTrust® for Certification Authorities.

2 See Chapter 1, “Attest Engagements,” of Statement on Standards for Attestation Engagements 
(SSAE) No. 10: Attestation Standards: Revision and Recodification (AICPA, Professional Standards, 
vol. 1, AT sec. 101.24).

Specifically, this section deals with:
• Engagement elements.
• The practitioner’s report.
• Reporting on multiple principles.
• Additional reporting guidance.
• Agreed-upon procedure engagements.
• Other matters.

As Trust Services attestation or audit reports are issued under Chapter 1, 
“Attest Engagements,” of Statement on Standards for Attestation Engage­
ments (SSAE) No. 10, Attestation Standards: Revision and Recodification 
(AICPA, Professional Standards, vol. 1, AT sec. 101), as amended, the practi­
tioner should be familiar with the relevant standards.

Engagement Elements

Trust Services Principles
Trust Services provides for a modular approach using five different principles— 
security, availability, processing integrity, online privacy, and confidentiality. 
It is possible for the client to request a separate Trust Services examination 
that covers one or any combination of the principles. Principles provide the 
basis for describing various aspects of the system under examination with 
logical groupings of suitable criteria.

Trust Services Criteria
Criteria are the benchmarks used to measure and present the subject matter 
and against which the practitioner evaluates the subject matter.
Under the U.S. attestation standards,2 suitable criteria must have each of the 
following attributes:

• Objectivity—Criteria should be free from bias.
• Measurability—Criteria should permit reasonably consistent meas­

urements, qualitative or quantitative, of subject matter.
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• Completeness—Criteria should be sufficiently complete so that those 
relevant factors that would alter a conclusion about subject matter are 
not omitted.

• Relevance—Criteria should be relevant to the subject matter.
The Trust Services criteria meet the requirement for being suitable criteria and 
are the result of a public exposure and comment process.
Management's Assertion
Under AICPA attestation standards, management must provide the practi­
tioner with a written assertion or the practitioner will be required to modify 
his or her report.3 Specifically, management asserts that, during the period 
covered by the report and based on the AICPA/CICA Trust Services criteria, it 
maintained effective controls over the system under examination to satisfy the 
stated Trust Services principle(s). For engagements covering only certain 
principles, management’s assertion should only address the principles covered 
by the engagement.

3 See chapter 1 of SSAE No. 10 (AT sec. 101.58) for a description of a practitioner’s options, if a 
written assertion is not obtained.

4 See chapter 1 of SSAE No. 10 (AT sec. 101.64).

In a WebTrust engagement, the practitioner is engaged to examine both that 
an entity complied with the Trust Services criteria and that it maintained 
effective controls over the system based on the Trust Services criteria. In order 
to receive a WebTrust seal, both compliance and operating effectiveness must 
be addressed. This differs from a SysTrust® engagement in which the practi­
tioner is engaged to examine only that an entity maintained effective controls 
over the system under examination based on the Trust Services criteria.
Under the AICPA standards, the practitioner may report on either manage­
ment’s assertion or the subject matter of the engagement. When the practi­
tioner reports on the assertion, the assertion should accompany the 
practitioner’s report or the first paragraph of the report should contain a 
statement of the assertion.4 When the practitioner reports on the subject 
matter, the practitioner may want to request that management make its 
assertion available to the users of the practitioner’s report.
If one or more criteria have not been achieved, the practitioner issues a 
qualified or adverse report. Under AICPA attestation standards, when issuing 
a qualified or adverse report the practitioner should report directly on the 
subject matter rather than on the assertion.
Period of Coverage
The practitioner’s report and management’s assertion (when required) always 
should specify the time period covered by the report and assertion, respectively. 
A practitioner may issue a report for a period of time or at a point in time. The 
determination of an appropriate period should be at the discretion of the 
practitioner and the entity.
Factors to be considered in establishing the reporting period may include the 
following:

• The anticipated users of the report and their needs.
• The need to support a “continuous” audit model.
• The degree and frequency of change in each of the system components.
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• The cyclical nature of processing within the system.
• Historical information about the system.

For WebTrust or SysTrust seals on Web sites, the report must be refreshed at 
least every 12 months. A three-month grace period is permitted from the end 
of the reporting period to allow for the practitioner to complete the fieldwork 
and prepare the report. For example, if the current report is for the period 
ending December 31, 20X2, the next report must be for a period ending no later 
than December 31, 20X3, and must be posted no later than March 31, 20X4. In 
this example, the first report may continue to be posted to the client’s Web site 
until March 31, 20X4.

The Practitioner's Report
There are a variety of reporting alternatives that are discussed below.
Reporting on the Entity's Controls to Achieve the Criteria
This reporting alternative provides an opinion on the operating effectiveness 
of controls based on one or more Trust Services principle(s) and criteria. The 
practitioner can issue either a SysTrust report (and corresponding seal), if 
applicable, or a Trust Services report. A WebTrust report (and corresponding 
seal) cannot be issued for this type of engagement since the practitioner is not 
also reporting on whether the entity has complied with the criteria.
Reporting on the Entity's Having Complied With the Criteria
This reporting alternative provides an opinion on the operating effectiveness 
of controls based on one or more Trust Services principle(s) and criteria and 
whether the entity complied with the criteria. In this type of engagement, the 
practitioner can issue either a WebTrust or a SysTrust report (and correspond­
ing seal) as appropriate.
Reporting on the Suitability of the Design of Control Procedures
A practitioner may be asked to conduct a Trust Services engagement address­
ing the suitability of design of controls for a system, prior to the system’s 
implementation. In such an engagement, the practitioner can issue a Trust 
Services report, but cannot issue a WebTrust or SysTrust report or correspond­
ing seal.

Reporting on Multiple Principles

In most cases, a practitioner will be asked to report on one or more Trust 
Services principles and related criteria, rather than on the entire set of five 
principles. The practitioner, in the introductory paragraph, makes reference to 
the principles included in the scope of examination but makes no further 
statement that the entire set of principles was not included in the scope of the 
examination.
When the client asks the practitioner to examine and report on its conformity 
with two or more Trust Services principles and related criteria, there are a 
number of issues that the practitioner should consider, which are discussed in 
this section.
Individual or Combined Report
When engaged to perform a Trust Services examination for multiple principles, 
the practitioner can, depending on the needs of the client, issue either a 
combined report or individual reports for each of the principles. For the purpose 
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of this discussion, it is assumed that the practitioner has been asked to report 
on the client’s conformity with three sets of principles and criteria: security, 
online privacy, and confidentiality.
The first issue is to decide whether this represents (1) one engagement to 
examine three principles or (2) three engagements that examine one principle 
each. This can affect, among other matters, the engagement letter, the content 
and number of representation letters, and whether one audit report or multiple 
audit reports will be issued.

A Trust Services examination for multiple principles can be performed either 
as a single engagement involving those three principles or as three separate 
engagements involving one principle each. In either case, the practitioner’s 
report(s) should clearly communicate the nature of the engagement(s).
There can be reporting complications when a qualified report is appropriate for 
one or more, but not all three, of the principles. In certain instances, the 
practitioner may decide not to issue such a report. In order to ensure a clear 
understanding with the client on this matter, the engagement letter might 
include language indicating that “a report may or may not be issued.”

Failure to Meet Criteria
There may be instances, with a multiple principle engagement, in which the 
entity fails to meet the relevant criteria for one or more of the multiple 
principles. If one or more relevant criteria have not been met, the practitioner 
cannot issue an unqualified report. Under AICPA attestation standards, when 
issuing a qualified or adverse report, the practitioner should report directly on 
the subject matter rather than on the assertion.
In the situation where, for example, the entity did not meet the confidentiality 
criteria but met all of the security and online privacy criteria, the practitioner, 
depending upon how the engagement was structured, has the following options 
available:

1. Issue one report that deals with all three principles. Because the 
report would be qualified, no seal would be issued. Since this option 
would most likely not accomplish the client’s objective of obtaining a 
seal, the practitioner should consider the next option.

2. Issue multiple reports (for example, two reports), with segregation 
of the confidentiality principle into a separate report. The other two 
principles would have an unqualified report, thereby enabling the 
entity to obtain the seal.  The practitioner may then either issue a 
separate qualified report for confidentiality or withdraw from the 
confidentiality engagement. In either case, the practitioner may wish 
to issue recommendations to management on how the deficiencies 
can be corrected. The impact of the deficiency for confidentiality 
would need to be assessed to ascertain its effect, if any, on the other 
principles.

5

6

5 In determining whether a WebTrust seal would be issued in such circumstances, the practi­
tioner should consider the guidance under the section “Responsibility for Communicating Lack of 
Compliance in Other Principle(s).”

6 Chapter 1 of SSAE No. 10 (AT sec. 501.34 and 601.53).

In the situation where the practitioner treats each principle as a separate 
engagement with separate engagement letters, option (2) would be the most 
appropriate.
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Different Examination Periods
There may be situations where the entity requests that more than one principle 
be examined, but due to various reasons the principles will have different 
reporting periods (either the length of the reporting period, the date that the 
various reporting periods begin, or both). Ideally, it would be more efficient for 
the practitioner to have such periods coincide. When different reporting periods 
exist, the practitioner should consider whether to issue separate or combined 
reports. Separate reports covering the separate principles are less complex to 
prepare than a combined report. If a combined report is issued, the different 
reporting periods would need to be detailed in the introductory and opinion 
paragraphs of the report to ensure that the different examination periods are 
highlighted.

Additional Reporting Guidance

Special Issues for Initial Reports

Typically, an initial report would need to cover a period of two months or more. 
However, an initial report covering a period of less than two months (including 
a point-in-time report) can be issued in any of the following circumstances:

• When the conditions dictate (see Table 1).
• When an entity wishes to restore a Trust Services seal following a 

significant event that caused the entity to no longer comply with the 
criteria (that necessitated removal of the practitioner’s report and the 
Trust Services seal from the entity’s site).

• When an entity requests a Trust Services engagement for a system 
that is in the pre-implementation stage. The report would be a point 
in time rather than a period in time. Such a report would indicate that 
the system has not been placed in operation.

Similar to any attest engagement, before a practitioner can render an opinion, 
sufficient and competent evidential matter needs to be obtained.7 For all 
criteria, there needs to be sufficient client transaction volumes and other 
procedure and control evidence to provide the practitioner with the necessary 
evidential matter. Therefore, in accepting an engagement that will result in 
the issuance of a report on a period of less than two months (including a 
point-in-time report) the practitioner should consider, as it relates to manage­
ment’s assertion about compliance with the criteria and the operating effective­
ness of its controls, whether there will be an appropriate testing period 
(“look-back period”) to provide sufficient evidence to enable the practitioner to 
issue such a report. The period over which a practitioner should perform tests 
is a matter of judgment.

7 Chapter 1 of SSAE No. 10 (AT sec. 101.51).

The period of time over which the practitioner would need to perform tests of 
controls to determine that such controls were operating effectively will vary 
with the nature of the controls being tested and the frequency with which the 
specific controls operate and specific policies are applied. Some controls operate 
continuously while others operate only at certain times.
If it is concluded that there will be an appropriate “look-back period” to provide 
sufficient evidential matter, the practitioner may undertake the engagement 
to issue a report covering a period of less than two months, or a point-in-time 
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report. If the practitioner decides to issue a point-in-time report, the report 
should indicate that the firm has examined management’s assertion as of 
[Month, day, year], rather than during a period.
The Trust Services practitioner should, in addition to considering the guidance 
herein, consider the relevant attest standards8 with respect to the wording of 
such a report, to assure that he or she is complying with such attest standards.

8 See chapter 1 of SSAE No. 10 (AT sec. 101.84-.87) and Appendix A (AT sec. 101.110) for 
additional reporting guidance.

The length of the relevant initial period should be determined by the practi­
tioner’s professional judgment based on factors such as those set out in Table 1.

Table 1

Considerations for Use of a 
_______ Shorter Initial Period_____
• Clients for whom other control 

examinations have already been 
performed

• Established site, with little 
transaction volatility

• Operations that experience 
infrequent changes to disclosures, 
policies, and related controls

* Start-up operation with significant 
transaction volumes and operating 
conditions (typical of expected 
normal operations) during the 
practitioner’s pre-implementation 
testing period and a transition to a 
live operational site that expects 
infrequent changes in policies and 
controls once it is operational

Considerations for Use of a 
_______ Longer Initial Period______

• Start-up operation that has not 
generated, during 
pre-implementation stages, 
sufficient transaction volume and 
conditions typical of expected 
normal operations

• Operations that experience volatile 
transaction volumes

• Complex operations

• Operations that experience frequent 
changes to disclosures, policies, and 
related controls or significant 
instances that lack compliance with 
disclosures, policies, and related 
controls

Use of Third-Party Service Providers
The practitioner may encounter situations where the entity under examination 
uses a third-party service provider to accomplish some of the Trust Services 
criteria. The AICPA/CICA Effects of a Third-Party Service Provider in a 
WebTrust or Similar Engagement provides applicable guidance for these situ­
ations and is available for download at www.aicpa.org.

Considerations When Restoring a Removed Seal
The following guidance applies when an entity wishes to restore the seal 
following a significant event that caused the entity to no longer comply with 
the criteria (that necessitated removal of the practitioner’s report and the Seal 
from the entity’s site). It is important that the entity consider disclosing to its 
users the nature of the significant event that created the “out of compliance” 
situation and the steps taken to remedy the situation. The entity should consider 
disclosing the event on its Web site or as part of its management assertion. 
Likewise, before issuing a new report, the practitioner should consider the 
significance of the event, the related corrective actions, and whether appropri­
ate disclosure has been made. The practitioner also should consider whether 
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this matter should be (1) disclosed as part of management’s assertion, (2) 
emphasized in a separate explanatory paragraph in the practitioner’s report, 
or (3) both.

Responsibility for Communicating Lack of Compliance in 
Other Principle(s)

During an examination of a client’s conformity with a Trust Services principle, 
information about compliance or control deficiencies related to principles and 
criteria that are not within the defined scope of the engagement may come to 
the practitioner’s attention. For example, while engaged only to report on 
controls related to the security principle, a practitioner may become aware that 
the entity is not complying with its privacy policy as stated on its Web site (for 
example, it is disclosing personal information to selected third parties). Al­
though the practitioner is not responsible for detecting information outside the 
scope of his or her examination, the practitioner should consider such informa­
tion when it comes to his or her attention and evaluate whether the identified 
deficiencies are significant (that is, whether such deficiencies could materially 
mislead users of the system).

If the practitioner determines that such deficiencies are significant, they should 
be communicated in writing to management. Management should be asked 
either to correct the deficiency (in this case, cease providing the information to 
third parties) or to properly disclose their actual practices publicly so that users 
are aware of actual policies (in this case, the privacy statement would be 
amended to reflect the fact that they do provide information to third parties).

If the practitioner concludes that omission of this information would be signifi­
cant and if management is unwilling to either correct the deficiency or to 
disclose the information, the practitioner should consider withdrawing from 
the engagement.

Cumulative Reporting

Under Trust Services reporting guidelines, the period reported upon by a 
practitioner is limited to the current period under examination and shall not 
exceed 12 months. A cumulative report that covers the current examination 
period and prior periods that were subject to similar examinations by the 
practitioner is not recommended. The relevance of a cumulative reporting 
period has been questioned given the significant pace of growth and change in 
technological systems, especially those for electronic commerce.

Qualified or Adverse Opinions

Under the AICPA attestation standards, reservations about the subject matter 
or the assertion refers to any unresolved reservation about the assertion or 
about the conformity of the subject matter with the criteria, including the 
adequacy of the disclosure of material matters. They can result in either a 
qualified or an adverse opinion, depending on the materiality of the departure 
from the criteria against which the subject matter was evaluated.

Subsequent Events

Events or transactions sometimes occur subsequent to the point in time or 
period of time of the subject matter being tested but prior to the date of the 
practitioner’s report that have a material effect on the subject matter and 
therefore require adjustment or disclosure in the presentation of the subject 
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matter or assertion. These occurrences are referred to as subsequent events. In 
performing an attest engagement, a practitioner should consider information 
about subsequent events that comes to his or her attention. Two types of 
subsequent events require consideration by the practitioner.

The first type consists of events that provide additional information with 
respect to conditions that existed at the point in time or during the period of 
time of the subject matter being tested. This information should be used by the 
practitioner in considering whether the subject matter is presented in conform­
ity with the criteria and may affect the presentation of the subject matter, the 
assertion, or the practitioner’s report.

The second type consists of those events that provide information with respect 
to conditions that arose subsequent to the point in time or period of time of the 
subject matter being tested that are of such a nature and significance that their 
disclosure is necessary to keep the subject matter from being misleading. This 
type of information will not normally affect the practitioner’s report if the 
information is appropriately disclosed.

While the practitioner has no responsibility to detect subsequent events, the 
practitioner should inquire of the responsible party (and his or her client if the 
client is not the responsible party) as to whether they are aware of any 
subsequent events, through the date of the practitioner’s report, that would 
have a material effect on the subject matter or assertion.9 The representation 
letter ordinarily would include a representation concerning subsequent events.

9 For certain subject matter, specific subsequent event standards have been developed to provide 
additional requirements for engagement performance and reporting. Additionally, a practitioner 
engaged to examine the design or effectiveness of internal control over items not covered by Chapter 
5, “Reporting on an Entity’s Internal Control Over Financial Reporting,” or Chapter 6, “Compliance 
Attestation,” of SSAE No. 10, as amended, should consider the subsequent events guidance set forth 
in Chapter 5 (AT sec. 501.65—.68), and Chapter 6 (AT sec. 601.50-.52).

10 Chapter 1 of SSAE No. 10 (AT sec. 101.95-.99).
11 The specified users and the practitioner agree upon the procedures to be performed by the 

practitioner.

The practitioner has no responsibility to keep informed of events subsequent 
to the date of his or her report; however, the practitioner may later become 
aware of conditions that existed at that date that might have affected the 
practitioner’s report had he or she been aware of them. In such circumstances, 
the practitioner may wish to consider the guidance in Statement on Auditing 
Standards (SAS) No. 1, section 561, Subsequent Discovery of Facts Existing at 
the Date of the Auditor's Report (AICPA, Professional Standards, Vol. 1, AU sec. 
561).10

Agreed-Upon Procedures Engagements

A client may request that a practitioner perform an agreed-upon procedures 
engagement related to the Trust Services principles and criteria. In such an 
engagement, the practitioner performs specified procedures agreed to by the 
specified parties,11 and reports his or her findings. Because the needs of the 
parties may vary widely, the nature, timing, and extent of the agreed-upon 
procedures may vary as well; consequently, the specified parties assume 
responsibility for the sufficiency of the procedures since they best understand 
their own needs. In an agreed-upon procedures engagement, the practitioner 
does not perform an examination or review of an assertion or subject matter or 
express an opinion or negative assurance about the assertion or subject matter.
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The practitioner’s report on agreed-upon procedures is a presentation of proce­
dures and findings.12 The use of an agreed-upon procedures report is restricted 
to the specified parties who agreed upon the procedures. In such engagements, 
issuance of a seal is not appropriate.

12 Agreed-upon procedures engagements are performed under Chapter 2, “Agreed-Upon Proce­
dures Engagements,” of SSAE No. 10 (AT sec. 201).

Other Matters

All Trust Services engagements should be performed in accordance with the 
applicable professional standards and the Trust Services license agreement. 
Because users are seeking a high level of assurance, WebTrust and SysTrust 
are examination level engagements. Accordingly, it is not appropriate to pro­
vide these services with the intent of providing a moderate level or a review 
report. Although permissible, a moderate assurance or review level Trust 
Services engagement may not provide the desired degree of usefulness for the 
intended users.

Illustrative Reports

The following illustrative reports are for both SysTrust and WebTrust engage­
ments. Illustrations 1 through 3 are period-of-time report examples. Illustra­
tion 4 is a point-in-time report example.
Under the SSAEs, the first paragraph of the practitioner’s report will state that 
the practitioner has performed an examination of management’s assertion 
about compliance with the Trust Services criteria or, alternatively, that the 
practitioner has examined the subject matter. The practitioner may opine (1) 
on management’s assertion or (2) directly on the subject matter. Both alterna­
tives are covered in the illustrative reports.
These reports are for illustrative purposes and should be modified in accordance 
with the applicable professional standards as the specific engagement facts and 
circumstances warrant.
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Illustration 1—SysTrust Report for Systems Reliability—Reporting 
Directly on the Subject Matter (Period-of-Time Report)

Independent Practitioner’s SysTrust Report on System Reliability

To the Management of ABC Company, Inc.:

We have examined the effectiveness of ABC Company, Inc.’s (ABC Company) 
controls over the reliability of its[system under examination] System 
during the period [Month, day, year] through [Month, day, year], based on the 
AlCPA/CICA Trust Services Criteria for systems reliability. Maintaining the 
effectiveness of these controls is the responsibility of ABC Company’s manage­
ment. Our responsibility is to express an opinion based on our examination.

A reliable system is one that is capable of operating without material error, 
fault, or failure during a specified period in a specified environment. The 
AICPA/CICA Trust Services Availability, Security, and Processing Integrity 
Criteria [hot link to applicable principles and criteria] are used to evaluate 
whether ABC Company’s controls over the reliability of its[system 
under examination] System are effective.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included (1) obtaining an understanding of ABC Company’s rele­
vant system availability, security, and processing integrity controls; (2) testing 
and evaluating the operating effectiveness of the controls; and (3) performing 
such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion.

In our opinion, ABC Company maintained, in all material respects, effective 
controls over the reliability of the[system under examination] System 
to provide reasonable assurance that:

• The System was available for operation and use, as committed or agreed;

• The System was protected against unauthorized access (both physical and 
logical); and

• The System processing was complete, accurate, timely, and authorized 
during the period [Month, day, year] through [Month, day, year], based on 
the AICPA/CICA Trust Services Criteria for systems reliability.

Because of inherent limitations in controls, error or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that the validity of such 
conclusions may be altered because of changes made to the system or controls, 
the failure to make needed changes to the system or controls, or a deterioration 
in the degree of effectiveness of the controls.

The SysTrust seal on ABC Company’s Web site constitutes a symbolic repre­
sentation of the contents of this report and it is not intended, nor should it be 
construed, to update this report or provide any additional assurance.

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]

[See Notes to Illustrative Reports prepared under AICPA standards.]
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Illustration 2—WebTrust Report for Consumer Protection—Reporting 
Directly on the Subject Matter (Period-of-Time Report)

Independent Practitioner’s WebTrust Report on Consumer Protection
To the Management of ABC Company, Inc.:
We have examined ABC Company, Inc.’s (ABC Company) compliance with the 
AICPA/CICA Trust Services Criteria for consumer protection, and based on 
these Criteria, the effectiveness of controls over the Online Privacy and Proc­
essing Integrity of the(system under examination) System during the 
period [Month, day, year) through [Month, day, year]. The compliance with 
these criteria and maintaining the effectiveness of these controls is the respon­
sibility of ABC Company’s management. Our responsibility is to express an 
opinion based on our examination.
Within the context of AICPA/CICA Trust Services, consumer protection addresses 
the controls over personally identifiable information and the processing of electronic 
commerce transactions. The AICPA/CICA Trust Services Online Privacy and Proc­
essing Integrity Criteria are used to evaluate whether ABC Company’s controls 
over consumer protection of its [system under examination) System are effective. 
Consumer protection does not address the quality of ABC Company’s goods [infor­
mation or services) nor their suitability for any customer’s intended purpose.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included (1) obtaining an understanding of ABC Company’s rele­
vant online privacy and processing integrity controls; (2) testing and evaluating 
the operating effectiveness of the controls;  (3) testing compliance with the 
Online Privacy and Processing Integrity Criteria; and (4) performing such other 
procedures as we considered necessary in the circumstances. We believe that 
our examination provides a reasonable basis for our opinion.
In our opinion, ABC Company complied, in all material respects, with the 
criteria for consumer protection and maintained, in all material respects, 
effective controls over the  [system under examination) System to provide 
reasonable assurance that:

• Personal information obtained as a result of electronic commerce was 
collected, used, disclosed, and retained as committed or agreed, and

• System processing was complete, accurate, timely, and authorized during 
the period [Month, day, year) through [Month, day, year), based on the 
AICPA/CICA Trust Services Criteria for consumer protection.

Because of inherent limitations in controls, error or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that the validity of such 
conclusions may be altered because of changes made to the system or controls, 
the failure to make needed changes to the system or controls, or a deterioration 
in the degree of effectiveness of the controls.
The WebTrust seal on ABC Company’s Web site constitutes a symbolic repre­
sentation of the contents of this report and it is not intended, nor should it be 
construed, to update this report or provide any additional assurance.
This report does not include any representation as to the quality of the ABC 
Company’s goods [information or services) nor their suitability for any cus­
tomer’s intended purpose.
[Name of CPA firm)
Certified Public Accountants
[City, State)
[Date]
[See Notes to Illustrative Reports prepared under AICPA standards.)
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Illustration 3—Report for One Principle—Reporting Directly on 
the Subject Matter (Period-of-Time Report Including Schedule 
Describing Controls)

Independent Practitioner’s SysTrust Report

To the Management of ABC Company, Inc.:

We have examined the effectiveness of ABC Company, Inc.’s (ABC Company) 
controls, described in Schedule X, over the security of its[system under 
examination] System during the period [Month, day, year] through [Month, day, 
year], based on the AICPA/CICA Trust Services Security Criteria. Maintaining 
the effectiveness of these controls is the responsibility of ABC Company’s 
management. Our responsibility is to express an opinion based on our exami­
nation.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included (1) obtaining an understanding of ABC Company’s rele­
vant security controls, (2) testing and evaluating the operating effectiveness of 
the controls, and (3) performing such other procedures as we considered 
necessary in the circumstances. We believe that our examination provides a 
reasonable basis for our opinion.

In our opinion, ABC Company maintained, in all material respects, effective 
controls, described in Schedule X, over the security of the [system 
under examination] System to provide reasonable assurance that the 
[system under examination] System was protected against unauthorized access 
(both physical and logical) during the period [Month, day, year] through [Month, 
day, year], based on the AICPA/CICA Trust Services Security Criteria.

Because of inherent limitations in controls, error or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that the validity of such 
conclusions may be altered because of changes made to the system or controls, 
the failure to make needed changes to the system or controls, or a deterioration 
in the degree of effectiveness of the controls.

The SysTrust seal on ABC Company’s Web site constitutes a symbolic repre­
sentation of the contents of this report and it is not intended, nor should it be 
construed, to update this report or provide any additional assurance.

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]

[See Notes to Illustrative Reports prepared under AICPA standards.]

§17,100.44 Copyright © 2003, American Institute of Certified Public Accountants, Inc.



Trust Services Criteria and Illustrations 52,161
Schedule X—Controls Examined Supporting AICPA/CICA Trust Services 
Security Criteria

The system is protected against unauthorized access (both physical and logical).

1 .0 Policies: The entity defines and 
documents its policies for the 
security of its system. Controls

1.1 The entity’s security policies are 
established and periodically reviewed 
and approved by a designated individual 
or group.

1.2 The entity’s security policies include, but 
may not be limited to, the following 
matters:

The company’s documented 
systems development and 
acquisition process includes 
procedures to identify and 
document authorized users of the 
system and their security 
requirements.
User requirements are 
documented in service-level 
agreements or other documents.
The security officer reviews 
security policies annually and 
submits proposed changes for the 
approval by the information 
technology standards committee.
The company’s documented 
security policies contain the 
elements set out in criterion 1.2.

a. Identification and documentation of 
the security requirements of 
authorized users.

b. Allowing access, the nature of that 
access, and who authorizes such 
access.

c. Preventing unauthorized access.
d. The procedures to add new users, 

modify the access levels of existing 
users, and remove users who no 
longer need access.

e. Assignment of responsibility and 
accountability for system security.

f. Assignment of responsibility and 
accountability for system changes and 
maintenance.

g. Testing, evaluating, and authorizing 
system components before 
implementation.

h. Addressing how complaints and 
requests relating to security issues 
are resolved.

i. The procedures to handle security 
breaches and other incidents.

j. Provision for allocation for training 
and other resources to support its 
system security policies.

(continued)
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Policies: The entity defines and 
documents its policies for the 
security of its system. Controls

k. Provision for the handling of 
exceptions and situations not 
specifically addressed in its system 
security policies.

l. Provision for the identification of, and 
consistency with, applicable laws and 
regulations, defined commitments, 
service-level agreements, and other 
contracts.

1.3 Responsibility and accountability for 
the entity’s system security policies, 
and changes and updates to those 
policies, are assigned.

Management has assigned 
responsibilities for the 
maintenance and enforcement of 
the company security policy to the 
chief information officer (CIO). 
Others on the executive committee 
assist in the review, update, and 
approval of the policy as outlined
in the executive committee 
handbook.
Ownership and custody of 
significant information resources 
(for example, data, programs, and 
transactions) and responsibility for 
establishing and maintaining 
security over such resources is 
defined.

This schedule is for illustrative purposes only and does not contain all the 
criteria for the security principle. When the practitioner is reporting on more 
than one principle, a similar format would be used to detail the appropriate 
criteria and controls. The practitioner is not bound by this presentation format 
and may utilize other alternative presentation styles.
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Illustration 4—Report for One Principle—Reporting on Management's 
Assertion (Point-in-Time Report)

Independent Practitioner’s WebTrust Report

To the Management of ABC Company, Inc.:

We have examined management’s assertion [hot link to management’s asser­
tion] that ABC Company, Inc. (ABC Company) as of [Month, day, year] complied 
with the AICPA/CICA Trust Services Security Criteria and, based on these 
Criteria, maintained effective controls to provide reasonable assurance the 

[system under examination] System was protected against unauthor­
ized access (both physical and logical). This assertion is the responsibility of 
ABC Company’s management. Our responsibility is to express an opinion based 
on our examination.

Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants and, 
accordingly, included (1) obtaining an understanding of ABC Company’s rele­
vant security controls, (2) testing and evaluating the operating effectiveness of 
the controls, (3) testing compliance with the Security Criteria, and (4) perform­
ing such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion.

In our opinion, management’s assertion that ABC Company complied with 
AICPA/CICA Trust Services Security Criteria and, based on these Criteria, 
maintained effective controls to provide reasonable assurance that the 
[system under examination] System was protected against unauthorized access 
(both physical and logical) as of [Month, day, year] is fairly stated, in all material 
respects.

OR

In our opinion, ABC Company’s management’s assertion referred to above is 
fairly stated, in all material respects, based on the AICPA/CICA Trust Services 
Security Criteria.

Because of inherent limitations in controls, error or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that the validity of such 
conclusions may be altered because of changes made to the system or controls, 
the failure to make needed changes to the system or controls, or a deterioration 
in the degree of effectiveness of the controls.

The WebTrust seal of assurance on ABC Company’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor 
should it be construed, to update this report or provide any additional assur­
ance.

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]

[See Notes to Illustrative Reports prepared under AICPA standards.]
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.45

Appendix E

Trust Services Privacy Principle, Criteria, 
and Illustrations
Privacy is defined as the rights and obligations of individuals and organizations 
with respect to the collection, use, retention, and disclosure of personal infor­
mation.
Personal Information
Personal information is information that is, or can be, about or related to an 
identifiable individual. It includes any information that can be linked to an 
individual or used to directly or indirectly identify an individual. Most infor­
mation collected by an organization about an individual is likely to be consid­
ered personal information if it can be attributed to an identified individual.
Some examples of personal information are:

• Name
• Home or e-mail address
• Identification number (e.g., Social Security or Social Insurance Numbers)
• Physical characteristics
• Consumer purchase history

Some personal information is considered sensitive. Some laws and regulations 
define the following to be sensitive personal information:

• Information on medical or health conditions
• Financial information
• Racial or ethnic origin
• Political opinions
• Religious or philosophical beliefs
• Trade union membership
• Sexual preferences
• Information related to offenses or criminal convictions

Sensitive personal information generally requires an extra level of protection 
and a higher duty of care. For example, sensitive information may require 
explicit consent rather than implicit consent.
Some information about or related to people cannot be associated with specific 
individuals. Such information is referred to as nonpersonal information. This 
includes statistical or summarized personal information for which the identity 
of the individual is unknown or linkage to the individual has been removed. In 
such cases, the individual’s identity cannot be determined from the information 
that remains, because the information is “de-identified” or “anonymized.” 
Nonpersonal information ordinarily is not subject to privacy protection because 
it can not be linked to an individual.
Privacy, Confidentiality, and Security
Privacy is about individuals having control over the collection, use, and disclosure 
of their personal information. Unlike privacy, there is not a widely accepted 
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definition of confidentiality1 but, in most cases, it is about keeping business 
information from being disclosed to unauthorized parties. Confidentiality is 
usually driven by agreements or contractual arrangements. Security is one of 
the 10 components of the Framework. The criteria for the security component 
of privacy are substantially equivalent to the criteria for the Trust Services 
Security Principle.

1 AICPA/CICA Trust Services provides a Confidentiality Principle and Criteria which may be 
helpful for addressing confidentiality.

2 Although some privacy regulations use the term principle, the term component is used in the 
Framework to represent that concept since the term principle has been previously defined in the 
Trust Services literature.

AICPA/CICA Trust Services Privacy Principle

Personal information is collected, used, retained, and disclosed in 
conformity with the commitments in the entity’s privacy notice and 
with the AICPA/CICA Trust Services Privacy Criteria.

AICPA/CICA Trust Services Privacy Components and Criteria

The Framework contains 10 privacy components2 and related criteria that are 
essential to the proper protection and management of personal information. 
These privacy components and criteria are based on internationally known fair 
information practices included in many privacy laws and regulations of various 
jurisdictions around the world and recognized good privacy practices. The 
following are the 10 privacy components:

1. Management. The entity defines, documents, communicates, and 
assigns accountability for its privacy policies and procedures.

2. Notice. The entity provides notice about its privacy policies and 
procedures and identifies the purposes for which personal informa­
tion is collected, used, retained, and disclosed.

3. Choice and Consent. The entity describes the choices available to 
the individual and obtains implicit or explicit consent with respect 
to the collection, use, and disclosure of personal information.

4. Collection. The entity collects personal information only for the 
purposes identified in the notice.

5. Use and Retention. The entity limits the use of personal information 
to the purposes identified in the notice and for which the individual 
has provided implicit or explicit consent. The entity retains personal 
information for only as long as necessary to fulfill the stated purposes.

6. Access. The entity provides individuals with access to their personal 
information for review and update.

7. Disclosure to Third Parties. The entity discloses personal informa­
tion to third parties only for the purposes identified in the notice and 
with the implicit or explicit consent of the individual.

8. Security. The entity protects personal information against un­
authorized access (both physical and logical).

9. Quality. The entity maintains accurate, complete, and relevant 
personal information for the purposes identified in the notice.

10. Monitoring and Enforcement. The entity monitors compliance with 
its privacy policies and procedures and has procedures to address 
privacy-related complaints and disputes.
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For each of the 10 privacy components, there are relevant, objective, complete, 
and measurable criteria for evaluating an entity’s privacy policies, communi­
cations, and procedures and controls. Privacy policies are written statements 
that convey management’s intent, objectives, requirements, responsibilities, 
and/or standards. Communications refers to the organization’s communication 
to individuals, internal personnel, and third parties about its privacy notice 
and its commitments therein and other relevant information. Procedures and 
controls are the other actions the organization takes to achieve the criteria.

Framework Presentation

The Framework is presented in a three-column format. The first column contains 
the Trust Services Privacy criteria.3 The second column, which contains illustra­
tions and explanations, is designed to enhance the understanding of the criteria. 
The illustrations are not intended to be comprehensive, nor are any of the 
illustrations required for an entity to have met the Trust Services Privacy criteria. 
The third column contains additional considerations, including supplemental 
information such as good privacy practices and selected requirements of specific 
laws and regulations that pertain to a certain industry or country.

3 These criteria meet the definition of “criteria established by a recognized body” described in the 
third general standard for attestation engagements in the United States in Chapter 1 of Statement 
on Standards for Attestation Engagements (SSAE) No. 10, Attestation Engagements: Revision and 
Recodification (AICPA, Professional Standards, vol. 1, AT sec. 101.24), as amended, and in the 
standards for assurance engagements in Canada (CICA Handbook, paragraph 5025.41).

4 Chapter 10, of the AICPA/CICA Privacy Resource Guide also includes guidance on performing 
privacy assurance engagements.

The criteria identified in the 10 privacy components provide a basis for designing, 
implementing, maintaining, and evaluating a privacy program in order to meet an 
entity’s needs by CPAs/CAs in public practice, industry, government, and education.
Practitioner Use of the Framework for Providing Advisory Services

Practitioners can provide a variety of advisory services to their clients, which 
include strategic, diagnostic, implementation, and sustaining/managing serv­
ices using the Framework principle, components, and criteria. It could include, 
for example, advising clients on system weaknesses, assessing risk, and recom­
mending a course of action using the Framework criteria as a benchmark.
Practitioners in the United States providing such advisory services follow State­
ment on Standards for Consulting Services, Consulting Services: Definition and 
Standards (AICPA, Professional Standards, vol. 2, CS sec. 100). Canadian practi­
tioners are not required to comply with any specific set of standards with respect 
to advisory service engagements but, as noted above, are expected to meet the 
standards set out in Sections 5000-5900 of the CICA Handbook.
Practitioner Use of the Framework for Providing Attestation or 
Assurance Services

• Practitioners also can use the criteria to perform an examination of an 
organization’s privacy under Statement on Standards for Attestation 
Engagements (SSAE) No. 10, Attestation Engagements: Revision 
and Recodification (AICPA, Professional Standards, vol. 1, AT sec. 
101), as amended, or the CICA Handbook—Assurance, Section 5025, 
“Standards for Assurance Engagements.” In addition, the practitioner 
guidance included in the AICPA/CICA Trust Services Criteria is 
applicable to these types of engagements.4
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 p
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f p
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at
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 c
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 c
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r c
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ra
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f p
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r m
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 p
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r r
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 p
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re
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 p
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at
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r m
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r m
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s p
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 p
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l C
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r p
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at
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r r
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f c
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r p
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 b
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 d
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at
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f C
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 re
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 m
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 d
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 o
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 p
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t b

ey
on

d 
th

e 
st

an
da

rd
 

re
te

nt
io

n 
tim

e 
un

le
ss

 th
er

e 
is

 a
 

ju
st

ifi
ed

 b
us

in
es

s 
re

as
on

 fo
r d

oi
ng

 so
. 

• Lo
ca

te
s a

nd
 re

m
ov

es
 s

pe
ci
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s r
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 c

om
pl

et
e.

• Re
gu

la
rly

 a
nd

 s
ys

te
m

at
ic

al
ly

 
de

st
ro

ys
, e

ra
se

s,
 o

r m
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at
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 re
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 d
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t p
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 p
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m
ay

 o
bt

ai
n 

ac
ce

ss
 to

 th
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e 

m
ea

ns
 b

y 
w

hi
ch

 
in

di
vi

du
al

s 
m

ay
 u

pd
at

e 
an

d 
co

rre
ct

 
th

ei
r p

er
so

na
l i

nf
or

m
at

io
n 

(fo
r 

ex
am

pl
e,

 in
 w

rit
in

g,
 b

y 
ph

on
e,

 b
y 

e-
m

ai
l, o

r b
y 

us
in

g 
th

e 
en

tit
y’s

 W
eb

 
si

te
).

Pr
oc

ed
ur

es
 a

re
 in

 p
la

ce
 to

:
• De

te
rm

in
e 

w
he

th
er

 th
e 

en
tit

y 
ho

ld
s 

or
 c

on
tro

ls
 p

er
so

na
l i

nf
or

m
at

io
n 

ab
ou

t a
n 

in
di

vi
du

al
.
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at
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 p
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at
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 p
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at
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 fo
r i

ts
 

re
fu

sa
l b

y 
th

e 
en

tit
y.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

6.
2.

6 
St

at
em

en
t o

f D
is

ag
re

em
en

t
In

di
vi

du
al

s 
ar

e 
in

fo
rm

ed
, i

n 
w

rit
in

g,
 

ab
ou

t t
he

 re
as

on
 a

 re
qu

es
t f

or
 c

or
re

ct
io

n 
of

 p
er

so
na

l i
nf

or
m

at
io

n 
w

as
 d

en
ie

d,
 a

nd
 

ho
w

 th
ey

 m
ay

 a
pp

ea
l.
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__
__

_
Ad

di
tio

na
l C

on
sid

er
at

io
ns

__
__

_
 

So
m

e 
la

w
s 

(fo
r e

xa
m

pl
e,

 P
IP

ED
A)

 p
er

m
it 

es
ca

la
tio

n 
th

ro
ug

h 
th

e 
co

ur
t s

ys
te

m
 u

p 
to

 
th

e 
m

os
t s

en
io

r c
ou

rt.

Ill
us

tra
tio

ns
 a

nd
 

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
 

• If 
ap

pr
op

ria
te

, n
ot

ifi
es

 th
ird

 p
ar

tie
s 

w
ho

 h
av

e 
pr

ev
io

us
ly

 b
ee

n 
pr

ov
id

ed
 

w
ith

 p
er

so
na

l in
fo

rm
at

io
n 

th
at

 th
er

e 
is

 a
 d

is
ag

re
em

en
t. 

Th
e 

en
tit

y 
ha

s 
es

ta
bl

is
he

d 
a 

fo
rm

al
 

es
ca

la
tio

n 
pr

oc
es

s 
to

 a
dd

re
ss

 c
om

pl
ai

nt
s 

an
d 

di
sp

ut
es

 th
at

 a
re

 n
ot

 re
so

lv
ed

.
Th

e 
en

tit
y:

• Tr
ai

ns
 e

m
pl

oy
ee

s 
re

sp
on

si
bl

e 
fo

r 
ha

nd
lin

g 
in

di
vi

du
al

s’ 
co

m
pl

ai
nt

s 
an

d 
di

sp
ut

es
 a

bo
ut

 th
e 

es
ca

la
tio

n 
pr

oc
es

s.
 

• Do
cu

m
en

ts
 u

nr
es

ol
ve

d 
co

m
pl

ai
nt

s 
an

d 
di

sp
ut

es
.

• Es
ca

la
te

s 
co

m
pl

ai
nt

s 
an

d 
di

sp
ut

es
 fo

r 
re

vi
ew

 b
y 

m
an

ag
em

en
t.

• Re
so

lv
es

 c
om

pl
ai

nt
s 

an
d 

di
sp

ut
es

 o
n 

a 
tim

el
y 

ba
si

s.
• En

ga
ge

s a
n 

ex
te

rn
al

, t
hi

rd
-p

ar
ty

 
di

sp
ut

e 
re

so
lu

tio
n 

se
rv

ic
e 

(fo
r 

ex
am

pl
e,

 an
 a

rb
itr

at
or

), 
w

he
n 

ap
pr

op
ria

te
, t

o 
as

si
st

 in
 th

e 
re

so
lu

tio
n 

of
 c

om
pl

ai
nt

s 
an

d 
di

sp
ut

es
.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

6.
2.

7 
Es

ca
la

tio
n 

of
 C

om
pl

ai
nt

s a
nd

 D
is

pu
te

s
C

om
pl

ai
nt

s a
nd

 o
th

er
 d

is
pu

te
s 

ar
e 

es
ca

la
te

d 
un

til
 th

ey
 a

re
 re

so
lv

ed
.
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D

is
cl

os
ur

e t
o T

hi
rd

 Pa
rt

ie
s

Ill
us

tra
tio

ns
 a

nd
Re

fe
re

nc
e 

Cr
ite

ria
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

 
Ad

di
tio

na
l C

on
sid

er
at

io
ns

7.
0 

Th
e 

en
tit

y 
di

sc
lo

se
s p

er
so

na
l i

nf
or

m
at

io
n 

to
 th

ir
d 

pa
rt

ie
s o

nl
y 

fo
r t

he
 p

ur
po

se
s 

id
en

tif
ie

d 
in

 th
e 

no
tic

e 
an

d 
w

ith
 th

e
im

pl
ic

it 
or

 e
xp

lic
it 

co
ns

en
t o

f t
he

 in
di

vi
du

al
.

7.
1 

Po
lic

ie
s a

nd
 C

om
m

un
ic

at
io

ns
7.

1.
 

0 
Pr

iv
ac

y 
Po

lic
ie

s
Th

e 
en

tit
y’s

 p
riv

ac
y 

po
lic

ie
s 

ad
dr

es
s 

th
e 

di
sc

lo
su

re
 o

f p
er

so
na

l i
nf

or
m

at
io

n 
to

 
th

ird
 p

ar
tie

s.
7.

1.
1 

C
om

m
un

ic
at

io
n 

to
 In

di
vi

du
al

s
In

di
vi

du
al

s 
ar

e 
in

fo
rm

ed
 th

at
 p

er
so

na
l 

in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

 to
 th

ird
 p

ar
tie

s 
on

ly
 fo

r t
he

 p
ur

po
se

s 
id

en
tif

ie
d 

in
 th

e 
no

tic
e 

an
d 

fo
r w

hi
ch

 th
e 

in
di

vi
du

al
 h

as
 

pr
ov

id
ed

 im
pl

ic
it 

or
 e

xp
lic

it 
co

ns
en

t 
un

le
ss

 a
 la

w
 o

r r
eg

ul
at

io
n 

sp
ec

ifi
ca

lly
 

al
lo

w
s 

or
 re

qu
ire

s 
ot

he
rw

is
e.

 D
is

cl
os

ur
e 

in
cl

ud
es

 a
ny

 li
m

ita
tio

n 
on

 th
e 

th
ird

 
pa

rty
’s 

pr
iv

ac
y 

pr
ac

tic
es

 a
nd

 c
on

tro
ls

. 
La

ck
 o

f s
uc

h 
di

sc
lo

su
re

 in
di

ca
te

s 
th

at
 th

e 
th

ird
 p

ar
ty

’s 
pr

iv
ac

y 
pr

ac
tic

es
 a

nd
 

co
nt

ro
ls

 m
ee

t o
r e

xc
ee

d 
th

os
e 

of
 th

e 
en

tit
y.

Th
e 

en
tit

y’
s p

riv
ac

y 
no

tic
e:

 
• De

sc
rib

es
 th

e 
pr

ac
tic

es
 re

la
te

d 
to

 th
e 

sh
ar

in
g 

of
 p

er
so

na
l i

nf
or

m
at

io
n 

(if
 

an
y)

 w
ith

 th
ird

 p
ar

tie
s 

an
d 

th
e 

re
as

on
s 

fo
r i

nf
or

m
at

io
n 

sh
ar

in
g.

 
• Id

en
tif

ie
s 

th
ird

 p
ar

tie
s 

or
 c

la
ss

es
 o

f 
th

ird
 p

ar
tie

s 
to

 w
ho

m
 p

er
so

na
l 

in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

.
• In

fo
rm

s 
in

di
vi

du
al

s 
th

at
 p

er
so

na
l 

in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

 to
 th

ird
 

pa
rti

es
 o

nl
y 

fo
r t

he
 p

ur
po

se
s 

(1
) 

id
en

tif
ie

d 
in

 th
e 

no
tic

e 
an

d 
(2

) f
or

 
w

hi
ch

 th
e 

in
di

vi
du

al
 h

as
 p

ro
vi

de
d 

im
pl

ic
it 

or
 e

xp
lic

it 
co

ns
en

t, 
or

 as
 

sp
ec

ifi
ca

lly
 a

llo
w

ed
 o

r r
eq

ui
re

d 
by

 
la

w
 o

r r
eg

ul
at

io
n.

 
In

di
vi

du
al

s 
ar

e 
in

fo
rm

ed
 if

 th
ird

 p
ar

tie
s 

pr
ov

id
e 

lo
w

er
 le

ve
ls

 o
f p

ro
te

ct
io

n.

Th
e 

en
tit

y’
s p

riv
ac

y 
no

tic
e 

m
ay

 d
is

cl
os

e:
 

• Th
e 

pr
oc

es
s 

us
ed

 to
 a

ss
ur

e 
th

e 
pr

iv
ac

y 
an

d 
se

cu
rit

y 
of

 p
er

so
na

l 
in

fo
rm

at
io

n 
th

at
 h

as
 b

ee
n 

di
sc

lo
se

d 
to

 
a 

th
ird

 p
ar

ty
.

• Ho
w

 p
er

so
na

l in
fo

rm
at

io
n 

sh
ar

ed
 

w
ith

 a 
th

ird
 p

ar
ty

 w
ill 

be
 k

ep
t 

up
-to

-d
at

e,
 so

 th
at

 o
ut

da
te

d 
or

 
in

co
rre

ct
 in

fo
rm

at
io

n 
sh

ar
ed

 w
ith

 a
 

th
ird

 p
ar

ty
 w

ill 
be

 c
ha

ng
ed

 if
 th

e 
in

di
vi

du
al

 h
as

 c
ha

ng
ed

 h
is

 o
r h

er
 

in
fo

rm
at

io
n.

(c
on

tin
ue

d)
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Ad

di
tio

na
l C

on
sid

er
at

io
ns

 

Pe
rs

on
al

 in
fo

rm
at

io
n 

m
ay

 b
e 

di
sc

lo
se

d 
th

ro
ug

h 
va

rio
us

 le
ga

l p
ro

ce
ss

es
 to

 la
w

 
en

fo
rc

em
en

t o
r r

eg
ul

at
or

y 
ag

en
ci

es
. 

So
m

e 
la

w
s 

an
d 

re
gu

la
tio

ns
 h

av
e 

sp
ec

ifi
c 

pr
ov

is
io

ns
 fo

r t
he

 d
is

cl
os

ur
e 

of
 p

er
so

na
l 

in
fo

rm
at

io
n.

 S
om

e 
pe

rm
it 

di
sc

lo
su

re
 o

f 
pe

rs
on

al
 in

fo
rm

at
io

n 
w

ith
ou

t c
on

se
nt

 
w

hi
le

 o
th

er
s 

re
qu

ire
 v

er
ifi

ab
le

 c
on

se
nt

.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

Pr
io

r t
o 

sh
ar

in
g 

pe
rs

on
al

 in
fo

rm
at

io
n 

w
ith

 a
 th

ird
 p

ar
ty

, t
he

 e
nt

ity
 

co
m

m
un

ic
at

es
 it

s 
pr

iv
ac

y 
po

lic
ie

s 
to

 a
nd

 
ob

ta
in

s 
a 

w
rit

te
n 

ag
re

em
en

t f
ro

m
 th

e 
th

ird
 p

ar
ty

 th
at

 it
s 

pr
ac

tic
es

 a
re

 
su

bs
ta

nt
ia

lly
 e

qu
iv

al
en

t t
o 

th
e 

en
tit

y’
s.

 

Sy
st

em
s 

an
d 

pr
oc

ed
ur

es
 a

re
 in

 p
la

ce
 to

: 
• Pr

ev
en

t t
he

 d
is

cl
os

ur
e 

of
 p

er
so

na
l 

in
fo

rm
at

io
n 

to
 th

ird
 p

ar
tie

s 
un

le
ss

 
an

 in
di

vi
du

al
 h

as
 g

iv
en

 im
pl

ic
it 

or
 e

xp
lic

it 
co

ns
en

t f
or

 th
e 

di
sc

lo
su

re
. 

• Do
cu

m
en

t t
he

 n
at

ur
e 

an
d 

ex
te

nt
 

of
 p

er
so

na
l i

nf
or

m
at

io
n 

di
sc

lo
se

d 
to

 
th

ird
 p

ar
tie

s.
• Te

st
 w

he
th

er
 d

is
cl

os
ur

e 
to

 
th

ird
-p

ar
tie

s 
is

 in
 c

om
pl

ia
nc

e 
w

ith
 

th
e 

en
tit

y’
s p

riv
ac

y 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

, o
r a

s s
pe

ci
fic

al
ly

 a
llo

w
ed

 
or

 re
qu

ire
d 

by
 la

w
 o

r r
eg

ul
at

io
n.

• Do
cu

m
en

t a
ny

 th
ird

-p
ar

ty
 d

is
cl

os
ur

es
 

fo
r l

eg
al

 re
as

on
s.

Re
fe

re
nc

e _____
__

__
__

__
Cr

ite
ria

__
__

__
__

__
__

_
7.

1.
2 

C
om

m
un

ic
at

io
n 

to
 T

hi
rd

 P
ar

tie
s

Pr
iv

ac
y 

po
lic

ie
s 

ar
e 

co
m

m
un

ic
at

ed
 to

 
th

ird
 p

ar
tie

s 
to

 w
ho

m
 p

er
so

na
l 

in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

.

7.
2 

Pr
oc

ed
ur

es
 an

d 
C

on
tr

ol
s

7.
2.

1 
D

is
cl

os
ur

e o
f P

er
so

na
l I

nf
or

m
at

io
n

Pe
rs

on
al

 in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

 to
 th

ird
 

pa
rti

es
 o

nl
y 

fo
r t

he
 p

ur
po

se
s 

de
sc

rib
ed

 in
 

th
e 

no
tic

e 
an

d 
fo

r w
hi

ch
 th

e 
in

di
vi

du
al

 
ha

s 
pr

ov
id

ed
 im

pl
ic

it 
or

 e
xp

lic
it 

co
ns

en
t, 

un
le

ss
 a 

la
w

 o
r r

eg
ul

at
io

n 
sp

ec
ifi

ca
lly

 
al

lo
w

s 
or

 re
qu

ire
s 

ot
he

rw
is

e.

AICPA Technical Practice Aids §17,100.45



52,200 Suitable Trust Services
__

__
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
__

__
_

 
Th

e 
en

tit
y 

is
 re

sp
on

si
bl

e 
fo

r p
er

so
na

l 
in

fo
rm

at
io

n 
in

 it
s 

po
ss

es
si

on
 o

r c
us

to
dy

, 
in

cl
ud

in
g 

in
fo

rm
at

io
n 

th
at

 h
as

 b
ee

n 
tra

ns
fe

rre
d 

to
 a

 th
ird

 p
ar

ty
. 

So
m

e 
re

gu
la

tio
ns

 (f
or

 e
xa

m
pl

e,
 fr

om
 

th
e 

U
.S

. f
ed

er
al

 fi
na

nc
ia

l r
eg

ul
at

or
y 

ag
en

ci
es

) r
eq

ui
re

 th
at

 a
n 

en
tit

y 
ta

ke
 

re
as

on
ab

le
 s

te
ps

 to
 o

ve
rs

ee
 a

pp
ro

pr
ia

te
 

se
rv

ic
e 

pr
ov

id
er

s 
by

 e
xe

rc
is

in
g 

ap
pr

o­
pr

ia
te

 d
ue

 d
ilig

en
ce

 in
 th

e 
se

le
ct

io
n 

of
 

se
rv

ic
e 

pr
ov

id
er

s.

Th
e 

EU
 re

qu
ire

s 
su

bs
ta

nt
ia

lly
 e

qu
iv

al
en

t 
pr

iv
ac

y 
pr

ot
ec

tio
n 

be
fo

re
 tr

an
sf

er
rin

g 
pe

rs
on

al
 in

fo
rm

at
io

n 
to

 a
 th

ird
 p

ar
ty

. 

So
m

e 
ju

ris
di

ct
io

ns
, i

nc
lu

di
ng

 s
om

e 
co

un
­

tri
es

 in
 E

ur
op

e,
 re

qu
ire

 e
nt

iti
es

 th
at

 
tra

ns
fe

r p
er

so
na

l i
nf

or
m

at
io

n 
to

 re
gi

st
er

 
w

ith
 th

ei
r r

eg
ul

at
or

y 
bo

dy
 p

rio
r t

o 
tra

ns
fe

r. 

PI
PE

D
A 

re
qu

ire
s 

a 
co

m
pa

ra
bl

e 
le

ve
l o

f 
pr

ot
ec

tio
n 

w
hi

le
 th

e 
pe

rs
on

al
 in

fo
rm

at
io

n 
is

 b
ei

ng
 p

ro
ce

ss
ed

 b
y 

a 
th

ird
 p

ar
ty

. 

Ar
tic

le
 2

5 o
f t

he
 U

.S
./E

U
’s 

Sa
fe

 H
ar

bo
r 

re
qu

ire
s 

th
at

 s
uc

h 
tra

ns
fe

rs
 ta

ke
 p

la
ce

 
on

ly
 w

he
re

 th
e 

th
ird

 p
ar

ty
 e

ns
ur

es
 a

n 
ad

eq
ua

te
 le

ve
l o

f p
ro

te
ct

io
n.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

Sy
st

em
s a

nd
 p

ro
ce

du
re

s 
ar

e 
in

 p
la

ce
 to

: 
• Pr

ov
id

e 
a l

ev
el

 o
f p

ro
te

ct
io

n 
of

 
pe

rs
on

al
 in

fo
rm

at
io

n 
eq

ui
va

le
nt

 to
 

th
at

 o
f t

he
 e

nt
ity

 w
he

n 
in

fo
rm

at
io

n 
is

 
pr

ov
id

ed
 to

 a
 th

ird
 p

ar
ty

 (t
ha

t i
s,

 b
y 

co
nt

ra
ct

 o
r a

gr
ee

m
en

t).
• A

ffi
rm

 th
at

 th
e 

le
ve

l o
f p

ro
te

ct
io

n 
of

 
pe

rs
on

al
 in

fo
rm

at
io

n 
by

 th
ird

 p
ar

tie
s 

is
 e

qu
iv

al
en

t t
o 

th
at

 o
f t

he
 e

nt
ity

, f
or

 
ex

am
pl

e,
 b

y 
ob

ta
in

in
g 

as
su

ra
nc

e 
(fo

r e
xa

m
pl

e,
 a

n 
au

di
to

r’s
 re

po
rt)

, 
co

nt
ra

ct
ua

l o
bl

ig
at

io
n,

 o
r o

th
er

 
re

pr
es

en
ta

tio
n 

(fo
r e

xa
m

pl
e,

 w
rit

te
n 

an
nu

al
 c

on
fir

m
at

io
n)

.
• Li

m
it 

th
e 

th
ird

 p
ar

ty
’s 

us
e 

of
 p

er
so

na
l 

in
fo

rm
at

io
n 

to
 p

ur
po

se
s 

ne
ce

ss
ar

y 
to

 
fu

lfi
ll t

he
 c

on
tra

ct
.

• Co
m

m
un

ic
at

e 
th

e 
in

di
vi

du
al

’s 
pr

ef
er

en
ce

s 
to

 th
e 

th
ird

 p
ar

ty
. 

• Re
fe

r a
ny

 re
qu

es
ts

 fo
r a

cc
es

s o
r 

co
m

pl
ai

nt
s 

ab
ou

t t
he

 p
er

so
na

l 
in

fo
rm

at
io

n 
tra

ns
fe

rre
d 

by
 th

e 
en

tit
y 

to
 th

e 
pr

iv
ac

y 
of

fic
er

.
• Sp

ec
ify

 h
ow

 a
nd

 w
he

n 
th

ird
 p

ar
tie

s 
ar

e 
to

 d
is

po
se

 o
f o

r r
et

ur
n 

an
y 

pe
rs

on
al

 in
fo

rm
at

io
n 

pr
ov

id
ed

 b
y 

th
e 

en
tit

y.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

7.
2.

2 
Pr

ot
ec

tio
n 

of
 P

er
so

na
l I

nf
or

m
at

io
n

Pe
rs

on
al

 in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

 o
nl

y 
to

 
th

ird
 p

ar
tie

s 
w

ho
 h

av
e 

ag
re

em
en

ts
 w

ith
 

th
e 

en
tit

y 
to

 p
ro

te
ct

 p
er

so
na

l in
fo

rm
at

io
n 

fro
m

 lo
ss

, m
is

us
e,

 u
na

ut
ho

riz
ed

 a
cc

es
s,

 
di

sc
lo

su
re

, a
lte

ra
tio

n,
 an

d 
de

st
ru

ct
io

n.
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Trust Services Criteria and Illustrations 52,200-1
__

__
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
__

__
_

 
O

th
er

 ty
pe

s 
of

 o
nw

ar
d 

tra
ns

fe
rs

 in
cl

ud
e 

tra
ns

fe
rs

 to
 th

ird
 p

ar
tie

s 
w

ho
 a

re
: 

• Su
bs

id
ia

rie
s 

or
 a

ffi
lia

te
s.

• Pr
ov

id
in

g 
a 

se
rv

ic
e 

re
qu

es
te

d 
by

 th
e 

in
di

vi
du

al
.

• La
w

 e
nf

or
ce

m
en

t o
r r

eg
ul

at
or

y 
ag

en
ci

es
.

• In
 a

no
th

er
 c

ou
nt

ry
 a

nd
 m

ay
 b

e 
su

bj
ec

t t
o 

ot
he

r r
eq

ui
re

m
en

ts
.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
 

Sy
st

em
s a

nd
 p

ro
ce

du
re

s 
ar

e 
in

 p
la

ce
 to

: 
• N

ot
ify

 in
di

vi
du

al
s 

an
d 

ob
ta

in
 th

ei
r 

co
ns

en
t p

rio
r t

o 
di

sc
lo

si
ng

 p
er

so
na

l 
in

fo
rm

at
io

n 
to

 a
 th

ird
 p

ar
ty

 fo
r 

pu
rp

os
es

 n
ot

 id
en

tif
ie

d 
in

 th
e 

pr
iv

ac
y 

no
tic

e.
• Do

cu
m

en
t w

he
th

er
 th

e 
en

tit
y 

ha
s 

no
tif

ie
d 

th
e 

in
di

vi
du

al
 a

nd
 re

ce
iv

ed
 

th
e 

in
di

vi
du

al
’s 

co
ns

en
t.

• M
on

ito
r t

ha
t p

er
so

na
l in

fo
rm

at
io

n 
is

 
be

in
g 

pr
ov

id
ed

 to
 th

ird
 p

ar
tie

s 
on

ly
 

fo
r u

se
s s

pe
ci

fie
d 

in
 th

e 
pr

iv
ac

y 
no

tic
e.

Th
e 

en
tit

y:
• M

on
ito

rs
 c

om
pl

ai
nt

s 
to

 id
en

tif
y 

in
di

ca
tio

ns
 o

f a
ny

 m
is

us
e 

of
 p

er
so

na
l 

in
fo

rm
at

io
n 

by
 th

ird
 p

ar
tie

s.
 

• Re
sp

on
ds

 to
 a

ny
 k

no
w

le
dg

e 
of

 a
 th

ird
 

pa
rty

 u
si

ng
 o

r d
is

cl
os

in
g 

pe
rs

on
al

 
in

fo
rm

at
io

n 
in

 v
ar

ia
nc

e 
w

ith
 th

e 
en

tit
y’s

 p
riv

ac
y 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

or
 c

on
tra

ct
ua

l a
rra

ng
em

en
ts

. 
• M

iti
ga

te
s,

 to
 th

e 
ex

te
nt

 p
ra

ct
ic

ab
le

, 
an

y 
ha

rm
 c

au
se

d 
by

 th
e 

us
e 

or
 

di
sc

lo
su

re
 o

f p
er

so
na

l i
nf

or
m

at
io

n 
by

 
th

e 
th

ird
 p

ar
ty

 in
 v

io
la

tio
n 

of
 th

e 
en

tit
y’

s p
riv

ac
y 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

7.
2.

3 
N

ew
 P

ur
po

se
s a

nd
 U

se
s

Pe
rs

on
al

 in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

 to
 th

ird
 

pa
rti

es
 fo

r n
ew

 p
ur

po
se

s 
or

 u
se

s o
nl

y 
w

ith
 th

e 
pr

io
r i

m
pl

ic
it 

or
 e

xp
lic

it 
co

ns
en

t 
of

 th
e 

in
di

vi
du

al
.

7.
2.

4 
M

is
us

e o
f P

er
so

na
l I

nf
or

m
at

io
n 

by
a 

Th
ir

d 
Pa

rt
y

Th
e 

en
tit

y 
ta

ke
s 

re
m

ed
ia

l a
ct

io
n 

in
 

re
sp

on
se

 to
 m

is
us

e 
of

 p
er

so
na

l 
in

fo
rm

at
io

n 
by

 a
 th

ird
 p

ar
ty

 to
 w

ho
m

 th
e 

en
tit

y 
ha

s 
tra

ns
fe

rre
d 

su
ch

 in
fo

rm
at

io
n.
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52,200-2 Suitable Trust Services
Ill

us
tra

tio
ns

 a
nd

 
Re

fe
re

nc
e_

__
__

__
__

__
__

Cr
ite

ria
__

__
__

__
__

__
__

__
__

__
__

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
__

__
__

 ____
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
• Ta

ke
s 

re
m

ed
ia

l a
ct

io
n 

in
 th

e 
ev

en
t 

th
at

 a
 th

ird
 p

ar
ty

 m
is

us
es

 p
er

so
na

l 
in

fo
rm

at
io

n.
 (F

or
 e

xa
m

pl
e,

 
co

nt
ra

ct
ua

l c
la

us
es

 a
dd

re
ss

 th
e 

ra
m

ifi
ca

tio
n 

of
 m

is
us

e 
of

 p
er

so
na

l 
in

fo
rm

at
io

n.
)
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Trust Services Criteria and Illustrations 52,200-3
Se

cu
rit

y
Ill

us
tra

tio
ns

 a
nd

Re
fe

re
nc

e 
Cr

ite
ria

 
__

__
__

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
__

__
__

 ____
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
__

__
_

8.
0 

Th
e 

en
tit

y 
pr

ot
ec

ts
 p

er
so

na
l i

nf
or

m
at

io
n 

ag
ai

ns
t u

na
ut

ho
ri

ze
d 

ac
ce

ss
 (b

ot
h 

ph
ys

ic
al

 a
nd

 lo
gi

ca
l).

Pe
rs

on
al

 in
fo

rm
at

io
n 

in
 a

ny
 lo

ca
tio

n 
un

de
r c

on
tro

l o
f t

he
 e

nt
ity

 o
r d

ee
m

ed
 to

 
be

 u
nd

er
 c

on
tro

l o
f th

e 
en

tit
y 

m
us

t b
e 

pr
ot

ec
te

d.

U
se

rs
, m

an
ag

em
en

t, 
pr

ov
id

er
s,

 a
nd

 o
th

er
 

pa
rti

es
 s

ho
ul

d 
st

riv
e 

to
 d

ev
el

op
 a

nd
 a

do
pt

 
go

od
 p

riv
ac

y 
pr

ac
tic

es
 a

nd
 to

 p
ro

m
ot

e 
co

nd
uc

t t
ha

t r
ec

og
ni

ze
s s

ec
ur

ity
 n

ee
ds

 
an

d 
re

sp
ec

ts
 th

e 
le

gi
tim

at
e 

in
te

re
st

s 
of

 
ot

he
rs

. 

C
on

si
de

ra
tio

n 
sh

ou
ld

 b
e 

gi
ve

n 
to

 
di

sc
lo

si
ng

 in
 th

e 
pr

iv
ac

y 
no

tic
e 

th
e 

se
cu

rit
y 

ob
lig

at
io

ns
 o

f in
di

vi
du

al
s,

 su
ch

 
as

 k
ee

pi
ng

 u
se

r I
D

s 
an

d 
pa

ss
w

or
ds

 
co

nf
id

en
tia

l a
nd

 re
po

rti
ng

 s
ec

ur
ity

 
co

m
pr

om
is

es
.

(c
on

tin
ue

d)

Pr
iv

ac
y 

po
lic

ie
s 

ad
eq

ua
te

ly
 a

dd
re

ss
 

se
cu

rit
y 

m
ea

su
re

s 
to

 s
af

eg
ua

rd
 th

e 
pr

iv
ac

y 
of

 p
er

so
na

l in
fo

rm
at

io
n 

w
he

th
er

 
in

 e
le

ct
ro

ni
c,

 p
ap

er
, o

r o
th

er
 fo

rm
s.

 
Se

cu
rit

y 
m

ea
su

re
s 

ar
e 

co
ns

is
te

nt
 w

ith
 th

e 
se

ns
iti

vi
ty

 o
f t

he
 p

er
so

na
l i

nf
or

m
at

io
n.

 
Th

e 
en

tit
y’

s p
riv

ac
y 

no
tic

e 
de

sc
rib

es
 th

e 
ge

ne
ra

l t
yp

es
 o

f s
ec

ur
ity

 m
ea

su
re

s 
us

ed
 

to
 p

ro
te

ct
 th

e 
in

di
vi

du
al

’s 
pe

rs
on

al
 

in
fo

rm
at

io
n,

 fo
r e

xa
m

pl
e:

 

• Em
pl

oy
ee

s 
ar

e 
au

th
or

iz
ed

 to
 a

cc
es

s 
pe

rs
on

al
 in

fo
rm

at
io

n 
ba

se
d 

on
 jo

b 
re

sp
on

si
bi

lit
ie

s.
• Au

th
en

tic
at

io
n 

is
 u

se
d 

to
 p

re
ve

nt
 

un
au

th
or

iz
ed

 a
cc

es
s t

o 
pe

rs
on

al
 

in
fo

rm
at

io
n 

st
or

ed
 e

le
ct

ro
ni

ca
lly

. 
• Ph

ys
ic

al
 s

ec
ur

ity
 is

 m
ai

nt
ai

ne
d 

ov
er

 
pe

rs
on

al
 in

fo
rm

at
io

n 
st

or
ed

 in
 h

ar
d 

co
py

 fo
rm

, a
nd

 e
nc

ry
pt

io
n 

is
 u

se
d 

to
 

pr
ev

en
t u

na
ut

ho
riz

ed
 a

cc
es

s t
o 

pe
rs

on
al

 in
fo

rm
at

io
n 

se
nt

 o
ve

r t
he

 
In

te
rn

et
.

8.
1 

Po
lic

ie
s a

nd
 C

om
m

un
ic

at
io

ns
8.

1.
 

0 
Pr

iv
ac

y 
Po

lic
ie

s
Th

e 
en

tit
y’

s p
riv

ac
y 

po
lic

ie
s a

dd
re

ss
 th

e 
se

cu
rit

y 
of

 p
er

so
na

l i
nf

or
m

at
io

n.

8.
1.

1 
C

om
m

un
ic

at
io

n 
to

 In
di

vi
du

al
s

In
di

vi
du

al
s 

ar
e 

in
fo

rm
ed

 th
at

 p
re

ca
ut

io
ns

 
ar

e 
ta

ke
n 

to
 p

ro
te

ct
 p

er
so

na
l i

nf
or

m
at

io
n.
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52,200-4 Suitable Trust Services
Ad

di
tio

na
l C

on
sid

er
at

io
ns

_ 

C
on

si
de

ra
tio

n 
sh

ou
ld

 b
e 

gi
ve

n 
to

 d
is

cl
os

­
in

g 
in

 th
e 

pr
iv

ac
y 

no
tic

e 
th

e 
se

cu
rit

y 
ob

lig
at

io
ns

 o
f in

di
vi

du
al

s,
 su

ch
 as

 k
ee

p­
in

g 
us

er
 ID

s 
an

d 
pa

ss
w

or
ds

 c
on

fid
en

tia
l 

an
d 

re
po

rti
ng

 s
ec

ur
ity

 c
om

pr
om

is
es

. 

Sa
fe

gu
ar

ds
 e

m
pl

oy
ed

 m
ay

 c
on

si
de

r t
he

 
na

tu
re

 a
nd

 s
en

si
tiv

ity
 o

f t
he

 d
at

a,
 as

 w
el

l 
as

 th
e 

si
ze

 a
nd

 c
om

pl
ex

ity
 o

f t
he

 e
nt

ity
’s 

op
er

at
io

ns
. F

or
 e

xa
m

pl
e,

 th
e 

en
tit

y 
m

ay
 

pr
ot

ec
t p

er
so

na
l i

nf
or

m
at

io
n 

an
d 

ot
he

r 
se

ns
iti

ve
 in

fo
rm

at
io

n 
to

 a
 le

ve
l g

re
at

er
 

th
an

 it
 a

pp
lie

s 
fo

r o
th

er
 in

fo
rm

at
io

n.
 

C
on

si
de

ra
tio

n 
sh

ou
ld

 b
e 

gi
ve

n 
to

 lim
iti

ng
 

th
e 

di
sc

lo
su

re
 o

f d
et

ai
le

d 
se

cu
rit

y 
pr

oc
ed

ur
es

 so
 a

s n
ot

 to
 c

om
pr

om
is

e 
in

te
rn

al
 s

ec
ur

ity
. 

So
m

e 
re

gu
la

tio
ns

 (f
or

 e
xa

m
pl

e,
 H

IP
AA

) 
pr

ov
id

e 
a 

gr
ea

te
r l

ev
el

 o
f d

et
ai

l a
nd

 
gu

id
an

ce
 o

n 
sp

ec
ifi

c 
se

cu
rit

y 
m

ea
su

re
s 

to
 

be
 c

on
si

de
re

d 
an

d 
im

pl
em

en
te

d.
 

So
m

e s
ec

ur
ity

 ru
le

s 
(fo

r e
xa

m
pl

e,
 

G
LB

A-
re

la
te

d 
ru

le
s 

fo
r s

af
eg

ua
rd

in
g 

in
fo

rm
at

io
n)

 re
qu

ire
:

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
 

• Sp
ec

ia
l s

ec
ur

ity
 s

af
eg

ua
rd

s 
ar

e 
ap

pl
ie

d 
to

 s
en

si
tiv

e 
in

fo
rm

at
io

n.
 

Th
e 

en
tit

y’
s s

ec
ur

ity
 p

ro
gr

am
 a

dd
re

ss
es

 
th

e 
fo

llo
w

in
g 

m
at

te
rs

 re
la

te
d 

to
 

pr
ot

ec
tio

n 
of

 p
er

so
na

l in
fo

rm
at

io
n:

 

a.
 P

er
io

di
c 

ris
k 

as
se

ss
m

en
ts

 
b.

 Id
en

tif
ic

at
io

n 
an

d 
do

cu
m

en
ta

tio
n 

of
 

th
e 

se
cu

rit
y 

re
qu

ire
m

en
ts

 o
f 

au
th

or
iz

ed
 u

se
rs

 
c.

 Al
lo

w
in

g 
ac

ce
ss

, t
he

 n
at

ur
e 

of
 th

at
 

ac
ce

ss
, a

nd
 w

ho
 a

ut
ho

riz
es

 s
uc

h 
ac

ce
ss

 
d.

 P
re

ve
nt

in
g 

un
au

th
or

iz
ed

 a
cc

es
s b

y 
us

in
g 

ef
fe

ct
iv

e 
ph

ys
ic

al
 a

nd
 lo

gi
ca

l 
ac

ce
ss

 c
on

tro
ls

 
e.

 Th
e 

pr
oc

ed
ur

es
 to

 a
dd

 n
ew

 u
se

rs
, 

m
od

ify
 th

e 
ac

ce
ss

 le
ve

ls
 o

f e
xi

st
in

g 
us

er
s,

 a
nd

 re
m

ov
e 

us
er

s 
w

ho
 n

o 
lo

ng
er

 n
ee

d 
ac

ce
ss

 
f. A

ss
ig

nm
en

t o
f r

es
po

ns
ib

ilit
y 

an
d 

ac
co

un
ta

bi
lit

y 
fo

r s
ec

ur
ity

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia

8.
2 

Pr
oc

ed
ur

es
 a

nd
 C

on
tr

ol
s

8.
2.

1 
In

fo
rm

at
io

n 
Se

cu
ri

ty
 P

ro
gr

am
A 

se
cu

rit
y 

pr
og

ra
m

 h
as

 b
ee

n 
de

ve
lo

pe
d,

 
do

cu
m

en
te

d,
 a

pp
ro

ve
d,

 a
nd

 im
pl

em
en

te
d 

th
at

 in
cl

ud
es

 a
dm

in
is

tra
tiv

e,
 te

ch
ni

ca
l, 

an
d 

ph
ys

ic
al

 sa
fe

gu
ar

ds
 to

 p
ro

te
ct

 
pe

rs
on

al
 in

fo
rm

at
io

n 
fro

m
 lo

ss
, m

is
us

e,
 

un
au

th
or

iz
ed

 a
cc

es
s,

 d
is

cl
os

ur
e,

 
al

te
ra

tio
n,

 a
nd

 d
es

tru
ct

io
n.

§17,100.45 Copyright © 2004, American Institute of Certified Public Accountants, Inc.



Trust Services Criteria and Illustrations 52,200-5

__
__

_
Ad

di
tio

na
l C

on
sid

er
at

io
ns

__
__

_
 

• Bo
ar

d 
(o

r c
om

m
itt

ee
 o

r i
nd

iv
id

ua
l 

ap
po

in
te

d 
by

 th
e 

bo
ar

d)
 a

pp
ro

va
l a

nd
 

ov
er

si
gh

t o
f t

he
 e

nt
ity

’s 
in

fo
rm

at
io

n 
se

cu
rit

y 
pr

og
ra

m
.

• Th
at

 a
n 

en
tit

y 
ta

ke
 re

as
on

ab
le

 st
ep

s 
to

 o
ve

rs
ee

 a
pp

ro
pr

ia
te

 s
er

vi
ce

 
pr

ov
id

er
s 

by
:

—
Ex

er
ci

si
ng

 a
pp

ro
pr

ia
te

 d
ue

 
di

lig
en

ce
 in

 th
e 

se
le

ct
io

n 
of

 
se

rv
ic

e 
pr

ov
id

er
s.

—
R

eq
ui

rin
g 

se
rv

ic
e 

pr
ov

id
er

s 
by

 
co

nt
ra

ct
 to

 im
pl

em
en

t a
nd

 m
ai

n­
ta

in
 a

pp
ro

pr
ia

te
 s

af
eg

ua
rd

s 
fo

r 
th

e 
pe

rs
on

al
 in

fo
rm

at
io

n 
at

 is
su

e.
 

So
m

e 
se

cu
rit

y 
la

w
s 

(fo
r e

xa
m

pl
e,

 
C

al
ifo

rn
ia

 S
B 

13
86

) r
eq

ui
re

 e
nt

iti
es

 to
 

no
tif

y 
in

di
vi

du
al

s 
if t

he
 p

ro
te

ct
io

n 
of

 th
ei

r 
pe

rs
on

al
 in

fo
rm

at
io

n 
is

 c
om

pr
om

is
ed

.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

 ____
__

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
__

__
__

g.
 As

si
gn

m
en

t o
f r

es
po

ns
ib

ilit
y 

an
d 

ac
co

un
ta

bi
lit

y 
fo

r s
ys

te
m

 c
ha

ng
es

 a
nd

 
m

ai
nt

en
an

ce
 

h Im
pl

em
en

tin
g 

sy
st

em
 s

of
tw

ar
e 

up
gr

ad
es

 a
nd

 p
at

ch
es

 
i. T

es
tin

g,
 e

va
lu

at
in

g,
 a

nd
 a

ut
ho

riz
in

g 
sy

st
em

 c
om

po
ne

nt
s 

be
fo

re
 

im
pl

em
en

ta
tio

n 
j. A

dd
re

ss
in

g 
ho

w
 c

om
pl

ai
nt

s 
an

d 
re

qu
es

ts
 re

la
tin

g 
to

 s
ec

ur
ity

 is
su

es
 

ar
e 

re
so

lv
ed

 
k.

 H
an

dl
in

g 
er

ro
rs

 a
nd

 o
m

is
si

on
s,

 
se

cu
rit

y 
br

ea
ch

es
, a

nd
 o

th
er

 in
ci

de
nt

s 
l. P

ro
ce

du
re

s 
to

 d
et

ec
t a

ct
ua

l a
nd

 
at

te
m

pt
ed

 a
tta

ck
s 

or
 in

tru
si

on
s 

in
to

 
sy

st
em

s 
an

d 
to

 p
ro

ac
tiv

el
y 

te
st

 
se

cu
rit

y 
pr

oc
ed

ur
es

 (f
or

 e
xa

m
pl

e,
 

pe
ne

tra
tio

n 
te

st
in

g)
 

m
. A

llo
ca

tin
g 

tra
in

in
g 

an
d 

ot
he

r 
re

so
ur

ce
s 

to
 s

up
po

rt 
its

 s
ec

ur
ity

 
po

lic
ie

s 
n.

 P
ro

vi
si

on
 fo

r t
he

 h
an

dl
in

g 
of

 
ex

ce
pt

io
ns

 a
nd

 s
itu

at
io

ns
 n

ot
 

sp
ec

ifi
ca

lly
 a

dd
re

ss
ed

 in
 it

s 
sy

st
em

 
pr

oc
es

si
ng

 in
te

gr
ity

 a
nd

 re
la

te
d 

sy
st

em
 s

ec
ur

ity
 p

ol
ic

ie
s 

o.
 D

is
as

te
r r

ec
ov

er
y 

pl
an

s 
an

d 
re

la
te

d
te

st
in

g
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__

__
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns

U
se

r a
ut

ho
riz

at
io

n 
pr

oc
es

se
s 

co
ns

id
er

: 
• Ho

w
 th

e 
da

ta
 is

 ac
ce

ss
ed

 (i
nt

er
na

l o
r 

ex
te

rn
al

 n
et

w
or

k)
, a

s w
el

l a
s 

th
e 

m
ed

ia
 a

nd
 te

ch
no

lo
gy

 p
la

tfo
rm

 o
f 

st
or

ag
e.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
 

p.
 P

ro
vi

si
on

 fo
r t

he
 id

en
tif

ic
at

io
n 

of
, a

nd
 

co
ns

is
te

nc
y 

w
ith

, a
pp

lic
ab

le
 la

w
s a

nd
 

re
gu

la
tio

ns
, d

ef
in

ed
 c

om
m

itm
en

ts
, 

se
rv

ic
e-

le
ve

l a
gr

ee
m

en
ts

, a
nd

 o
th

er
 

co
nt

ra
ct

s 
q.

 A
 re

qu
ire

m
en

t t
ha

t u
se

rs
, 

m
an

ag
em

en
t, a

nd
 th

ird
 p

ar
tie

s 
co

nf
irm

 (i
ni

tia
lly

 a
nd

 a
nn

ua
lly

) t
he

ir 
un

de
rs

ta
nd

in
g 

of
 a

nd
 a

gr
ee

m
en

t t
o 

co
m

pl
y 

w
ith

 th
e 

en
tit

y’
s p

riv
ac

y 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 re
la

te
d 

to
 th

e 
se

cu
rit

y 
of

 p
er

so
na

l in
fo

rm
at

io
n 

Th
e 

en
tit

y’s
 s

ec
ur

ity
 p

ro
gr

am
 p

re
ve

nt
s 

ac
ce

ss
 to

 p
er

so
na

l in
fo

rm
at

io
n 

in
 

co
m

pu
te

rs
, m

ed
ia

 a
nd

 p
ap

er
-b

as
ed

 
in

fo
rm

at
io

n 
th

at
 a

re
 n

o 
lo

ng
er

 in
 a

ct
iv

e 
us

e 
by

 th
e 

or
ga

ni
za

tio
n 

(e
.g

. c
om

pu
te

rs
, 

m
ed

ia
 a

nd
 p

ap
er

-b
as

ed
 in

fo
rm

at
io

n 
in

 
st

or
ag

e,
 so

ld
 o

r o
th

er
w

is
e 

di
sp

os
ed

 o
f).

 

Sy
st

em
s 

an
d 

pr
oc

ed
ur

es
 a

re
 in

 p
la

ce
 to

: 
• Es

ta
bl

is
h 

th
e 

le
ve

l a
nd

 n
at

ur
e 

of
 

ac
ce

ss
 th

at
 w

ill 
be

 p
ro

vi
de

d 
to

 u
se

rs
 

ba
se

d 
on

 th
e 

se
ns

iti
vi

ty
 o

f t
he

 d
at

a 
an

d 
th

e 
us

er
’s 

le
gi

tim
at

e 
bu

si
ne

ss
 

ne
ed

 to
 a

cc
es

s t
he

 p
er

so
na

l 
in

fo
rm

at
io

n.

Re
fe

re
nc

e 
Cr

ite
ria

8.
2.

2 
Lo

gi
ca

l A
cc

es
s C

on
tr

ol
s

Lo
gi

ca
l a

cc
es

s t
o 

pe
rs

on
al

 in
fo

rm
at

io
n 

is
 

re
st

ric
te

d 
by

 p
ro

ce
du

re
s 

th
at

 a
dd

re
ss

 th
e 

fo
llo

w
in

g 
m

at
te

rs
: 

a.
 A

ut
ho

riz
in

g 
an

d 
re

gi
st

er
in

g 
in

te
rn

al
 

pe
rs

on
ne

l a
nd

 in
di

vi
du

al
s
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Ad
di

tio
na

l C
on

sid
er

at
io

ns
_

 
• Ac

ce
ss

 to
 p

ap
er

 a
nd

 b
ac

ku
p 

m
ed

ia
 

co
nt

ai
ni

ng
 p

er
so

na
l in

fo
rm

at
io

n.
 

• De
ni

al
 o

f a
cc

es
s t

o 
jo

in
t a

cc
ou

nt
s 

w
ith

ou
t o

th
er

 m
et

ho
ds

 to
 

au
th

en
tic

at
e 

th
e 

ac
tu

al
 in

di
vi

du
al

s.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

• Au
th

en
tic

at
e 

us
er

s,
 fo

r e
xa

m
pl

e,
 b

y 
us

er
 n

am
e 

an
d 

pa
ss

w
or

d,
 c

er
tif

ic
at

e,
 

ex
te

rn
al

 to
ke

n,
 o

r b
io

m
et

ric
s.

 
• Re

qu
ire

 th
e 

us
er

 to
 p

ro
vi

de
 a 

va
lid

 ID
 

an
d 

pa
ss

w
or

d 
to

 b
e 

au
th

en
tic

at
ed

 b
y 

th
e 

sy
st

em
 b

ef
or

e 
ac

ce
ss

 is
 g

ra
nt

ed
 to

 
sy

st
em

s 
ha

nd
lin

g 
pe

rs
on

al
 

in
fo

rm
at

io
n.

• Re
qu

ire
 e

nh
an

ce
d 

se
cu

rit
y 

m
ea

su
re

s 
fo

r r
em

ot
e 

ac
ce

ss
, s

uc
h 

as
 a

dd
iti

on
al

 
or

 d
yn

am
ic

 p
as

sw
or

ds
, d

ia
l-b

ac
k 

co
nt

ro
ls

, d
ig

ita
l c

er
tif

ic
at

es
, o

r s
ec

ur
e 

ID
 c

ar
ds

, v
irt

ua
l p

riv
at

e 
ne

tw
or

k 
(V

PN
), 

pr
op

er
ly

 c
on

fig
ur

ed
 fi

re
w

al
ls

. 
• Im

pl
em

en
t i

nt
ru

si
on

 d
et

ec
tio

n 
an

d 
m

on
ito

rin
g 

sy
st

em
s.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

b.
 Id

en
tif

yi
ng

 a
nd

 a
ut

he
nt

ic
at

in
g 

in
te

rn
al

 p
er

so
nn

el
 a

nd
 in

di
vi

du
al

s 
c.

 M
ak

in
g 

ch
an

ge
s 

an
d 

up
da

tin
g 

ac
ce

ss
 

pr
of

ile
s 

d.
 G

ra
nt

in
g 

sy
st

em
 ac

ce
ss

 p
riv

ile
ge

s a
nd

 
pe

rm
is

si
on

s 
e.

 Pr
ev

en
tin

g 
in

di
vi

du
al

s 
fro

m
 a

cc
es

si
ng

 
ot

he
r t

ha
n 

th
ei

r o
w

n 
pe

rs
on

al
 o

r 
se

ns
iti

ve
 in

fo
rm

at
io

n 
f. L

im
iti

ng
 a

cc
es

s t
o 

pe
rs

on
al

 
in

fo
rm

at
io

n 
to

 o
nl

y 
au

th
or

iz
ed

 
in

te
rn

al
 p

er
so

nn
el

 b
as

ed
 u

po
n 

th
ei

r 
as

si
gn

ed
 ro

le
s 

an
d 

re
sp

on
si

bi
lit

ie
s 

g.
 D

is
tri

bu
tin

g 
ou

tp
ut

 o
nl

y 
to

 
au

th
or

iz
ed

 in
te

rn
al

 p
er

so
nn

el
 

h.
 R

es
tri

ct
in

g 
lo

gi
ca

l a
cc

es
s t

o 
of

fli
ne

 
st

or
ag

e,
 b

ac
ku

p 
da

ta
, s

ys
te

m
s,

 a
nd

 
m

ed
ia

 
i. R

es
tri

ct
in

g 
ac

ce
ss

 to
 s

ys
te

m
 

co
nf

ig
ur

at
io

ns
, s

up
er

us
er

 
fu

nc
tio

na
lit

y,
 m

as
te

r p
as

sw
or

ds
, 

po
w

er
fu

l u
til

iti
es

, a
nd

 s
ec

ur
ity

 
de

vi
ce

s 
(fo

r e
xa

m
pl

e,
 fi

re
w

al
ls

) 
j. P

re
ve

nt
in

g 
th

e 
in

tro
du

ct
io

n 
of

 
vi

ru
se

s,
 m

al
ic

io
us

 c
od

e,
 a

nd
 

un
au

th
or

iz
ed

 s
of

tw
ar

e
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__

__
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
__

__
_ 

Ph
ys

ic
al

 s
af

eg
ua

rd
s m

ay
 in

cl
ud

e 
th

e 
us

e 
of

 lo
ck

ed
 fi

le
 c

ab
in

et
s,

 ca
rd

 ac
ce

ss
 

sy
st

em
s,

 p
hy

si
ca

l k
ey

s,
 s

ig
n-

in
 lo

gs
, a

nd
 

ot
he

r t
ec

hn
iq

ue
s 

to
 c

on
tro

l a
cc

es
s t

o 
of

fic
es

, d
at

a 
ce

nt
er

s,
 an

d 
ot

he
r l

oc
at

io
ns

 
in

 w
hi

ch
 p

er
so

na
l i

nf
or

m
at

io
n 

is
 

pr
oc

es
se

d 
or

 s
to

re
d.

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

_
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

Sy
st

em
s a

nd
 p

ro
ce

du
re

s a
re

 in
 p

la
ce

 to
:

• M
an

ag
e 

lo
gi

ca
l a

nd
 p

hy
si

ca
l a

cc
es

s t
o 

pe
rs

on
al

 in
fo

rm
at

io
n,

 in
cl

ud
in

g 
ha

rd
 

co
py

, a
rc

hi
va

l, a
nd

 b
ac

ku
p 

co
pi

es
. 

• Lo
g 

an
d 

m
on

ito
r a

cc
es

s t
o 

pe
rs

on
al

 
in

fo
rm

at
io

n.
• 

Pr
ev

en
t t

he
 u

na
ut

ho
riz

ed
 o

r 
ac

ci
de

nt
al

 d
es

tru
ct

io
n 

or
 lo

ss
 o

f 
pe

rs
on

al
 in

fo
rm

at
io

n.
• 

In
ve

st
ig

at
e 

br
ea

ch
es

 a
nd

 a
tte

m
pt

s 
to

 
ga

in
 u

na
ut

ho
riz

ed
 a

cc
es

s.
• M

ai
nt

ai
n 

ph
ys

ic
al

 c
on

tro
l o

ve
r t

he
 

di
st

rib
ut

io
n 

of
 re

po
rts

 c
on

ta
in

in
g 

pe
rs

on
al

 in
fo

rm
at

io
n.

• Se
cu

re
ly

 d
is

po
se

 o
f w

as
te

 c
on

ta
in

in
g 

co
nf

id
en

tia
l i

nf
or

m
at

io
n 

(fo
r e

xa
m

pl
e,

 
sh

re
dd

in
g)

. 

M
an

ag
em

en
t m

ai
nt

ai
ns

 m
ea

su
re

s 
to

 
pr

ot
ec

t a
ga

in
st

 e
nv

iro
nm

en
ta

l f
ac

to
rs

 (f
or

 
ex

am
pl

e,
 fi

re
, f

lo
od

, d
us

t, 
po

w
er

 fa
ilu

re
, 

an
d 

ex
ce

ss
iv

e 
he

at
 a

nd
 h

um
id

ity
) b

as
ed

 
on

 it
s 

ris
k 

as
se

ss
m

en
t. 

Th
e 

en
tit

y’s
 

co
nt

ro
lle

d 
ar

ea
s 

ar
e 

pr
ot

ec
te

d 
ag

ai
ns

t f
ire

 
us

in
g 

bo
th

 s
m

ok
e 

de
te

ct
or

s 
an

d 
a 

fir
e 

su
pp

re
ss

io
n 

sy
st

em
. W

at
er

 d
et

ec
to

rs
 a

re
 

in
st

al
le

d 
w

ith
in

 th
e 

ra
is

ed
 fl

oo
r a

re
as

.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

8.
2.

3 
Ph

ys
ic

al
 A

cc
es

s C
on

tr
ol

s
Ph

ys
ic

al
 a

cc
es

s i
s 

re
st

ric
te

d 
to

 p
er

so
na

l 
in

fo
rm

at
io

n 
in

 a
ny

 fo
rm

 (i
nc

lu
di

ng
 th

e 
co

m
po

ne
nt

s 
of

 th
e 

en
tit

y’
s s

ys
te

m
(s

) t
ha

t 
co

nt
ai

n 
or

 p
ro

te
ct

 p
er

so
na

l in
fo

rm
at

io
n)

.

8.
2.

4 
En

vi
ro

nm
en

ta
l S

af
eg

ua
rd

s
Pe

rs
on

al
 in

fo
rm

at
io

n,
 in

 a
ll 

fo
rm

s,
 is

 
pr

ot
ec

te
d 

ag
ai

ns
t u

nl
aw

fu
l d

es
tru

ct
io

n,
 

ac
ci

de
nt

al
 lo

ss
, n

at
ur

al
 d

is
as

te
rs

, a
nd

 
en

vi
ro

nm
en

ta
l h

az
ar

ds
.
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__
__

_
Ad

di
tio

na
l C

on
sid

er
at

io
ns

__
__

_
 

So
m

e 
re

gu
la

tio
ns

 (f
or

 e
xa

m
pl

e,
 H

IP
AA

) 
ha

ve
 s

pe
ci

fic
 p

ro
vi

si
on

s 
fo

r t
he

 e
le

ct
ro

ni
c 

tra
ns

m
is

si
on

 a
nd

 a
ut

he
nt

ic
at

io
n 

of
 

si
gn

at
ur

es
 w

ith
 re

sp
ec

t t
o 

he
al

th
 

in
fo

rm
at

io
n 

re
co

rd
s 

(th
at

 is
, a

ss
oc

ia
te

d 
w

ith
 th

e 
st

an
da

rd
 tr

an
sa

ct
io

ns
). 

So
m

e 
cr

ed
it 

ca
rd

 v
en

do
rs

 h
av

e 
is

su
ed

 
m

in
im

um
 re

qu
ire

m
en

ts
 fo

r p
ro

te
ct

in
g 

ca
rd

ho
ld

er
 d

at
a,

 in
cl

ud
in

g 
th

e 
re

qu
ire

m
en

t t
o 

us
e 

en
cr

yp
tio

n 
te

ch
ni

qu
es

 
fo

r c
re

di
t c

ar
d 

an
d 

tra
ns

ac
tio

n-
re

la
te

d 
da

ta
 in

 tr
an

sm
is

si
on

 a
nd

 in
 s

to
ra

ge
. 

As
 te

ch
no

lo
gy

, m
ar

ke
t, 

an
d 

re
gu

la
to

ry
 

co
nd

iti
on

s 
ev

ol
ve

, n
ew

 m
ea

su
re

s 
m

ay
 

be
co

m
e 

ne
ce

ss
ar

y 
to

 m
ee

t a
cc

ep
ta

bl
e 

le
ve

ls
 o

f p
ro

te
ct

io
n 

(fo
r e

xa
m

pl
e,

 12
8-

bi
t 

SS
L 

en
cr

yp
tio

n,
 in

cl
ud

in
g 

us
er

 ID
s 

an
d 

pa
ss

w
or

ds
).

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

Th
e 

en
tit

y 
si

te
 is

 p
ro

te
ct

ed
 a

ga
in

st
 a

 
di

sr
up

tio
n 

in
 p

ow
er

 s
up

pl
y 

to
 th

e 
pr

oc
es

si
ng

 e
nv

iro
nm

en
t b

y 
bo

th
 

un
in

te
rru

pt
ib

le
 p

ow
er

 s
up

pl
ie

s a
nd

 
em

er
ge

nc
y 

po
w

er
 s

up
pl

ie
s.

 T
hi

s 
eq

ui
pm

en
t i

s 
te

st
ed

 s
em

ia
nn

ua
lly

. 

Sy
st

em
s 

an
d 

pr
oc

ed
ur

es
 a

re
 in

 p
la

ce
 to

: 
• Ad

dr
es

s 
th

e 
co

nf
id

en
tia

lit
y 

of
 

in
fo

rm
at

io
n 

an
d 

co
m

m
un

ic
at

io
n,

 a
nd

 
th

e 
ap

pr
op

ria
te

 p
ro

te
ct

io
n 

of
 p

er
so

na
l 

in
fo

rm
at

io
n 

tra
ns

m
itt

ed
 o

ve
r t

he
 

In
te

rn
et

 o
r o

th
er

 p
ub

lic
 n

et
w

or
ks

. 
• De

fin
e 

m
in

im
um

 le
ve

ls
 o

f e
nc

ry
pt

io
n 

an
d 

co
nt

ro
ls

.
• 

Em
pl

oy
 in

du
st

ry
 s

ta
nd

ar
d 

en
cr

yp
tio

n 
te

ch
no

lo
gy

, f
or

 e
xa

m
pl

e,
 12

8 
bi

t 
se

cu
re

 s
oc

ke
t l

ay
er

 (S
SL

), 
fo

r 
tra

ns
fe

rri
ng

 a
nd

 re
ce

iv
in

g 
pe

rs
on

al
 

in
fo

rm
at

io
n.

• 
Ap

pr
ov

e 
ex

te
rn

al
 n

et
w

or
k 

co
nn

ec
tio

ns
.

• 
Pr

ot
ec

t p
er

so
na

l i
nf

or
m

at
io

n 
se

nt
 b

y 
m

ai
l, 

co
ur

ie
r, 

or
 o

th
er

 p
hy

si
ca

l m
ea

ns
.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

8.
2.

5 
Tr

an
sm

itt
ed

 P
er

so
na

l I
nf

or
m

at
io

n
Pe

rs
on

al
 in

fo
rm

at
io

n 
is

 p
ro

te
ct

ed
 w

he
n 

tra
ns

m
itt

ed
 b

y 
m

ai
l a

nd
 o

ve
r t

he
 In

te
rn

et
 

an
d 

pu
bl

ic
 n

et
w

or
ks

 b
y 

de
pl

oy
in

g 
in

du
st

ry
 s

ta
nd

ar
d 

en
cr

yp
tio

n 
te

ch
no

lo
gy

 
fo

r t
ra

ns
fe

rri
ng

 a
nd

 re
ce

iv
in

g 
pe

rs
on

al
 

in
fo

rm
at

io
n.
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52,200-10 Suitable Trust Services
__

__
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
 

Th
e 

fre
qu

en
cy

 a
nd

 n
at

ur
e 

of
 th

e 
te

st
in

g 
of

 
se

cu
rit

y 
sa

fe
gu

ar
ds

 w
ill 

va
ry

 w
ith

 th
e 

en
tit

y’
s s

iz
e 

an
d 

co
m

pl
ex

ity
, t

he
 n

at
ur

e 
an

d 
sc

op
e 

of
 its

 a
ct

iv
iti

es
, a

nd
 th

e 
se

ns
iti

vi
ty

 o
f p

er
so

na
l in

fo
rm

at
io

n.
 

So
m

e 
se

cu
rit

y 
re

gu
la

tio
ns

 (f
or

 e
xa

m
pl

e,
 

G
LB

A-
re

la
te

d 
ru

le
s 

fo
r s

af
eg

ua
rd

in
g 

in
fo

rm
at

io
n)

 re
qu

ire
 a

n 
en

tit
y 

to
: 

• Co
nd

uc
t r

eg
ul

ar
 te

st
s 

of
 k

ey
 c

on
tro

ls
, 

sy
st

em
s,

 a
nd

 p
ro

ce
du

re
s 

by
 

in
de

pe
nd

en
t t

hi
rd

 p
ar

tie
s 

or
 b

y 
st

af
f 

in
de

pe
nd

en
t o

f t
ho

se
 th

at
 d

ev
el

op
 o

r 
m

ai
nt

ai
n 

se
cu

rit
y 

(o
r a

t l
ea

st
 h

av
e 

th
es

e 
in

de
pe

nd
en

t p
ar

tie
s 

re
vi

ew
 

re
su

lts
 o

f t
es

tin
g)

.
• As

se
ss

 a
nd

 p
os

si
bl

y 
ad

ju
st

 it
s 

in
fo

rm
at

io
n 

se
cu

rit
y 

at
 le

as
t a

nn
ua

lly
.

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

Sy
st

em
s a

nd
 p

ro
ce

du
re

s 
ar

e 
in

 p
la

ce
 to

: 
• Re

gu
la

rly
 te

st
 th

e 
ef

fe
ct

iv
en

es
s o

f t
he

 
ke

y 
ad

m
in

is
tra

tiv
e,

 te
ch

ni
ca

l, a
nd

 
ph

ys
ic

al
 sa

fe
gu

ar
ds

 p
ro

te
ct

in
g 

pe
rs

on
al

 in
fo

rm
at

io
n.

• Pe
rio

di
ca

lly
 u

nd
er

ta
ke

 in
de

pe
nd

en
t 

au
di

ts
 o

f s
ec

ur
ity

 c
on

tro
ls

 u
si

ng
 

ei
th

er
 in

te
rn

al
 o

r e
xt

er
na

l a
ud

ito
rs

. 
• Te

st
 c

ar
d 

ac
ce

ss
 sy

st
em

s a
nd

 o
th

er
 

ph
ys

ic
al

 s
ec

ur
ity

 d
ev

ic
es

 a
t l

ea
st

 
an

nu
al

ly
.

• D
oc

um
en

t a
nd

 te
st

 d
is

as
te

r r
ec

ov
er

y 
an

d 
co

nt
in

ge
nc

y 
pl

an
s 

at
 

le
as

t a
nn

ua
lly

 to
 e

ns
ur

e 
th

ei
r 

vi
ab

ilit
y.

• Pe
rio

di
ca

lly
 u

nd
er

ta
ke

 th
re

at
 a

nd
 

vu
ln

er
ab

ilit
y 

te
st

in
g,

 in
cl

ud
in

g 
se

cu
rit

y 
pe

ne
tra

tio
n 

re
vi

ew
s a

nd
 W

eb
 

vu
ln

er
ab

ilit
y 

an
d 

re
si

lie
nc

e.
 

• M
ak

e 
ap

pr
op

ria
te

 m
od

ifi
ca

tio
ns

 to
 

se
cu

rit
y 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 o

n 
a 

pe
rio

di
c 

ba
si

s,
 ta

ki
ng

 in
to

 
co

ns
id

er
at

io
n 

th
e 

re
su

lts
 o

f te
st

s 
pe

rfo
rm

ed
 a

nd
 n

ew
 a

nd
 c

ha
ng

in
g 

th
re

at
s 

an
d 

vu
ln

er
ab

ilit
ie

s.

Re
fe

re
nc

e _____
__

_
 Criteria 

__
__

__
8.

2.
6 

Te
st

in
g 

Se
cu

ri
ty

 S
af

eg
ua

rd
s

Te
st

s 
of

 th
e 

ef
fe

ct
iv

en
es

s o
f t

he
 k

ey
 

ad
m

in
is

tra
tiv

e,
 te

ch
ni

ca
l, a

nd
 p

hy
si

ca
l 

sa
fe

gu
ar

ds
 p

ro
te

ct
in

g 
pe

rs
on

al
 

in
fo

rm
at

io
n 

ar
e 

co
nd

uc
te

d 
at

 le
as

t 
an

nu
al

ly
.
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Trust Services Criteria and Illustrations 52,200-11
Q

ua
lit

y
Ill

us
tra

tio
ns

 a
nd

Re
fe

re
nc

e 
Cr

ite
ria

 
__

__
__

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
__

__
__

 Additional Co
ns

id
er

at
io

ns
9.

0 
Th

e 
en

tit
y 

m
ai

nt
ai

ns
 a

cc
ur

at
e,

 co
m

pl
et

e,
 a

nd
 re

le
va

nt
 p

er
so

na
l i

nf
or

m
at

io
n 

fo
r t

he
 p

ur
po

se
s i

de
nt

if
ie

d 
in

 th
e 

no
tic

e.
9.

1 
Po

lic
ie

s a
nd

 C
om

m
un

ic
at

io
ns

9.
1 

.0
 

Pr
iv

ac
y 

Po
lic

ie
s

Th
e 

en
tit

y’
s p

riv
ac

y 
po

lic
ie

s 
ad

dr
es

s 
th

e 
qu

al
ity

 o
f p

er
so

na
l in

fo
rm

at
io

n.
9.

1 
.1

 
C

om
m

un
ic

at
io

n 
to

 In
di

vi
du

al
s

In
di

vi
du

al
s 

ar
e 

in
fo

rm
ed

 th
at

 th
ey

 a
re

 
re

sp
on

si
bl

e 
fo

r p
ro

vi
di

ng
 th

e 
en

tit
y 

w
ith

 
ac

cu
ra

te
 a

nd
 c

om
pl

et
e 

pe
rs

on
al

 
in

fo
rm

at
io

n,
 a

nd
 fo

r c
on

ta
ct

in
g 

th
e 

en
tit

y 
if c

or
re

ct
io

n 
of

 s
uc

h 
in

fo
rm

at
io

n 
is

 
re

qu
ire

d.

9.
2 

Pr
oc

ed
ur

es
 a

nd
 C

on
tr

ol
s

9.
2.

1 
A

cc
ur

ac
y 

an
d 

C
om

pl
et

en
es

s o
f

Pe
rs

on
al

 In
fo

rm
at

io
n 

Pe
rs

on
al

 in
fo

rm
at

io
n 

is
 a

cc
ur

at
e 

an
d 

co
m

pl
et

e 
fo

r t
he

 p
ur

po
se

s 
fo

r w
hi

ch
 it

 is
 

to
 b

e 
us

ed
.

Th
e 

en
tit

y’s
 p

riv
ac

y 
no

tic
e 

ex
pl

ai
ns

 th
at

 
th

e 
ex

te
nt

 to
 w

hi
ch

 p
er

so
na

l i
nf

or
m

at
io

n 
is

 k
ep

t a
cc

ur
at

e 
an

d 
co

m
pl

et
e 

de
pe

nd
s 

on
 

th
e 

us
e 

of
 th

e 
in

fo
rm

at
io

n.
 

Sy
st

em
s a

nd
 p

ro
ce

du
re

s a
re

 in
 p

la
ce

 to
: 

• E
di

t a
nd

 v
al

id
at

e 
pe

rs
on

al
 

in
fo

rm
at

io
n 

as
 it

 is
 c

ol
le

ct
ed

, c
re

at
ed

, 
m

ai
nt

ai
ne

d,
 a

nd
 u

pd
at

ed
. 

• Re
co

rd
 th

e 
da

te
 w

he
n 

th
e 

pe
rs

on
al

 
in

fo
rm

at
io

n 
is

 o
bt

ai
ne

d 
or

 u
pd

at
ed

.

(c
on

tin
ue

d)
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52,200-12 Suitable Trust Services
Ad

di
tio

na
l C

on
sid

er
at

io
ns

__
__

_

(c
on

tin
ue

d)

Ill
us

tra
tio

ns
 a

nd
 

__
__

__
Ex

pl
an

at
io

ns
 o

f C
rit

er
ia

__
__

__
 

• Sp
ec

ify
 w

he
n 

an
d 

ho
w

 th
e 

pe
rs

on
al

 
in

fo
rm

at
io

n 
is

 to
 b

e 
up

da
te

d 
an

d 
th

e 
so

ur
ce

 fo
r t

he
 u

pd
at

e 
(fo

r e
xa

m
pl

e,
 

an
nu

al
 re

co
nf

irm
at

io
n 

of
 in

fo
rm

at
io

n 
he

ld
 a

nd
 m

et
ho

ds
 fo

r i
nd

iv
id

ua
ls

 to
 

pr
oa

ct
iv

el
y 

up
da

te
 p

er
so

na
l 

in
fo

rm
at

io
n)

, 
• In

di
ca

te
 h

ow
 to

 v
er

ify
 th

e 
ac

cu
ra

cy
 

an
d 

co
m

pl
et

en
es

s o
f p

er
so

na
l 

in
fo

rm
at

io
n 

ob
ta

in
ed

 d
ire

ct
ly

 fr
om

 a
n 

in
di

vi
du

al
, r

ec
ei

ve
d 

fro
m

 a
 th

ird
 

pa
rty

 (s
ee

 4
.2

.3
, “

C
ol

le
ct

io
n 

Fr
om

 
Th

ird
 P

ar
tie

s”
), 

or
 d

is
cl

os
ed

 to
 a 

th
ird

 
pa

rty
 (s

ee
 7

.2
.2

, “
Pr

ot
ec

tio
n 

of
 

Pe
rs

on
al

 In
fo

rm
at

io
n”

).

• En
su

re
 p

er
so

na
l in

fo
rm

at
io

n 
us

ed
 on

 
an

 o
ng

oi
ng

 b
as

is
 is

 s
uf

fic
ie

nt
ly

 
ac

cu
ra

te
 a

nd
 c

om
pl

et
e 

to
 m

ak
e 

de
ci

si
on

s,
 u

nl
es

s 
th

er
e 

ar
e 

cl
ea

r l
im

its
 

to
 th

e 
ne

ed
 fo

r a
cc

ur
ac

y.
 

• En
su

re
 p

er
so

na
l in

fo
rm

at
io

n 
is

 n
ot

 
ro

ut
in

el
y 

up
da

te
d,

 u
nl

es
s 

su
ch

 a
 

pr
oc

es
s 

is
 n

ec
es

sa
ry

 to
 fu

lfi
ll 

th
e 

pu
rp

os
es

 fo
r w

hi
ch

 it
 is

 to
 b

e 
us

ed
. 

Th
e 

en
tit

y 
un

de
rta

ke
s 

pe
rio

di
c 

as
se

ss
m

en
ts

 to
 c

he
ck

 th
e 

ac
cu

ra
cy

 o
f 

pe
rs

on
al

 in
fo

rm
at

io
n 

re
co

rd
s 

an
d 

to
 

co
rre

ct
 th

em
, a

s n
ec

es
sa

ry
.

Re
fe

re
nc

e ____
__

__
__

__
_

Cr
ite

ria
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Trust Services Criteria and Illustrations 52,200-13
Ill

us
tra

tio
ns

 a
nd

 
__

__
__

Ex
pl

an
at

io
ns

 o
f C

rit
er

ia
__

__
__

 ____
_

Ad
di

tio
na

l C
on

sid
er

at
io

ns
Sy

st
em

s 
an

d 
pr

oc
ed

ur
es

 a
re

 in
 p

la
ce

 to
: 

• En
su

re
 p

er
so

na
l i

nf
or

m
at

io
n 

is
 

su
ffi

ci
en

tly
 re

le
va

nt
 fo

r t
he

 p
ur

po
se

s 
fo

r w
hi

ch
 it

 is
 to

 b
e 

us
ed

 a
nd

 to
 

m
in

im
iz

e 
th

e 
po

ss
ib

ilit
y 

th
at

 
in

ap
pr

op
ria

te
 in

fo
rm

at
io

n 
is

 u
se

d 
to

 
m

ak
e 

bu
si

ne
ss

 d
ec

is
io

ns
 a

bo
ut

 th
e 

in
di

vi
du

al
.

• Pe
rio

di
ca

lly
 a

ss
es

s 
th

e 
re

le
va

nc
e 

of
 

pe
rs

on
al

 in
fo

rm
at

io
n 

re
co

rd
s 

an
d 

to
 

co
rre

ct
 th

em
, a

s n
ec

es
sa

ry
, t

o 
m

in
im

iz
e 

th
e 

us
e 

of
 in

ap
pr

op
ria

te
 

da
ta

 fo
r d

ec
is

io
n 

m
ak

in
g.

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
9.

2.
2 

R
el

ev
an

ce
 o

f P
er

so
na

l I
nf

or
m

at
io

n
Pe

rs
on

al
 in

fo
rm

at
io

n 
is

 re
le

va
nt

 to
 th

e 
pu

rp
os

es
 fo

r w
hi

ch
 it

 is
 to

 b
e 

us
ed

.
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52,200-14 Suitable Trust Services
M

on
ito

rin
g a

nd
 En

fo
rc

em
en

t
Ill

us
tra

tio
ns

 a
nd

Re
fe

re
nc

e _____
__

__
__

__
_C

rit
er

ia
__

__
__

__
__

__
__

 Explanations o
f C

rit
er

ia
__

__
__

 
Ad

di
tio

na
l C

on
sid

er
at

io
ns

10
.0

 
Th

e 
en

tit
y 

m
on

ito
rs

 c
om

pl
ia

nc
e 

w
ith

 it
s p

ri
va

cy
 p

ol
ic

ie
s a

nd
 p

ro
ce

du
re

s a
nd

 h
as

 p
ro

ce
du

re
s 

to
 a

dd
re

ss
pr

iv
ac

y-
re

la
te

d 
co

m
pl

ai
nt

s a
nd

 d
is

pu
te

s. Th
e 

en
tit

y’
s p

riv
ac

y 
no

tic
e:

 
• De

sc
rib

es
 h

ow
 in

di
vi

du
al

s 
ca

n 
co

nt
ac

t 
th

e 
en

tit
y 

w
ith

 c
om

pl
ai

nt
s 

(fo
r 

ex
am

pl
e,

 v
ia

 a
n 

e-
m

ai
l l

in
k 

to
 th

e 
en

tit
y’s

 W
eb

 s
ite

 o
r a

 te
le

ph
on

e 
nu

m
be

r).
• Pr

ov
id

es
 re

le
va

nt
 c

on
ta

ct
 in

fo
rm

at
io

n 
to

 w
hi

ch
 th

e 
in

di
vi

du
al

 c
an

 d
ire

ct
 

co
m

pl
ai

nt
s 

(fo
r e

xa
m

pl
e,

 n
am

e,
 

te
le

ph
on

e 
nu

m
be

r, 
m

ai
lin

g 
ad

dr
es

s,
 

an
d 

e-
m

ai
l a

dd
re

ss
 o

f t
he

 in
di

vi
du

al
 

or
 o

ffi
ce

 re
sp

on
si

bl
e 

fo
r h

an
dl

in
g 

co
m

pl
ai
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ATTACHMENT A

Transition From AICPA/CICA Trust Services Online 
Privacy Principle and Criteria to the AICPA/CICA Trust 

Services Privacy Principle and Criteria

Transition Guidance
For Trust Services assurance privacy engagements with reporting periods 
beginning on or after April 1, 2004, the AICPA/CICA Privacy Framework 
Principle and Criteria are to be used in place of the AICPA/CICA Trust Services 
Online Privacy Principle and Criteria and will become known as the AICPA/CICA 
Trust Services Privacy Principle and Criteria. Earlier application is encouraged.

WebTrust Online Privacy Seal or WebTrust Consumer
Protection Seal5

5 Currently, the use of a seal for other types of privacy assurance/attestation reports is under 
consideration. Please contact Karyn Waller at the AICPA (kwaller@aicpa.org) or Bryan Walker at the 
CICA (bryan.walker@cica.ca) for additional information.

Existing WebTrust Online Privacy Engagements

For those entities wishing to continue to display a WebTrust Online Privacy 
seal or a WebTrust Consumer Protection seal (both seals require an attestation 
or assurance report based on the AICPA/CICA Trust Services Online Privacy 
Principle and Criteria), a new unqualified report must be issued using the new 
AICPA/CICA Trust Services Privacy Principle and Criteria when the examina­
tion to renew the seal covers a period beginning on or after April 1, 2004.
New Online Privacy Engagements

When the privacy engagement relates to an online segment, an entity may 
choose to display a WebTrust Online Privacy seal or a WebTrust Consumer 
Protection seal. For these engagements:

• The scope of the engagement needs to include, but is not limited to, an 
online business segment of the entity. Use of the WebTrust Seal is only 
permitted in circumstances where the online business segment is 
included in the scope of the practitioner’s examination.

• WebTrust seals are trademarked and service-marked graphic images 
and their use is subject to the Trust Services License agreement. The 
Trust Services license agreement and the guidance established for the 
Trust Services program permit the images to be displayed on a client’s 
Web site or electronically, subject to certain requirements:
— The practitioner must be licensed under the Trust Services license 

agreement.
— The entity must have received a report from the practitioner that 

does not include a qualification or scope limitation.
— The seal must be issued using the AICPA/CICA processes and be 

listed on the Institutes’ server.
— Fees as established by the Trust Services license agreement for 

the use of the seal must be paid to the Institutes.

§17,100.45 Copyright © 2004, American Institute of Certified Public Accountants, Inc.
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When the WebTrust Seal is used, the Task Force recommends that the practi­
tioner’s report includes language such as the following: “The WebTrust Online 
Privacy Seal constitutes a symbolic representation of the contents of the 
independent auditor’s report and it is not intended, nor should it be construed, 
to update that report or provide any additional assurance.”
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Section 17,200
Suitable Trust Services Criteria and
Illustrations for WebTrust® for
Certification Authorities

March 2003

NOTICE TO READERS
The Suitable Trust Services Criteria and Illustrations present criteria 

established by the Assurance Services Executive Committee of the AICPA for use 
by practitioners when providing attestation services on systems in the subject 
matters of security, availability, processing integrity, online privacy, confiden­
tiality, and certification authorities. The Assurance Services Executive 
Committee, in establishing and developing these criteria, followed due process 
procedures, including exposure of the proposed criteria for public comment. The 
Assurance Services Executive Committee has been designated as a senior 
committee and has been given authority to make public statements and publish 
measurement criteria without clearance from Council or the Board of Directors 
under Bylaw section 3.6 (AICPA, Professional Standards, vol. 2, BL sec. 360).

Introduction
.01 This document provides a framework for licensed WebTrust® practi­

tioners to assess the adequacy and effectiveness of the controls employed by 
certification authorities (CAs).1 The importance of this function will continue 
to increase as the need for third-party authentication to provide assurance 
with respect to electronic commerce (e-commerce) business activities increases. 
As a result of the technical nature of the activities involved in securing 
e-commerce transactions, this document also provides a brief overview of 
public key infrastructure (PKI) using cryptography, trusted third-party con­
cepts, and their increasing use in e-commerce.

1 Within the electronic commerce (e-commerce) industry, companies whose main business is to 
act as certification authorities, or companies who have established a certification authority function 
to support an e-commerce business activity, are routinely referred to as CAs or as performing a CA 
function.

In Canada and certain other jurisdictions, public accounting professionals, including the practi­
tioners who are licensed to perform WebTrust® assurance services, carry the title of chartered 
accountants, also routinely referred to as CAs or as being a CA.

To avoid confusion in this document, the term practitioner, which is used widely in accounting 
literature, is used to identify a certified public accountant (CPA) or the equivalent, who is licensed to 
perform WebTrust assurance services.

In summary:
• The term CA is never used in this standard to refer to a chartered accountant.
• The term CA is used only to denote a certification authority (CA) or to refer to the certification 

authority function (CA function).
• The term practitioner is used to denote a properly qualified and licensed certified public accountant.

.02 Confidentiality, authentication, integrity, and nonrepudiation are the 
four most important ingredients required for trust in e-commerce transactions. 
The emerging response to these requirements is the implementation of PKI 
technology. PKI uses digital certificates and asymmetric cryptography to address 
these requirements. PKI provides a means for relying parties (that is, recipients 
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of certificates who act in reliance on those certificates, digital signatures 
verified using those certificates, or both) to know that another individual’s or 
entity’s public key actually belongs to that individual or entity. CA organiza­
tions and CA functions have been established to address this need.

.03 Public key cryptography is critical to establishing secure e-commerce. 
However, it has to be coupled with other secure protocols to provide a compre­
hensive security solution. Several cryptographic protocols require digital cer­
tificates (in effect, electronic credentials) issued by an independent, trusted 
third party (the CA) to authenticate the transaction. CAs have assumed an 
increasingly important role in secure e-commerce. Although there is a large 
body of existing national, international, and proprietary standards and guide­
lines for the use of cryptography, the management of digital certificates, and 
the policies and practices of CAs, these standards have not been applied or 
implemented uniformly.

.04 To increase consumer confidence in the Internet as a vehicle for 
conducting e-commerce and in the application of PKI technology, the American 
Institute of Certified Public Accountants (AICPA) and the Canadian Institute 
of Chartered Accountants (CICA) have developed a set of principles and 
criteria for CAs, the WebTrust Principles and Criteria for Certification 
Authorities. Public accounting firms and practitioners who are specifically 
licensed by the AICPA can provide assurance services to evaluate and test 
whether the services provided by a particular CA meet these principles and 
criteria. The posting of the WebTrust seal of assurance for CAs is a symbolic 
representation of a practitioner’s unqualified report. Similar to the WebTrust 
seal for business-to-consumer e-commerce, the seal of assurance also indicates 
that those who use the digital certificates (and certificate status information) 
issued by the CA, subscribers, and relying parties can click on the seal to see 
the practitioner’s report. This seal is displayed on the CA’s Web site together 
with links to the practitioner’s report and other relevant information.

.05 This document is designed to benefit users and providers of CA 
e-commerce assurance services by providing a common body of knowledge that 
is communicated to such parties. Suitable Trust Services Criteria and Illustra­
tions for Certification Authorities is consistent with standards being developed 
by the American National Standards Institute (ANSI) and the Internet Engi­
neering Task Force (IETF).2

2 The American National Standards Institute (ANSI) X9F5 Digital Signature and Certificate 
Policy working group is developing the X9.79 PKI Practices and Policy Framework (X9.79) standard 
for the financial services community. This standard includes detailed Certification Authority Control 
Objectives against which certification authorities may be evaluated. An International Organization 
for Standardization (ISO) working group has been formed to standardize X9.79 based on interna­
tional requirements in a new international standard. In addition, the American Bar Association’s 
Information Security Committee (ABA-ISC) is developing the PKI Assessment Guidelines (PAG) 
which address the legal and technical requirements for certification authorities. The PAG makes 
reference to the Certification Authority Control Objectives that are detailed in the draft X9.79 
standard and reflected in the WebTrust Principles and Criteria for Certification Authorities. The 
Certification Authority Control Objectives referred to in each of these documents were developed 
based on the existing body of ANSI, ISO, Internet Engineering Task Force (IETF), and other existing 
standards.

Overview

Electronic Commerce
.06 E-commerce involves individuals and organizations engaging in a variety 

of electronic business transactions, without paper documents, using computer and 
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telecommunication networks. These networks can be either private or public, 
or a combination of the two. Traditionally, the definition of e-commerce has 
been focused on electronic data interchange (EDI) as the primary means of 
conducting business electronically between entities with a preestablished con­
tractual relationship. Commerce has also been conducted electronically for 
years in the form of credit card transactions authorized at the point of sale, 
debit card transactions, and cash advances from automatic teller machines. 
More recently, however, with the development of electronic mail, and sepa­
rately, the browser and HTML, the definition of e-commerce has broadened to 
encompass business conducted over the Internet between entities generally 
not previously known to each other. This is attributable to the Web’s surge in 
popularity and the acceptance of the Internet as a viable transport mechanism 
for business information. The use of a public network-based infrastructure 
such as the Internet can reduce costs and “level the playing field” for small and 
large businesses. This allows companies of all sizes to extend their reach to a 
broader customer base.

Public Key Infrastructure
.07 With the expansion of e-commerce, PKI is growing in importance and 

will probably be the most critical enterprise security investment a company 
will make in the next several years. PKI enables parties to an e-commerce 
transaction to identify one another by providing authentication with digital 
certificates, and allows reliable business communications by providing confi­
dentiality through the use of encryption and authentication, data integrity, 
and a reasonable basis for nonrepudiation through the use of digital signa­
tures.

.08 PKI uses public/private-key pairs—two mathematically related keys. 
Typically, one of these keys is made public, by posting it on the Internet for 
example, while the other remains private. Public-key cryptography works in 
such a way that a message encrypted with the public key can be decrypted only 
with the private key, and, conversely, a message signed with a private key can 
only be verified with the public key. This technology can be used in different 
ways to provide the four ingredients required for trust in e-commerce transac­
tions, namely confidentiality, authentication, integrity, and nonrepudiation.

.09 Using PKI, a subscriber (that is, an end entity or individual whose 
public key is cryptographically bound to his or her identity in a digital certifi­
cate) has an asymmetric cryptographic key pair (that is, a public key and a 
private key). The subscriber’s private key must be kept secret, whereas the 
public key may be made widely available, usually presented in the form of a 
digital certificate to ensure that relying parties know with confidence the 
identity to which the public key belongs. Using public key cryptography, the 
subscriber can send a message signed with his or her private key. The signa­
ture can be validated by the message recipient using the subscriber’s public 
key. The subscriber can also encrypt a message using the recipient’s public key. 
The message can be decrypted only with the recipient’s private key.

.10 A subscriber first obtains a public/private key pair (generated by the 
subscriber or for the subscriber as a service). The subscriber then goes through 
a registration process by submitting his or her public key to a certification 
authority or a registration authority (RA), which acts as an agent for the CA. The 
CA or RA verifies the identity of the subscriber in accordance with the CA’s 
established business practices (that may be contained in a certification practice 
statement), and then issues a digital certificate. The certificate includes the 
subscriber’s public key and identity information, and is digitally signed by the CA, 
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which binds the subscriber’s identity to that public key. The CA also manages 
the subscriber’s digital certificate through the certificate life cycle (that is, from 
registration through revocation or expiration). In some circumstances, it re­
mains important to manage digital certificates even after expiry or revocation 
so digital signatures on stored documents held past the revocation or expiry 
period can be validated at a later date.

.11 The following diagram illustrates the relationship between a sub­
scriber’s public and private keys, and how they are used to secure messages 
sent to a relying party.

Private Public
key key

Can only be Message
opened with encrypted
private key with public key

.12 A transaction submitted by a customer to an online merchant via the 
Internet can be encrypted with the merchant’s public key and therefore can 
only be decrypted by that merchant using the merchant’s private key—ensur­
ing a level of confidentiality. Confidentiality can also be achieved through the 
use of Secure Socket Layer (SSL), Secure/Multipurpose Internet Mail Exten­
sions (S/MIME), and other protocols, such as Secure Electronic Transaction 
(SET).

Digital Signature
.13 Digital signatures can be used to provide authentication, integrity, 

and nonrepudiation. Generally speaking, if a customer sends a digitally signed 
message to a merchant, the customer’s private key is used to generate the 
digital signature and the customer’s public key can be used by the merchant to 
verify the signature. The mathematical processes employed differ somewhat 
depending on the kind of asymmetric cryptographic algorithm employed. For 
example, the processes are slightly different for reversible algorithms (that is, 
those that can be readily used to support digital signatures as well as encryp­
tion), such as Rivest Shamir Adleman (RSA), and irreversible algorithms, such 
as the Digital Signature Algorithm (DSA).

.14 The following example illustrates the digital signature generation 
and verification process for a reversible asymmetric cryptographic algorithm 
(such as RSA). Suppose a customer wants to send a digitally signed message 
to a merchant. The customer runs the message through a hash function (that 
is, a mathematical function that converts a message into a fixed-length block 
of data—the hash—in such a fashion that the hash uniquely reflects the 
message; in effect, is the message’s “fingerprint.” The customer then trans­
forms the hash using the algorithm and the customer’s private key to create 
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the digital signature, which is appended to the message. A header is also 
added, indicating the merchant’s e-mail address, the sender’s e-mail address, 
and other information such as the time the message is sent. The message 
header, the message itself, and the digital signature are then sent to the 
merchant. The customer has the option to send his or her public key certificate 
to the merchant in the message itself. All of this is usually done by the e-mail 
software in such a way that the process is transparent to the user.

.15 The following diagram illustrates the process of using a subscriber’s 
key pair to ensure the integrity and authenticity of a message sent by the 
customer (subscriber) to a merchant.

Customer Header HeaderCustomer's 
private key

Creates hash 
and transforms 
with private key 
to form digital 
signature

Message

Digital Signature 

Message

Digital Signature 

Merchant

Transforms hash 
with public key, 
recreates hash 
and compares to 
validate digital 
signature

Customer's 
public key

.16 To determine whether the message came from the customer (that is, 
authentication) and to determine whether the message has not been modified 
(that is, integrity), the merchant validates the digital signature. To do so, the 
merchant must obtain the customer’s public key certificate. If the customer did 
not send his or her public key certificate as part of the message, the merchant 
would typically obtain the customer’s public key certificate from an online 
repository (maintained by the CA, another party acting as the agent of the CA, 
or any other source even if unrelated to the CA). The merchant then validates 
that the customer’s digital certificate (containing the customer’s public key) 
was signed by a recognized CA to ensure that the binding between the public 
key and the customer represented in the certificate has not been altered. Next, 
the merchant extracts the public key from the certificate and uses that public 
key to transform the digital signature to reveal the original hash. The mer­
chant then runs the message as received through the same hash function to 
create a hash of the received message. To verify the digital signature, the 
merchant compares these two hashes. If they match, the digital signature 
validates and the merchant knows that the message came from the customer 
and it was not modified from the time the signature was made. If the hashes 
do not match, the merchant knows that the message was either modified in 
transit or the message was not signed with the customer’s private key. As a 
result, the merchant cannot rely on the digital signature.

.17 Digital signatures can also be used to provide a basis for nonrepudia­
tion (that is, that the signer cannot readily deny having signed the message). 
For example, an online brokerage customer who purchases 1,000 shares of 
stock using a digitally signed order via the Internet should have a difficult task 
if he or she later tries to deny (that is, repudiate) having authorized the 
purchase.

Differences Between Encryption Key Pairs and 
Signing Key Pairs

.18 As stated earlier, establishing a reasonable basis for nonrepudiation 
requires that the private key used to create a digital signature (that is, the 
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signing private key) be generated and stored securely under the sole control 
of the user. In the event a user forgets his or her password or loses, breaks, or 
destroys his or her signing private key, it is acceptable to generate a new 
signing key pair for use from that point forward with minimal impact on the 
subscriber. Previously signed documents can still be verified with the user’s 
old signature verification public key. Documents subsequently signed with 
the user’s new signing private key must be verified with the user’s new 
signature verification public key.

.19 Extra care is required to secure the CA’s signing private key, which is 
used for signing user certificates. The trustworthiness of all certificates issued 
by a CA depends upon the CA protecting its private signing key. CAs often back 
up their private signing key(s) securely for business continuity purposes. This 
allows the CA to continue to operate in the event that the CA’s private signing 
key is accidentally destroyed (but not compromised)—as a result of hardware 
failure, for example. Except for CA business continuity purposes, there are 
generally no technical or business reasons to back up a signing private key.

.20 On the other hand, and as cited earlier, it is often desirable that a key 
pair used for encryption and decryption be securely backed up to ensure that 
encrypted data can be recovered when a user forgets his or her password or 
otherwise loses access to his or her decryption key. This is analogous to 
requiring that the combination to a safe be backed up in case the user forgets 
it or becomes incapacitated. As a result, a PKI typically requires two key pairs 
for each user: one key pair for encryption and decryption and a second key pair 
for signing and signature verification.

Certification Authority
.21 For these technologies to enable parties to securely conduct 

e-commerce, one important question must be answered: How can a user in 
the digital world know that an individual’s public key actually belongs to 
that individual? A digital certificate, which is an electronic document 
containing information about an individual and his or her public key, is the 
answer. This document is digitally signed by a trusted organization, the CA. 
The basic premise is that the CA is vouching for the link between an 
individual’s identity and his or her public key. The CA provides a level of 
assurance that the public key contained in the certificate does indeed 
belong to the entity named in the certificate. The digital signature placed 
on the public key certificate by the CA provides the cryptographic binding 
between the entity’s public key, the entity’s name, and other information in 
the certificate, such as a validity period. For a relying party to determine 
whether the certificate was issued by a legitimate CA, the relying party 
must verify the issuing CA’s signature on the certificate by using the CA’s 
public key. The public keys of many common root CAs (defined in paragraph 
.29) are preloaded into standard Web browser software (for example, 
Netscape Navigator and Microsoft Internet Explorer).

.22 The purpose of a CA is to manage the certificate life cycle, which 
includes generation and issuance, distribution, renewal and rekey, revocation, 
and suspension of certificates. The CA frequently delegates the initial registra­
tion of subscribers to RAs, which act as agents for the CA. In some cases, the 
CA may perform registration functions directly. The CA is also responsible for 
providing certificate status information though the issuance of certificate 
revocation lists (CRLs), the maintenance of an online status-checking mechanism, 
or both. Typically, the CA posts the certificates and CRLs that it has issued to a 
repository (such as an online directory) that is accessible to relying parties.
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Registration Authority

.23 An RA is an entity that is responsible for the identification and 
authentication of subscribers, but does not sign or issue certificates. In some cases, 
the CA performs the subscriber registration function internally. In other cases, 
the CA delegates the RA function to external registration authorities (some­
times referred to as local registration authorities, or LRAs) that may or may 
not be part of the same legal entity as the CA. In still other cases, a customer 
of a CA (for example, a company) arranges with that CA to perform the RA 
function itself or using its agent. These external RAs are required to comply 
with the relevant provisions of the CA’s business practices disclosures, often 
documented in a certification practice statement (CPS) and applicable certifi­
cate policy(s) (CPs). In performing a WebTrust for certification authorities 
engagement, the practitioner must consider how the CA handles the RA 
function and whether the RA function is within the scope of the examination. 
For example, a CA that provides CA services to several banks might delegate 
the subscriber registration function to RAs that are specifically designated 
functional groups within each bank. The functions performed by these specific 
groups would typically be outside the scope of the WebTrust for Certification 
Authorities examination performed for the CA. In this case management’s 
assertion should specify those aspects of the registration process that are not 
handled by the CA.

.24 The initial registration process for a subscriber is as follows, although 
the steps may vary from CA to CA and also depend upon the certificate policy 
under which the certificate is to be issued. The subscriber first generates his 
or her own public/private key pair. (In some implementations, a CA may 
generate the subscriber’s key pair and deliver it to the subscriber securely, but 
this is normally done only for encryption key pairs, not signature key pairs.) 
Then, the subscriber produces proof of identity in accordance with the applica­
ble certificate policy requirements and demonstrates that he or she holds the 
private key corresponding to the public key without disclosing the private key 
(typically by digitally signing a piece of data with the private key, with the 
subscriber’s digital signature then verified by the CA). Once the association 
between a person and a public key is verified, the CA issues a certificate. The 
CA digitally signs each certificate that it issues with its private key to provide 
the means for establishing authenticity and integrity of the certificate.

.25 The CA then notifies the subscriber of certificate issuance and gives 
the subscriber an opportunity to review the contents of the certificate before it 
is made public. Assuming the subscriber approves the accuracy of the certifi­
cate, the subscriber will publish the certificate, have the CA publish it and 
make it available to other users, or both. A repository is an electronic certificate 
database that is available online. The repository may be maintained by the CA 
or a third party contracted for that purpose by the subscriber or by any other 
party. Subscribers may obtain certificates of other subscribers and certificate 
status information from the repository. For example, if a subscriber’s certifi­
cate was revoked, the repository would indicate that the subscriber’s certificate 
has been revoked and should not be relied upon. The ability to update the 
repository is typically retained by the CA. Subscribers and other relying 
parties have read-only access to the repository. Because the certificates stored 
in the repository are digitally signed by the CA, they cannot be maliciously 
changed without detection, even if someone were to hack into the repository.

.26 The following diagram illustrates the relationship between the sub­
scriber and the RA and CA functions.
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Certification Practice Statements and Certificate Policies
.27 A CPS is a statement of the practices that a CA employs in issuing 

and managing certificates. A CP is a named set of rules that indicates the 
applicability of a certificate to a particular community and/or class of applica­
tion with common security requirements. For example, a particular CP might 
indicate the applicability of a type of certificate to the authentication of EDI 
transactions for the trading of goods within a given price range.

The Difference Between Licensed and Nonlicensed CAs
.28 Many countries, states, and other governmental jurisdictions have 

enacted or are developing digital signature laws. In those jurisdictions that 
have digital signature laws and provide for certification authority licensing, 
certificates issued by licensed CAs typically have a higher level of legal 
recognition than those issued by nonlicensed CAs. For a number of jurisdic­
tions, the use of certificates issued by licensed CAs is provided specific recog­
nition in those jurisdictions’ digital signature laws. In the United States, for 
example, several state digital signature laws require that audits of CAs be 
performed as a requirement for licensing. One of the purposes of this document 
is to provide suitable criteria that would meet the requirements of various 
governmental jurisdictions and the marketplace.

The Hierarchical and Cross-Certified CA Models
.29 CAs may be linked using two basic architectures, hierarchical and 

cross-certified (shared trust), or a hybrid of the two. In a hierarchical model, a 
highest level (or “root”) CA is deployed and subordinate CAs may be set up for 
various business units, domains, or communities of interest. The root CA 
validates the subordinate CAs, which in turn issue certificates to lower-tier 
CAs or directly to subscribers. Such a root CA typically has more stringent 
security requirements than a subordinate CA. Although it is difficult for an 
attacker to access the root CA (which in some implementations is online only 
in the rare event that it must issue, renew, or revoke subordinate CA certifi­
cates), one drawback to this model is that the root CA represents a single point
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of failure. In the hierarchical model, the root CA maintains the established 
“community of trust” by ensuring that each entity in the hierarchy conforms to 
a minimum set of practices. Adherence to the established policies may be tested 
through audits of the subordinate CAs and, in a number of cases, the RAs.

.30 The following diagram illustrates the structure and relationships 
between CAs and subscribers operating in a hierarchical model.

.31 In an alternative model, cross-certified CAs are built on a peer-to-peer 
model. Rather than deploying a common root CA, the cross-certification model 
shares trust among CAs known to one another. Cross-certification is a process 
in which two CAs certify the trustworthiness of the other’s certificates. If two 
CAs, CA1 and CA2, cross-certify, CA1 creates and digitally signs a certificate 
containing the public key of CA2 (and vice versa). Consequently, users in either 
CA domain are assured that each CA trusts the other and therefore subscribers 
in each domain can trust each other. Cross-certified CAs are not subject to the 
single point of failure in the hierarchical model. However, the network is only 
as strong as the weakest CA, and requires continual policing. In the cross­
certified model, to establish and maintain a community of trust, audits may be 
performed to ensure that each cross-certified CA conforms to a minimum set of 
practices as agreed upon by the members of the community of trust.

.32 The following diagram illustrates the structure and relationships 
between CAs and subscribers operating in a cross-certified (shared trust) model.

CA-1, CA-2, CA-3 Cross certify each other

.33 In a hybrid model, both a hierarchical structure and cross-certification 
are employed. For example, two existing hierarchical communities of trust may 
want to cross-certify each other, so that members of each community can rely 
upon the certificates issued by the other to conduct e-commerce.

Business Issues Associated With CAs
.34 Unless they are subject to governmental licensing and regulation, 

CAs may use different standards or procedures to verify the identity of persons 
to whom they issue certificates. Thus, a digital signature is only as reliable as 
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the CA is trustworthy in performing its functions. Consequently, a relying 
party needs some way to gauge how much reliance it should place on a digital 
signature supported by a certificate issued by a particular CA.

.35 CA topology (for example, use of a hierarchical, a cross-certified, or a 
hybrid model) is a developing issue. Which model is most appropriate depends 
on business circumstances. Although it is important that public keys be certified, 
the issuance of nonstandard certificates can be a concern. For example, if the 
broadly recognized International Telecommunications Union-Telecommunica­
tion Standardization Sector’s (ITU-T) X.509 data format standard3 is not used, 
subscribers and relying parties may be unable to process such certificates. 
Implementing the cross-certified CA model (discussed previously) would also 
be very difficult. For these reasons, major entities such as the U.S. and 
Canadian governments are using or plan to use X.509 certificates for their 
internal and external activities.

3 International Telecommunications Union-Telecommunication Standardization Sector’s (ITU-T) 
Recommendation X.509 (1997) was also standardized by International Organization for Stand­
ardization (ISO) as ISO/IEC 9594-8.

The WebTrust Seal of Assurance for 
Certification Authorities

.36 The Web has captured the attention of businesses and consumers, 
causing the number and kinds of electronic transactions to grow rapidly. 
Nevertheless, many believe that e-commerce will not reach its full potential 
until customers perceive that the risks of doing business electronically have 
been reduced to an acceptable level. Customers may have legitimate con­
cerns about confidentiality, authentication, integrity, and nonrepudiation. In 
e-commerce, participants need the assurance of an objective third party. This 
assurance can be provided by an independent and objective practitioner and demon­
strated through the display of a WebTrust seal for CAs on the CA’s Web site.

.37 The WebTrust seal of assurance for CAs symbolizes to potential 
relying parties that a qualified practitioner has evaluated the CA’s business 
practices and controls to determine whether they are in conformity with the 
AICPA/CICA WebTrust Principles and Criteria for Certification Authorities, 
and has issued a report with an unqualified opinion indicating that such 
principles are being followed in conformity with the WebTrust for Certification 
Authorities criteria. See Appendix A [paragraph .67], “Illustrative Examples 
of Practitioner Reports.” These principles and criteria reflect fundamental 
rules for the operation of a CA organization or function.

Practitioners as Assurance Professionals
.38 Practitioners are in the business of providing assurance services, the 

most publicly recognized of which is the audit of financial statements. An audit 
opinion signed by a qualified practitioner is valued because these professionals 
are experienced in assurance matters and financial accounting subject matter 
and are recognized for their independence, integrity, discretion, and objectiv­
ity. Practitioners also follow comprehensive ethics rules and professional 
standards in providing their services. However, financial statement assurance 
is only one of the many kinds of assurance services that can be provided by a 
practitioner. Practitioners also provide assurance about controls and compli­
ance with specified criteria.

§17,200.35 Copyright © 2003, American Institute of Certified Public. Accountants, Inc.



WebTrust for Certification Authorities 52,211

.39 In general, the business and professional experience, subject matter 
expertise (e-commerce information systems security, privacy, auditability, and 
control), and professional characteristics (independence, integrity, discretion, 
and objectivity) needed for such projects are the same key elements that enable 
a practitioner to comprehensively and objectively assess the risks, controls, 
and business disclosures associated with e-commerce.

Obtaining and Keeping the WebTrust Seal of Assurance for 
Certification Authorities

The Assurance Process

.40 The CA’s management will make assertions along the following lines:

Management has assessed the controls over its CA operations. Based on that 
assessment, in ABC Certification Authority, Inc. (ABC-CA) Management’s 
opinion, in providing its certification authority (CA) services at [location], 
ABC-CA, during the period from [Month, day, year] through [Month, day, 
year]:

• Disclosed its key and certificate life cycle management business and 
information privacy practices and provided such services in accord­
ance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that:
— Subscriber information was properly authenticated (for the regis­

tration activities performed by ABC-CA); and
— The integrity of keys and certificates it managed was established 

and protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that:
— Subscriber and relying party information was restricted to 

authorized individuals and protected from uses not specified in 
the CA’s business practices disclosure;

— The continuity of key and certificate life cycle management opera­
tions was maintained; and

— CA systems development, maintenance, and operations were 
properly authorized and performed to maintain CA systems in­
tegrity based on the AICPA/CICA WebTrust for Certification 
Authorities criteria.

.41  For an initial representation, the historical period covered should be 
at least two months or more as determined by the practitioner. For established 
CAs and CA functions, two months may be quite sufficient, while for new CAs 
and CA functions, the practitioner may believe that a longer initial period 
would be more appropriate. For subsequent representations, the period cov­
ered should begin with the end of the prior period, to provide continuous 
representation. Reports should be issued at least every 12 months. In some 
situations, given the business needs or expectations of relying parties, the practi­
tioner may believe a shorter subsequent period would be more appropriate.

.42  To have a basis for such assertions, the CA’s management should have 
made a risk assessment and implemented appropriate controls for its CA opera­
tions. The WebTrust for Certification Authorities criteria and illustrative controls 
provide a basis for a risk assessment and a minimum set of CA controls.
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. 43 An independent, objective, and knowledgeable practitioner will per­
form tests of these representations under AICPA professional standards  and 
provide a professional opinion, which adds to the credibility of management’s 
representations.

4

4 These services are performed in the United States under Chapter 1, “Attest Engagements,” of 
Statement on Standards for Attestation Engagements (SSAE) No. 10, Attestation Standards: Revi­
sion and Recodification (AICPA, Professional Standards, vol. 1, AT sec. 101). Practitioners will need 
the appropriate skills and experience, training in the WebTrust for Certification Authorities service 
offering, and a WebTrust business license from the AICPA, CICA, or other authorized national 
accounting institute to provide the WebTrust for Certification Authorities services to their clients. 
The practitioner needs to perform an “examination” (audit) level engagement in order to award the 
WebTrust seal for certification authorities. A review level engagement is not sufficient.

Comparison of a WebTrust for Certification Authorities Examination 
With Service Auditor Reports

. 44 Professional standards currently exist for auditors to report on controls 
of third-party service providers (a service auditor’s engagement). Guidance for 
these engagements is set out in the AICPA’s Statement on Auditing Standards 
(SAS) No. 70, Service Organizations (AICPA, Professional Standards, vol. 1, 
AU sec. 324), as amended. A WebTrust for Certification Authorities engage­
ment differs from a service auditor’s engagement in a number of ways, includ­
ing the following:

• Purpose. WebTrust for Certification Authorities provides a new frame­
work for reporting activities of CAs through auditor communication to 
interested parties, including business partners and existing Or poten­
tial customers. SAS No. 70 (service auditor reports) was designed for 
auditor-to-auditor communication to assist the user auditor in report­
ing on the financial statements of a customer of the service organiza­
tion.

• Target of evaluation. WebTrust for Certification Authorities was 
designed specifically for the examinations of CA business activities. 
Service auditor reports were designed for service organizations in 
general.

• Type of engagement. WebTrust for Certification Authorities requires 
reporting on compliance with the AICPA/CICA WebTrust Principles 
and Criteria for Certification Authorities. Service auditor reports were 
designed for reporting on the design and existence of controls and the 
effective operation of those controls when the report covers a period of 
time.

• Examination standards. WebTrust for Certification Authorities fol­
lows the AICPA Statements on Standards for Attestation Engage­
ments (SSAEs). Service auditor reports follow generally accepted 
auditing standards.

• Coverage of activities. WebTrust for Certification Authorities re­
quires coverage of specific areas as defined herein, including CA 
business practices disclosure, service integrity (including key and 
certificate life cycle management activities), and CA environmental 
controls. Service auditor reports were designed for reporting upon 
controls related to financial information.

• Linkage to authoritative standards. WebTrust for Certification 
Authorities provides uniform rules derived from the draft ANSI X9.79 
standard (which is intended to be submitted to the International Organ­
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ization for Standardization [ISO] for international standardization). 
Standards underlying service auditor reports do not specify the control 
objectives that must be covered by the report.

• Period of coverage of review. WebTrust for Certification Authorities 
encourages continuous coverage from the point of initial qualification 
and requires continuous coverage to retain the seal. Qualification after 
compliance can be tested over a minimum two-month period, with 
updates over a specified period (currently one-year maximum). Service 
auditor reports cover a period of time specified by the service organi­
zation, but do not require continuous coverage.

.45  In addition, this approach maintains consistency in the professional 
standards used for the Suitable Trust Services Criteria and Illustrations. Both 
WebTrust and SysTrust use Chapter 1, “Attest Engagements,” of SSAE No. 10, 
Attestation Standards: Revision and Recodification (AICPA, Professional 
Standards, vol. 1, AT sec. 101), as amended, as the reporting standards.

.46  A table highlighting the differences between a WebTrust for Certifi­
cation Authorities engagement and SAS No. 70 and Section 5900 engagements 
is provided in Appendix E [paragraph .71].
Obtaining the WebTrust Seal

.47  To obtain the WebTrust seal of assurance, the CA must meet all the 
WebTrust for Certification Authorities principles as measured by the Web­
Trust for Certification Authorities criteria associated with each of these prin­
ciples. In addition, the entity must (a) engage a practitioner who has a 
WebTrust business license from the AICPA, CICA, or other authorized na­
tional accounting institute to provide the WebTrust service, and (b) obtain an 
unqualified report from such practitioner.
Keeping the WebTrust Seal

.48  Once the seal is obtained, the CA will be able to continue displaying 
it on its Web site provided the following are performed.

a . The CA’s WebTrust practitioner updates his or her assurance exami­
nation of the assertion on a regular basis. The CA must continue to 
obtain an unqualified report from such practitioner. The interval 
between such updates will depend on matters such as the following:
(1) The nature and complexity of the CA’s operations
(2) The frequency of significant changes to the CA’s operations
(3) The relative effectiveness of the entity’s monitoring and change­

management controls for ensuring continued conformity with 
the applicable WebTrust for Certification Authorities criteria as 
such changes are made

(4) The practitioner’s professional judgment
For example, an update may be required more frequently for a CA 
that is expanding operations, changing extensively and rapidly, or 
issuing high-assurance certificates that are used for very sensitive 
transmissions or high-value transactions, as compared to a CA that 
issues few certificates and has a relatively stable operation. In no 
event should the interval between updates exceed 12 months; this 
interval often may be shorter. For example, in the situation of a 
start-up CA or CA function, it may be more appropriate that the 
initial examination period be established at 3 months, with the next 
review being performed 6 months after the WebTrust seal for CAs is 
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awarded, thereafter moving to a 12-month review cycle. To provide 
continuous coverage and retain the seal, the period covered for 
update reports should begin with either the end of the prior period 
or the start of the period in the initial report.

b . During the period between updates, the CA undertakes to inform the 
practitioner of any significant changes in its business policies, prac­
tices, processes, and controls, particularly if such changes might 
affect the CA’s ability to continue meeting the WebTrust Principles 
and Criteria for Certification Authorities, or the manner in which 
they are met. Such changes may trigger the need for an assurance 
update or, in some cases, removal of the seal until an update exami­
nation by the practitioner can be made. If the practitioner becomes 
aware of such a change in circumstances, he or she determines 
whether the seal needs to be removed until an update examination 
is completed and the updated auditor’s report is issued.

The Seal Management Process
.49  The WebTrust seal of assurance for the CA will be managed by a seal 

manager along the following lines.
• Upon becoming a WebTrust licensee, the WebTrust practitioner ob­

tains a registration number (ID and password) from the WebTrust 
licensing authority. With this the practitioner can issue a WebTrust 
seal to the CA.

• When the practitioner is prepared to issue a WebTrust seal, he or she 
accesses the WebTrust secure server system. Upon payment of the 
registration fee, the practitioner receives passwords and IDs unique 
to the engagement. The seal manager issues these to the practitioner 
in pairs. One set allows the practitioner to read and write to the secure 
server (see below) and the other permits the CA to preview the 
presentation.

• The practitioner prepares a draft of the practitioner’s report and provides
it along with management’s assertions for posting to the preview site.

• The seal manager then delivers the seal to the CA with the appropriate
links to the preview site. Notification of delivery is provided to the 
practitioner.

• When the practitioner and CA have agreed that the seal should become
active, the practitioner notifies the seal manager to transfer the 
information from the preview site to the active WebTrust site and 
provides the appropriate expiration date.

• The seal remains valid for the period provided by the practitioner plus 
a one-month grace period, unless removed for cause. The one-month 
period is to allow sufficient time to complete the engagement and other 
open items. For example, if the seal expires on June 30, 20XX, the 
practitioner has 30 days to complete open items and prepare new 
documents for posting with the seal manager. The subsequent exami­
nation period begins July 1, 20XX.

• If the practitioner determines that the seal should be removed from 
the CA’s Web site, the practitioner will immediately notify the CA and 
request that the seal be removed from the CA’s site. The practitioner 
will then notify the seal manager to remove all the relevant informa­
tion and to replace it with a statement that the WebTrust seal for this 
site is no longer valid.
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• The seal manager will notify the practitioner 30 days prior to expira­
tion that the seal needs to be renewed. The seal manager may revoke seals 
if the registration fee for the seal is unpaid or for other sufficient cause.

WebTrust Seal Authentication

.50  To verify whether the seal displayed on a CA’s Web site is authentic, 
the customer can:

• Click on the seal, which links the customer through a secure connec­
tion to a WebTrust seal verification page hosted by the seal manager. 
It identifies the CA and confirms that the CA is entitled to display the 
WebTrust seal. It also provides links to the appropriate principle(s) 
(that is, the WebTrust for Certification Authorities principles) and 
other relevant information.

• Access the list of entities that have received a WebTrust seal; the list 
is maintained by the seal manager at . 
A CA is registered on this list when the seal is issued.

www.webtrust.org/abtseals.htm

WebTrust Principles and Criteria for 
Certification Authorities

WebTrust for Certification Authorities Principles
.51  To be understandable to the ultimate users—the subscriber and 

relying party—the following principles have been developed with the relying 
party in mind, and, as a result, are intended to be practical and nontechnical 
in nature.
Principle 1: CA Business Practices Disclosure

.52  The first principle is—The certification authority discloses its key and 
certificate life cycle management business and information privacy practices 
and provides its services in accordance with its disclosed practices.

.53  The CA must disclose its key and certificate life cycle management 
business and information privacy practices. Information regarding the CA’s 
business practices should be made available to all subscribers and all potential 
relying parties, typically by posting on its Web site. Such disclosure may be 
contained in a certificate policy (CP), certification practice statement (CPS), or 
other informative materials that are available to users (subscribers and relying 
parties).
Principle 2: Service Integrity

.54  The second principle is—The certification authority maintains effec­
tive controls to provide reasonable assurance that:

● Subscriber information was properly authenticated (for the registra­
tion activities performed by ABC-CA).

• The integrity of keys and certificates it manages is established and 
protected throughout their life cycles.

.55  Effective key management controls and practices are essential to the 
trustworthiness of the public key infrastructure. Cryptographic key manage­
ment controls and practices cover CA key generation; CA key storage, backup, 
and recovery; CA public key distribution (especially when done in the form of 
self-signed “root” certificates); CA key escrow (optional); CA key usage; CA key 
destruction; CA key archival; the management of CA cryptographic hardware 
through its life cycle; and CA-provided subscriber key management services 
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(optional). Strong key life cycle management controls are vital to guard against 
key compromise that can damage the integrity of the public key infrastructure.

.56  The user certificate life cycle is at the core of the services provided by 
the CA. The CA establishes its standards and practices by which it will deliver 
services in its published CPS and CPs. The user certificate life cycle includes 
the following:

• Registration (that is, the identification and authentication process 
related to binding the individual subscriber to the certificate)

• The renewal of certificates (optional)
• The rekey of certificates
• The revocation of certificates
• The suspension of certificates (optional)
• The timely publication of certificate status information (through certifi­

cate revocation lists or some form of online certificate status protocol)
• The management of integrated circuit cards (ICCs) holding private 

keys through their life cycle (optional)

.57  Effective controls over the registration process are essential, as poor 
identification and authentication controls jeopardize the ability of subscribers 
and relying parties to rely on the certificates issued by the CA. Effective revocation 
procedures and timely publication of certificate status information are also essen­
tial elements, as it is critical for subscribers and relying parties to know when they 
are unable to rely on certificates that have been issued by the CA.

Principle 3: CA Environmental Controls

.58  The third principle is—The certification authority maintains effective 
controls to provide reasonable assurance that:

• Subscriber and relying party information is restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

• The continuity of key and certificate life cycle management operations 
is maintained; and

• CA systems development, maintenance, and operation are properly 
authorized and performed to maintain CA systems integrity.

.59  The establishment and maintenance of a trustworthy CA environ­
ment is essential to the reliability of the CA’s business processes. Without 
strong CA environmental controls, strong key and certificate life cycle manage­
ment controls are severely diminished in value. CA environmental controls 
include CPS and CP management, security management, asset classification 
and management, personnel security, physical and environmental security of 
the CA facility, operations management, system access management, systems 
development and maintenance, business continuity management, monitoring 
and compliance, and event journaling.

WebTrust for Certification Authorities Criteria
.60 To provide more specific guidance on meeting the WebTrust for 

Certification Authorities principles, the WebTrust for Certification Authorities 
criteria have been developed. These provide a basis against which a CA can make 
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a self-assessment of its conformity with the criteria, and a consistent set of meas­
urement criteria for practitioners to use in testing and evaluating CA practices.

.61 The WebTrust for Certification Authorities criteria are presented 
under the three principles listed above (Principle 1, CA Business Practices 
Disclosure; Principle 2, Service Integrity, including key and certificate life 
cycle management controls; and Principle 3, CA Environmental Controls. Each 
principle contains a series of criteria that the CA’s management asserts it has 
achieved. Depending on the scope of services provided by the CA, a number of the 
criteria may not be applicable. Criteria considered optional, depending on 
whether the CA provides the related services, are key escrow, certificate 
renewal, certificate suspension, the use of integrated circuit cards (ICCs), and 
the provision of subscriber key management services. If any of these services 
are provided by the CA, the criteria are applicable and must be tested by the 
practitioner. If any of these services are not provided by the CA, the criteria 
are not applicable and no modification of the standard report is necessary. In 
some situations, some RA services may be performed by another party that is 
not controlled by the CA, and therefore those activities are not included in the 
examination of the CA. In these circumstances the standard report should be 
modified to specify the exclusion of the specific RA activities from the scope of 
the examination, as shown in Appendix A [paragraph .67], Example 2. This 
may be accomplished by reference to the CA’s business practice disclosures in 
which the CA specifies which RA activities it does not control. In all instances 
some RA activities will be performed by the CA and should be tested by the 
practitioner for compliance with the controls disclosed under Principle 1 and 
the criteria specified in Principle 2.5

5 As indicated herein, during development of this document, the AICPA/CICA Electronic Com­
merce Assurance Task Force considered the situations in which subscriber registration is performed 
by the certification authority (CA) itself or by external registration authorities (RAs). This document 
has been written such that the RA function may be “carved out” or considered outside the scope of the 
WebTrust for certification authorities examination when registration activities are performed by 
parties external to the CA. For the purpose of some end users, this approach may not address all 
requirements for the independent verification of such end users. The Task Force was aware of this 
situation and concluded that the issuance and use of this document was desirable and that the 
impact of a third-party registration function was beyond the scope of this document.

.62 In performing a WebTrust for Certification Authorities engagement, 
the practitioner must gain an understanding of the CA’s business model and 
services provided to determine which control criteria may not be applicable. 
For each of the disclosure and control criteria, there is a detailed list of 
illustrative disclosures and control procedures that might be followed by the 
CA to meet the related criteria. The illustrative disclosures and controls do not 
necessarily need to be in place for a criterion to be met in a given business 
circumstance and alternatives may be sufficient.

.63 The CA Business Practices Disclosure criteria were derived primarily 
from the Internet Engineering Task Force’s (IETF) Internet X.509 Public Key 
Infrastructure Certificate Policy and Certification Practices Framework— 
Request For Comments Draft (RFC 2527), which has been incorporated into 
Annex A of the draft ANSI X9.79 standard. For specific key and certificate life 
cycle management (Principle 2) and CA environmental illustrative controls 
(Principle 3), in which the CA’s implemented controls may vary depending on 
the CA’s business practices, such illustrative controls refer to specifically 
required CA business practices disclosures included in Principle 1.
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WebTrust Principles and Criteria for Certification Authorities
Principle 1: CA Business Practices Disclosure

.64 The certification authority discloses its key and certificate life cycle 
management business and information privacy practices and provides its 
services in accordance with its disclosed practices.

Criteria Illustrative Disclosures

1.1 CA Business Practices 
Disclosure
The certification authority (CA) 
discloses its business practices, 
including but not limited to the 
following:

General
Identification of each certificate 
policy (CP) and certification 
policy statement (CPS) for 
which the CA issues certificates

Community and applicability, 
including a description of the 
types of entities within the 
public key infrastructure (PKI) 
and the applicability of 
certificates issued by the CA

Contact details and 
administrative provisions, 
including:

• Contact person

• Identification of policy 
authority

1 The CA issues certificates in accordance 
with the CA’s certification policy 
statement (CPS) dated [date]. The 
CA issues certificates that support 
the following certificate policies: 
CA’s Class 1 Certificate Policy, 
CA’s Class 2 Certificate Policy, 
CA’s Class 3 Certificate Policy, and the 
Bank Consortium’s Certificate Policy.

2 The CA is established to provide 
certificate services for a variety of 
external customers. The organization 
operates a single CA, which issues user 
certificates to all CA customers. The CA 
makes use of customer designated 
personnel to act as agents to verify the 
identity of subscribers, in accordance 
with the indicated certificate policy. 
Subscribers include all parties who 
contract with the CA for digital 
certificate services. All parties who may 
rely upon the certificates issued by the 
CA are considered relying parties.

This certification policy statement (CPS) 
(or other CA business practices 
disclosure) is applicable to all certificates 
issued by the CA. The practices described 
in the CPS (or other CA business 
practices disclosure) apply to the 
issuance and use of certificates and 
certificate revocation lists (CRLs) for 
users within the CA domain.

3 This CPS (or other CA business practices 
disclosure) is administered by the CA 
operations manager. The CA’s certificate 
policies are administered by the CA’s 
policy authority. Contact information is 
listed below.
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_____________ Criteria Illustrative Disclosures_____
• Street address
• Version and effective date(s) 

of each CP and CPS

The contact details for this CPS are:
CA Operations Manager
[Address]
[Telephone]
[Fax]
[E-mail]
The contact details for the CA’s
certificate policy are:
Policy Authority
[Address]
[Telephone]
[Fax]
[E-mail]

Any applicable provisions 
regarding apportionment of 
liability

4 Except as expressly provided otherwise in 
this CPS, applicable CP, or by statute or 
regulation, the CA’s total liability per 
breach of any express warranties made 
under this CPS and/or applicable CP is 
limited to direct damages having a 
maximum dollar amount (that is, a 
liability cap) of $10,000. The liability cap 
set forth in this CPS or applicable CP 
shall be the same regardless of the 
number of digital signatures, 
transactions, or claims related to such 
certificate. Additionally, in the event the 
liability cap is exceeded, the available 
liability cap shall be apportioned first to 
the earliest claims to achieve final 
dispute resolution, unless otherwise 
ordered by a court of competent 
jurisdiction. In no event shall the CA be 
obligated to pay more than the aggregate 
liability cap for each certificate, 
regardless of the method of 
apportionment among claimants to the 
amount of the liability cap.

Financial responsibility, 
including:

5 By their applying for and being issued 
certificates, or otherwise relying upon

• Indemnification by relying 
parties

• Fiduciary relationships

such certificates, subscribers and relying 
parties agree to indemnify, defend, and 
hold harmless the CA, and its personnel, 
organizations, entities, subcontractors, 
suppliers, vendors, representatives, and 
agents from any errors, omissions, acts, 
failures to act, or negligence resulting in 
liability, losses, damages, suits, or 
expenses of any kind, due to or otherwise 
proximately caused by the use or 
publication of a certificate that arises 
from the subscriber’s failure to provide 
the CA with current, accurate, and 
complete information at the time of 
certificate application or the subscriber’s 
errors, omissions, acts, failures to act, 
and negligence.
The CA and its registration authorities 
(RAs) are not the agents, fiduciaries, 
trustees, or other representatives of 
subscribers or relying parties.

(continued)
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Criteria 
Interpretation and 
enforcement, including:
• Governing law
• Severability, survival, 

merger, and notice
• Dispute resolution procedures

Fees, including:
• Certificate issuance or 

renewal fees
• Certificate access fees
• Revocation or status 

information access fees
• Fees for other services, such 

as policy information
• Refund policy

Publication and repository 
requirements, including:
• Publication of CA information
• Frequency of publication
• Access controls

Illustrative Disclosures
6 Governing Law:

The laws of [jurisdiction] shall govern the 
enforceability and construction of this 
CPS (or other CA business practices 
disclosure) to ensure uniform procedures 
and interpretation for all users.

Severability, Survival, Merger, Notice:

Severance or merger may result in 
changes to the scope, management, 
and/or operations of this CA. In such an 
event, this CPS may require modification 
as well. Changes to the operations will 
occur consistently with the CA’s disclosed 
CPS management processes.

Dispute Resolution Procedures:

In the event of any dispute involving the 
services or provisions covered by this 
CPS (or other CA business practices 
disclosure), the aggrieved party shall first 
notify the CA and all other relevant 
parties regarding the dispute. The CA 
will involve the appropriate personnel to 
resolve the dispute.

7 The CA may charge subscribers fees for 
their use of the CA’s services. A current 
schedule of such fees is available from 
the CA’s repository at [URL]. Such fees 
are subject to change seven (7) days 
following their posting in the CA’s 
repository.

Compliance audit 
requirements, including:
• Frequency of entity 

compliance audit
• Auditor’s relationship to 

audited party
• Topics covered by audit
• Actions taken as a result of 

deficiency
• Communication of results

8 The CA’s CPS (or other CA business 
practices disclosure) is available at 
[URL]. The CA’s certificate policies can 
be found at [URL].

Upon issuance, all public key certificates 
and CRLs issued by the CA are published 
in the CA’s directory.
All subscribers and relying parties have 
access to the CA’s repository.

9 An annual audit is performed by an 
independent external auditor to assess 
the adequacy of the CA’s business 
practices disclosure and the effectiveness 
of the CA’s controls over its CA 
operations.
Topics covered by the annual audit 
include the following:
• CA business practices disclosure
• Service integrity (including key and 

certificate life cycle management 
controls)

• CA environmental controls
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Criteria

Description of the conditions for 
applicability of certificates 
issued by the CA that reference 
a specific CP, including:
• Specific permitted uses for 

the certificates if such use is 
limited to specific 
applications

• Limitations on the use of 
certificates if there are 
specified prohibited uses for 
such certificates

CA and/or registration 
authority (RA) obligations:
• Notification of issuance of a 

certificate to the subscriber 
who is the subject of the 
certificate being issued

• Notification of issuance of a 
certificate to others than the 
subject of the certificate

• Notification of revocation or 
suspension of a certificate to 
the subscriber whose 
certificate is being revoked 
or suspended

• Notification of revocation or 
suspension of a certificate to 
others than the subject 
whose certificate is being 
revoked or suspended

_________ Illustrative Disclosures_________
Significant deficiencies identified during 
the compliance audit will result in a 
determination of actions to be taken. This 
determination is made by the auditor 
with input from CA management. The 
CA is responsible for seeing that 
corrective action is taken within 60 days. 
Should a severe deficiency be identified 
that might compromise the integrity of 
the CA, CA management considers, with 
input from the auditor, whether 
suspension of the CA’s operation is 
warranted.
Compliance audit results are 
communicated to the board of directors of 
the CA, CA management, and the CA’s 
policy authority, as well as others 
deemed appropriate by CA management.

10 Certificates issued under the CA’s 
certificate policy are limited to use in 
connection with [bank’s] Consumer 
Internet Banking application. 
Certificates issued by the CA may not be 
used for any other purpose.

11 The CA is obligated to:
• Conform its operations to the CPS (or 

other CA business practices 
disclosure), as the same may from time 
to time be modified by amendments 
published in the CA repository

• Issue and publish certificates in a 
timely manner in accordance with the 
relevant certificate policy

• Revoke certificates issued by the CA, 
upon receipt of a valid request to 
revoke the certificate from a person 
authorized to request revocation

• Publish CRLs on a regular basis, in 
accordance with the applicable 
certificate policy and with provisions 
described in the CA’s disclosed 
business practices (Principle 1, item 35 
[paragraph .64])

• Notify subscribers via e-mail (1) that 
certificates have been generated for 
them and (2) how the subscribers may 
retrieve the certificates

• In the event the CA is not successful in 
validating the subscriber’s application 
in accordance with the requirements 
for that class of certificate the CA shall 
notify the subscriber that the 
application has been rejected

(continued)
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Criteria

RA obligations, including:
• Identification and 

authentication of subscribers
• Validation of revocation and 

suspension requests
• Verification of subscriber 

renewal or rekey requests

Repository obligations, including:
• Timely publication of 

certificates and certificate 
revocation lists (CRLs)

Subscriber obligations, 
including:
• Accuracy of representations 

in certificate application
• Protection of the subscriber’s 

private key
• Restrictions on private key 

and certificate use
• Notification upon private key 

compromise

Relying party obligations, 
including:
• Purposes for which certificate 

is used
• Digital signature verification 

responsibilities

Illustrative Disclosures
• Notify subscribers via e-mail that the 

subscriber’s certificate has been revoked
• Notify other participants in the PKI of 

certificate issuance revocation through 
access to certificates and CRLs in the 
CA repository

12 The RAs (or the CA’s RA function) are 
obligated to:
• Verify the accuracy and authenticity of 

the information provided by the 
subscriber at the time of application, 
in accordance with the relevant 
certificate policy.

• Validate and securely send a 
revocation request to the CA upon 
receipt of a request to revoke a 
certificate, in accordance with the 
relevant certificate policy.

• Verify the accuracy and authenticity of 
the information provided by the 
subscriber at the time of renewal or 
rekey, in accordance with the relevant 
certificate policy.

13 The CA’s repository function is obligated 
to publish certificates and certificate 
revocation lists in a timely manner.

14 Subscribers are obligated to:
• Provide information to the CA that is 

accurate and complete to the best of 
the subscribers’ knowledge and belief 
regarding information in their 
certificates and identification and 
authentication information and 
promptly notify the CA of any changes 
to this information.

• Safeguard their private key from 
compromise.

• Use certificates exclusively for legal 
purposes and in accordance with the 
relevant certificate policy and this 
CPS (or other CA business practices 
disclosure).

• Promptly request that the CA revoke a 
certificate if the subscriber has reason 
to believe there has been a 
compromise of their private key 
corresponding to the public key listed 
in the certificate.

15 Relying parties are obligated to:
• Restrict reliance on certificates issued 

by the CA to the purposes for those 
certificates, in accordance with the 
relevant certificate policy and with 
this CPS (or other CA business 
practices disclosure).
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_________ Criteria,___________
• Revocation and suspension 

checking responsibilities
• Acknowledgment of 

applicable liability caps and 
warranties

Key Life Cycle Management
Any applicable reliance or 16
financial limits for certificate
usage,

CA key pair generation, 17
including:
• What key sizes are required
• What key generation 

algorithm is required
• Whether key generation is 

performed in hardware or 
software

• What standards are required 
for the module used to 
generate the keys (for 
example, the required ISO 
15782-1/FIPS 140-1/ANSI 
X9.66 level of the module)

• For what purposes the key 
may be used

• For what purposes usage of 
the key should be restricted

• The usage periods or active 
lifetimes for the CA public 
and the private key, 
respectively

CA private key protection 18
including:
• What standards are required 

for the module used to store 
the CA private signature key 
(for example, the required 
ISO 15782-1/FIPS 
140-1/ANSI X9.66 level of 
the module)

• Whether the CA private key 
is maintained under m out of 
n multiperson control

• Whether the CA private 
signature key is escrowed

• Whether the CA private 
signing key is backed up

• Whether the CA private and 
public signature keys are 
archived

_____ Illustrative Disclosures________
• Verify the status of certificates at the 

time of reliance.
• Agree to be bound by the provisions of 

limitations of liability as described in 
the CPS (or other CA business 
practices disclosure) upon reliance on 
a certificate issued by the CA.

Certificates issued under the CA’s 
certificate policy may only be used in 
connection with transactions having a 
dollar value of no more than $100,000.
The CA’s signing key pair is 1024 bit 
using the RSA algorithm.
Hardware key generation is used and is 
compliant to at least FIPS 140-1 level 3.
The CA’s signing key is used to sign 
certificates and CRLs.
The lifetime of the CA signing key pair is 
five years.

Hardware cryptographic modules for 
generating and storing the CA’s root key 
are certified to FIPS 140-1 level 3.
There is a separation of physical and 
logical access to the CA’s root private 
key. Two individuals provide dual control 
over physical access to the hardware 
modules; m of n secret shares held by 
other, separate custodians on removable 
media are required for logical activation 
of the private keys.
The CA’s private signing key is backed 
up only on hardware certified to FIPS 
140-1 level 3 and is stored with 
two-person control enforced.
Escrow of CA private keys by an external 
third party is not performed.
The CA’s private signing key and expired 
(and revoked) CA public key certificates 
are archived.

(continued)
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_________ Criteria_________
Whether the CA provides 
subscriber key management 
services and a description of 
the services provided

CA public key distribution, 
including a description of how 
the CA’s public key is provided 
securely to subscribers and 
relying parties

Key changeover, including a 
description of the procedures 
used to provide a new public 
key to a CA’s users

Subscriber key pair generation 
(if the CA provides subscriber 
key pair generation services), 
including:
• How the subscriber’s private 

key is provided securely to 
the subscriber

• What key sizes are required
• What key generation 

algorithm is required
• Whether key pair generation 

is performed in hardware or 
software

• What standards are required 
for the module used to 
generate the keys (for 
example, the required ISO 
15782-1/FIPS 140-1/ANSI 
X9.66 level of the module)

• For what purposes the key 
may be ued

• For what purposes usage of 
the key should be restricted

Subscriber private key 
protection (if the CA provides 
subscriber key management 
services), including:
• Whether the subscriber’s 

decryption private key is 
backed up

• Whether the subscriber’s 
decryption private key is 
archived

_________ Illustrative Disclosures_________
19 The CA provides subscriber key 

management services including the 
following:
• Subscriber key generation
• Subscriber key storage, backup, and 

recovery
• Subscriber key archival
• Subscriber key destruction

20 The CA’s public key is delivered in a 
self-signed certificate to subscribers 
using an encrypted session between the 
CA and the subscriber’s client software, 
with an authorization code as a shared 
secret. Authenticity and integrity 
protection is based on a MAC key derived 
from the authorization code.

21 The CA root signing private key has a 
lifetime of two years and the 
corresponding public key certificate has a 
lifetime of four years. Upon the end of 
the private key’s lifetime, a new CA 
signing key pair is generated and all 
subsequently issued certificates and 
CRLs are signed with the new private 
signing key. The corresponding new CA 
public key certificate is securely provided 
to subscribers and relying parties.

22 For subscribers, the CA creates an 
encryption key pair and the 
corresponding encryption public key 
certificate.
For subscribers, the encryption key pair 
is provided securely to the user via an 
encrypted session between the CA and 
the subscriber’s client software.
Subscriber encryption key pairs are 1024 
bit using the RSA algorithm.
The CA’s process for generating 
subscriber encryption key pairs uses the 
CA system software and is designed to 
comply with FIPS 140-1 level 1.

23 Subscriber encryption private keys 
generated by the CA are backed up in the 
CA database. The CA database is 
encrypted and its integrity is protected 
by master keys. Subscriber signature 
private keys are generated by the 
subscriber and are not known or stored 
by the CA.
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Criteria Illustrative Disclosures
• Under what conditions a 

subscriber’s private key can 
be destroyed

• Whether subscriber private 
decryption keys are 
escrowed by the CA

The encryption key pair history for all 
users, including a complete history of all 
decryption private keys, is stored 
encrypted in the CA database.
Subscriber encryption private keys 
stored by the CA are not destroyed.
Escrow of subscriber private keys is not 
performed by the CA.

Certificate Life Cycle 
Management
Whether certificate suspension 24
is supported
Initial registration, including a 25
description of the CA’s 
requirements for the 
identification and 
authentication of subscribers 
and validation of certificate 
requests during entity 
registration or certificate 
issuance:
• Types of names assigned to 

the subject and rules for 
interpreting various name 
forms

• Whether names have to be 
meaningful or not

• Whether names have to be 
unique

• How name claim disputes 
are resolved

• Recognition, authentication, 
and role of trademarks

• If and how the subject must 
prove possession of the 
companion private key for 
the public key being 
provided for a certificate

• How the subscriber’s public 
key is provided securely to 
the CA for issuance of a 
certificate

• Authentication requirements 
for organizational identity of 
subject

• Authentication of individual 
identity

• Required certificate request 
data

• How the CA verifies the 
authority of the subscriber to 
request a certificate

• How the CA verifies the 
accuracy of the information 
included in the subscriber’s 
certificate request

The CA does not support suspension of 
certificates.
The CA has established a single naming 
hierarchy utilizing the X.500 
Distinguished Name form.
In all cases, names of subjects must be 
meaningful. Generally, the name by 
which a subscriber is commonly known 
to the CA should be used. The CA does 
not support the use of pseudonyms in 
subscriber common names.
All subjects in the CA’s PKI are 
unambiguously identified in the naming 
hierarchy.
When there is a conflict in distinguished 
names, such as a second “John Doe,” 
then a middle initial, middle name, or 
other modification acceptable to the 
subscriber may be used to make the 
name unique.
The CA issues certificates within a closed 
PKI. Trademarks and related naming 
issues will generally not apply to 
certificates issued within this space.
Possession of a private key is proved by a 
certificate applicant by providing check 
values as defined in the certificate policy.
If organizational identity is considered 
important based upon the certificate 
policy, the organization identity is 
verified using a method approved by the 
certificate policy.
The requirements for authentication of 
individual identity are defined by the 
certificate policy \hot link to certificate 
policy].
In submitting a certificate application, at 
least the following information must be 
submitted to the CA: subscriber’s public 
key, subscriber’s distinguished name, 
and other information required on the 
CA’s certificate application form.

(continued)
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Criteria
• Whether the CA checks 

certificate requests for errors 
or omissions

Registration requirements 
where external RAs are used, 
including the CA’s procedures 
for:
• Validating the identity of 

external RAs
• Authorizing external RAs
• Requirements for the 

external RA to secure that 
part of the certificate 
application, certificate 
renewal, and certificate 
rekey processes for which 
the RA assumes 
responsibility

• How the CA verifies the 
authenticity of certificate 
request submissions received 
from an external RA

Certificate renewal, including a 
description of the CA’s 
procedures for the following: 
• Notifying subscribers of the 

need for renewal
• Identification and 

authentication
• Renewal request verification
Routine rekey, including a 
description of the identification 
and authentication and rekey 
request verification procedures

Illustrative Disclosures
If required by the certificate policy, the 
CA verifies the authority of the 
subscriber to request a certificate by 
checking whether the subscriber is an 
employee of a particular organization or 
association through inquiry of the 
organization’s HR department or the 
association’s membership department.
The CA verifies the accuracy of the 
information included in the subscriber’s 
certificate request through validation 
against a third-party database.
The CA checks certificate requests for 
errors or omissions.

26 The CA requires that external 
registration authorities (RAs) physically 
present themselves along with two forms 
of identification to an employee of the CA. 
The CA authorizes external RAs upon 
successful identification and 
authentication, and approval of the 
external RA enrollment and certificate 
application forms.
External RAs are responsible for 
identification and authentication of 
subscribers and must secure their 
private signing keys used for signing 
certificate applications, securely forward 
certificate applications to the CA, and 
securely store any subscriber information 
collected.
The CA verifies the authenticity of 
certificate request submissions received 
from an external RA by validating the 
RA’s digital signature on the submission.

27 The certificate renewal process is similar 
to an application for a new certificate. 
However, the subscriber needs to provide 
only information that has changed.

28 Authentication of the individual’s 
identity as defined in the CA’s 
identification and authentication 
requirements for initial registration need 
not be repeated unless required by the 
applicable certificate policy. Subscribers 
will be limited to rekeying no more than 
twice before repeating the authentication 
process defined in identification and 
authentication requirements for initial 
registration.
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Criteria Illustrative Disclosures
Rekey after revocation or 29
expiration, including a 
description of the identification 
and authentication and rekey 
request verification procedures 
for rekey after the subject 
certificate has been revoked
Certificate issuance, including 30 
a description of the 
requirements regarding the 
following:
• Issuance of a certificate
• Notification to the applicant 

of such issuance
• Certificate format 

requirements
• Validity period requirements
• Extension field requirements 

(that is, what extension 
fields are honored, and how 
they are to be populated)

Certificate acceptance, 31
including a description of the 
requirements regarding 
acceptance of an issued 
certificate and for consequent 
publication of certificates

Certificate distribution, 32
including a description of the 
CA’s established mechanism 
(for example, a repository such 
as a directory) for making 
available to relying parties the 
certificates and CRLs that it 
issues

Certificate revocation, 33
including:
• Circumstances under which 

a certificate may or must be 
revoked

• Identification and 
authentication procedures 
required for revocation 
requests

• Procedures used for 
initiation, authorization, and 
verification of certificate 
revocation requests

• Revocation request grace 
period available to the 
subscriber

For subscribers whose certificates have 
been revoked or have expired, rekey is 
permitted if the identification and 
authentication requirements for initial 
registration are repeated.

Certificates are issued to the subscribers 
upon successful processing of the 
application and the acceptance of the 
certificates by the subscribers.
Certificate format, validity period, 
extension field, and key usage extension 
field requirements are specified in 
accordance with the CA’s disclosed 
certificate profile.

Once a certificate has been generated, it 
is maintained in a secure remote 
repository until it is retrieved by the 
subscriber. Upon retrieval of the 
certificate from the secure remote 
repository, the certificate status is 
updated to reflect its status as accepted 
and valid.
A single repository is operated for all 
subscribers and relying parties. All 
certificates issued by the CA and all 
certificate revocation lists (CRLs) 
relating thereto, shall be published in the 
repository. The repository for this CA is 
provided by an X.500 directory system. 
The protocol used to access the directory 
is the Lightweight Directory Access 
Protocol (LDAP) version 2.
A certificate can be revoked for several 
reasons, including suspected or actual 
compromise of control of the private key 
that relates to the public key contained 
in the certificate, hardware or software 
failures that render the private key 
inoperable, or failure of a subscriber to 
meet the obligations of this certification 
policy statement (CPS) and the related 
certificate policy (CP). Other 
circumstances for revocation may be 
stipulated in the particular CP and may 
relate to changes in a subscriber’s 
relationship with the CA, such as a 
change in customer or employee status or 
a change in the particular role of an 
employee.

(continued)
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_________ Criteria______
• Any variations on the 

preceding stipulations in the 
event that the revocation is 
the result of private key 
compromise (as opposed to 
other reasons for revocation)

• Procedures to provide a 
means of rapid 
communication to facilitate 
the secure and authenticated 
revocation of (1) one or more 
certificates of one or more 
entities; (2) the set of all 
certificates issued by a CA 
based on a single 
public/private key pair used 
by a CA to generate 
certificates; and (3) all 
certificates issued by a CA, 
regardless of the 
public/private key pair used

• Procedures for notifying the 
subscriber upon revocation 
of the subscriber’s certificate

• Whether the external RA is 
notified upon the revocation 
of a subscriber’s certificate 
for which the revocation 
request was processed by the 
external RA

• How and when the 
subscriber’s certificate 
status information is 
updated upon certificate 
revocation

_____ Illustrative Disclosures________
Revocation may be requested by the 
subscriber, registration authority, or CA. 
Requests by RA personnel to revoke a 
certificate require sufficient RA system 
access rights. Requests by subscribers to 
revoke their own certificates require one 
of the following:
• A digitally signed message from the 

subscriber to the RA
• Personal presentation of the 

subscriber to the RA with a personal 
photo ID card

• Presentation of the pass phrase 
created by the subscriber at the point 
of initial application

• Other means as provided in the CP
A subscriber can request a certificate 
revocation online, via e-mail, or by 
telephone to the CA. If the request is 
made online and the end entity supplies 
the correct pass phrase, the certificate is 
revoked immediately. Certificate 
revocation requests made via e-mail or 
telephone are processed on a daily basis 
by the CA after the validity of such 
requests is ascertained. Validation 
procedures for telephone and e-mail 
revocation requests are defined in the 
CP. Validated certificate revocation 
requests will be processed no more than 
24 hours after receipt. The CP may 
define a shorter time period for the 
processing of revocation requests.
Revocation requests for reasons other 
than key compromise must be placed 
within a maximum of 48 hours of the 
event necessitating revocation. In the 
case of suspected or known private key 
compromise, revocation request should 
be made immediately upon identification 
of the event.
The CA’s certificate revocation process 
supports the secure and authenticated 
revocation of one or more certificates of 
one or more entities and provides a 
means of rapid communication of such 
revocation through the issuance of daily 
CRLs (or, if necessary, more frequent 
CRLs). The CA’s system and processes 
provide the capability to revoke (1) the 
set of all certificates issued by the CA 
that have been signed with a single CA 
private signing key or (2) groups of 
certificates issued by the CA that have 
been signed with different CA private 
signing keys.
Upon revocation of the subscriber’s 
certificate, the subscriber is notified via 
e-mail.
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Criteria  Illustrative Disclosures

When a revocation request has been 
processed by an external registration 
authority, the external RA is also 
notified upon the revocation of a 
subscriber’s certificate.

Upon the revocation of a subscriber’s 
certificate, the newly revoked certificate 
 is recorded in the next CRL that is issued.

Certificate suspension, 34 The CA does not support certificate
including: suspension.
• Circumstances under which 

a certificate may or must be 
suspended

• Identification and 
authentication procedures 
required for revocation 
requests

• Procedures used for 
initiation, authorization, and 
verification of certificate 
suspension requests

• How long the suspension 
may last

• Circumstances under which 
the suspension of a certifi­
cate may or must be lifted

• Authorization criteria to 
request the lifting of a 
certificate suspension

• Any variations on the 
preceding stipulations if the 
suspension is the result of 
private key compromise (as 
opposed to other reasons for 
suspension)

• Procedures to provide a 
means of rapid 
communication to facilitate ,
the secure and authenticated 
suspension of (1) one or more 
certificates of one or more 
entities; (2) the set of all 
certificates issued by a CA 
based on a single public/ 
private key pair used by a  
CA to generate certificates;
and (3) all certificates issued 
by a CA, regardless of the 
public/private key pair used

• Procedures for notifying the 
subscriber upon suspension 
of the subscriber’s certificate

• Whether the external RA is 
notified upon the suspension 
of a subscriber’s certificate 
for which the suspension 
request was processed or 
submitted by the external RA

(continued)
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Criteria 
• How and when the 

subscriber’s certificate 
status information is 
updated upon certificate 
suspension and the lifting of 
a certificate suspension

Illustrative Disclosures

Provision of certificate status 
information, including:
• What mechanism is used 

(CRLs, online certificate 
status protocol [OCSP], 
other)

• If a CRL mechanism is used, 
the issuance frequency

• Requirements on relying 
parties to check CRLs

• Online revocation and status 
checking availability

• Requirements on relying 
parties to perform online 
revocation and status checks

• Other forms of revocation 
advertisements available

• Requirements on relying 
parties to check other forms 
of revocation advertisements

• Any variations on the above 
stipulations when the 
suspension or revocation is 
the result of private key 
compromise (as opposed to 
other reasons for suspension 
or revocation)

• The CA’s requirements for 
archival and retention of 
CRLs or other certificate 
status information

• Whether copies of all 
certificates issued (including 
all expired, revoked, or 
suspended certificates) are 
retained and disclosure of 
the retention period

• If an online status 
mechanism is used (for 
example, OCSP), certificate 
status request content 
requirements

• If an online status 
mechanism is used (for 
example, OCSP), definitive 
response message data 
content requirements

• What key is used to digitally 
sign definitive response 
messages

35 The CA issues CRLs once a day at 11:59 
PM. In addition, the CA may issue 
interim CRLs in the event that personnel 
of the CA deem it necessary (that is, in 
the event of a serious private key 
compromise) or as dictated by certificate 
policy (CP).
As stated in the CP, CRL checking is 
required for all relying parties.

A subscriber is notified of the revocation 
of his or her certificate by e-mail, postal 
mail, or telephone. The CP may define 
other forms of revocation advertisements.

The CA archives and retains all 
certificates and CRLs issued by the CA 
for a period not less than 10 years.

The CA also supports online certificate 
revocation checking using OCSP.

The CA requires that OCSP requests 
contain the following data:
• Protocol version
• Service request
• Target certificate identifier
• Optional extensions which may be 

processed by the OCSP responder.

Definitive OCSP response messages 
include the following:
• Version of the response syntax
• Name of the responder
• Responses for each of the certificates 

in a request (including target 
certificate identifier, certificate status 
value, response validity interval, and 
optional extensions)

• Optional extensions
• Signature algorithm OID
• Signature computed across hash of the 

response
All definitive response messages are 
digitally signed with a key belonging to 
the CA that issued the certificate in 
question.
When the CA returns an error message 
in response to a certificate status 
request, the error message is not 
digitally signed.
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 Criteria

• Whether the CA signs error 
messages when returned in 
response to certificate status 
requests

Certificate profile, including:
• Version number(s) supported
• Certificate extensions 

populated and their criticality
• Cryptographic algorithm 

object identifiers
• Name forms (that is, naming 

hierarchy used to ensure 
that the certificate subject 
can be uniquely 
identified—if required) used 
for the CA, RA, and 
subscribers names

• Name constraints used and 
the name forms used in the 
name constraints

• Applicable certificate policy 
object identifier(s)

• Usage of the policy 
constraints extension

• Policy qualifiers syntax and 
semantics

• Processing semantics for the 
critical certificate policy 
extension

CRL profile, including:
• Version numbers supported 

for CRLs
• CRL and CRL entry 

extensions populated and 
their criticality

Illustrative Disclosures

36 The following fields in the X.509 
certificate format are utilized in the CA’s 
PKI:
• Version—Set to v3
• Serial number—Unique values for 

each certificate in the CA domain
• Signature algorithm identifier—The 

algorithm used by the CA for signing 
the certificate

• Issuer—Identification of the certificate 
issuer

• Validity—Start date and end date of 
the validity period are defined

• Subject—Certificate subject’s 
distinguished name

• Public key information—Algorithm 
identifier (that is, RSA with SHA-1) 
and public key

• Issuer unique identifier
• Subject unique identifier
• Extensions

Integrated circuit card (ICC) 
life cycle management, 
including:
• Whether ICCs are issued by 

the CA (or RA)
• If supported, a description of 

the CA’s ICC life cycle 
management processes, 
including a description of the 
ICC distribution process

37 The following fields of the X.509 CRL 
format are utilized by the CA:
• Version—v2
• Signature—Identifies algorithm used 

to sign CRL
• Issuer—Identification of the CA issuing 

the CRL
• This update—Time of CRL issue
• Next update—Time of next anticipated 

CRL issue
• Revoked certificates—Listing of 

information for revoked certificates
The CA may alternatively support online 
certificate status and revocation checking 
services.

38 The CA does not issue smart Cards to 
subscribers. Subscribers may, at their 
own discretion, purchase smart cards 
and readers for purposes of key 
generation and Storage.

(continued)
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Criteria Illustrative Disclosures

CA Environmental Controls
CPS and CP administration:
• CPS and CP change control 

procedures
• Publication and notification 

policies
• CPS and CP approval 

procedures

CA termination, including a 
description of the CA’s 
procedures for termination and 
for termination notification of a 
CA or RA, including the 
identity of the custodian of CA 
and RA archival records

Confidentiality, including:
• Applicable statutory or 

regulatory requirements to 
keep information 
confidential

• Kinds of information to be 
kept confidential

• Kinds of information not 
considered confidential

• Disclosure of information 
concerning certificate 
revocation and suspension

• Release to law enforcement 
officials

• Release as part of civil 
discovery

• Disclosure upon owner’s 
request

• Other information release 
circumstances

39 Some revisions to this certification policy 
statement (CPS) may be deemed by the 
CA’s policy authority to have minimal or 
no impact on subscribers and relying 
parties using certificates and CRLs 
issued by CA. Such revisions may be 
made without notice to users of the CPS 
and without changing the version 
number of this CPS. Revisions to the 
certificate policies supported by this 
CPS, as well as revisions to the CPS 
which are deemed by the CA’s policy 
authority to have significant impact on 
the users of this CPS, may be made with 
45 days notice to the users and a change 
in version number for this CPS.

The CA’s policy authority will provide 
notification of upcoming changes on the 
CA’s Web site 45 days prior to significant 
revisions to this CPS.

This CPS and any subsequent changes 
are approved by the CA’s policy authority.

40 The CA can only be terminated by the 
board of directors of the CA. In the event 
the CA is terminated, all certificates 
issued under the CA will be revoked and 
the CA will cease to issue certificates. 
The CA will provide no less than one 
month notice to all business units 
utilizing the services of the CA. Upon 
termination, the records of the CA will be 
archived and transferred to a specified 
custodian.

41 Information which is not considered by 
the CA to be public domain information 
is to be kept confidential.

Confidential information includes:
• Subscribers’ private signing keys are 

confidential and are not provided to 
the CA or RA.

• Information specific to the operation 
and control of the CA, such as security 
parameters and audit trails, is 
maintained confidentially by the CA 
and is not released outside of the CA 
organization unless required by law.

• Information about subscribers held by 
the CA or RAs, excluding that which is 
published in certificates, CRLs, 
certificate policies, or this CPS, is 
considered confidential and shall not 
be released outside of the CA except as 
required by certificate policy or 
otherwise required by law.
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Criteria

Intellectual property rights

Physical security controls, 
including:
• Site location and construction
• Physical access controls, 

including authentication 
controls to control and 
restrict access to CA facilities

• Power and air conditioning
• Water exposures
• Fire prevention and 

protection
• Media storage
• Waste disposal
• Off-site backup

Illustrative Disclosures

• Generally, the results of annual audits 
are kept confidential, unless disclosure 
is deemed necessary by CA 
management.

Nonconfidential information includes:
• Information included in certificates 

and CRLs issued by the CA is not 
considered confidential.

• Information in the certificate policies 
supported by this CA is not considered 
confidential.

• Information in the CA’s disclosed CPS 
(or other CA business practices 
disclosure) is not considered 
confidential.

• When the CA revokes a certificate, a 
revocation reason is included in the 
CRL entry for the revoked certificate. 
This revocation reason code is not 
considered confidential and can be 
shared with all other subscribers and 
relying parties. However, no other 
details concerning the revocation are 
normally disclosed.

The CA will comply with legal 
requirements to release information to 
law enforcement officials.

The CA may disclose to another party 
information pertaining to the owner of 
such information upon the owner’s 
request.

42 Public key certificates and CRLs issued 
by the CA are the property of the CA. 
This CPS and the related certificate 
policies are the property of the CA.

43 All critical CA operations take place 
within a physically secure facility with at 
least four layers of security to access 
sensitive hardware or software. Such 
systems are physically separated from 
the organization’s other systems so that 
only authorized employees of the CA can 
access them.

Physical access to the CA systems is 
strictly controlled. Only trustworthy 
individuals with a valid business reason 
are provided such access. The access 
control system is always functional and 
utilizes proximity cards and biometrics 
for access.

All CA systems have industry standard 
power and air conditioning systems to 
provide a suitable operating environment.

(continued)
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Criteria

Business continuity 
management controls, 
including:
• Whether the CA has 

business continuity plans to 
maintain or restore the CA’s 
business operations in a 
reasonably timely manner 
following interruption to or 
failure of critical business 
processes

• Whether the CA’s business 
continuity plans define an 
acceptable system outage 
and recovery time and 
disclosure of the defined 
time period(s)

• How frequently backup 
copies of essential business 
information and software 
are taken

• Proximity of recovery 
facilities to the CA’s main 
site

Illustrative Disclosures

All CA systems have reasonable 
precautions taken to minimize the 
impact of water exposure.

All CA systems have industry standard 
fire prevention and protection 
mechanisms in place.

Media storage at the CA third-party 
processor is subject to the same degree of 
protection as the CA hardware. Media 
storage under the control of the CA is 
subject to the normal media storage 
requirements of the company.

Waste is disposed of in accordance with 
the organization’s normal waste disposal 
requirements. Cryptographic devices are 
physically destroyed or zeroized in 
accordance with the manufacturers’ 
guidance prior to disposal.

Off-site backups are stored in a 
physically secure manner by a bonded 
third-party storage facility.

44 The CA has a business continuity plan to 
restore the CA’s business operations in a 
reasonably timely manner following 
interruption to, or failure of, critical 
business processes. The CA’s business 
continuity plan defines 24 hours as an 
acceptable system outage time in the 
event of a major natural disaster or CA 
private key compromise.

Copies of essential business information 
and CA system software are performed 
daily.

The CA maintains a recovery site which 
is located approximately 50 miles from 
the CA’s primary site.

Event logging, including the 
following:
• How frequently the CA 

archives event journal data
• How frequently event 

journals are reviewed

45 As part of the CA’s scheduled system 
backup procedures, audit trail files are 
backed up to media on at least a daily 
basis. Audit trail files are archived by the 
system administrator on a weekly basis.

Event journals are reviewed at least on a 
weekly basis by CA management.
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Principle 2: Service Integrity

.65 The certification authority maintains effective controls to provide 
reasonable assurance that:

• Subscriber information was properly authenticated (for the registra­
tion activities performed by ABC-CA) and

• The integrity of keys and certificates it manages is established and 
protected throughout their life cycles.

Criteria

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)

2.1 Key Life Cycle Management 
Controls

2.1.1 CA Key Generation
Such controls generally include but are 
not limited to the following:

The certification authority (CA) 
maintains controls to provide 
reasonable assurance that CA 
key pairs are generated in 
accordance with industry 
standards.

1 CA key generation occurs within a secure 
cryptographic device meeting the 
appropriate ISO 15782-1/FIPS 
140-1/ANSI X9.66 level requirement as 
disclosed in the CA’s business practices  
(see Principle 1, item 18 [paragraph .64]).

2 CA key generation by the CA requires 
dual control by properly authorized 
personnel.

3 The CA generates its own key pair in the 
same cryptographic device in which it 
will be used or the key pair is injected 
directly from the device where it was 
generated into the device in which it will 
be used.

4 Key generation uses a random number 
generator (RNG) or pseudo random 
number generator (PRNG) as specified in 
an ANSI X9 or ISO standard.

5 Key generation uses a prime number 
generator as specified in an ANSI X9 or 
ISO standard.

6 Key generation uses a key generation 
algorithm as specified in an ANSI X9 or 
ISO standard as disclosed in the CA’s 
business practices (Principle 1, item 18 
[paragraph .64]).

7 Key generation results in key sizes as 
disclosed in the CA’s business practices 
(Principle 1, item 18 [paragraph .64]).

8 The integrity of the hardware and 
software used for key generation and the 
interfaces to the hardware and software 
are tested before usage.

(continued)
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Criteria
2.1.2 CA Key Storage, Backup, 

and Recovery
The CA maintains controls to 
provide reasonable assurance 
that CA private keys remain 
confidential and maintain their 
integrity.

2.1.3 CA Public Key Distribution
The CA maintains controls to 
provide reasonable assurance 
that the integrity and 
authenticity of the CA public 
key and any associated 
parameters are maintained 
during initial and subsequent 
distribution.

2

3

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard) 
Such controls generally include but are 
not limited to the following:
1 The CA’s private signing key is stored 

within a secure cryptographic device 
meeting the appropriate ISO 
15782-1/FIPS 140-1/ANSI X9.66 level 
requirement as disclosed in the CA’s 
business practices (Principle 1, item 17 
[paragraph .64]).
If the CA private key is not exported 
from a secure cryptographic module and 
moved to secure storage for purposes of 
offline processing or backup and 
recovery, then the CA private key is 
generated and used within the same 
cryptographic module and is never 
exported outside of the cryptographic 
module.
If the CA private key is exported from a 
secure cryptographic module and moved 
to secure storage for purposes of offline 
processing or backup and recovery, then 
the private key is exported in a secure 
key management scheme including any 
of the following:
a. As ciphertext using dual control
b. As encrypted key fragments using 

dual control and split 
knowledge/ownership

c. In another secure cryptographic 
module such as a key transportation 
device using dual control

The CA private key is backed up, stored, 
and recovered by authorized personnel 
using dual control in a physically secured 
environment.
If the CA’s private signing key is backed 
up, backup copies of the CA private keys 
are subject to the same or greater level of 
security controls as keys currently in use.
If the CA’s private signing key is backed 
up, recovery of the CA private key is 
conducted in the same secure schema 
used in the backup process, using dual 
control.

Such controls generally include but are 
not limited to the following:
1 The CA provides a mechanism for 

detecting the modification of the 
CA’s public key during the initial 
distribution process (for example, 
using a self-signed certificate).

4

5

6
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Illustrative Controls 
(Based on the CA Control Procedures

Criteria Detailed in the Draft ANS8.79 Standard)

2 The initial distribution mechanism for 
the CA’s public key is Controlled as 
disclosed in the CA’s business practices 
(Principle 1, item 20 [paragraph .64]).

3 CA public keys are initially distributed 
using one of the following methods as 
disclosed in any one of the following CA’s 
business practices (Principle 1, item 20 
[paragraph .64])
a. Machine readable media (for example, 

smart card)
b. Embedding in an entity’s 

cryptographic module
c. Other secure means

4 The CA’s public key is changed (rekeyed) 
periodically as disclosed in the CA’s 
business practices (Principle 1, item 21 
[paragraph .64]).

5 The subsequent distribution mechanism 
for the CA’s public key is controlled as 
disclosed in the CA’s business practices 
(Principle 1, item 21 [paragraph .64]).

6 If an entity already has an authenticated 
copy of the CA’s public key, a new CA 
public key is distributed using one of the 
following methods as disclosed in the 
CA’s business practices (Principle 1, item 
21[paragraph .64):
a. Direct electronic transmission from 

the CA
b. Placing into a remote cache or 

directory
c. Loading into a cryptographic module
d. Any of the methods used for initial 

distribution

2.1.4 CA Key Escrow (Optional)
Such controls generally include but are 
not limited to the following:

The CA maintains controls to 
provide reasonable assurance 
that escrowed CA private

1 If a third party provides CA private key 
escrow services, a contract outlining the 
liabilities and remedies between the

signing keys remain 
confidential.

parties exists.

2 If CA private signing keys are held in 
escrow, escrowed copies of the CA private 
signing keys are subject to the same or 
greater level of security controls as keys 
currently in use.

(continued)
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Criteria

2.1.5 CA Key Usage
The CA maintains controls to 
provide reasonable assurance 
that CA keys are used only for 
their intended functions in 
their intended locations.

2.1.6 CA Key Destruction
The CA maintains controls to 
provide reasonable assurance 
that CA keys are completely 
destroyed at the end of the key 
pair life cycle.

2.1.7 CA Key Archival
The CA maintains controls to 
provide reasonable assurance 
that archived CA keys remain 
confidential and are never put 
back into production.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
Such controls generally include but are 
not limited to the following:
1 The activation of the CA private signing 

key is performed using multiparty 
control (that is, m of n).

2 If necessary based on a risk assessment, 
the activation of the CA private signing 
key is performed using multi-factor 
authentication (for example, smart card 
and password, biometric, and password).

3 The CA ceases to use a key pair at the 
end of the cryptoperiod or when the 
compromise of the private key is known 
or suspected.

Such controls generally include but are 
not limited to the following:
1 Authorization to destroy a CA private 

key and how the CA’s private key is 
destroyed (for example, token surrender, 
token destruction, or key overwrite) are 
limited as disclosed in the CA’s business 
practices (Principle 1, item 17 
[paragraph .64]).

2 All copies and fragments of the CA’s 
private key are destroyed at the end of 
the key pair life cycle.

3 If a secure cryptographic device is 
accessible and known to be permanently 
removed from service, all CA private 
keys stored within the device that have 
ever been or potentially could be used for 
any cryptographic purpose are destroyed.

4 If a CA cryptographic device is being 
permanently removed from service, any 
key contained within the device that has 
been used for any cryptographic purpose 
is erased from the device.

5 If a CA cryptographic device case is 
intended to provide tamper-evident 
characteristics and the device is being 
permanently removed from service, the 
case is destroyed.

Such controls generally include but are 
not limited to the following:
1 Archived CA keys are subject to the same 

or greater level of security controls as 
keys currently in use.

2 All archived CA keys are destroyed at 
the end of the archive period using dual 
control in a physically secure site.
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Criteria

2.1.8 CA Cryptographic 
Hardware Life Cycle 
Management

The CA maintains controls to 
provide reasonable assurance 
that access to CA cryptographic 
hardware is limited to properly 
authorized individuals.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
3 Archived keys are never put back into 

production.
4 Archived keys are recovered for the 

shortest time period technically 
permissible.

5 Archived keys are periodically verified to 
ensure that they are properly destroyed 
at the end of the archive period.

For purposes of this section, CA cryptographic 
hardware refers to devices containing CA 
private signing keys.

Such controls generally include but are 
not limited to the following:
1 Policies and procedures require that CA 

cryptographic hardware be sent from the 
manufacturer via registered mail using 
tamper-evident packaging.

2 Upon the receipt of CA cryptographic 
hardware from the manufacturer, 
authorized CA personnel inspect the 
tamper-evident packaging to determine 
whether the seal is intact.

3 To prevent tampering, CA cryptographic 
hardware is stored in a secure site, with 
access limited to authorized personnel, 
having the following characteristics:
a. Inventory control processes and 

procedures to manage the origination, 
arrival, condition, departure, and 
destination of each device

b. Access control processes and 
procedures to limit physical access to 
authorized personnel

c. All successful or failed access 
attempts to the CA facility and device 
storage mechanism (for example, a 
safe) recorded in an event journal

d. Incident processes and procedures to 
handle abnormal events, security 
breaches, and investigation and 
reports

e. Audit processes and procedures to 
verify the effectiveness of the controls

4 CA cryptographic hardware is stored in 
tamper-resistant packages.

5 The handling of CA cryptographic 
hardware is performed in the presence of 
no less than two trusted employees.

6 The installation of CA cryptographic 
hardware is performed in the presence of 
no less than two trusted employees.

(continued)
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Illustrative Controls 
(Based on the CA Control Procedures

______________Criteria_____________ Detailed in the Draft ANS8.79 Standard)
7 The removal of CA cryptographic 

hardware from production is performed 
in the presence of no less than two 
trusted employees.

8 The process whereby CA cryptographic 
hardware is serviced or repaired with 
new hardware, firmware, or software is 
performed in the presence of no less than 
two trusted employees.

9 The service or repair site is a secure site 
with inventory control and access limited 
to authorized personnel.

10 The process whereby CA cryptographic 
hardware is disassembled and 
permanently removed from use is 
performed in the presence of no less than 
two trusted employees.

The CA maintains controls to 
provide reasonable assurance 
that CA cryptographic 
hardware is functioning 
correctly.

11 Upon the receipt of CA cryptographic 
hardware from the manufacturer, 
acceptance testing and verification of 
firmware settings is performed.

12 Upon the receipt of CA cryptographic 
hardware that has been serviced or 
repaired, acceptance testing and 
verification of firmware settings is 
performed.

13 Devices used for private key storage and 
recovery and the interfaces to these 
devices are tested before usage for 
integrity.

14 Correct processing of CA cryptographic 
hardware is verified on a periodic basis.

15 Diagnostic support is provided during 
troubleshooting of CA cryptographic 
hardware in the presence of no less than 
two trusted employees.

2.1.9 CA-Provided Subscriber 
Key Management Services 
(Optional)

For purposes of this section, subscriber 
includes external registration authorities 
(RAs).

Such controls generally include but are 
not limited to the following:

The CA maintains controls to 
provide reasonable assurance 
that subscriber keys generated 
by the CA (or registration 
authority [RA]) are generated 
in accordance with industry 
standards.

1 Subscriber key generation performed by 
the CA (or RA) occurs within a secure 
cryptographic device meeting the 
appropriate ISO 15782-1/FIPS 
140-1/ANSI X9.66 level requirement as 
disclosed in the CA’s business practices 
(Principle 1, item 18 [paragraph .64]).

2 Subscriber key generation performed by 
the CA (or RA) uses a random number 
generator (RNG) or pseudo random 
number generator (PRNG) as specified in 
an ANSI X9 or ISO standard.
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that subscriber private keys 
stored by the CA remain 
confidential and maintain 
their integrity.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
3 Subscriber key generation performed by 

the CA (or RA) uses a prime number 
generator as specified in an ANSI X9 or 
ISO standard.

4 Subscriber key generation performed by 
the CA (or RA) uses a key generation 
algorithm as specified in an ANSI X9 or 
ISO standard as disclosed in the CA’s 
business practices (Principle 1, item 18 
[paragraph .64]).

5 Subscriber key generation performed by 
the CA (or RA) results in key sizes as 
disclosed in the CA’s business practices 
(Principle 1, item 18 [paragraph .64]).

6 Subscriber key generation performed by 
the CA (or RA) is performed by 
authorized personnel as disclosed in the 
CA’s business practices (Principle 1, item 
18 [paragraph .64]).

7 When subscriber key generation is 
performed by the CA (or RA), the CA (or 
RA) securely (confidentially) delivers the 
key pair(s) generated by the CA (or RA) 
on behalf of the subscriber to the 
subscriber as disclosed in the CA’s 
business practices (Principle 1, item 18 
[paragraph .64]).

8 Subscriber private keys stored by the CA 
are stored in encrypted form using a 
cryptographic algorithm and key length 
based on a risk assessment and the 
business requirements of the CA.

9 If the CA generates key pair(s) on behalf 
of a subscriber, the CA ensures that 
subscriber’s private keys are not 
disclosed to any entity other than the 
owner of the keys.

10 If the CA generates public/private digital 
signature key pair(s), the CA does not 
maintain a copy of any digital signature 
private key, once that key is delivered to 
the subscriber.

11 If the CA provides subscriber key 
storage, backup, and recovery, subscriber 
private key backup and recovery is 
performed only by authorized personnel.

12 If the CA provides subscriber key 
storage, backup, and recovery, controls 
exist to ensure that the integrity of the 
subscriber’s private key is maintained 
throughout its life cycle.

(continued)
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that subscriber keys stored by 
the CA are completely 
destroyed at the end of the key 
pair life cycle.

The CA maintains controls to 
provide reasonable assurance 
that subscriber keys archived 
by the CA remain confidential.

The CA maintains controls to 
provide reasonable assurance 
that subscriber keys escrowed 
by the CA remain confidential.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)

13 If the CA provides subscriber key 
storage, authorization to destroy a 
subscriber’s private key and the means to 
destroy the subscriber’s private key (for 
example, key overwrite) are limited as 
disclosed in the CA’s business practices 
(Principle 1, item 22 [paragraph .64]).

14 If the CA provides subscriber key 
storage, all copies and fragments of the 
subscriber’s private key are destroyed at 
the end of the key pair life cycle.

15 Subscriber private keys archived by the 
CA are stored in encrypted form using a 
cryptographic algorithm and key length 
based on a risk assessment and the 
business requirements of the CA.

16 If the CA provides subscriber key 
archival, all archived subscriber keys are 
destroyed at the end of the archive period.

17 Subscriber private keys escrowed by the 
CA are stored in encrypted form using a 
cryptographic algorithm and key length 
based on a risk assessment and the 
business requirements of the CA.

2.2 Certificate Life Cycle Management Controls

2.2.1 Subscriber Registration Note: A requesting entity may be a subscriber 
requesting a certificate from an RA or CA, an 
RA requesting a certificate from a CA, or a 
subordinate CA requesting a certificate from 
a root CA or superior CA.

Such controls generally include but are 
not limited to the following:

The CA maintains controls to 
provide reasonable assurance 
that subscribers are properly 
identified and authenticated.

1 The CA verifies or requires that the 
external RA verify the identity of the 
entity requesting a certificate as 
disclosed in the CA’s business practices 
(Principle 1, item 25 [paragraph .64]).

2 The CA requires that an entity 
requesting a certificate must prepare and 
submit the appropriate certificate 
request data (registration request) to an 
RA (or the CA) as disclosed in the CA’s 
business practices (Principle 1, item 25 
[paragraph .64]).

3 The CA verifies or requires that the 
external RA verify the authority of the 
entity requesting a certificate as 
disclosed in the CA’s business practices 
(Principle 1, item 25 [paragraph .64]).
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that subscriber certificate 
requests are accurate, 
authorized, and complete.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
4 The CA verifies or requires that the 

external RA verify the accuracy of the 
information included in the requesting 
entity’s certificate request as disclosed in 
the CA’s business practices (Principle 1, 
item 25 [paragraph .64]).

5 If external RAs are used, the CA 
validates the identity of external RAs as 
disclosed in the CA’s business practices 
(Principle 1, item 26 [paragraph .64]).

6 If external registration authorities are 
used, the CA authorizes external RAs as 
disclosed in the CA’s business practices 
(Principle 1, item 26 [pargraph .64]).

7 The CA requires that an entity 
requesting a certificate prepare and 
submit the appropriate certificate 
request data to the CA or an external RA 
as disclosed in the CA’s business 
practices (Principle 1, item 25 
[paragraph .64]).

8 The CA requires that the requesting 
entity submit its public key in a signed 
message to the CA for certification. The 
CA requires that the requesting entity 
digitally sign the registration request 
using the private key that relates to the 
public key contained in the registration 
request in order to:
a. Allow the detection of errors in the 

certificate application process.
6. Prove possession of the companion 

private key for the public key being 
registered.

9 The CA uses the public key contained in 
the requesting entity’s certificate request 
to verify the requesting entity’s signature 
on the certificate request submission.

10 If an external RA is used, the CA 
requires that the external RA submits 
the requesting entity’s certificate request 
data to the CA in a message (certificate 
request) signed by the RA.

11 If an external RA is used, the CA 
requires that the RA secure that part of 
the certificate application process for 
which it (the RA) assumes responsibility 
as disclosed in the CA’s business 
practices (Principle 1, item 26 
[paragraph .64]).

12 If an external RA is used, the CA 
requires that the external RA records its 
actions in an event journal.

(continued)
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Illustrative Controls 
(Based on the CA Control Procedures

______________Criteria_____________ Detailed in the Draft ANS8.79 Standard)
13 If an external RA is used, the CA verifies 

the authenticity of the submission by the 
RA as disclosed in the CA’s business 
practices (Principle 1, item 26 
[paragraph .64]).

14 If an external RA is used, the CA verifies 
the RA’s signature on the certificate 
request.

15 The CA or RA checks the certificate 
request for errors or omissions as 
disclosed in the CA’s business practices 
(Principle 1, item 25 [paragraph .64]).

16 The CA verifies the uniqueness of the 
requesting entity’s distinguished name 
within the CA’s domain.

17 The CA accepts the certificate request 
from the requesting entity whose identity 
has been validated.

18 When the CA detects duplicate public 
keys, the certificate request is rejected 
and the original certificate is revoked.

2.2.2 Certificate Renewal 
(Optional)
The CA maintains controls to 
provide reasonable assurance 
that certificate renewal 
requests are accurate, 
authorized, and complete.

Such controls generally include but are 
not limited to the following:
1 The subscriber’s certificate renewal 

request includes at least the subscriber’s 
distinguished name, the serial number of 
the certificate (or other information that 
identifies the certificate), and the 
requested validity period to allow the CA 
or the RA to identify the certificate to 
renew.

2 The CA requires that the requesting 
entity digitally sign the certificate 
renewal request using the private key 
that relates to the public key contained 
in the requesting entity’s existing public 
key certificate.

3 The CA or the RA processes the 
certificate renewal data to verify the 
identity of the requesting entity and 
identify the certificate to be renewed.

4 The CA or the RA validates the signature 
on the certificate renewal request.

5 The CA or the RA verifies the existence 
and validity of the certificate to be 
renewed.

6 The CA or the RA verifies that the 
request, including the extension of the 
validity period, meets the requirements 
as disclosed in the CA’s business 
practices (Principle 1, item 28 
[paragraph .64]).
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Criteria

2.2.3 Certificate Rekey
The CA maintains controls to 
provide reasonable assurance 
that certificate rekey requests 
are accurate, authorized, and 
complete.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
7 If an external RA is used, the CA 

requires that the external RA submits 
the requesting entity’s certificate request 
data to the CA in a message (certificate 
renewal request) signed by the RA.

8 When an external RA is used, the RA 
secures that part of the certificate 
renewal process for which it (the RA) 
assumes responsibility as disclosed in the 
CA’s business practices (Principle 1, item 
26 [paragraph .64]).

9 If an external RA is used, the CA 
requires that the external RAs record its 
actions in an event journal.

10 If an external RA is used, the CA verifies 
the authenticity of the submission by the 
RA.

11 If an external RA is used, the CA verifies 
the RA’s signature on the certificate 
renewal request.

12 The CA or RA checks the certificate 
renewal request for errors or omissions.

13 The CA or RA notifies subscribers prior 
to the expiration of their certificate of the 
need for renewal as disclosed in the CA’s 
business practices (Principle 1, item 27 
[paragraph .64]).

14 Prior to certificate generation and 
issuance of renewed certificates, the CA 
or RA verifies the following:
a. The signature on the certificate 

renewal data submission
b. The existence and validity of the 

certificate to be renewed
c. That the request, including the 

extension of the validity period, meets 
the requirements as disclosed in the 
CA’s business practices (Principle 1, 
item 27 [paragraph .64])

Such controls generally include but are 
not limited to the following:
1 The subscriber’s certificate rekey request 

includes at least the subscriber’s 
distinguished name, the serial number of 
the certificate, and the requested validity 
period to allow the CA or the RA to 
identify the certificate to rekey.

2 The CA requires that the requesting 
entity digitally sign the certificate rekey 
request using the private key that relates 
to the public key contained in the 
requesting entity’s existing public key 
certificate.

(continued)
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Criteria

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
3 The CA or the RA processes the 

certificate rekey request to verify the 
identity of the requesting entity and 
identify the certificate to be rekeyed.

4 The CA or the RA validates the signature 
on the certificate rekey request.

5 The CA or the RA verifies the existence 
and validity of the certificate to be 
rekeyed.

6 The CA or the RA verifies that the 
certificate rekey request meets the 
requirements as disclosed in the CA’s 
business practices (Principle 1, item 28 
[paragraph .64]).

7 If an external RA is used, the CA 
requires that the external RA submits 
the requesting entity’s certificate rekey 
request to the CA in a message signed by 
the RA.

8 If an external RA is used, the CA 
requires that the RA secure that part of 
the certificate rekey process for which it 
(the RA) assumes responsibility as 
disclosed in the CA’s business practices 
(Principle 1, item 26 [paragraph .64]).

9 If an external RA is used, the CA 
requires that the external RA records its 
actions in an event journal.

10 If an external RA is used, the CA verifies 
the authenticity of the submission by the 
RA.

11 If an external RA is used, the CA verifies 
the RA’s signature on the certificate 
rekey request.

12 The CA or the RA checks the certificate 
rekey request for errors or omissions.

13 The CA or RA notifies subscribers prior 
to the expiration of their certificate of the 
need for rekey.

14 Prior to the generation and issuance of 
rekeyed certificates, the CA or RA 
verifies the following:
a. The signature on the certificate 

renewal data submission
b. The existence and validity of the 

certificate to be renewed
c. That the request, including the 

extension of the validity period, meets 
the requirements as disclosed in the 
CA’s business practices (Principle 1, 
item 28 [paragraph .64])
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Criteria
The CA maintains controls to 
provide reasonable assurance 
that certificate rekey requests 
following certificate revocation 
or expiration are accurate, 
authorized, and complete.

2.2.4 Certificate Issuance
The CA maintains controls to 
provide reasonable assurance 
that new, renewed, and 
rekeyed certificates are 
generated and issued in 
accordance with the CA’s 
disclosed business practices.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
15 Following the revocation or expiration of 

a subscriber’s existing certificate, the 
subscriber is required to follow the CA’s 
subscriber registration procedures to 
obtain a new rekeyed certificate (as 
specified in §2.2.1, Subscriber 
Registration) as disclosed in the CA’s 
business practices (Principle 1, item 29 
[paragraph .64]).

Such controls generally include but are 
not limited to the following:
1 The CA generates certificates using the 

appropriate certificate format as 
disclosed in the CA’s business practices 
(Principle 1, item 30 [paragraph .64]).

2 The CA generates certificates in 
accordance with ISO 9594/X.509 as 
disclosed in the CA’s business practices 
(Principle 1, item 30 [paragraph .64]).

3 Validity periods are set in accordance 
with ISO 9594/X.509 as disclosed in the 
CA’s business practices (Principle 1, item 
30 [paragraph .64]).

4 Extension fields are set in accordance 
with ISO 9594/X.509 as disclosed in the 
CA’s business practices (Principle 1, item 
30 [paragraph .64]).

5 Key usage extension fields are set in 
accordance with ISO 9594/X.509 as 
disclosed in the CA’s business practices 
(Principle 1, item 30 [paragraph .64]).

6 The CA signs the requesting entity’s 
certificate with the CA’s private signing 
key.

7 The CA issues the certificate after the 
certificate has been accepted by the 
requesting entity as disclosed in the CA’s 
business practices (Principle 1, item 31 
[paragraph .64]).

8 When an RA is used, the CA notifies the 
RA when a certificate is issued to a 
subscriber for whom the RA submitted a 
certificate request.

9 For certificate renewals, the CA 
generates and signs a new instance of 
the certificate, differing from the 
previous certificate only by the validity 
period and the CA signature, only if the 
CA has approved the certificate renewal 
request as specified in §2.2.2, Certificate 
Renewal.

(continued)
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Criteria

2.2.5 Certificate Distribution
The CA maintains controls to 
provide reasonable assurance 
that, upon issuance, complete 
and accurate certificates are 
available to subscribers and 
relying parties in accordance 
with the CA’s disclosed 
business practices.

2.2.6 Certificate Revocation
The CA maintains controls to 
provide reasonable assurance 
that certificates are revoked 
based on authorized and 
validated certificate revocation 
requests.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
10 For rekeyed certificates, the CA 

generates and signs a new certificate 
only if the CA has approved the 
certificate rekey request as specified in 
§2.2.3, Certificate Rekey.

11 The CA issues an out-of-band notification 
to the requesting entity when a 
certificate is issued.

Such controls generally include but are 
not limited to the following:
1 The CA makes the certificates issued by 

the CA available to relying parties using 
an established mechanism (for example, 
a repository such as a directory) as 
disclosed in the CA’s business practices 
(Principle 1, item 32 [paragraph .64]).

2 Upon certificate issuance, the CA posts 
certificates to the repository or 
alternative distribution mechanism as 
disclosed in the CA’s business practices 
(Principle 1, item 32 [paragraph .64]).

3 Only authorized CA personnel may 
administer the CA’s repository or 
alternative distribution mechanism.

4 The performance of the CA’s repository 
or alternative distribution mechanism is 
monitored and managed.

5 The integrity of the repository or 
alternative distribution mechanism is 
maintained.

Such controls generally include but are 
not limited to the following:
1 As disclosed in the CA’s business 

practices (Principle 1, item 33 
[paragraph .64]), the CA provides a 
means of rapid communication to 
facilitate the secure and authenticated 
revocation of the following:
a. One or more certificates of one or 

more entities
b. The set of all certificates issued by a 

CA based on a single public/private 
key pair used by a CA to generate 
certificates

c. All certificates issued by a CA, 
regardless of the public/private key 
pair used

The CA verifies or requires that the 
external RA verify the identity and 
authority of the entity requesting 
revocation of a certificate as disclosed in 
the CA’s business practices (Principle 1, 
item 33 [paragraph .64]).

2
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Criteria

2.2.7 Certificate Suspension 
(Optional)
The CA maintains controls to 
provide reasonable assurance 
that certificates are suspended 
based on authorized and 
validated certificate suspension 
requests.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
3 If an external RA accepts revocation 

requests, the CA requires that the RA 
submit certificate revocation requests to 
the CA in an authenticated manner as 
disclosed in the CA’s business practices 
(Principle 1, item 33 [paragraph .64]).

4 If an external RA accepts and forwards 
revocation requests to the CA, the CA 
provides an authenticated 
acknowledgment of the revocation to the 
requesting RA as disclosed in the CA’s 
business practices (Principle 1, item 33 
[paragraph .64]).

5 The CA updates the certificate revocation 
list (CRL) and other certificate status 
mechanisms upon certificate revocation 
as disclosed in the CA’s business 
practices (Principle 1, item 33 
[paragraph .64]).

6 The CA records all certificate revocation 
requests and their outcome in an event 
journal.

7 The CA or RA provides an authenticated 
acknowledgement of the revocation to the 
entity whose certificate has been revoked 
as disclosed in the CA’s business 
practices (Principle 1, item 33 
[paragraph .64]).

8 Where certificate renewal is supported, 
when a certificate is revoked all valid 
instances of the certificate are also 
revoked.

Such controls generally include but are 
not limited to the following:
1 As disclosed in the CA’s business 

practices (Principle 1, item 34 
[paragraph .64]), the CA provides a 
means of rapid communication to 
facilitate the secure and authenticated 
suspension of the following:
a. One or more certificates of one or 

more entities
b. The set of all certificates issued by a 

CA based on a single public/private 
key pair used by a CA to generate 
certificates

c. All certificates issued by a CA, 
regardless of the public/private key 
pair used

2 The CA verifies or requires that the 
external RA verify the identity and 
authority of the entity requesting 
suspension of a certificate as disclosed in 
the CA’s business practices (Principle 1, 
item 34 [paragraph .64]).

(continued)
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Criteria

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)
3 If an external RA accepts suspension 

requests, the RA submits certificate 
suspension requests to the CA in an 
authenticated manner as disclosed in the 
CA’s business practices (Principle 1, item 
34 [paragraph .64]).

4 The CA or RA notifies the end entity in 
the event of a certificate suspension as 
disclosed in the CA’s business practices 
(Principle 1, item 34 [paragraph .64]).

5 Certificate suspension requests are 
processed and validated as disclosed in 
the CA’s business practices (Principle 1, 
item 34 [paragraph .64]).

6 The CA updates the certificate revocation 
list (CRL) and other certificate status 
mechanisms upon certificate suspension 
as disclosed in the CA’s business 
practices (Principle 1, item 34 
[paragraph .64]).

7 Certificates are suspended only for the 
allowable length of time as disclosed in 
the CA’s business practices (Principle 1, 
item 34 [paragraph .64]).

8 Once a certificate suspension (hold) has 
been issued, the suspension is handled in 
one of the following three ways:
a. An entry for the suspended certificate 

remains on the CRL with no further 
action, causing users to reject 
transactions issued during the hold 
period

b. The CRL entry for the suspended 
certificate is replaced by a revocation 
entry for the same certificate

c. The suspended certificate is explicitly 
released and the entry removed from 
the CRL

9 A certificate suspension (hold) entry 
remains on the CRL until the expiration 
of the underlying certificate or the 
expiration of the suspension, whichever 
is first.

10 The CA updates the CRL and other 
certificate status mechanisms upon the 
lifting of a certificate suspension as 
disclosed in the CA’s business practices 
(Principle 1, item 34 [paragraph .64]).

11 The CA verifies or requires that the 
external RA verify the identity and 
authority of the entity requesting that 
the suspension of a certificate be lifted.

12 Certificate suspensions and the lifting of 
certificate suspensions are recorded in an 
event journal.
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Criteria

2.2.8 Certificate Status 
Information Processing
The CA maintains controls to 
provide reasonable assurance 
that timely, complete, and 
accurate certificate status 
information (including 
certificate revocation lists 
[CRLs] and other certificate 
status mechanisms) is made 
available to subscribers and 
relying parties.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard)

Such controls generally include but are 
not limited to the following:
1 Certificate status information is made 

available to all relevant entities as 
disclosed in the CA’s business practices 
(Principle 1, item 35 [paragraph .64]).

2 The CA makes each certificate revocation 
list (CRL) issued by the CA available to 
relying parties using an established 
mechanism (for example, a repository 
such as a directory) as disclosed in the 
CA’s business practices (Principle 1, item 
35 [paragraph .64]).

3 The CA digitally signs each CRL that it 
issues so that entities can validate the 
integrity of the CRL and the date of 
issuance.

4 The CA issues CRLs at regular intervals, 
even if no changes have occurred since 
the last issuance, as disclosed in the CA’s 
business practices (Principle 1, item 35 
[paragraph .64]).

5 At a minimum, a CRL entry identifying a 
revoked certificate remains on the CRL 
until the end of the certificate’s validity 
period.

6 If certificate suspension is supported, a 
certificate suspension (hold) entry with 
its original action date and expiration 
date remains on the CRL until the 
normal expiration of the certificate.

7 CRLs are archived as disclosed in the 
CA’s business practices (Principle 1, item 
35 [paragraph .64]).

8 CAs include a monotonically increasing 
sequence number for each CRL issued by 
that CA (for example, 1, 2, 3).

9 The CRL contains entries for all revoked 
unexpired certificates issued by the CA.

10 Old CRLs are retained for the 
appropriate period of time as disclosed in 
the CA’s business practices (Principle 1, 
item 35 [paragraph .64]).

11 Whether certificates expire, are revoked, 
or are suspended, copies of certificates 
are retained for the appropriate period of 
time as disclosed in the CA’s disclosed 
business practices (Principle 1, item 35 
[paragraph .64]).

(continued)
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Illustrative Controls
(Based on the CA Control Procedures

Criteria Detailed in the Draft ANS8.79 Standard)
12 If an online certificate status mechanism 

(for example, OCSP) is used, the CA 
requires that certificate status inquiries 
(for example, OCSP requests) contain all 
required data as disclosed in the CA’s 
business practices (Principle 1, item 35 
[paragraph .64]).

13 Upon the receipt of a certificate status 
request (for example, an OCSP request) 
from a relying party, the CA returns a 
definitive response to the relying party if:
a. The request message is well formed;
b. The responder is configured to provide 

the requested service; and
c. The request contains the information 

needed by the responder as disclosed 
in the CA’s business practices 
(Principle 1, item 35 [paragraph .64]).

14 All definitive response messages are 
digitally signed as disclosed in the CA’s 
business practices (Principle 1, item 35 
[paragraph .64]).

15 Definitive response messages include all 
required data as disclosed in the CA’s 
business practices (Principle 1, item 35 
[paragraph .64]).

16 If any of the three conditions (specified in 
item 13) are not met, the CA produces a 
signed or unsigned error message as 
disclosed in the CA’s business practices 
(Principle 1, item 35 [paragraph .64]).

2.2.9 Integrated Circuit Card 
(ICC) Life Cycle 
Management 
(Optional)

Note: For purposes of this section, integrated 
circuit cards (for example, smart cards) 
include devices that may hold a subscriber’s 
private key(s) and certificate(s).

Such controls generally include but are 
not limited to the following:

The CA maintains controls to 
provide reasonable assurance 
that ICC preparation is 
securely controlled by the CA 
(or RA).

1 The CA (or RA), as the card issuer, 
controls ICC personalization (the loading 
of common data file (CDF) data and its 
related cryptographic keys).

2 Common data that identify the ICC, the 
card issuer, and the cardholder are 
stored by the card issuer in the ICC 
CDF). CDF activation is performed by 
the CA (or RA), as the card issuer, using 
a securely controlled process.

3 After CDF activation, the ICC indicates a 
CDF activated status.

4 The CA (or RA) logs ICC personalization 
and CDF activation.
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Criteria
The CA maintains controls to 
provide reasonable assurance 
that ICC application data file 
(ADF) preparation is securely 
controlled by the CA (or RA).

The CA maintains controls to 
provide reasonable assurance 
that ICC usage is enabled by 
the CA (or RA) prior to ICC 
issuance.

The CA maintains controls to 
provide reasonable assurance 
that ICCs are securely stored 
and distributed by the CA (or 
RA).

The CA maintains controls to 
provide reasonable assurance 
that ICC deactivation and 
reactivation are securely 
controlled by the CA (or RA).

The CA maintains controls to 
provide reasonable assurance 
that the use of ICCs is securely 
terminated for ICCs returned 
to the CA (or RA).

illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANS8.79 Standard) 
5 Specific application supplier data stored 

in the ICC is located in the application 
data file (ADF). ADF allocation (the 
allocation of memory areas in an 
integrated circuit) is securely controlled 
by the CA, as the card issuer.

6 The CA, as the application supplier, 
controls ADF personalization (the 
loading of ADF related keys and data).

7 The CA, as the card issuer, controls ADF 
activation (preparation of an ADF for use 
by the cardholder) using a securely 
controlled process.

8 An ADF can only be activated when the 
CDF is either in an activated or a 
reactivated state.

9 After ADF activation, the ICC indicates 
an ADF activated status.

10 The CA logs ADF allocation, 
personalization, and activation.

11 An ICC is not issued unless the card has 
been personalized.

12 An ICC is unusable unless the 
CDF is in an activated or a reactivated 
state.

13 ICCs are securely stored prior to 
distribution.

14 Receipt, activation, and distribution of 
ICCs are logged in an event journal. An 
inventory of ICCs and their status is 
maintained.

15 ICCs are securely distributed as 
disclosed in the CA’s business practices 
(Principle 1, item 38 [paragraph .64]).

16 ADF deactivation can be performed only 
by the CA, as the application supplier.

17 CDF deactivation can be performed only 
by the CA, as the card issuer.

18 CDF reactivation is conducted under the 
control of the CA, as the card issuer.

19 ADF reactivation is conducted under the 
control of the CA, as the application 
supplier.

20 ADF deactivation, CDF deactivation, 
CDF reactivation, and ADF reactivation 
are logged.

21 The CA, as the application supplier, 
controls ADF termination.

22 CDF termination is controlled by the CA, 
as the card issuer.
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Principle 3: CA Environmental Controls
.66  The certification authority maintains effective controls to provide 

reasonable assurance that:
• Subscriber and relying party information is restricted to authorized 

individuals and protected from uses not specified in the CA’s business 
practices disclosure;

• The continuity of key and certificate life cycle management operations 
is maintained; and

• CA systems development, maintenance, and operation are properly 
authorized and performed to maintain CA systems integrity.

Criteria

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
3.1 Certification Practice

Statement and Certificate Such controls generally include but are
Policy Management not limited to the following:
The CA maintains controls to 1 The CA organization has a management
provide reasonable assurance group with final authority and
that the CA’s certification responsibility for specifying and
policy statement (CPS) and approving the CA’s certification practice
certificate policy (CP) statement (CPS).
management controls are 
effective. 2 There is a policy management authority

with final authority and responsibility 
for specifying and approving certificate 
policy(s) (CPs).

3 The policy management authority (or 
equivalent group) has performed an 
assessmerlt to evaluate business risks 
and determine the security requirements 
and operational procedures to be 
included in the applicable CP and/or CPS 
for the following:
a. Key life cycle management controls
b. Certificate life cycle management 

controls
c. CA environmental controls

4 The CA’s CPS is approved and modified 
in accordance with a defined review 
process, including responsibilities for 
maintaining the CPS.

5 The CA makes available its public CPS 
to all appropriate subscribers and relying 
parties.

6 Revisions to the CA’s CPS are made 
available to subscribers and relying 
parties.

7 CPs are approved and modified in 
accordance with a defined review 
process, including responsibilities for 
maintaining the CPs.

8 A defined review process exists to ensure 
that CPs are supported by the CA’s CPS.
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Criteria

3.2 Security Management
The CA maintains controls to 
provide reasonable assurance 
that management direction and 
support for information 
security is provided.

The CA maintains controls to 
provide reasonable assurance 
that information security is 
properly managed within the 
organization.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
9 The CA makes available the CPs 

supported by the CA to all appropriate 
subscribers and relying parties.

10 Revisions to CPs supported by the CA 
are made available to subscribers and 
relying parties.

Such controls generally include but are 
not limited to the following:
1 An information security policy document 

(security policy) is approved by 
management, published, and 
communicated, as appropriate, to all 
employees.

2 The security policy contains a definition 
of information security, its overall 
objectives and scope, and the importance 
of security as an enabling mechanism for 
information sharing.

3 The security policy contains a statement 
of management intent, supporting the 
goals and principles of information 
security.

4 The security policy contains an 
explanation of the security policies, 
principles, standards, and compliance 
requirements of particular importance to 
the organization, including the following:
a. Compliance with legislative and 

contractual requirements
b. Security education requirements
c. Prevention and detection of viruses 

and other malicious software
d. Business continuity management
e. The consequences of security policy 

violations
5 The security policy contains a definition 

of general and specific responsibilities for 
information security management, 
including reporting security incidents.

6 The security policy contains references to 
documentation which supports the policy.

7 There is a defined review process, 
including responsibilities and review 
dates, for maintaining the security policy.

8 Senior management and/or a high level 
management information security 
committee ensures there is clear 
direction and visible management 
support for security initiatives.

9 A management group or security 
committee exists to coordinate the 
implementation of information security 
measures.

(continued)
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that the security of CA 
facilities, systems, and 
information assets accessed by 
third parties is maintained.

The CA maintains controls to 
provide reasonable assurance 
that the security of information 
is maintained when the 
responsibility for CA functions 
has been outsourced to another 
organization or entity.

3.3 Asset Classification and 
Management
The CA maintains controls to 
provide reasonable assurance 
that CA assets and information 
receive an appropriate level of 
protection.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
10 Responsibilities for the protection of 

individual assets and for carrying out 
specific security processes are clearly 
defined.

11 A management authorization process for 
new information processing facilities 
exists and is followed.

12 Procedures exist and are followed 
to control physical and logical 
access to CA facilities and systems 
by third parties including on-site 
contractors and trading partners 
or joint ventures.

13 If there is a business need for the CA to 
allow third-party access to CA facilities 
and systems, a risk assessment is 
performed to determine security 
implications and specific control 
requirements.

14 Arrangements involving third-party 
access to CA facilities and systems are 
based on a formal contract containing all 
necessary security requirements.

15 If the CA outsources the management 
and control of all or some of its 
information systems, networks, or 
desktop environments, the security 
requirements of the CA are addressed in 
a contract agreed to by the parties.

16 A CA service provider may choose to 
delegate a portion of the CA roles and 
respective functions, and the CA service 
provider is ultimately responsible for the 
completion of the identified functions 
that it performs and the definition and 
maintenance of a statement of its 
certification practices (that is, 
certification practice statement).

Such controls generally include but are 
not limited to the following:
1 Owners are identified for all major CA 

assets and assigned responsibility for the 
maintenance of appropriate controls.

2 Inventories of important CA assets are 
maintained.

3 The CA has implemented information 
classification and associated protective 
controls for information that take 
account of business needs for sharing or 
restricting information, and the business 
impacts associated with such needs.

4 Procedures are defined to ensure that 
information labeling and handling is 
performed in accordance with the CA’s 
information classification scheme.
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Criteria

3.4 Personnel Security
The CA maintains controls to 
provide reasonable assurance 
that personnel and hiring 
practices enhance and support 
the trustworthiness of the CA’s 
operations.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
Such controls generally include but are 
not limited to the following:
1 Security roles and responsibilities, as 

specified in the organization’s security 
policy, are documented in job 
descriptions.

2 Verification checks on permanent staff 
are performed at the time of job 
application. The CA’s policies and 
procedures specify the background 
checks and clearance procedures 
required for the personnel filling the 
trusted roles, and other personnel, 
including janitorial staff.

3 Employees sign a confidentiality 
(nondisclosure) agreement as part of 
their initial terms and conditions of 
employment.

4 Contracting personnel controls include 
the following:
a. Bonding requirements on contract 

personnel
b. Contractual requirements including 

indemnification for damages due to 
the actions of the contractor personnel 

c. Audit and monitoring of contractor 
personnel

5 All employees of the organization and, 
where relevant, third-party users, 
receive appropriate training in 
organizational policies and procedures. 
The CA’s policies and procedures specify 
the following:
a. The training requirements and 

training procedures for each role
b. Any retraining period and retraining 

procedures for each role
6 Periodic reviews occur to verify the 

continued trustworthiness of personnel 
involved in the activities related to key 
management and certificate 
management.

7 A formal disciplinary process exists and 
is followed for employees who have 
violated organizational security policies 
and procedures. The CA’s policies and 
procedures specify the sanctions against 
personnel for unauthorized actions, 
unauthorized use of authority, and 
unauthorized use of systems.

8 Appropriate and timely actions are taken 
when an employee is terminated so that 
controls and security are not impaired by 
such an occurrence.

(continued)
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______________Criteria____________  
3.5 Physical and

Environmental Security
The CA maintains controls to 
provide reasonable assurance 
that physical access to CA 
facilities is limited to properly 
authorized individuals and CA 
facilities are protected from 
environmental hazards.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard) 
Such controls generally include but are 
not limited to the following:
1 Physical protection is achieved through 

the creation of clearly defined security 
perimeters (meaning, physical barriers) 
around the business premises and CA 
facilities.

2 The perimeter of the building or site 
containing the CA facility is physically 
sound (that is, there should be no gaps in 
the perimeter where a break-in could 
easily occur).

3 A manned reception area or other means 
to control physical access is in place to 
restrict access to the building or site 
housing CA operations to authorized 
personnel only.

4 To prevent unauthorized entry and 
environmental contamination, proper 
physical barriers are in place (for 
example, extended from real floor to real 
ceiling as opposed to raised floor to 
suspended ceiling) as disclosed in the 
CA’s business practices (Principle 1, item 
43 [paragraph .64]).

5 All fire doors on security perimeters 
around the CA facilities are alarmed and 
slam shut.

6 Intruder detection systems are installed 
and regularly tested to cover all external 
doors of the building housing the CA 
facility and the CA facility itself.

7 The CA facility is alarmed when 
unoccupied.

8 The CA facility is physically locked and 
periodically checked when vacant.

9 Unsupervised working in secure CA 
facilities is not allowed both for safety 
reasons and to prevent opportunities for 
malicious activities.

10 All personnel are required to wear visible 
identification and are encouraged to 
challenge anyone not wearing visible 
identification.

11 Access to CA facilities is controlled and 
restricted to authorized persons through 
the use of authentication controls as 
disclosed in the CA’s business practices 
(Principle 1, item 43 [paragraph .64]).

12 All personnel entering and leaving the 
CA facility are logged (that is, an audit 
trail of all access is securely maintained).

13 Visitors to the CA facility are supervised 
and their date and time of entry and 
departure recorded.
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that loss, damage, or 
compromise of assets and 
interruption to business 
activities are prevented.

The CA maintains controls to 
provide reasonable assurance 
that compromise or theft of 
information and information 
processing facilities are 
prevented.

3.6 Operations Management
The CA maintains controls to 
provide reasonable assurance 
that the correct and secure 
operation of CA information 
processing facilities is ensured.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
14 Third-party support services personnel 

are granted restricted access to secure 
CA facilities only when required and 
such access is authorized and monitored.

15 Access rights to the CA facility are 
regularly reviewed and updated.

16 Equipment is sited or protected such as 
to reduce the risks from environmental 
threats and hazards, and opportunities 
for unauthorized access.

17 Equipment is protected from power 
failures and other electrical anomalies.

18 Power and telecommunications cabling 
carrying data or supporting CA services 
is protected from interception or damage.

19 Equipment is maintained in accordance 
with the manufacturer’s instructions 
and/or other documented procedures to 
ensure its continued availability and 
integrity.

20 All items of equipment containing 
storage media (that is, fixed hard disks) 
are checked to determine whether they 
contain any sensitive data prior to 
disposal or reuse. Storage devices 
containing sensitive information are 
physically destroyed or securely 
overwritten prior to disposal or reuse.

21 Sensitive or critical business information 
is locked away when not required and 
when the CA facility is vacated.

22 Personal computers and workstations are 
not left logged on when unattended and 
are protected by key locks, passwords, or 
other controls when not in use.

23 Equipment, information, and software 
belonging to the organization cannot be 
taken off-site without authorization.

Such controls generally include but are 
not limited to the following:
1 CA operating procedures are documented 

and maintained.
2 Formal management responsibilities and 

procedures exist to control all changes to 
CA equipment, software, and operating 
procedures.

3 Duties and areas of responsibility are 
segregated in order to reduce 
opportunities for unauthorized 
modification or misuse of information or 
services.

(continued)
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that the risk of CA systems 
failure is minimized.

The CA maintains controls to 
provide reasonable assurance 
that the integrity of CA 
systems and information is 
protected against viruses and 
malicious software.

The CA maintains controls to 
provide reasonable assurance 
that damage from security 
incidents and malfunctions is 
minimized through the use of 
incident reporting and response 
procedures.

The CA maintains controls to 
provide reasonable assurance 
that media are securely 
handled to protect media from 
damage, theft, and 
unauthorized access.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
4 Development and testing facilities are 

separated from operational facilities.
5 Prior to using external facilities 

management services, risks are 
identified and appropriate controls are 
agreed upon with the contractor and 
incorporated into the contract.

6 Capacity demands are monitored and 
projections of future capacity 
requirements are made to ensure that 
adequate processing power and storage 
are available.

7 Acceptance criteria for new information 
systems, upgrades, and new versions are 
established and suitable tests of the 
system are carried out prior to 
acceptance.

8 Detection and prevention controls to 
protect against viruses and malicious 
software and appropriate user awareness 
procedures are implemented.

9 A formal reporting procedure exists and 
is followed, together with an incident 
response procedure, setting out the 
action to be taken on receipt of an 
incident report.

10 Users of CA systems are required to note 
and report observed or suspected security 
weaknesses in or threats to systems or 
services.

11 Procedures exist and are followed for 
reporting software malfunctions.

12 Procedures exist and are followed to 
ensure that faults are reported and 
corrective action is taken.

13 The types, volumes, and costs of 
incidents and malfunctions are 
quantified and monitored.

14 Incident management responsibilities 
and procedures exist and are followed to 
ensure a quick, effective, and orderly 
response to security incidents.

15 Procedures for the management of 
removable computer media require the 
following:
a. If no longer required, the previous 

contents of any reusable media that 
are to be removed from the 
organization are erased.

h. Authorization is required for all 
media removed from the organization 
and a record of all such removals is 
kept, to maintain an audit trail.

c. All media are stored in a safe, secure 
environment, in accordance with 
manufacturers’ specifications.
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Illustrative Controls
(Based on the CA Control Procedures 

Criteria Detailed in the Draft ANSI X9.79 Standard)
16 Media is disposed of securely and safely 

when no longer required.
17 Procedures for the handling and storage 

of information exist and are followed in 
order to protect such information from 
unauthorized disclosure or misuse.

18 System documentation is protected from 
unauthorized access.

3.7 System Access Management

The CA maintains controls to 
provide reasonable assurance 
that CA system access is 
limited to properly authorized 
individuals.

Such controls generally include but are 
not limited to the following:
User access management
1 Business requirements for access control 

are defined and documented in an access 
control policy which includes at least the 
following:
a. Roles and corresponding access 

permissions
b. Identification and authentication 

process for each user
c. Segregation of duties
d. Number of persons required to 

perform specific CA operations (that 
is, m of n rule)

2 A formal user registration and 
deregistration procedure for granting 
access to CA information systems and 
services is followed.

3 The allocation and use of privileges is 
restricted and controlled.

4 The allocation of passwords is controlled 
through a formal management process.

5 Users’ access rights are reviewed at 
regular intervals.

6 Users are required to follow defined 
policies and procedures in the selection 
and use of passwords.

7 Users are required to ensure that 
unattended equipment has appropriate 
protection.

Network access control
8 Users are provided direct access only to 

the services that they have been 
specifically authorized to use.

9 The path from the user terminal to 
computer services is controlled.

10 If permitted, access by remote users is 
subject to authentication.

11 Connections to remote computer systems 
are authenticated.

12 Access to diagnostic ports is securely 
controlled.

(continued)
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Criteria

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)

13 Controls (for example, firewalls) are in 
place to protect the CA’s internal 
network domains from external network 
domains accessible by third parties.

14 Controls are in place to limit the services 
(for example, HTTP, FTP) available to 
users in accordance with the CA’s access 
control policies.

15 Routing controls are in place to ensure 
that computer connections and 
information flows do not breach the 
access control policy of the organization’s 
business applications.

16 The security attributes of all network 
services used by the organization are 
documented by the CA.

Operating system access control
17 Automatic terminal identification is used 

to authenticate connections to specific 
locations and to portable equipment.

18 Access to CA systems uses a secure logon 
process.

19 All users have a unique identifier (user 
ID) for their personal and sole use so 
that activities can be traced to the 
responsible individual.

20 A password management system is in 
place to provide an effective, interactive 
facility which ensures quality passwords.

21 Use of system utility programs is 
restricted and tightly controlled.

22 If required based on a risk assessment, 
duress alarms are provided for users who 
might be the target of coercion.

23 Inactive terminals serving CA systems 
time out after a defined period of 
inactivity to prevent access by 
unauthorized persons.

24 Restrictions on connection times are used 
to provide additional security for 
high-risk applications.

Application access control
25 Access to information and application 

system functions is restricted in 
accordance with the access control policy.

26 Sensitive systems require a dedicated 
(isolated) computing environment.
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3.8

3.9

(continued)

Criteria

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)

Systems Development and Such controls generally include but are
Maintenance not limited to the following:
The CA maintains controls to 1 Business requirements for new systems
provide reasonable assurance or enhancements to existing systems
that CA systems development 
and maintenance activities are

specify the requirements for controls.

properly authorized to 2 Change control procedures exist and are
maintain CA system integrity. followed for the implementation of 

software on operational systems.

3 Change control procedures exist and are 
followed for scheduled software releases 
and modifications.

4 Change control procedures exist and are 
followed for emergency software fixes.

5 Test data is protected and controlled.

6 Strict control is maintained over access 
to program source libraries.

7 The implementation of changes is strictly 
controlled by the use of formal change 
control procedures to minimize the risk 
of corruption of information systems.

8 Application systems are reviewed and 
tested when operating system changes 
occur.

9 Modifications to software packages are 
discouraged and essential changes 
strictly controlled.

10 The purchase, use, and modification of 
software is controlled and checked to 
protect against possible covert channels 
and Trojan code.

11 Controls are in place to secure 
outsourced software development.

Business Continuity Such controls generally include but are
Management not limited to the following:
The CA maintains controls to 1 The CA has a managed process for
provide reasonable assurance developing and maintaining its business
of continuity of operations in 
the event of a disaster.

continuity plans.
2 The CA has a business continuity 

planning strategy based on an 
appropriate risk assessment.

3 The CA has business continuity plans to
maintain or restore the CA’s business 
operations in a timely manner following 
interruption to or failure of critical 
business processes as disclosed in the 
CA’s business practices (Principle 1, item 
44 [paragraph .64]).
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Criteria

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
4 The CA has a business continuity 

planning framework which requires that 
business continuity plans address the 
following:
a. The conditions for activating the plans
6. Emergency procedures 
c. Fallback procedures
d. Resumption procedures 
e. A maintenance schedule 
f. Awareness and education 

requirements
g. The responsibilities of the individuals

5 Business continuity plans are tested 
regularly to ensure that they are 
up-to-date and effective.

6 Business continuity plans are 
maintained by regular reviews and 
updates to ensure their continuing 
effectiveness.

7 Business continuity plans define an 
acceptable system outage time, recovery 
time, and the average time between 
failures as disclosed in the CA’s business 
practices (Principle 1, item 44 
[paragraph .64]).

8 The CA’s business continuity plans 
include disaster recovery processes for all 
critical components of a CA system, 
including the hardware, software, and 
keys, in the event of a failure of one or 
more of these components.

9 The CA’s business continuity plans 
address the recovery procedures used if 
computing resources, software, or data 
are corrupted or suspected to be 
corrupted.

10 The CA’s business continuity plans 
include procedures for securing its 
facility during the period of time 
following a natural or other disaster and 
before a secure environment is 
reestablished either at the original site 
or a remote hot site.

11 Back-up copies of essential business 
information and software are regularly 
taken as disclosed in the CA’s business 
practices (Principle 1, item 44 
[paragraph .64]). The security 
requirements of these copies are 
consistent with the controls for the 
information backed up.

12 Fallback equipment and backup media 
are sited at a safe distance to avoid 
damage from disaster at the main site as 
disclosed in the CA’s business practices 
(Principle 1, item 44 [paragraph .64).
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Criteria____________
The CA maintains controls to 
provide reasonable assurance 
of continuity of operations in 
the event of the compromise of 
the CA’s private signing key.

The CA maintains controls to 
provide reasonable assurance 
that potential disruptions to 
subscribers and relying parties 
are minimized as a result of the 
cessation of the CA’s services.

3.10 Monitoring and Compliance
The CA maintains controls to 
provide reasonable assurance 
that the CA complies with legal 
requirements.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard) 
13 The CA’s business continuity plans 

address the compromise or suspected 
compromise of a CA’s private signing key 
as a disaster.

14 In the event of the compromise or 
suspected compromise of a CA’s private 
key, disaster recovery procedures include 
the revocation and reissuance of all 
certificates that were signed with the 
CA’s private key.

15 The recovery procedures used if the CA’s 
private key is compromised and the CA’s 
public key is revoked include the 
following:
a. How a secure environment is 

reestablished
b. How the CA’s old public key is revoked 
c. How the CA’s new public key is 

provided to the users
d. How the subjects are recertified

16 In the event that the CA has to replace 
its CA root private key, procedures are in 
place for the secure and authenticated 
revocation of the following:
a. The old CA root public key
b. The set of all certificates issued by a 

CA based on the compromised private 
key

c. Any subordinate CA private keys and 
corresponding certificates

17 The CA’s business continuity plan for key 
compromise addresses who is notified 
and what actions are taken with system 
software and hardware, symmetric and 
asymmetric keys, previously generated 
signatures, and encrypted data.

18 The CA maintains procedures for the 
termination and notification of affected 
entities, and for transferring relevant 
archived CA records to a custodian as 
disclosed in the CA’s business practices 
(Principle 1, item 40 [paragraph .64]).

Such controls generally include but are 
not limited to the following:
1 All relevant statutory, regulatory, and 

contractual requirements are explicitly 
defined and documented for each 
information system.

2 Appropriate procedures are implemented 
to ensure compliance with legal 
restrictions on the use of material in 
respect of intellectual property rights, 
and on the use of proprietary software 
products as disclosed in the CA’s 
business practices (Principle 1, item 42 
[paragraph .64]).

(continued)
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that compliance with the CA’s 
security policies and 
procedures is ensured.

The CA maintains controls to 
provide reasonable assurance 
that the effectiveness of the 
system audit process is 
maximized and interference to 
and from the system audit 
process is minimized.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
3 Important records of an organization are 

protected from loss, destruction, and 
falsification.

4 Controls are applied to protect personal 
information in accordance with relevant 
legislation.

5 Management authorizes the use of 
information processing facilities and 
controls are applied to prevent the 
misuse of such facilities.

6 Controls are in place to ensure 
compliance with national agreements, 
laws, regulations, or other instruments 
to control the access to or use of 
cryptographic controls.

7 As disclosed in the CA’s business 
practices (Principle 1, item 41 
[paragraph .64]), the CA’s confidentiality 
policies and procedures address the 
following:
a. The kinds of information that must be 

kept confidential by the CA or RA
b. The kinds of information that are not 

considered confidential
c. Who is entitled to be informed of 

reasons for revocation and suspension 
of certificates

d. The policy on release of information to 
law enforcement officials

e. Information that can be revealed as 
part of civil discovery

f. The conditions upon which the CA or 
RA may disclose information upon the 
owner’s request

g. Any other circumstances under which 
confidential information may be 
disclosed

8 Managers are responsible for ensuring 
that security procedures within their 
area of responsibility are carried out 
correctly.

9 The CA’s operations are subject to 
regular review to ensure compliance with 
security policies and standards.

10 CA systems are periodically checked for 
compliance with security implementation 
standards.

11 Audits of operational systems are 
planned and agreed to such as to 
minimize the risk of disruptions to 
business processes.

12 Access to system audit tools is protected 
to prevent possible misuse or compromise.
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Criteria
The CA maintains controls to 
provide reasonable assurance 
that unauthorized CA system 
usage is detected.

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
13 Procedures for monitoring the use of CA 

systems are established and the results 
of the monitoring activities are reviewed 
regularly.

3.11 Event Journaling
The CA maintains controls to 
provide reasonable assurance 
that significant CA 
environmental, key 
management, and certificate 
management events are logged 
accurately and completely.

Such controls generally include but are 
not limited to the following:
1 The CA generates automatic (electronic) 

and manual event journals as 
appropriate.

2 All journal entries include the following 
elements:
a. Date and time of the entry
b. Serial or sequence number of entry 

(for automatic journal entries)
c. Kind of entry
d. Source of entry (for example, 

terminal, port, location, customer)
e. Identity of the entity making the 

journal entry

3 The CA logs the following key life cycle 
management related events:
a. CA (and subscriber, if applicable) key 

generation
b. Installation of manual cryptographic 

keys and its outcome (with the 
identity of the operator)

c. CA (and subscriber, if applicable) key 
backup

d. CA (and subscriber, if applicable) key 
storage

e. CA (and subscriber, if applicable) key 
recovery

f. CA (and subscriber, if applicable) key 
escrow activities (optional)

g. CA key usage
h. CA (and subscriber, if applicable) key 

archival
i. Withdrawal of keying material from 

service
j. CA (and subscriber, if applicable) key 

destruction
k. Identity of the entity authorizing a 

key management operation
l. Identity of the entity handling any 

keying material (such as key 
components or keys stored in portable 
devices or media)

m. Custody of keys and of devices or 
media holding keys

n. Compromise of a private key

(continued)

AICPA Technical Practice Aids §17,200.66



52,268 Suitable Trust Services

Criteria

Illustrative Controls
(Based on the CA Control Procedures 

Detailed in the Draft ANSI X9.79 Standard)
4 The CA logs the following certificate life 

cycle management related events: 
a. Receipt of requests for 

certificate(s)—including initial 
certificate requests, renewal requests, 
and rekey requests

h. Submissions of public keys for 
certification

c. Change of affiliation of an entity
d. Generation of certificates
e. Distribution of the CA’s public key
f. Certificate revocation requests
g. Certificate suspension requests (if 

applicable)
h. Generation and issuance of certificate 

revocation lists
i. Actions taken upon expiration of a 

certificate
5 The CA logs the following cryptographic 

device life cycle management related 
events:
a. Device receipt
b. Entering or removing a device from 

storage
c. Device usage
d. Device deinstallation
e. Designation of a device for service and 

repair
f. Device retirement

6 The CA logs (or requires that the RA log) 
the following certificate application 
information:
a. Kind of identification document(s) 

presented by the applicant
b. Record of unique identification data, 

numbers, or a combination thereof 
(for example, applicant’s driver’s 
license number) of identification 
documents, if applicable

c. Storage location of copies of 
applications and identification 
documents

d. Identity of entity accepting the 
application

e. Method used to validate identification 
documents, if any

f. Name of receiving CA or submitting 
RA, if applicable

7 The CA logs the following 
security-sensitive events:
a. Security-sensitive files or records read 

or written, including the event journal
b. Deletion of security-sensitive data 
c. Security profile changes
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Criteria

The CA maintains controls to 
provide reasonable assurance 
that the confidentiality and 
integrity of current and 
archived event journals are 
maintained.

The CA maintains controls to 
provide reasonable assurance 
that event journals are 
archived completely and 
confidentially in accordance 
with disclosed business 
practices.

The CA maintains controls to 
provide reasonable assurance 
that event journals are 
reviewed periodically by 
authorized personnel.

Illustrative Controls 
(Based on the CA Control Procedures 

Detailed in the Draft ANSIX9.79 Standard)
d. Use of identification and 

authentication mechanisms, both 
successful and unsuccessful 
(including multiple failed 
authentication)

e. System crashes, hardware failures, 
and other anomalies

f. Actions taken by computer operators, 
system administrators, and system 
security officers

g. Change of affiliation of an entity
h. Decisions to bypass encryption or 

authentication processes or procedures
i. Access to the CA system or any 

component thereof
8 Event journals do not record the plain 

text values of any private keys.
9 CA computer system clocks are 

synchronized for accurate recording.
10 Current and archived event journals are 

maintained in a form that prevents 
unauthorized modification or destruction.

11 Current and archived automated event 
journals are protected from modification 
or substitution.

12 The private key used for signing event 
journals is not used for any other 
purpose.

13 The CA archives event journal data on a 
periodic basis as disclosed in the CA’s 
business practices (Principle 1, item 45 
[paragraph .64]).

14 A risk assessment has been performed to 
determine the appropriate length of time 
for retention of archived event journals.

15 The CA maintains archived event 
journals at a secure off-site location for a 
predetermined period.

16 Current and archived event journals may 
only be retrieved by authorized 
individuals for valid business or security 
reasons.

17 Event journals are reviewed periodically 
as disclosed in the CA’s business 
practices (Principle 1, item 45 
[paragraph .64]).

18 The review of current and archived event 
journals includes a validation of the 
event journals’ integrity, and the 
identification and fcillow-up of 
exceptional, unauthorized, or suspicious 
activity.
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.67

Appendix A

Illustrative Examples of Practitioner Reports
A1. This appendix presents three illustrative reports for WebTrust® for 

Certification Authorities engagements, all prepared in accordance with the 
American Institute of Certified Public Accountants’ (AICPA’s) attestation 
standards.

A2. Under the attestation standards, the first paragraph of the practi­
tioner’s report will state that the practitioner has performed an examination 
of management’s assertion about disclosures of its business practices and 
effectiveness of its controls in conformity with the WebTrust Principles and 
Criteria for Certification Authorities. The practitioner may opine (1) on man­
agement’s assertion or (2) directly on the subject matter. Samples of both kinds 
of reports are provided.
Example 1

A3. The following is an example of a practitioner report for use when all 
WebTrust for Certification Authorities criteria are applicable.

Report of Independent Certified Public Accountant

To the Management of ABC Certification Authority, Inc.:
We have examined the assertion by the management of ABC Certification 
Authority, Inc. (ABC-CA) [hot link to management’s assertion} that in providing 
its certification authority (CA) services at [location}, ABC-CA, during the period 
from [Month, day, year} through [Month, day, year]:
• Disclosed its key and certificate life cycle management business and 

information privacy practices [hot link to CA business practices disclosure} 
and provided such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that:
— Subscriber information was properly authenticated (for the registration 

activities performed by ABC-CA); and
— The integrity of keys and certificates it managed was established and 

protected throughout their life cycles
• Maintained effective controls to provide reasonable assurance that:

— Subscriber and relying party information was restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and

— CA systems development, maintenance, and operations were properly 
authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria [hot 
link to WebTrust for Certification Authorities criteria}.

ABC-CA’s management is responsible for its assertion. Our responsibility is to 
express an opinion on management’s assertion based on our examination.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants, and 
accordingly, included (1) obtaining an understanding of ABC-CA’s key and 
certificate life cycle management business and information privacy practices 
and its controls over key and certificate integrity, over the authenticity and 
privacy of subscriber and relying party information, over the continuity of key 
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and certificate life cycle management operations, and over development, main­
tenance, and operation of systems integrity; (2) selectively testing transactions 
executed in accordance with disclosed key and certificate life cycle management 
business and information privacy practices; (3) testing and evaluating the 
operating effectiveness of the controls; and (4) performing such other proce­
dures as we considered necessary in the circumstances. We believe that our 
examination provides a reasonable basis for our opinion.
In our opinion, for the period [Month, day, year] through [Month, day, year], 
ABC-CA management’s assertion, as set forth in the first paragraph, is fairly 
stated, in all material respects, based on the AICPA/CICA WebTrust for 
Certification Authorities criteria.
Because of inherent limitations in controls, errors or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that (1) changes made to the 
system or controls, (2) changes in processing requirements, (3) changes re­
quired because of the passage of time, or (4) degree of compliance with the 
policies or procedures may alter the validity of such conclusions.
The WebTrust seal of assurance for certification authorities on ABC-CA’s Web 
site constitutes a symbolic representation of the contents of this report and it 
is not intended, nor should it be construed, to update this report or provide any 
additional assurance.
The relative effectiveness and significance of specific controls at ABC-CA and 
their effect on assessments of control risk for subscribers and relying parties 
are dependent on their interaction with the controls, and other factors present 
at individual subscriber and relying party locations. We have performed no 
procedures to evaluate the effectiveness of controls at individual subscriber and 
relying party locations.
This report does not include any representation as to the quality of ABC-CA’s 
services beyond those covered by the WebTrust for Certification Authorities 
criteria, nor the suitability of any of ABC-CA’s services for any customer’s 
intended purpose.
[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]

Example 2

A4. The following is an example of a practitioner report for use when 
external registration authorities are used and the certification authority (CA) 
does not support key escrow, certificate renewal, certificate suspension, the use 
of integrated circuit cards, or the provision of subscriber key management 
services.

Report of Independent Certified Public Accountant

To the Management of
ABC Certification Authority, Inc.:
We have examined the assertion by the management of ABC Certification 
Authority, Inc. (ABC-CA) [hot link to management’s assertion] that in providing 
its certification authority (CA) services at [location], ABC-CA, during the period 
from_____ through______ :
• Disclosed its key and certificate life cycle management business and 

information privacy practices [hot link to CA business practices disclosure] 
and provided such services in accordance with its disclosed practices
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• Maintained effective controls to provide reasonable assurance that:

— Subscriber information was properly authenticated (for the registration 
activities performed by ABC-CA); and

— The integrity of keys and certificates it managed was established and 
protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that:

— Subscriber and relying party information was restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and

— CA systems development, maintenance, and operations were properly 
authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria [hot 
link to WebTrust for Certification Authorities criteria].

ABC-CA’s management is responsible for its assertion. Our responsibility is to 
express an opinion on management’s assertion based on our examination.

ABC-CA makes use of external registration authorities for specific subscriber 
registration activities as disclosed in ABC-CA’s business practice disclosures. 
Our examination did not extend to the controls of external registration authori­
ties.

Because of inherent limitations in controls, errors or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that (1) changes made to the 
system or controls, (2) changes in processing requirements, (3) changes re­
quired because of the passage of time, or (4) degree of compliance with the 
policies or procedures may alter the validity of such conclusions.

The WebTrust seal of assurance for certification authorities on ABC-CA’s Web 
site constitutes a symbolic representation of the contents of this report and it 
is not intended, nor should it be construed, to update this report or provide any 
additional assurance.

The relative effectiveness and significance of specific controls at ABC-CA and 
their effect on assessments of control risk for subscribers and relying parties 
are dependent on their interaction with the controls, and other factors present 
at external registration authorities and individual subscriber and relying party 
locations. We have performed no procedures to evaluate the effectiveness of 
controls at external registration authorities and individual subscriber and 
relying party locations.

This report does not include any representation as to the quality of ABC-CA’s 
services beyond those covered by the WebTrust for Certification Authorities 
criteria, nor the suitability of any of ABC-CA’s services for any customer’s 
intended purpose.

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]
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Example 3

A5.  The following is an example of a direct report for use when all criteria 
are applicable.

Report of Independent Certified Public Accountant

To the Management of
ABC Certification Authority, Inc.:
We have examined the assertion [hot link to management’s assertion] by the 
management of ABC Certification Authority, Inc. (ABC-CA) regarding the 
disclosure of its key and certificate life cycle management business and infor­
mation privacy practices on its Web site and the effectiveness of its controls 
over key and certificate integrity, over the authenticity and privacy of sub­
scriber and relying party information, over the continuity of key and certificate 
life cycle management operations, and over development, maintenance, and 
operation of systems integrity, based on the AICPA/CICA WebTrust for Certi­
fication Authorities criteria [hot link to WebTrust for Certification Authorities 
criteria], during the period [Month, day, year] through [Month, day, year].

These disclosures and controls are the responsibility of ABC-CA’s management. 
Our responsibility is to express an opinion based on our examination.
Our examination was conducted in accordance with attestation standards 
established by the American Institute of Certified Public Accountants, and 
accordingly, included (1) obtaining an understanding of ABC-CA’s key and 
certificate life cycle management business and information privacy practices 
and its controls over key and certificate integrity, over the authenticity and 
privacy of subscriber and relying party information, over the continuity of key 
and certificate life cycle management operations, and over development, main­
tenance, and operation of systems integrity; (2) selectively testing transactions 
executed in accordance with disclosed key and certificate life cycle management 
business and information privacy practices; (3) testing and evaluating the 
operating effectiveness of the controls; and (4) performing such other proce­
dures as we considered necessary in the circumstances. We believe that our 
examination provides a reasonable basis for our opinion.
In our opinion, during the period from [Month, day, year] through [Month, day, 
year], ABC-CA, in all material respects:
• Disclosed its key and certificate life cycle management business and 

information privacy practices and provided such services in accordance 
with its disclosed practices

• Maintained effective controls to provide reasonable assurance that sub­
scriber information was properly authenticated (for the registration activi­
ties performed by ABC-CA) and the integrity of keys and certificates it 
managed was established and protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that sub­
scriber and relying party information was restricted to authorized individu­
als and protected from uses not specified in the CA’s business practices 
disclosure; the continuity of key and certificate life cycle management 
operations was maintained; and CA systems development, maintenance 
and operations were properly authorized and performed to maintain CA 
systems integrity based on the AICPA/CICA WebTrust for Certification 
Authorities criteria [hot link to WebTrust for Certification Authorities 
criteria].

Because of inherent limitations in controls, errors or fraud may occur and not 
be detected. Furthermore, the projection of any conclusions, based on our 
findings, to future periods is subject to the risk that (1) changes made to the 
system or controls, (2) changes in processing requirements, (3) changes required 

AICPA Technical Practice Aids §17,200.67



52,274 Suitable Trust Services

because of the passage of time, or (4) degree of compliance with the policies or 
procedures may alter the validity of such conclusions.

The WebTrust seal of assurance for Certification Authorities on ABC-CA’s Web 
site constitutes a symbolic representation of the contents of this report and it 
is not intended, nor should it be construed, to update this report or provide any 
additional assurance.

The relative effectiveness and significance of specific controls at ABC-CA and 
their effect on assessments of control risk for subscribers and relying parties 
are dependent on their interaction with the controls, and other factors present 
at individual subscriber and relying party locations. We have performed no 
procedures to evaluate the effectiveness of controls at individual subscriber and 
relying party locations.

This report does not include any representation as to the quality of ABC-CA’s 
services beyond those covered by the WebTrust for Certification Authorities 
criteria, nor the suitability of any of ABC-CA’s services for any customer’s 
intended purpose.

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]
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Appendix B

Illustrative Examples of Managements Assertion

Example 1

B1. The following is an example of management’s assertion for use when 
all criteria are applicable.

Assertion of Management as to its Disclosure of its Business Practices and 
its Controls Over its Certification Authority Operations during the period 

from [Month, day, year] through [Month, day, year]

[Date]

ABC Certification Authority, Inc. operates as a certification authority (CA) 
known as ABC-CA. ABC-CA, as a root CA [or as a subordinate CA of DEF 
Certification Authority, Inc.], provides the following CA services:
• Subscriber key management services
• Subscriber registration
• Certificate renewal
• Certificate rekey
• Certificate issuance
• Certificate distribution (using an online repository)
• Certificate revocation
• Certificate suspension
• Certificate status information processing (using an online repository)
• Integrated circuit card life cycle management

Management of ABC-CA is responsible for establishing and maintaining effec­
tive controls over its CA operations, including CA business practices disclosure 
[hot link to CA business practices disclosure], service integrity (including key 
and certificate life cycle management controls), and CA environmental controls.
These controls contain monitoring mechanisms, and actions are taken to correct 
deficiencies identified.

There are inherent limitations in any controls, including the possibility of 
human error and the circumvention or overriding of controls. Accordingly, even 
effective controls can provide only reasonable assurance with respect to ABC- 
CA’s CA operations. Furthermore, because of changes in conditions, the effec­
tiveness of controls may vary over time.

Management has assessed the controls over its CA operations. Based on that 
assessment, in ABC Certification Authority, Inc. (ABC-CA) management’s 
opinion, in providing its CA services at [location], ABC-CA, during the period 
from [Month, day, year] through [Month, day, year]:
• Disclosed its key and certificate life cycle management business and 

information privacy practices and provided Such services in accordance 
with its disclosed practices

• Maintained effective controls to provide reasonable assurance that:

— Subscriber information was properly authenticated (for the registration 
activities performed by ABC-CA); and

— The integrity of keys and certificates it managed was established and 
protected throughout their life cycles
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• Maintained effective controls to provide reasonable assurance that:

— Subscriber and relying party information was restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and

— CA systems development, maintenance, and operations were properly 
authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria [hot 
link to WebTrust for Certification Authorities criteria}, including the 
following:

CA Business Practices Disclosure

Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Escrow
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management 
CA-Provided Subscriber Key Management Services

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Suspension
Certificate Status Information Processing
Integrated Circuit Card Life Cycle Management

CA Environmental Controls

Certification Practice Statement and Certificate Policy Management 
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compfiance
Event Journaling 

[Name] 
[Title]
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Example 2

B2. The following is an example of management’s assertion for use when 
external registration authorities are used and the certification authority (CA) 
does not support key escrow, certificate renewal, certificate suspension, the use 
of integrated circuit cards, or the provision of subscriber key management 
services.

Assertion of Management as to its Disclosure of its Business Practices and 
its Controls Over its Certification Authority Operations during the period 

from [Month, day, year] through [Month, day, year]

[Date]

ABC Certification Authority, Inc. operates as a certification authority (CA) 
known as ABC-CA. ABC-CA, as a root CA [or as a subordinate CA of DEF 
Certification Authority, Inc.], provides the following CA services:
• Certificate rekey
• Certificate issuance
• Certificate distribution (using an online repository)
• Certificate revocation
• Certificate status information processing (using an online repository)

ABC-CA makes use of external registration authorities for specific subscriber 
registration activities as disclosed in ABC-CA’s business practice disclosures.

Management of ABC-CA is responsible for establishing and maintaining effec­
tive controls over its CA operations, including CA business practices disclosure 
[hot link to CA business practices disclosure], service integrity (including key 
and certificate life cycle management controls), and CA environmental controls. 
These controls contain monitoring mechanisms, and actions are taken to correct 
deficiencies identified.

There are inherent limitations in any controls, including the possibility of 
human error and the circumvention or overriding of controls. Accordingly, even 
effective internal controls can provide only reasonable assurance with respect 
to ABC-CA’s CA operations. Furthermore, because of changes in conditions, the 
effectiveness of controls may vary over time.

Management has assessed the controls over its CA operations. Based on that 
assessment, in ABC Certification Authority, Inc. (ABC-CA) management’s 
opinion, in providing its CA services at [location], ABC-CA, during the period 
from [Month, day, year] through [Month, day, year]:
• Disclosed its key and certificate life cycle management business and 

information privacy practices and provided such services in accordance 
with its disclosed practices

• Maintained effective controls to provide reasonable assurance that:

— Subscriber information was properly authenticated (for the registration 
activities performed by ABC-CA); and

— The integrity of keys and certificates it managed was established and 
protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that:

— Subscriber and relying party information was restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and
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— CA systems development, maintenance, and operations were properly 

authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria [hot 
link to WebTrust for Certification Authorities criteria], including the 
following:

CA Business Practices Disclosure
Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Rekey
Certificate issuance
Certificate Distribution
Certificate Revocation
Certificate Status Information Processing

CA Environmental Controls
Certification Practice Statement and Certificate Policy Management 
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling

[Name]
[Title]
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Appendix C

Illustrative Examples of Management's Representation

Example 1 

C1. The following is an example of a management representation for use 
when all criteria are applicable.

[Date]

[Name of CPA firm]
[Address]

Dear Members of the Firm:
Management confirms its understanding that your examination of our asser­
tion related to ABC Certification Authority, Inc.’s (ABC-CA) business practices 
disclosure and controls over its certification authority (CA) operations during 
the period from [Month, day, year] through [Month, day, year] was made for the 
purpose of expressing an opinion as to whether our assertion is fairly presented, 
in all material respects, and that your opinion is based on criteria for effective 
controls as stated in our assertion document. We are responsible for our 
assertion. In connection with your examination, management:
a. Acknowledges its responsibility for establishing and maintaining effective 

controls over its CA operations at [location], including CA business prac­
tices disclosure, service integrity (including key and certificate life cycle 
management controls), and CA environmental control's.

b. Has performed an assessment and believes that ABC-CA’s CA business 
practices disclosure, service integrity (including key and certificate life 
cycle management controls), and CA environmental controls met the mini­
mum requirement of the criteria described in our assertion document 
during the period from [Month, day, year] through [Month, day, year].

c. Believes the stated criteria against which our assertion has been assessed 
are reasonable and appropriate.

d. Has disclosed to you that there are no significant deficiencies in the design 
or operation of the controls which could adversely affect the Cpmpany’s 
ability to comply with the control criteria related to ABC-CA’s CA business 
practices disclosure, service integrity (including key and certificate life 
cycle management controls), and CA environmental controls, consistent 
with the assertions of management.

e. Has made available to you all significant information and records related 
to our assertion.

f. Has responded fully to all inquiries made to us by you during your 
examination.

g. Has disclosed to you any changes occurring or planned to occur subsequent 
to, in controls or other factors that might significantly affect the 
controls, including any corrective actions taken by management with 
regard to significant deficiencies.

In management’s opinion, ABC-CA, in providing its CA services at [location] 
during the period from [Month, day, year] through [Month, day, year]'.
• Disclosed its key and certificate life cycle management business and 

information privacy practices and provided such services in accordance 
with its disclosed practices
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• Maintained effective controls to provide reasonable assurance that:

— Subscriber information was properly authenticated (for the registration 
activities performed by ABC-CA); and

— The integrity of keys and certificates it managed was established and 
protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that:
— Subscriber and relying party information was restricted to authorized 

individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and

— CA systems development, maintenance, and operations were properly 
authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria, in­
cluding the following:

CA Business Practices Disclosure
Service Integrity

Kev Life Cycle Management Controls
CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Escrow
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management 
CA-Provided Subscriber Key Management Services
Certificate Life Cycle Management Controls
Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Suspension
Certificate Status Information Processing
Integrated Circuit Card Life Cycle Management

CA Environmental Controls
Certification Practice Statement and Certificate Policy Management
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling

Very truly yours,
[Name]
[Title]
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Example 2

C2. The following is an example of a management representation for use 
when external registration authorities are used and the certification authority 
(CA) does not support key escrow, certificate renewal, certificate suspension, 
the use of integrated circuit cards, or the provision of subscriber key manage­
ment services.

[Date]

[Name of CPA]
[Address]

Dear Members of the Firm:

Management confirms its understanding that your examination of our asser­
tion related to ABC Certification Authority, Inc.’s (ABC-CA) business practices 
disclosure and controls over its certification authority (CA) operations during 
the period from [Month, day, year] through [Month, day, year] was made for the 
purpose of expressing an opinion as to whether our assertion is fairly presented, 
in all material respects, and that your opinion is based on criteria for effective 
controls as stated in our assertion document. ABC-CA makes use of external 
registration authorities for specific subscriber registration activities, as dis­
closed in ABC-CA’s business practice disclosures. We are responsible for our 
assertion. In connection with your examination, management:

a. Acknowledges its responsibility for establishing and maintaining effective 
controls over its CA operations, including CA business practices disclosure, 
service integrity (including key and certificate life cycle management 
controls), and CA environmental controls.

b. Has performed an assessment and believes that ABC-CA’s CA business 
practices disclosure, service integrity (including key and certificate life 
cycle management controls), and CA environmental controls, met the 
minimum requirement of the criteria described in our assertion document 
during the period from [Month, day, year] through [Month, day, year].

c. Believes the stated criteria against which our assertion has been assessed 
are reasonable and appropriate.

d. Has disclosed to you that there are no significant deficiencies in the design 
or operation of the controls which could adversely affect the Company’s 
ability to comply with the control criteria related to ABC-CA’s CA business 
practices disclosure, service integrity (including key and certificate life 
cycle management controls), and CA environmental controls, consistent 
with the assertions of management.

e. Has made available to you all significant information and records related 
to our assertion.

f. Has responded fully to all inquiries made to us by you during your 
examination.

g. Has disclosed to you any changes occurring or planned to occur subsequent 
to [Month, day, year], in controls or other factors that might significantly 
affect the controls, including any corrective actions taken by management 
with regard to significant deficiencies.

In management’s opinion, ABC-CA, in providing its CA services at [location], 
ABC-CA, during the period from [Month, day, year] through [Month, day, year]:
• Disclosed its key and certificate life cycle management business and 

information privacy practices and provided such services in accordance 
with its disclosed practices
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• Maintained effective controls to provide reasonable assurance that:

— Subscriber information was properly authenticated (for the registration 
activities performed by ABC-CA); and

— The integrity of keys and certificates it managed was established and 
protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that:

— Subscriber and relying party information was restricted to authorized 
individuals and protected from uses not specified in the CA’s business 
practices disclosure;

— The continuity of key and certificate life cycle management operations 
was maintained; and

— CA systems development, maintenance, and operations were properly 
authorized and performed to maintain CA systems integrity based on 
the AICPA/CICA WebTrust for Certification Authorities criteria, in­
cluding the following:

CA Business Practices Disclosure

Service Integrity
Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Status Information Processing

CA Environmental Controls
Certification Practice Statement and Certificate Policy Management 
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling

Very truly yours,

[Name] 
[Title]
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Appendix D

Comparison of WebTrust for Certification Authorities
Criteria and ANSI X9.79

Draft*

(continued)

WebTrust for Certification 
Authorities Criteria

ANSI X9.79 (Draft) PKI Practices 
and Policy Framework Standard’s 

Certification Authority Control 
Objectives (CACO)

§1 CA Business Practices 
Disclosure

§7, §A, 
& §B

General Requirements—CP 
and Certification Practice 
Statements; PKI Practices 
and Policy Elements; and 
Certification Authority 
Control Objectives

§2 Service Integrity §B.2
&B.3

Key and Certificate Life 
Cycle Management Controls

§2.1 Key Life Cycle Management 
Controls

§B.2 Key Life Cycle Management 
Controls

§2.1.1 CA Key Generation §B.2.1 CA Key Generation
§2.1.2 CA Key Storage, Backup, and 

Recovery
§B.2.2 CA Key Storage, Backup and 

Recovery
§2.1.3 CA Public Key Distribution §B.2.3 CA Public Key Distribution
§2.1.4 CA Key Escrow §B.2.4 CA Key Escrow
§2.1.5 CA Key Usage §B.2.5 CA Key Usage
§2.1.6 CA Key Destruction , §B.2.6 CA Key Destruction
§2.1.7 CA Key Archival §B.2.7 CA Key Archival
§2.1.8 CA Cryptographic Hardware Life 

Cycle Management
§B.2.8 CA Cryptographic Hardware Life 

Cycle Management
§2.1.9 CA-Provided Subscriber Key 

Management Services
§B.2.9 CA-Provided Subscriber Key 

Management Services
§2.2 Certificate Life Cycle 

Management Controls
§B.3 Certificate Life Cycle 

Management Controls
§2.2.1 Subscriber Registration §B.3.1 Subscriber Registration
§2.2.2 Certificate Renewal §B.3.2 Certificate Renewal
§2.2.3 Certificate Rekey §B.3.3 Certificate Rekey
§2.2.4 Certificate Issuance §B.3.4 Certificate Issuance
§2.2.5 Certificate Distribution §B.3.5 Certificate Distribution
§2.2.6 Certificate Revocation §B.3.6 Certificate Revocation

The American National Standards Institute (ANSI) X9F5 Digital signature and Certificate 
Policy working group is developing the X9.79 PKI Practices and Policy Framework (X9.79) standard 
for the financial services community. This standard includes detailed Certification Authority Control 
Objectives against which certification authorities may be evaluated. An International Organization 
for Standardization (ISO) working group has been formed to standardize X9.79 based on 
international requirements in a new international standard.
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WebTrust for Certification 
Authorities Criteria

§2.2.7 Certificate Suspension

§2.2.8 Certificate Status Information
Processing

§2.2.9 Integrated Circuit Card (ICC) 
Life Cycle Management

§3 CA Environmental Controls
§3.1 Certification Practice Statement 

and Certificate Policy 
Management

§3.2 Security Management

§3.3 Asset Classification and 
Management

§3.4 Personnel Security

§3.5 Physical and Environmental
Security

§3.6 Operations Management

§3.7 System Access Management

§3.8 Systems Development and 
Maintenance

§3.9 Business Continuity
Management

§3.10 Monitoring and Compliance

§3.11 Event Journaling

ANSI X9.79 (Draft) PKI Practices 
and Policy Framework Standard's 

Certification Authority Control 
Objectives (CACO)

§B.3.7 Certificate Suspension

§B.3.8 Certificate Status Information 
Processing

§B.3.9 Integrated Circuit Card (ICC) 
Life Cycle Management

§B.1 CA Environmental Controls
§B.1.1 Certification Practice Statement 

and Certificate Policy 
Management

§B.1.2 Security Management

§B.1.3  Asset Classification and 
Management

§B.1.4 Personnel Security
§B.1.5 Physical and Environmental 

Security

§B.1.6 Operations Management

§B.1.7  System Access Management

§B.1.8 Systems Development and 
Maintenance

§B.1.9 Business Continuity 
Management

§B. 1.10 Monitoring and Compliance

§B.1.11 Event Journaling
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Appendix E

Comparison of CICA Section 5900, AICPA SAS No.
70, and AICPA/CICA WebTrust for Certification 
Authorities Reviews and Reports Covering the Business 
Activities of Certification Authority Organizations
This document analyzes the form and content of reviews and reports performed 
under the indicated regulations indicating appropriate similarities and differ­
ences. For third-party reporting with respect to certification authorities (CAs), 
the most appropriate and relevant approach is to use the AICPA/CICA Certi­
fication Authority Trust approach wherever possible since it has been devel­
oped specifically around the reportable business activities of an organization 
acting as a CA.

[See table on following page.]
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Appendix F

Practitioner Policies and Guidance for Webtrust for 
Certification Authority Engagements
This appendix includes practitioner policies which set forth practices that 
practitioners must follow when conducting a WebTrust engagement. These 
policies are in italic typeface. This section also includes additional practitioner 
guidance on implementing these policies. This guidance is in normal typeface.

Client/Engagement Acceptance
The practitioner should not accept an engagement where the awarding of a 
WebTrust seal would be misleading.
The WebTrust seal implies that the entity is a reputable site that has 
reasonable disclosures and controls in a broad range of areas. Accordingly, 
the practitioner would avoid accepting a WebTrust engagement when the 
entity’s disclosures outside the scope of the engagement are known by the 
practitioner to be misleading, when there are known major problems with 
controls not directly affecting the scope of the engagement, or when the 
entity is a known violator of laws or regulations.
Procedures to provide WebTrust services resulting in the awarding of a 
WebTrust seal should be performed at a high level of assurance (i.e., audit 
or examination level).
Although a practitioner can provide a variety of services related to Web­
Trust, such as a preliminary review of a certification authority (CA) to 
identify potential areas of nonconformity with the WebTrust for Certifica­
tion Authorities criteria, any engagement leading to a WebTrust Seal 
would need to include procedures to provide a high level of assurance (that 
is, audit or examination level) as a basis for an unqualified opinion.

Initial Period of Coverage
The period of coverage for an initial WebTrust for Certification Authorities 
engagement should be at least two months or more as determined by the 
practitioner.
In determining the initial period of coverage, the practitioner would con­
sider what length of period would be required to obtain sufficient compe­
tent evidential matter as a basis for his or her opinion. For example, for 
established CAs and CA functions, two months may be quite sufficient, 
while for new CAs and CA functions, the practitioner may believe that a 
longer initial period would be more appropriate.

Frequency of Updates
The interval between updates for the WebTrust for Certification Authorities 
seal should not exceed 12 months and this interval often may be consider­
ably shorter.
In determining the interval between updates, the practitioner would 
consider:
• The nature and complexity of the CA’s operations.
• The frequency of significant changes to the CA’s operations.
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• The relative effectiveness of the entity’s monitoring and change man­
agement controls for ensuring continued conformity with the applica­
ble WebTrust for Certification Authorities criteria as such changes are 
made.

• The practitioner’s professional judgment.
For example, in the situation of a start-up CA or CA function, it may be 
more appropriate that the initial examination period be established at 3 
months, with the next review being performed 6 months after the Web­
Trust seal for Certification Authorities is awarded, thereafter moving to a 
12-month review cycle. In order to provide continuous coverage and retain 
the seal, the period covered for update reports should either begin with the 
end of the prior period or the start of the period in the initial report.
If the entity notifies the practitioner of a significant change potentially 
affecting conformance with the applicable WebTrust for Certification 
Authorities criteria included in the scope of the engagement during the 
period between updates, the practitioner should determine whether:

a. An update examination would need to be performed,
b. The seal would need to be removed until an update examination is 

completed and an updated auditor's report is issued, or
c. No action is required at that time because of the nature of the change 

and/or the effectiveness of the entity’s monitoring and change man­
agement controls.

Management Assertions
Management should provide an appropriate written assertion on its Web 
site.
Management’s assertion would ordinarily identify the specific CA covered, 
the period covered (which ordinarily would be the Same as that covered by 
the practitioner’s report), and include a statement along the following 
lines, for example for the CA model:

Management has assessed the controls over its CA operations. Based 
on that assessment, in ABC Certification Authority, Inc. (ABC-CA) 
management’s opinion, in providing its certification authority (CA) 
services at [location], ABC-CA, during the period from [Month, day, 
year] through [Month, day, year]:

• Disclosed its key and certificate life cycle management business
and information privacy practices and provided such services in 
accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance 
that:
— Subscriber information was properly authenticated (for 

the registration activities performed by ABC-CA); and
— The integrity of keys and certificates it managed was 

established and protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance 
that:
— Subscriber and relying party information was restricted to

authorized individuals and protected from uses not speci­
fied in the CA’s business practices disclosure;
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— The continuity of key and certificate life cycle management
operations was maintained; and

— CA systems development, maintenance, and operations 
were properly authorized and performed to maintain CA 
systems integrity based on the AICPA/CICA WebTrust for 
Certification Authorities criteria

Example management assertions are provided in Appendix B [paragraph 
.68].

Changes in Client Policies and Disclosures
Changes in an entity’s disclosed policies need to be disclosed on its Web 
site. If the client appropriately discloses such changes, no mention of such 
change needs to be made in the practitioner’s report.

Sufficient Criteria for Unqualified Opinion
In order to obtain an unqualified opinion, the entity should meet, in all 
material respects, all of the applicable WebTrust for Certification Authori­
ties Criteria included in the scope of the engagement during the period 
covered by the report and each update period.

Subsequent Events
The practitioner should consider the effect of subsequent events up to the 
date of the practitioner's report. When the practitioner becomes aware of 
events that materially affect the subject matter, and the practitioner's 
conclusion, the practitioner should consider whether the disclosed practices 
reflect those events properly or whether those events are addressed properly 
in the practitioner’s report.

Representation Letter
Prior to conclusion of the engagement and before the practitioner issues a 
report, the client will be required to provide to the practitioner a repre­
sentation letter.
Example representation letters are provided in Appendix C [paragraph 
.69].
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AICPA RESOURCE: Accounting & Auditing Literature

AICPA's unique online research tool combines the power and speed of the Web 
with comprehensive accounting and auditing standards. AICPA RESOURCE 
includes AICPA's and FASB's literature libraries—and includes:

• AICPA Professional Standards
• AICPA Technical Practice Aids
• AICPA's Accounting Trends & Techniques
• AICPA Audit and Accounting Guides
• AICPA Audit Risk Alerts
• FASB Original Pronouncements
• FASB Current Text
• EITF Abstracts
• FASB Implementation Guides
• FASB’s Comprehensive Topical Index

Search for pertinent information from both databases by keyword and get the 
results ranked by relevancy. Print out important AICPA RESOURCE segments 
and integrate the literature into your engagements and financial statements. 
Available from anywhere you have Internet access, this comprehensive reference 
library is packed with the A & A guidance you need—and use—the most. Both 
libraries are updated with the latest standards and conforming changes.

AICPA+FASB reference libraries, one-year individual online subscription 
No. ORF-XX
AICPA Member $890.00
Nonmember $1,112.50

AICPA reference library, one-year individual online subscription
No. ORS-XX
AICPA Member $395.00
Nonmember $493.75

AICPA RESOURCE also offers over 50 additional subscription options—log onto 
www.cpa2biz.com/AICPAresource for details.

For more information or to order, log onto 
www.cpa2biz.com/AICPAresource, 

or call 888-777-7077
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