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Preface
About This Publication

The purpose of this AICPA audit publication is to help auditors fulfill their responsibilities for
assessing risk in a financial statement audit that is performed in accordance with the Inter-
national Standards on Auditing (ISAs) as established by the International Auditing and
Assurance Standards Board (IAASB). ISAs established by the IAASB are applicable to all audits
of financial statements.

Auditing guidance included in this publication is recognized as an interpretive publication as
defined in ISA 200, Overall Objectives of the Independent Auditor and the Conduct of an Audit
in Accordance with International Standards on Auditing. Interpretive publications are recom-
mendations on the application of the ISAs in specific circumstances, including engagements for
entities in specialized industries.

Although interpretive publications are not auditing standards, ISA 200 requires the auditor to
consider applicable interpretive publications in planning and performing the audit because
interpretive publications are relevant to the proper application of ISAs in specific circumstances.
If the auditor does not apply the auditing guidance in an applicable interpretive publication, the
auditor should document how the requirements of the ISAs were complied with in the circum-
stances addressed by such auditing guidance.

Status of Other Material Included in This Publication

This publication includes numerous illustrative examples, interpretative flowcharts, observa-
tions, and suggestions. These materials have no authoritative status; however, they may help the
auditor understand and apply the ISAs. These materials have been reviewed by the AICPA Audit
and Attest Standards staff and are presumed to be appropriate for the performance of an audit
in accordance with the standards established by the TAASB.

Recognition

The AICPA gratefully acknowledges Hiram Hasty, Senior Technical Manager, Audit and Attest
Standards, who reviewed and contributed to this edition of the publication.

AICPA Staff

Anjali Patel
Technical Manager
Accounting and Auditing Publications

Guidance Considered in This Edition

Authoritative guidance issued through September 1, 2013, has been considered in the develop-
ment of this inaugural edition of the publication.

References to Professional Standards

When listing auditor requirements in accordance with the ISAs, the term shall used within the
ISAs has been replaced with the term should, in accordance with the AICPA’s professional
requirements.

AICPA.org Website

The AICPA encourages you to visit its website at www.aicpa.org and the Financial Reporting
Center at www.aicpa.org/FRC. The Financial Reporting Center was created to support members
in the execution of high-quality financial reporting. Whether you are a financial statement
preparer or a member in public practice, this center provides exclusive member-only resources
for the entire financial reporting process, and provides timely and relevant news, guidance, and
examples supporting the financial reporting process, including accounting, preparing financial



v
statements, and performing compilation, review, audit, attest, or assurance and advisory en-

gagements. Certain content on the AICPA’s websites referenced in this publication may be
restricted to AICPA members only.
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Overview of Applying the Audit Risk Standards
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4 Assessing and Responding to Audit Risk: International Auditing Standards

This illustration describes a high-level approach to the process that you follow to apply the audit
risk standards to your audits by (1) assessing the risks of material misstatement, (2) using this
risk assessment to plan and perform further audit procedures, and (3) evaluating the results of
your procedures and reaching conclusions about the financial statements.

An Iterative Process

Although the flowchart may indicate to some a linear audit process, an audit is, in fact, an iterative
process in which you may repeat as the audit progresses the steps described in the flowchart as
a result of new information obtained. In the flowchart, the dotted line connecting later steps in the
process to earlier steps illustrates the potential iterative nature of the audit process.

As indicated by the dotted line, the results of further audit procedures provide you with
information that you use to confirm or modify your original risk assessment, which in turn, may
lead to additional audit procedures or to a conclusion.

Perform Risk Assessment Procedures to Gain an Understanding of the Entity

The first step in the process is to perform risk assessment procedures (for example, inquiry,
observation, or inspection of documents) to gather information and gain an understanding of your
client and its environment, including its internal control.

Gain an Understanding of the Entity and Its Environment, Including Internal Control

You are required to gain an understanding of the entity and its environment, including internal
control, to identify and assess risks of material misstatement and to design further audit
procedures. As you gather information about your client, you will begin to form an understanding
of its business and the environment in which it operates. An important part of this understanding
is your evaluation of the design of internal control and a determination of whether controls have
been implemented (that is, placed in operation). This knowledge of the client, including the design
of its internal control, may prompt you to seek additional information until you are satisfied with
your level of understanding. Specifically, this knowledge and understanding of the client will
enable you to assess whether there are risks of material misstatement in the financial statements
that you are auditing. These risks should be expressed in terms of what can go wrong in specific
accounts and disclosures and their related assertions.

Materiality

As you gather information and perform risk assessment procedures, you will want to have a
materiality threshold in mind. Your risk assessment is responsive to judgments about financial
statement materiality. Materiality is a critical judgment that affects all steps in the audit process.
Because this judgment is not clearly associated with a specific phase, and is responsive to some
information you will be gathering before assessing the risks of material misstatement, it is not
separately depicted in the illustration.

Assess the Risks of Material Misstatement

After identifying risks you will (1) relate them to what can go wrong in preparing the financial
statements and (2) assess the likelihood and significance of the risk. When making these risk
assessments, consider that

® the risks of material misstatement can be a combination of inherent and control risk. This
publication, consistent with the underlying auditing standards, describes a combined
inherent and control risk assessment. However, you are not required to perform a combined
risk assessment, and you may choose to make separate assessments of inherent and control
risk.

® risks of material misstatement can reside at either the financial statement level or the
assertion level for specific accounts. For example, a risk relating to the regulatory environ-
ment in which your client operates is a pervasive risk that affects many of the financial
statement assertions in many accounts. On the other hand, a risk related to the valuation
of inventory is restricted to that account and assertion and the related determination of cost
of sales. Understanding the differences between the two types of risks is important because
these differences drive your audit response. You will perform different procedures to
understand and respond to financial statement level risks than you will need to understand
and respond to assertion level risks.

® your assessment of risk at the assertion level should be specific to the unique circumstances
of the entity. For example, assessing the risk relating to the existence assertion of an account
to be high generally would not be sufficient to design effective further audit procedures.
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Instead, in this example, your assessment of risk should describe how the existence assertion
could contain a material misstatement, given the specific business processes, information
processing, and controls in use at the particular client. It is common to use standard audit
programs and example audit practice aids to complete your engagement. However, when
using these standard programs and examples, it is important to consider carefully whether
they appropriately reflect the unique circumstances of your client.

® it is important that your risk assessments are supported by sufficient appropriate audit
evidence. It is not appropriate to simply designate a risk to be at a given level without any
support for the risk assessment.

® (o the extent possible, even risks that reside at the financial statement level should be related
to what can go wrong at the assertion level.

Design Further Audit Procedures to Respond to Assessed Risks

Once you have assessed the risks of material misstatement, you will design further audit
procedures in response to these risks. There are two types of further audit procedures: tests of
controls and substantive procedures. Often, you will perform a combination of these two types of
procedures. Of critical importance in performing an effective audit is to develop a clear link
between the identified risks, the assessment of those risks, and the further audit procedures
performed in response to the assessed risks. By relating risks of material misstatement to specific
assertions, you will be able to establish this necessary linkage.

Evaluate Audit Findings and Evidence

At the conclusion of the audit, you are required to evaluate the results of your audit procedures
and reach a conclusion concerning whether the financial statements are free of material mis-
statement. You also should determine whether you have obtained sufficient appropriate audit
evidence to support your audit opinion at a high level of assurance. Finally, you are required to
evaluate identified control deficiencies and determine whether these deficiencies, individually or
in combination, are significant deficiencies.

On every audit you are required to assess the risks that individual financial statement assertions
are materially misstated. This assessment of risk then serves as the basis for the design of further
audit procedures. This chapter provides an overview of this process, beginning with the infor-
mation about the client and its environment that is necessary for you to identify risks, how you
use that information to assess risk at the assertion level, and how that risk assessment helps
you determine further audit procedures.

This chapter provides only a summary of the risk assessment process. Subsequent chapters
provide additional detail, as well as examples and illustrations of how the general guidance
described here might be applied. Please refer to subsequent chapters for those details.

The Purpose of This Audit Publication

1.01 You, as the auditor, are required to perform risk assessment procedures to provide a
basis for the identification and assessment of risks of material misstatement at the financial
statement and assertion levels. (Throughout this publication the auditor is referred to as “you.”)
This risk assessment then serves as the basis for you to design the nature, timing, and extent
of further audit procedures. (ISA 315 par. 5 and ISA 300 par. 9)

1.02 The further audit procedures you design and perform should be appropriate in the
circumstances for the purpose of obtaining sufficient appropriate audit evidence to be able to
draw a reasonable conclusion on which to base your opinion. (ISA 500 par. 1 and 6)

1.03 This publication provides guidance, primarily on performing risk assessment proce-
dures referred to in paragraph 1.01 and obtaining sufficient appropriate audit evidence referred
to in paragraph 1.02. As such, this publication illustrates how to gather information needed to
assess risk, evaluate that information to assess risk at the assertion level, and design and
perform further audit procedures based on that assessed risk, evaluate the results, and reach
conclusions. In addition, guidance on evaluating and communicating findings is also included.

1.03



6 Assessing and Responding to Audit Risk: International Auditing Standards
Observations and Suggestions

The preceding paragraph describes a process in which there is a link between information
gathering, the identification and assessment of risk, and the design and performance of further
audit procedures. Each step in this process serves as the basis for performing the subsequent
step. For example, your determination of what can go wrong at the assertion level helps you
determine the nature, timing, and extent of your substantive procedures.

This linkage between the various stages in the risk assessment process is vital to performing an
effective and efficient audit.

Financial statement assertions allow you to develop this link between the various stages of the
risk assessment process. For example, your substantive procedures and tests of controls are
directed at what could go wrong in specific assertions. For those audit procedures to be clearly
linked to risks of material misstatement, those risks also should be expressed at that same level
of detail: what could go wrong in the financial statement assertions.

Your documentation of the risks and associated procedures should be clear to enable an
experienced auditor with no prior association with the audit to understand the intended linkage.

1.04 Understanding the entity and its environment includes obtaining an understanding of
its internal control. (This publication uses the term client to refer to the entity being audited.)
This understanding of internal control should be sufficient to allow you to evaluate the design
of controls and to determine whether they have been implemented (placed in operation). (Unless
otherwise indicated, this publication uses the term internal control to mean “internal control over
financial reporting [including the relevant controls over safeguarding assets].”)

Overview of the Risk Assessment Process

1.05 This chapter provides a summary of the risk assessment process followed in an audit.
Even though some requirements and guidance are presented in a way that suggests a sequential
process, risk assessment involves a continuous process of gathering, updating, and analyzing
information throughout the audit. Accordingly, you may implement the requirements and
guidance in a different sequence from that presented in this publication or you may revisit steps
when updated information is available.

Observations and Suggestions

Auditing is a nonlinear process, and different auditors may have different judgments about which
steps should be performed first. For example, some auditors may determine that it first is
necessary to obtain an understanding of the client and its environment to develop an appropriate
audit strategy. Other auditors may determine that it first is necessary to determine appropriate
materiality levels, which then serve to guide them through the information gathering process.

Neither approach is inherently more effective or efficient than the other. Within the audit process,
it is common for different steps to interact dynamically with one or more other steps. The
determination of materiality drives audit procedures, which produce results, which in turn
influence materiality levels.

In that sense, it may not matter where you start in the process as long as you continue to revisit
the procedures you performed and confirm the judgments made earlier in your engagement as
you discover new information. For example, a practical point at which to revisit the judgments
made to date and their interactions is when assessing the risks of material misstatement. At that
point, the materiality and risk assessment procedures come together and the assessment of the
risks of material misstatement is an important determinant of the procedures to be applied to
the audit risks.

1.06 The following is an overview of the audit process described in this publication, based
on guidance provided in ISA 315, Identifying and Assessing the Risks of Material Misstatement
through Understanding the Entity and Its Environment:

® Perform risk assessment procedures by gathering information about the entity and its
environment, including internal control. You should gather information about those
aspects of the client and its environment that will allow you to identify and assess risks
of material misstatements of the client’s financial statements. The client’s internal

1.04
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control is an integral part of its operations, and your evaluation of the design of
internal control is an important part of your understanding of the client.

Gain an understanding of the entity and its environment, including its internal control.
You need to develop an understanding of specific aspects of the entity, its environment,
and internal control to identify and assess risk and design and perform further audit
procedures. Based on the information gathered, you should be able to identify what
could go wrong in specific accounts and disclosures and their assertions.

Assess risks of material misstatement. Next, you will use your understanding of the
client and its environment to assess the risks of material misstatement that relate to
specific assertions. To assess risks, you will need to

— identify risks of material misstatement;

— describe the identified risks in terms of what can go wrong in specific assertions;
and

— consider the significance and likelihood of material misstatement for each
identified risk.

Design further audit procedures (an audit response). You should address the risks of
material misstatement at both the financial statement and the assertion level. These
risks are described subsequently:

— Risks of material misstatement at the financial statement level have a more
pervasive effect on the financial statements and affect many accounts and
assertions. In addition to developing assertion-specific responses, these types of
risks may require you to develop an overall, audit-wide response, such as your
choice of audit team members.

— Assertion level risk pertains to specific accounts and assertions and should be
considered when you design and subsequently perform further audit procedures.
These further procedures often encompass a combined approach using both tests
of activity-level controls (this publication uses the term activity-level controls to
refer to the controls that pertain to assertion level risks) and substantive
procedures directed at individual accounts and disclosures and their assertions.
It is important that auditors are mindful that some risks may relate to more than
one assertion.

Perform further audit procedures. Further audit procedures include tests of controls
and substantive procedures. The nature, timing, and extent of these procedures should
be designed in a way that is responsive to your assessed risks. Once designed, you will
perform these procedures to gather sufficient appropriate audit evidence to support
your opinion on the financial statements.

Evaluate audit findings. You will evaluate the results of further audit procedures and
the audit evidence obtained to reach a conclusion about whether the client’s financial
statements are free of material misstatement or whether such a conclusion can be
reached.

Audit documentation is an important part of every audit, and each chapter in this publication
summarizes the documentation requirements that pertain to each phase in the audit.

(ISA 300 par. 9, ISA 315 par. 3, and ISA 500 par. 6)

Information Gathering

Information Needed About the Client and lts Environment to Identify and Assess
Risks of Material Misstatement

1.07 Obtaining an understanding of your client and its environment, including internal
control, is a continuous, dynamic process of gathering, updating, and analyzing information
throughout the audit. This understanding establishes a framework that allows you to plan the
audit and exercise professional judgment throughout the audit when, for example, you are

® assessing risks of material misstatement of the financial statements;

® determining materiality in accordance with ISA 320, Materiality in Planning and

Performing an Audit;
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® considering the appropriateness of the client’s selection and application of accounting
policies and adequacy of its financial statement disclosures;

® identifying areas where special audit consideration may be necessary (for example,
related party transactions);

developing expectations for performing analytical procedures;

responding to the assessed risks of material misstatement, including designing and
performing further audit procedures to obtain sufficient appropriate audit evidence; and

® evaluating the sufficiency and appropriateness of audit evidence obtained.

1.08 Not all information about a client or its environment is relevant for your audit. In
general, the information you are required to gather about your client is that which allows you
to assess the risk that specific assertions could be materially misstated. ISA 315 defines the
aspects of the client for which you should gather information and obtain an understanding. Table
1-1 summarizes these aspects. Chapter 3, “Planning and Performing Risk Assessment Procedures,”
of this publication provides more detail and examples of the information you should gather.

Table 1-1

Understanding the Client and Its Environment

On every audit you are required to gather (or update) information and obtain an understanding
of the client and its environment including an understanding of the

® relevant industry, regulatory, and other external factors including the applicable financial
reporting framework;

nature of the entity;
entity’s selection and application of accounting policies;

client’s objectives and strategies and those related business risks that may result in risks
of material misstatement; and

® measurement and review of the client’s financial performance.
(ISA 315 par. 11)

Relevant industry factors may include the market and competition, supplier and customer
relationships, energy supply and cost, and technological developments.

Regulatory factors may include relevant accounting pronouncements, the regulatory framework,
laws, taxation, governmental policies, and environmental requirements that affect the industry
and client.

Other external factors may include general economic conditions, interest rates, inflation, and
availability of financing.

Understanding the nature of the client, may include, among other matters, its operations,
ownership, governance, the types of investments it makes and plans to make, how it is financed,
and how it is structured. Numerous other matters you may consider are included in paragraph
A24 of TSA 315.

The client’s selection and application of accounting policies may encompass the methods used for
significant and unusual transactions, changes in accounting policies, new accounting standards
and their adoption, and the financial reporting competencies of personnel. You should evaluate
whether the client’s accounting policies are appropriate for its business and consistent with the
applicable financial reporting framework and those used in the client’s industry. (ISA 315 par. 12)

The client sets strategies in the context of its industry, regulatory, and other external factors. Those
strategies are the approaches to achieving its objectives. Objectives and strategies are related to
business risks. An understanding of business risks increases the likelihood of identifying risks of
material misstatement because most business risks eventually have financial consequences that
in turn affect the client’s financial statements. You are not responsible to identify or assess all
business risks because not all of them give rise to risks of material misstatement. Paragraph A32
of ISA 315 includes numerous examples of objectives, strategies, and business risks.

The metrics used by management to measure and review financial performance provide you with
information about the aspects of the entity that management considers to be important.

1.08
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Internal Control

1.09 Not all of the client’s internal controls are relevant to your audit. When performing a
financial statement audit, your consideration of internal control is limited to those controls that
are deemed to be “relevant to the audit.” Operational controls, for example, over production and
other business functions, may affect but often are not directly related to financial reporting.
Accordingly, early in the audit process, you will determine which controls are relevant to the
audit. For example, production quality control issues may affect estimates of warranty costs.
Paragraph A61 of ISA 315 lists many factors that you might consider in making a professional
judgment about whether a control, individually or in combination with others, is relevant to the
audit. The factors include materiality, the size of the entity, the diversity and complexity of its
operations, and how a specific control prevents, or detects and corrects, material misstatements.

1.10 There are some controls that are relevant to every audit. These controls relate to

a. elements of the COSO framework components that chapter 2, “Key Concepts Under-
lying the Auditor’s Risk Assessment Process,” of this publication describes. That
framework includes five separate components. On each audit, you should gain an
understanding of certain, specified elements relating to each of the five COSO
components.

b. controls related to “significant risks.” Some significant risks arise on most audits, and
the controls related to these risks are relevant to your audit. Significant risks are
discussed in paragraph 1.30.

c. controls related to circumstances when substantive procedures alone will not provide
sufficient appropriate audit evidence.

d. other controls that you determine to be relevant to your audit.

In addition, when obtaining an understanding of the company and its environment, the design
and implementation of controls over the most significant revenues and significant expenditures
will also generally be relevant. Chapter 3 and chapter 4, “Understanding the Client, Its
Environment, and Its Internal Control,” further describe these categories of relevant controls in
more detail.

Risk Assessment Procedures

1.11 You should perform risk assessment procedures to provide a basis for your identifi-
cation and assessment of risks of material misstatement at the financial statement and assertion
levels. Risk assessment procedures include

a. inquiries of management and others at the client,
b. analytical procedures, and

c. observation and inspection.
(ISA 315 par. 6)

Observations and Suggestions

You should perform risk assessment procedures to support your assessment of the risks of
material misstatement. Your risk assessment procedures provide the audit evidence necessary
to support your risk assessments, which, in turn, drive the nature, timing, and extent of further
audit procedures. Thus, the results of your risk assessment procedures are an integral part of the
audit evidence you obtain to support your opinion on the financial statements. It is not acceptable
to simply deem risk to be “at the maximum” without evidence or support unless such an
assessment is supported by the facts. By defaulting to maximum risk without adequate
understanding of actual controls in place, you are not determining specifically what, exactly, the
risks are, and which assertions they affect. For example, is it likely that all assertions of accounts
payable are equally risky? If that were so, extensive tests of existence and valuation would be
required as well as the common tests of completeness and accuracy, and this is unlikely to result
in an efficient audit. You may also overlook conditions or weaknesses that indicate a fraud risk.

(continued)
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Example or illustrative audit programs may not be sufficient to address all possible engagement
risks.

Further, even at the assertion level, for example, an inventory existence risk could be high, but
it could result from a number of different causes, not all of which may be applicable to your client
(for example, theft, shrinkage, cut-off issues, short deliveries). Without understanding and
documenting what, exactly, is the source of this risk, you are not necessarily able to design the
appropriate nature, timing, and extent of procedures to address the risk. Procedures designed to
address a risk of theft may be different from procedures designed to address a risk of short
deliveries or cut-off, even though both could be described as high risk pertaining to existence of
inventory.

A Mix of Procedures

1.12 You are not required to perform all the risk assessment procedures (for example,
inquiries, analytical procedures, observations, and so on) for each aspect of the client’s internal
control and its environment listed in table 1-1. However, in the course of obtaining the required
understanding about the client, you should perform all the risk assessment procedures.

Procedures to Obtain an Understanding of Internal Control

1.13 Inquiry may allow you to gather information about internal control design, but inquiry
alone is not sufficient to determine whether the control has been implemented (placed in
operation). Thus, when inquiry is used to obtain information about the design of internal control,
you should corroborate the responses to your inquiries by performing at least one other risk
assessment procedure to determine that client personnel are using the control. That additional
procedure may be further observations of the control operating, inspecting documents and
reports, or tracing transactions through the information system relevant to financial reporting.

1.14 Although ISA 500, Audit Evidence, notes that corroboration of evidence obtained
through inquiry is often of particular importance, in the case of inquiries about the control
environment and “tone at the top,” the information available to support management’s responses
to inquiries may be limited. When better audit evidence is not available from any other sources,
corroborative inquiries made of multiple sources may sometimes be a source of evidence available
to determine whether a control has been implemented (that is, placed in operation). When no
more effective procedures can be identified, corroborating inquiries of different knowledgeable
persons can be an effective procedure when the results of the inquiries are consistent with
observed behaviors or past actions. For example, making inquiries of an owner-manager about
the implementation of the company’s code of conduct will not, by itself, allow the auditor to obtain
a sufficient understanding of that aspect of the control environment. However, corroborating the
owner manager’s response with additional inquiries or a survey of other company personnel, and
observing consistent behaviors or other evidence with respect to the results of those inquiries,
may provide the auditor with the requisite level of understanding. As another example, if it is
represented to the auditor that no instances of ethics code violations were reported and evidence
of that is not otherwise observable, corroborating inquiry and the lack of contradictory evidence
or observations may be the only viable alternative evidence. The auditor may consider his or her
experience in dealing with management in this area as well as other areas, and consider whether
any results from applying audit procedures are consistent with or might contradict such evidence
before accepting the inquiries.

Observations and Suggestions

As will be discussed later, although inquiry is often the starting point for understanding controls,
observation, examining documentary evidence, or performing a walkthrough are common audit
procedures that provide evidence that a control is in place and confirm the inquiry.

Other Procedures That Provide Relevant Information About the Client

1.15 Assessing the risks of material misstatement due to fraud. ISA 240, The Auditor’s
Responsibilities Relating to Fraud in an Audit of Financial Statements, directs you to perform
certain audit procedures to assess the risks of material misstatement due to fraud. Some of these
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procedures also may help gather information about the entity and its environment, particularly
its internal control. For this reason, it usually is helpful to

® coordinate the procedures you perform to assess the risks of material misstatement
due to fraud with your other risk assessment procedures, and

® consider the results of your assessment of fraud risk when identifying the risks of
material misstatement.

1.16 Other information. When relevant to the audit, you also should consider other knowl-
edge you have of the client that can help you assess risk. This other information may include
either or both of the following:

® Information obtained from prior audits or from your client acceptance or continuance
process (ISA 315 par. 7)

® Experience gained on other engagements performed by the engagement partner for the
client, for example, the audit of the client’s pension plan

Updating Information From Prior Periods

1.17 Ifyouintend to use information about the client you obtained from previous experience
with the client and from audit procedures performed in previous audits, you should determine
whether changes have occurred since then that may affect the relevance of the information to
the current audit. To make this determination, you may make inquiries and perform other
appropriate audit procedures, such as walk-throughs of relevant systems. (ISA 315 par. 9)

Gaining an Understanding of the Client and Its Environment

1.18 The gathering of information by itself does not provide you with the understanding of
the client that is necessary for you to assess risk. For you to assess the risks of material
misstatement and design further audit procedures, you will want to assimilate and synthesize
the information gathered to determine how it might affect the financial statements. For example:

® Information about the client’s industry may allow you to identify characteristics of the
industry that could give rise to specific misstatements. For example, if your client is
a construction contractor that uses long-term contract accounting, your understanding
of the client should be sufficient to allow you to recognize that the significant estimates
of revenues and costs create risk, and without proper controls, there would be risks of
material misstatement.

® Information about the ownership of your client, how it is structured, and other
elements of its nature assists you to identify related-party transactions that, if not
accounted for properly and adequately disclosed, could lead to a material misstate-
ment.

® Your identification and understanding of the business risks facing your client increase
the chance that you will identify financial reporting risks. For example, your client may
face an imminent risk that a new company has recently entered its market, and that
new entrant could have certain business advantages (for example, economies of scale,
greater brand recognition). The potential risk related to this business risk might be
obsolescence or overproduction of inventory that could only be sold at a discount. Thus,
you might need to understand how the client understands and controls the risk in
order to assess the risks of material misstatement.

® Information about the performance measures used by client management may lead
you to identify differences in internal control or pressures or incentives that could
motivate client personnel to misstate the financial statements.

® Information about the design and implementation of internal control may lead you to
identify a deficiency in control design. Such an improperly designed control may
represent a significant deficiency.

® Appendix B, “Understanding the Entity and Its Environment,” of this publication
suggests factors that may be relevant in understanding the entity and its environment.
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Understanding Internal Control

Observations and Suggestions

The “extent” of your understanding of controls describes the level of knowledge you should obtain
about the controls. There are two basic levels of knowledge:

a. The design of the controls and whether they have been implemented. You should obtain this
level of understanding on all engagements.

b. The operational effectiveness of those controls. You should obtain this level of understand-
ing only when you plan to rely on internal control to modify the nature, timing, and extent
of your substantive procedures or in the circumstance when substantive procedures alone
do not provide sufficient audit evidence.

Level 2, the operational effectiveness of controls, requires a more in-depth testing of internal
control that addresses how well the control performed during the audit period. To determine
operational effectiveness, you first need to understand how the controls are designed and assess
whether they appear to have been implemented (that is, placed in operation). In other words, any
knowledge of operational effectiveness builds upon your evaluation of control design and
implementation.

1.19 At a minimum, your understanding of internal control allows you to do the following:

a. Evaluate control design. Evaluating the design of a control involves determining
whether the control is capable of either

i. effectively preventing material misstatements, or
ii. effectively detecting and correcting material misstatements.

b. Determine whether a control has been implemented. Implementation of a control means
that the control exists and that the entity is using it.

(ISA 315 par. 13)

Procedures Related to Controls at a Service Organization

1.20 When your client uses a service organization to process some of its transactions, you
may need to obtain an understanding of the information system and related controls that reside
at the service organization. To help obtain that understanding, you may wish to obtain a report
on the service organization’s controls, prepared by the service organization’s auditors.

1.21 Just because your client uses a service organization to process some of its transactions
does not, in itself, require you to obtain a service auditor’s report. If certain conditions are met,
such as sufficient company input and output controls on the information processed by the service
organization, you may meet the requirements for understanding internal control without
obtaining a service auditor’s report on controls at a service organization. Paragraphs 3.77—.84 of
this publication provide additional guidance on this matter.

Discussion Among the Audit Team

1.22 The engagement partner and other key members of the audit engagement team should
discuss the susceptibility of the client’s financial statements to material misstatement. The
engagement partner should determine which matters are to be communicated to the engagement
team members not involved in the discussion. (ISA 315 par. 10)

This discussion
® provides an opportunity for more experienced team members to share their insights;
® allows team members to exchange information about the client’s business risk;

® assists team members to gain a better understanding of the potential for material
misstatement resulting from fraud or error in areas assigned to them; and
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® provides a basis upon which the team members communicate and share new infor-
mation obtained throughout the audit that may affect the assessment of risks of
material misstatement or the audit procedures to address those risks.

1.23 This discussion among the audit team could be held at the same time as the discussion
among the team related to fraud, as described by ISA 240. In many cases this discussion may
be held after the auditor obtains the understanding of the entity and its controls. If held earlier,
the brainstorming might need to be repeated or updated.

Assessing the Risks of Material Misstatement

Observations and Suggestions

To assess the risk of “material” misstatement, you will need to determine an appropriate
materiality level. Over the course of your audit, as you perform audit procedures and evaluate
the results, you may revise your determination of materiality. If your judgments of materiality
do change, you also may want to reevaluate your assessment of the risks of material misstate-
ment. For example, if your audit procedures result in you lowering your materiality level for a
particular assertion, certain conditions that you previously did not consider to result in a risk
of a material misstatement could be reassessed as risks of material misstatement.

1.24 The risk of material misstatement of the financial statements prior to the audit consists
of the following two components:

® [nherent risk is the susceptibility of an assertion about a class of transaction, account
balance, or disclosure to a misstatement that could be material, either individually or
when aggregated with other misstatements, before consideration of any related
controls (that is, assuming that there are no related controls). For example, the
inherent risk of uncollectible accounts receivable might be high but such risk might
be mitigated with effective controls over the granting of credit and the collection of
outstanding accounts receivable.

® Control risk is the risk that a misstatement that could occur in an assertion about a
class of transaction, account balance, or disclosure and that could be material, either
individually or when aggregated with other misstatements, will not be prevented or
detected and corrected on a timely basis by the entity’s internal control.

(ISA 200 par. 13)

1.25 Inherent risk and control risk are the client’s risks; that is, they exist independently
of your audit. Thus, your risk assessment procedures help you better assess these client risks,
but they do not alter the client’s existing inherent or control risks. This publication refers to the
risk of material misstatement as your combined assessment of inherent risk and control risk;
however, you may make separate assessments of inherent risk and control risk.

Observations and Suggestions — Assessing Versus Testing Controls

There is a difference between assessing and testing controls. For example, say that you have
assessed the controls as effective based on your review of their design and an observation that
they have been implemented (that is, placed in operation). Based solely on that assessment, you
would not necessarily have an adequate basis for considering control risk is low (or even
moderate) as part of your audit strategy, as you would need further evidence of the effective
operation of the controls through sufficient tests of controls to reach that conclusion.

Observations and Suggestions — The Audit Risk Model

Chapter 2 of this publication provides a model of audit risk (AR) in which:
AR = RMM x DR

where RMM is the risk of material misstatement and DR is detection risk.

(continued)
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The risk of material misstatement is described as “the client’s risk,” which means that it is
independent of your audit. You can control detection risk by changing the nature, timing, and
extent of your substantive procedures. For example, to decrease the planned level of detection
risk, you could perform more extensive and detailed analytical procedures and detailed sub-
stantive procedures, such as increasing sample sizes.

You cannot control the risk of material misstatement as you can detection risk. The risk of
material misstatement exists separately from your audit procedures. However, to properly
control detection risk, you are required to assess the risk of material misstatement. The risk
assessment process described in this publication is designed to allow you to gather information
and assess the risk of material misstatement so you can design further audit procedures.

The Risk Assessment Process

1.26 You use your understanding of the client and its environment—which includes your
evaluation of the design and implementation of internal control—to identify and assess the risks
of material misstatement at the financial statement level and the assertion level for classes of
transactions, account balances, and disclosures. (ISA 315 par. 25) To make this assessment, you
should

a. identify risk throughout the process of obtaining an understanding of the entity and
its environment, including relevant controls that relate to the risks, by considering the
classes of transactions, account balances, and disclosures in the financial statements;

b. assess the identified risks and evaluate whether they relate more pervasively to the
financial statements as a whole and potentially to many assertions;

c. relate the identified risks to what could go wrong at the assertion level, considering
relevant controls that you intend to test; and

d. consider the likelihood of misstatement and whether the potential misstatement is of
a magnitude that could result in a material misstatement.

(ISA 315 par. 26)

Financial Statement Level and the Assertion Level Risks

1.27 You should identify and assess the risks of material misstatement at both the financial
statement level and the assertion level for classes of transactions, account balances, and
disclosures.

a. Financial statement level risk and controls. Some risks of material misstatement relate
pervasively to the financial statements as a whole and potentially affect many relevant
accounts and assertions. The risk at the financial statement level may be identifiable
with specific assertions at the class of transaction, account balance or disclosure level.
In this publication, we use the term entity-level controls to describe those controls that
pertain to financial statement level risk.

b. Assertion level risk and controls. Other risks of material misstatement relate to specific
classes of transactions, account balances, and disclosures at the assertion level, for
example, the valuation of a long-term unconditional promise to give in a not-for-profit
organization. Your assessment of risk at the assertion level provides a basis for
considering the appropriate audit approach for designing and performing further audit
procedures, which include substantive procedures and may also include tests of
controls. This publication uses the term activity-level controls to refer to the controls
that pertain to assertion level risk.

Observations and Suggestions

You express an audit opinion on the financial statements as a whole, and the audit risk model
describes audit risk for the overall financial statements (and for assertions). However, in
executing the audit, you apply the audit risk model and assess risk at a more granular level,
namely the assertion level. To accomplish this detailed level of risk assessment, you will consider
what can be misstated in specific accounts and disclosures and their assertions.
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Risks that exists at the financial statement level, for example, those that pertain to a weak
control environment or to management’s process for making significant accounting estimates,
should be related to specific assertions, if possible. For example, risk related to the client’s process
for making accounting estimates would affect those assertions where an accounting estimate was
necessary (for example, the valuation of assets).

In other instances, it may not be possible for you to relate your financial statement level risk to
a particular assertion or group of assertions. For example, it may not be possible for you to
determine which assertions will or will not be affected by an overall weak control environment.
Financial statement level risk, such as a weak control environment that cannot be related to
specific assertions, often will require you to make an overall engagement response, such as the
way in which the audit is staffed or supervised, or the timing of further audit procedures. It might
also mean that risk might be assessed as high for many or all accounts and assertions.

Careful consideration of potential financial statement level risk during the brainstorming may
indicate that there are cost-effective ways to limit your response to the risk. For example, a weak
accounting function may only be a significant risk for unusual or new transactions or when new
accounting standards are implemented. Effective accounting for routine transactions may be well
evidenced. By focusing audit procedures on the points in the accounting process where these
issues can create risk, a more cost- and risk-effective audit can be designed.

How to Consider Internal Control When Assessing Risks

1.28 Your evaluation of internal control design and the determination of whether controls
have been implemented are integral components of the risk assessment process. When making
risk assessments, you should identify the controls that are likely to either prevent, or detect and
correct, material misstatements in specific assertions. For example, procedures relating to the
client’s physical inventory count may relate specifically to the existence or completeness of
inventory.

1.29 Individual controls often do not address a risk completely by themselves. Often, only
multiple control activities, together with other components of internal control (for example, the
control environment, risk assessment, information and communication, or monitoring), will be
sufficient to address a risk. For this reason, when determining whether identified controls are
likely to prevent or detect and correct material misstatements, you may organize your risk
assessment procedures according to significant transactions and business processes, rather than
general ledger accounts.

Identification of Significant Risks

1.30 Paragraph 4 of ISA 315 defines significant risk as follows: “A significant risk is an
identified and assessed risk of material misstatement that, in the auditor’s professional judg-
ment, requires special audit consideration.” (The defined term significant risk is italicized in this
publication to remind readers of its definition and limited application.) As part of your risk
assessment, you should determine whether any risks identified are, in your professional
judgment, a significant risk. In making this judgment you exclude the effects of identified related
controls (that is, assume there are no related controls). Significant risks are those that require
special audit consideration. For example, because of the nature of your client and the industry
in which it operates, you might determine that revenue recognition requires special audit
consideration. For other clients, the valuation of intangible assets or the identification and
required disclosure of related party transactions may be considered significant risks. Significant
risk often arises with unusual transactions. Moreover, one or more significant risks arise on most
audits. (Note: In practice, auditors frequently confuse significant risk and high risk. Not all high
risks are also significant risks. For example, the collectability of accounts receivable may be a
high risk but not a significant risk; that is, no special audit consideration is required beyond
extensive but customary substantive procedures of collectability.) (ISA 315 par. 27)

1.31 Special audit consideration for significant risks means you should

a. obtain an understanding of your client’s controls, including control activities, relevant
to that risk. (ISA 315 par. 29)

b. perform other appropriate procedures that are linked clearly and responsive to the
risk. Moreover, when your approach to significant risks consists only of substantive
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procedures, you should include tests of details. (ISA 330 par. 21) Substantive proce-
dures related to significant risks should not be limited solely to analytical procedures.
For other risks, effective analytical procedures alone may sometimes provide sufficient
evidence. Note that if you are testing controls over significant risks, you may be able
to limit your substantive procedures to only analytical procedures.

c. if you tend to rely on controls related to a significant risk, test the operating
effectiveness of those controls in the current period. (ISA 330 par. 15) Reliance on tests
of controls performed in a prior period is not appropriate for a significant risk.

d. document those risks you have identified as significant.

1.32 The determination of significant risks is a matter for your professional judgment. In
exercising that judgment, you should first consider only inherent risk and not control risk.
Paragraphs 5.30—.37 of this publication provide more guidance on how to determine significant
risks. (ISA 315 par. 28)

Responding to Assessed Risks

1.33 The risk assessment process culminates with your articulation of the account balances,
classes of transactions, or disclosures where material misstatements are most likely to occur and
how those misstatements may occur, given the unique circumstances of your client. This
assessment of the risk of material misstatement, which relates identified risks to what can go
wrong at the assertion level, provides a basis for designing and performing further audit
procedures.

1.34 You perform further audit procedures to obtain the audit evidence necessary to support
your audit opinion. Further audit procedures are defined as tests of controls and substantive
procedures. Often, a combined approach using both tests of controls and substantive procedures
is an effective approach.

1.35 In determining the nature, timing, and extent of further audit procedures, you should
design and perform further audit procedures whose nature, timing, and extent are responsive to
the assessed risks of material misstatement at the assertion level. You should provide a clear
linkage between the risk assessments and the nature, timing, and extent of the further audit
procedures. (ISA 330 par. 6)

1.36 Audit procedures performed in previous audits and suggested procedures provided by
illustrative audit programs may help you understand the types of further audit procedures it is
possible for you to perform. However, prior year procedures and example audit programs do not
provide a sufficient basis for determining the nature, timing, and extent of audit procedures to
perform in the current audit. Your assessment of the risks of material misstatement in the
current period is the primary basis for designing further audit procedures in the current period.

Identification and Communication of Internal Control Matters

1.37 Your objective in an audit is to form an opinion on the client’s financial statements as
a whole. Your objective is not to identify deficiencies in internal control, and you are not required
to perform procedures to identify all deficiencies in internal control. Nevertheless, your appli-
cation of audit procedures or communications with management or others may make you aware
of deficiencies in the client’s internal control. (ISA 265 par. 2)

1.38 A deficiency in internal control exists when a control is designed, implemented, or
operated in such a way that it is unable to prevent, or detect and correct, misstatements in the
financial statements on a timely basis; or a control necessary to prevent, or detect and correct,
misstatements in the financial statements on a timely basis is missing. (ISA 265 par. 7) You
should evaluate the deficiencies in internal control you identify during the course of your audit
and determine whether these deficiencies, individually or in combination, are significant defi-
ciencies. (ISA. 265 par. 8) You are required to communicate in writing to those charged with
governance those deficiencies in internal control that, in your judgment, constitute significant
deficiencies. (ISA 265 par. 9)
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Audit Documentation

1.39 ISA 230, Audit Documentation, provides requirements that apply to the risk assess-
ment process. Your audit documentation should be sufficient to enable an experienced auditor,
having no previous connection to the audit, to understand

® the nature, timing, and extent of the audit procedures performed;
® the results of the audit procedures performed, and the evidence obtained; and
® the significant matters, and conclusions reached, and professional judgments made.

Subsequent chapters of this publication illustrate the application of the audit documentation
requirements.

(ISA 230 par. 8)

1.40 The form and extent of audit documentation is for you to determine using professional
judgment. ISA 230 provides general guidance regarding the purpose, content, and ownership and
confidentiality of audit documentation. Examples of common documentation techniques include
narrative descriptions, questionnaires, checklists, and flowcharts. These techniques may be used
alone or in combination.

1.41 The form and extent of your documentation are influenced by the following:
® The nature, size, and complexity of the entity and its environment
® The availability of information from the entity

® The specific audit methodology and technology used in the course of the audit

Observations and Suggestions

For example, documentation of the understanding of a complex information system in which a
large volume of transactions are electronically initiated, recorded, processed, or reported may
include flowcharts, questionnaires, or decision tables. For an information system for which few
transactions are processed (for example, long-term debt), documentation of the system in the
form of a memorandum may be sufficient. Generally, the more complex the entity and its
environment, and the more extensive the audit procedures performed by the auditor, the more
extensive your documentation should be.

The existence of good client documentation can also help reduce the extent of required audit
documentation as you document your understanding of the controls. Where the client has good
documentation, it can minimize the cost of producing audit documentation through leveraging
the existing documentation and focusing auditor documentation on the assessment of the
controls.

You may relate your client’s controls to control objectives and assertions for the most significant
processes of an entity, regardless of the way control processes are documented by the client. By
documenting your evaluation of controls using control objectives and assertions, you will more
easily identify objectives that are not fully addressed by the client’s system of internal control
(gaps). When your client directly relates its documentation to COSO objectives and assertions,
savings in audit time can be achieved.

The specific audit methodology and technology used in the course of the audit will also affect the
form and extent of documentation. For example, a firm may require the use of a risk matrix (for
example, by account and by assertion) to summarize the elements of the risks of material
misstatement. That may simplify the documentation and linkage process. Also, firms may require
the use of electronic working papers and the use of active electronic links, which may facilitate
the documentation process and navigation between working papers.

Summary

1.42 Tllustration 1-2 summarizes the guidance provided in this chapter.

Chapters 3-6 of this publication provide more detailed guidance, examples, and illustrations of
the overview material described in this chapter. To apply this guidance on your audit, you will
need to have a working knowledge of key risk assessments and terms. The next chapter of this
publication provides you with this knowledge.
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lllustration 1-2
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Chapter 2

Key Concepts Underlying the Auditor’s Risk
Assessment Process

This publication describes how you as the auditor assess and respond to audit risk in a financial
statement audit in practice. It describes a process to gather information, assess and respond to
identified risks, and evaluate evidence on your audits.

To appropriately apply this process to your audits, you will need to have a working knowledge
of the key concepts upon which the process is built. The purpose of this chapter is to provide
working definitions of those key concepts.

Reasonable Assurance

2.01 The auditing standards make numerous references to your responsibility for obtaining
reasonable assurance. For example, your audit opinion states that ISAs require you to “obtain
reasonable assurance about whether the financial statements are free of material misstatement.”
For this reason, it is important that you have a working knowledge of the term.

2.02 Reasonable assurance is a high level of assurance. Put another way, you should plan
and perform your audit in such a way that audit risk is reduced to an acceptably low level. The
auditor is not expected to obtain absolute assurance that the financial statements are free from
material misstatement due to fraud or error. (ISA 200 par. 5)

Audit Risk and the Risks of Material Misstatement

2.03 Audit risk is the risk that the financial statements are materially misstated and the
auditor expresses an inappropriate opinion. You should perform your audit to reduce audit risk
to an acceptably low level. You will consider audit risk at all stages of your audit. (ISA 200 par.
13)

2.04 Audit risk is a function of two components:

a. Risks of material misstatement, which are the risks that an assertion, account, or
disclosure item contains a material misstatement.

b. Detection risk, which are the risks that the auditor will not detect such misstatements.
(ISA 200 par. 13)
2.05 To reduce audit risk to an acceptably low level you will
a. assess the risks of material misstatement, and

b. based on that assessment, design and perform further audit procedures to detect
material misstatements.

Assessing the Risks of Material Misstatement
2.06 To assess the risks of material misstatement you should obtain an understanding of
the client and its industry. The understanding should include the following:
® The industry, its regulatory environment, and other external factors
The nature of the entity, for example its operations, ownership, and financing
The entity’s selection and application of accounting policies

The entity’s objectives, strategies, and related business risks

How management measures and reviews the entity’s financial performance
® The entity’s internal control
(ISA 315 par. 12-13)
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Thus, the first step in assessing the risks of material misstatement is to gather information and
gain an understanding of these matters.

2.07 You are required to assess risks of material misstatement at the financial statement
level and at the assertion level for classes of transactions, account balances, and disclosures: (ISA
315 par. 25)

® Risks of material misstatement at the financial statement level refer to risks that
relate pervasively to the financial statements as a whole and potentially affect many
different assertions. For example, a lack of qualified personnel in financial reporting
roles (an element of the client’s control environment) may affect many different
accounts and several assertions.

® Risks of material misstatement at the assertion level relate to one or more specific
assertions in an account or in several accounts, for example, the valuation of inventory
or the occurrence of sales.

2.08 Your specific response to assessed risk may differ depending on whether the risk
resides at the financial statement or assertion level:

® Financial statement level risk typically requires an overall response, such as providing
more supervision to the engagement team or incorporating additional elements of
unpredictability in the selection of your audit procedures.

® Assertion level risk is addressed by the nature, timing, and extent of further audit
procedures, which may include substantive procedures or a combination of tests of
controls and substantive procedures.

For this reason, you should assess the risks of material misstatement at both the financial
statement and the assertion level. (ISA 315 par. 25)

Observations and Suggestions

In many instances, it may be possible to relate financial statement level risk to an individual
assertion or small group of assertions. For example, the selection and application of accounting
policies typically is thought of as a financial statement level risk because it has the potential to
affect the financial statements as a whole. However, at your client, you may determine that the
selection and application of accounting policies is a risk only for revenue recognition, as all other
accounting policies that are relevant to the client (for example, depreciation policies) do not pose
a risk.

To the extent possible, you will want to relate financial statement level risk to individual
assertions, as this will help you design more effective further audit procedures.

As mentioned previously, building unpredictability into audit procedures is a way to respond to
some risks. Unpredictability can be achieved by varying the nature, extent, and timing of the
audit procedures applied to various accounts, even when risks appear to be consistent from period
to period. Inventory test counts present significant opportunities for applying this concept when
inventories are significant to operations. Payroll tests may also be varied to reduce predictability.

2.09 Your assessment of the risks of material misstatement (at both the financial statement
and the assertion level) should be directly linked to your overall audit response and to the design
and performance of further audit procedures. For example, if your understanding of the client,
its environment, and its internal control leads you to assess that there is a significant risk that
inventory quantities are overstated, you would design further audit procedures to specifically
respond to that risk.

Risks of Material Misstatement at the Assertion Level

2.10 The risks of material misstatement consist of two components:

a. Inherent risk, which is the susceptibility of an assertion about a class of transaction,
account balance, or disclosure to a misstatement that could be material, either
individually or when aggregated with other misstatements, before consideration of any
related controls. Inherent risk is higher for some assertions and related account
balances, classes of transactions, and disclosures than for others. Table 2-1 provides
examples of some factors that affect inherent risk.
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b. Control risk, which is the risk that a misstatement that could occur in an assertion
about a class of transaction, account balance, or disclosure, and that could be material,
either individually or when aggregated with other misstatements, will not be pre-
vented, or detected and corrected, on a timely basis by the entity’s internal control.
Control risk is a function of the effectiveness of the design, implementation, and

maintenance of the client’s internal control.

(ISA 200 par. 13)

Table 2-1
Inherent Risk Factors
Factor Comments Example
Volume Voluminous transactions may High volume may create a
increase the risk of misstatement. | strain on most processing
systems.
Complexity Complex calculations used to The accuracy assertion of a

determine the account balance or
disclosure are more likely to be
misstated than simple
calculations.

sales transaction that
involves a stated number of
items at a set price is less
likely to be misstated than
the same assertion for gain
on the sale of a loan that
requires present value
calculations of variable cash
flow streams.

Susceptibility of the
asset to theft

Accounts that report the balance
of assets that are highly
susceptible to theft or
misappropriation are more likely
to be misstated than other
accounts.

The existence assertion
related to an office building
is less likely to be
materially misstated
because of theft than the
existence of inventory items
that are small and easily
transportable, such as

material misstatement.

microprocessors.

Estimates Accounts consisting of amounts The valuation assertion
derived from accounting estimates | related to fixed assets such
that are subject to significant as a building is less likely
measurement uncertainty pose a to be materially misstated
greater risk than do accounts than the valuation assertion
consisting of relatively routine, for technology-sensitive
factual data. inventory.

Industry Industry or general economic Technological developments,

circumstances conditions may create risks of changes in processes, or

regulatory action might
make a particular product
obsolete, thereby increasing
the inherent risk related to
the valuation assertion of
inventory.

Other external
circumstances

Factors in the entity and its
environment that relate to
several or all of the classes of
transactions, account balances, or
disclosures may influence the
inherent risk related to a specific
assertion.

For example, a company
that provides goods to a
declining industry
characterized by a large
number of business failures
may have increased
inherent risk related to the
valuation assertion of
accounts receivable.
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The Primary Direction of Inherent Risk

2.11 Your evaluation of inherent risk also might indicate the primary direction of the risk,
that is, whether an account will most likely be overstated or understated. For example, you may
determine that inherent risk for inventory is related primarily to overstatement, whereas the
risk for accounts payable is understatement. Understanding the direction of inherent risk for an
account or a class of transactions can help you evaluate control design and plan and perform
further audit procedures.

2.12 Inadvertent, random errors rarely favor one direction or another. However, in most
audits, there is a primary direction of overall inherent risk resulting principally from factors that
tend to influence management’s judgments with regard to selecting accounting policies or
making estimates. (Since the financial statements are often used by investors and lenders to
evaluate performance, the primary direction is usually, but not always overstatement of assets
and income.) The possibility of management or employee fraud causes other factors to influence
the direction of risk.

2.13 To determine the primary direction of inherent risk you may wish to consider factors
such as

® how the financial statements are likely to be used (for example, the owners of a
privately held company often are concerned with tax savings, particularly when
profitable and in strong financial condition, which indicates the potential for under-
statement of income);

® management’s business or financing plans or other objectives (for example, substantial
management bonuses based on earnings or the need to present a strong financial
position to obtain financing both indicate greater probability of overstatement of
income); and

® vyour prior experience with the client (you may consider the predominant direction of
misstatements found in prior audits, and whether they were consistent with the
primary direction of your auditing in those years, as a possible predictor of what you
can expect to find this year).

In combination with the assessment of the risk of misstatement and an assessment of the
magnitude of possible exposure, the primary direction of the misstatement risk can be used to
guide you in the selection of efficient and effective procedures when determining their nature,
timing, and extent.

Detection Risk

2.14 Detection risk relates to the nature, timing, and extent of the auditor’s procedures that
are determined by the auditor to reduce audit risk to an acceptable low level. It is a function of
the effectiveness of your audit procedures and how you apply them. (ISA 200 par. 13)

Observations and Suggestions

Detection risk does not include the risk that the auditor may draw the wrong conclusion from
the audit evidence. It also does not include the risk that the auditor will not apply an appropriate
procedure or apply a procedure incorrectly. This risk is managed by, for example, effective,
engagement planning, proper assignment of personnel to the engagement team, and supervision
and review of the audit work performed.

2.15 Detection risk relates to your further audit procedures and is managed by how you
respond to the risks of material misstatement at both the financial statement and the assertion
level.

® Financial statement level risks. Some financial statement level risks affect most, if not
all, accounts and their assertions. For those types of pervasive risks, it may not be
practicable to develop assertion level risks for all affected assertions. Therefore, in
response to pervasive financial statement level risks, you will make choices related to
the assignment of personnel to the engagement team, the emphasis of the application
of professional skepticism, and the supervision and review of the audit work per-
formed. Appropriate choices related to these matters will help you mitigate the risk
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that you might select an inappropriate audit procedure, misapply audit procedures, or
misinterpret the results.

® Assertion level risks. In response to assertion level risks, you will choose the test you
wish to perform, and determine the timing of the test and its extent. The nature,
timing, and extent of your further audit procedures should be appropriate to respond
to the assessed risk.

Thus, the effectiveness of further audit procedures depends on how closely they are driven by or
linked to your assessment of the risks of material misstatements.

2.16 At the assertion level, detection risk has an inverse relationship to the risks of material
misstatement at the assertion level. The greater the risks of material misstatement, the less the
detection risk that you can accept, and, accordingly, the more persuasive the audit evidence
required by the auditor.

2.17 Conversely, when the risks of material misstatement are low, you can accept a greater
detection risk. However, you should design and perform substantive procedures for material
account balances, classes of transactions, and disclosures, regardless of your assessment of the
risks of material misstatement for the assertions. (ISA 330 par. 18)

2.18 The model Audit Risk = Risk of Material Misstatement x Detection Risk expresses the
general relationship of audit risk and its components. You may find this model useful when
planning appropriate detection risk levels for your audit procedures, keeping in mind your overall
desire to reduce audit risk to an acceptably low level.

Materiality, Performance Materiality, and Tolerable Misstatement

The Concept of Materiality

2.19 The concept of materiality recognizes that some matters are more important for the
fair presentation of the financial statements than others. In performing your audit, you are
concerned with matters that, individually or in the aggregate, could be material to the financial
statements. Your responsibility is to plan and perform the audit to obtain reasonable assurance
that you detect all material misstatements, whether caused by error or fraud. (ISA 320 par. A1)

2.20 The auditor’s determination of materiality is a matter of professional judgment and is
affected by the auditor’s perception of the financial information needs of the users of the financial
statements. Table 2-2 summarizes the assumed characteristics of the users that you should
consider when determining materiality. (ISA 320 par. 4) The amount that users may consider
material are influenced by several factors including the nature of the entity (for profit or
not-for-profit), and its current and past performance. As such, it is unlikely that a single
benchmark or percentage, or both could adequately address user needs for all entities and
circumstances. Professional judgment considers the various relevant factors when determining
materiality for a specific entity. Paragraphs A3—-A7 in ISA 320, Materiality in Planning and
Performing the Audit, include a discussion of the use of benchmarks in determining materiality.
Materiality is also addressed in chapter 3, “Planning and Performing Risk Assessment Proce-
dures,” of this publication.

Table 2-2

Characteristics of Financial Statement Users

The determination of materiality is a matter of professional judgment, and is affected by the
auditor’s perception of the financial information needs of users of financial statements. Users are
assumed to

a. have a reasonable knowledge of business and economic activities and accounting.

b. have a willingness to study the information in the financial statements with reasonable
diligence.

c. understand that financial statements are prepared and audited to levels of materiality.

(continued)
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d. recognize the uncertainties inherent in the measurement of amounts based on the use of
estimates, judgment, and the consideration of future events.

e. make reasonable economic decisions on the basis of the information in the financial
statements.

The determination of materiality, therefore, takes into account how users with such character-
istics could reasonably be expected to be influenced in making economic decisions.

(ISA. 320 par. 4)

How Materiality Is Used in Your Audit

2.21 Though defined by the accounting literature, materiality also is an audit concept of
critical importance. From the auditor’s perspective, materiality represents the maximum amount
that you believe the financial statements could be misstated and still fairly present the client’s
financial position, results of operations, and cash flows. Materiality affects the following:

a. The nature, timing, and extent of audit procedures. During audit planning, you should
determine a materiality level for the financial statements as a whole. This initial
determination of materiality will help you determine performance materiality, which
will help you

i. make judgments when identifying and assessing the risks of material misstate-
ment, and

ii. determine the nature, timing, and extent of your tests of controls (if any) and your
substantive audit procedures.

Chapter 3 of this publication provides more detail on how to determine and use
materiality and performance materiality for audit planning purposes. Chapter 5, “Risk
Assessment and the Design of Further Audit Procedures,” of this publication describes
how your initial determination of materiality may change as your audit progresses.

b. The evaluation of audit findings. To form an opinion about the financial statements,
you will need to evaluate audit findings and determine whether the misstatements
that are not corrected by the client are material to the financial statements. Chapter
6, “Performing Further Audit Procedures,” of this publication provides detailed guid-
ance on how to use materiality to evaluate audit findings.

Quantitative and Qualitative Considerations

2.22 Although materiality commonly is expressed in quantitative terms, your determina-
tion of materiality is a matter of professional judgment that includes both quantitative and
qualitative considerations. As described in more detail in chapter 7, “Evaluating Audit Findings,
Audit Evidence, and Deficiencies in Internal Control,” of this publication, qualitative consider-
ations mostly influence your evaluation of audit findings and the determination of whether
uncorrected misstatements are material. During the course of your audit, you should be alert for
misstatements that could be qualitatively material. However, it ordinarily is not practical to
design audit procedures to detect misstatements that qualitatively are material, and for that
reason, materiality used for planning purposes considers primarily quantitative matters.

Performance Materiality

2.23 As described in paragraph 2.21, during audit planning you should determine an initial
level of materiality for the purposes of designing and performing your audit procedures. This
initial determination of materiality is made for the financial statements as a whole. However, in
designing your audit procedures, the possibility exists that several misstatements of amounts
less than performance materiality could—in the aggregate—result in a material misstatement
of the financial statements. (ISA 320 par. A12)

2.24 For example, suppose that for planning purposes you determined materiality to be
$100,000, and you designed your audit to obtain reasonable assurance that misstatements of that
magnitude were detected. Because of the way you designed your audit, you may not detect a
misstatement of $80,000, which is acceptable because the amount is not considered material.
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However, what if you failed to detect two misstatements of $80,000? Individually, each mis-
statement would not be material, but when aggregated, the total misstatement is greater than
materiality. Thus, materiality for the financial statements as a whole would not be appropriate
for assessing risk and performing further audit procedures at the assertion level.

2.25 Performance materiality is the adjustment of financial statement materiality to the
assertion level. This adjustment is necessary to make an allowance for misstatements that might
arise in other accounts as well as make a provision for possible misstatements that might exist
in the financial statements, but were not detected by the audit procedures. Performance
materiality effectively creates a margin for error in your audit plan to take into consideration
misstatements that are not detected as part of the audit.

2.26 Performance materiality is defined as the amount or amounts set by the auditor at less
than materiality for the financial statements as a whole to reduce to an appropriately low level
the probability that the aggregate of uncorrected and undetected misstatements exceeds mate-
riality for the financial statements as a whole. If applicable, performance materiality also refers
to the amount or amounts set by the auditor at less than the materiality level or levels for
particular classes of transactions, account balances, or disclosures. For each class of transactions,
account balance, and disclosure, you should determine at least 1 level of performance materiality.
For example, if your overall financial statement materiality for audit planning purposes was
$100,000, you might determine performance materiality for testing receivables to be $70,000.
Some firms use a guideline of, for example, 50 percent to 75 percent of materiality when setting
performance materiality at the account or detailed level for the average audit situation. Appendix
G, “Matters to Consider in Determining Performance Materiality,” of this publication provides
further discussion and guidance on this point. Performance materiality can also be used to
identify significant accounts as well as design effective, sufficient substantive samples and other
audit procedures, and evaluate audit results.

(ISA 320 par. A12)

Tolerable Misstatement

2.27 As described in paragraph A3 of ISA 530, Audit Sampling, tolerable misstatement is
the application of performance materiality to a particular sampling procedure. Tolerable mis-
statement may be the same amount or an amount smaller than performance materiality.

Observations and Suggestions

When there are multiple samples or procedures involving estimation to be applied to a specific
account, balance, or class of transactions, you may set tolerable misstatement for each test at less
than performance materiality for the same reasons that performance materiality is specified at
less than materiality (for example, to make a provision for possible misstatements that might
exist, but were not detected by the audit procedures as discussed in paragraph 2.24). Each test
may need to seek misstatements smaller than the performance materiality for the account,
balance, or class of transactions, so that when aggregated, the procedures provide the desired
assurance that the risk of material misstatement has been reduced to a low level.

For example, in an audit of inventory balances, several procedures may be performed related to
the overall balance. Tests may be applied to verify the physical existence of the inventory
quantities, other tests may be performed to verify the costs associated with inventory items and
independent tests may also be performed to determine whether the inventories might require a
write-down for obsolescence or other issues. Setting tolerable misstatement (for example,
$60,000) at less than performance materiality (for example, $70,000) for each of the tests provides
some assurance that the combined test results will provide the desired assurance that perfor-
mance materiality has not been exceeded.

The more tests performed, the greater likelihood that some misstatement will be identified and
the greater likelihood that misstatements may remain uncorrected in the financial statements,
the more “cushion” is needed (lower tolerable misstatement) relative to the performance mate-
riality. For example, the performance of multiple tests, and a likelihood of encountering mis-
statements may warrant reduction of tolerable misstatement to $50,000 from $60,000.
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Financial Statement Assertions

Observations and Suggestions

Your audit is designed to result in an opinion on the financial statements as a whole, and audit
risk is expressed as a risk that relates to the entire financial statements. However, to reach this
opinion on the financial statements, most of your audit procedures should be directed at a much
more detailed level, the assertion level.

Put another way, you can view the financial statements as an accumulation of a large number
of individual assertions. Individual assertions may be aggregated to form an account or disclosure
item, and several accounts or disclosure items may then be aggregated to form a line item on the
financial statements or a disclosure. Many of your audit procedures are performed not on the
financial statements as a whole nor even at the account or disclosure level, but rather, they are
directed at individual assertions.

Relating identified risks of material misstatement to misstatements that might occur at the
assertion level is necessary for you to properly link assessed risk to your tests of controls and
substantive audit procedures.

Appendix D, “Illustrative Financial Statement Assertions and Examples of Substantive Proce-
dures Illustrations for Inventories of a Manufacturing Company,” of this publication may be
helpful to you in illustrating the linking of assertions to specific substantive procedures designed
to address them.

2.28 An assertion is a declaration or a positive statement. In presenting their financial
statements, management makes implicit or explicit assertions about the information presented.
For example, by presenting the information “Cash....$XXX” in the financial statements, man-
agement makes the following assertions:

® The cash truly exists and company has the right to use it (existence).
® The amount presented represents all the company’s cash (completeness).
® The amount presented is accurate (accuracy).

2.29 In general, assertions relate to the way in which financial statement information is
® recognized,
® measured,
® presented, and
® (disclosed.
2.30 Table 2-3 provides a summary of how assertions might be grouped into various

categories. You may express these assertions differently, as long as your descriptions encompass
all of the aspects described in table 2-3.

Observations and Suggestions

For example, some auditors may call rights and obligations “ownership” and others may subsume
the rights and obligations assertion within the existence assertion. Some may treat cut-off as
either an existence or a completeness issue and not identify it as a separate assertion. In any
case, as long as the assertions used cover the risks, there is no requirement to use one specific
convention for naming assertions.
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Table 2-3
Categories of Assertions
Description of Assertions
Classes of
Transactions and Account Balances at
Events During the the End of the Presentation and
Period Period Disclosure

Occurrence/ Transactions and Assets, liabilities, Disclosed events

Existence events that have and equity interests | and transactions
been recorded have exist. have occurred and
occurred and pertain to the
pertain to the entity.
entity.

Rights and — The entity holds or —

Obligations controls the rights

to assets, and
liabilities are the
obligations of the
entity.

Completeness All transactions and | All assets, All disclosures that
events that should liabilities, and should have been
have been recorded equity interests that | included in the
have been recorded. should have been financial statements

recorded have been have been included.
recorded.

Accuracy/Valuation Amounts and other Assets, liabilities, Financial and other

and Allocation

data relating to
recorded
transactions and

and equity interests
are included in the
financial statements

information is
disclosed fairly and
at appropriate

proper accounts.

events have been at appropriate amounts.
recorded amounts and any
appropriately. resulting valuation
or allocation
adjustments are
recorded
appropriately.
Cut-off Transactions and — —
events have been
recorded in the
correct accounting
period.
Classification and Transactions and — Financial
Understandability events have been information is
recorded in the appropriately

presented and
described and
information in
disclosures is
expressed clearly.

Relevant Assertions

2.31 For any given account, some assertions will be relevant whereas others may not be. For
example, valuation typically is not relevant for cash (denominated in the currency that the entity
uses for financial reporting, like dollars) or for the physical quantities of inventory. As they relate
to cash, completeness and existence/occurrence always are relevant. However, valuation would

2.
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be relevant to the allowance for obsolete inventory or for cash if the presentation of cash involved
a currency translation.

2.32 To conduct your audit, you will exercise professional judgment to determine what
assertions are relevant and whether they have a meaningful bearing on whether the account
balance, class of transactions, or disclosures that are the subject of your audit procedures are
fairly stated.

2.33 To identify relevant assertions, you may determine the most likely ways that the given
account, class of transactions, or disclosure could be misstated by considering the nature of the
assertion, the volume of transactions, and nature and complexity of the systems, including the
use of IT, by which the entity processes and controls information supporting the assertion. For
example, the gross balance of accounts receivable could be misstated if

® one or more individual receivables did not exist at the balance sheet date (existence),

® the client failed to record a receivable that did exist at the balance sheet date
(completeness),

® a long-term receivable was presented as a current asset (classification), or

® 3 long-term receivable was not accurately reported, for example, by inappropriately
discounting the receivable (valuation).

Observations and Suggestions

There are often multiple sources of risk that can cause an assertion to be misstated.

For example, completeness may not be achieved if transactions are not captured in the accounting
system or if they are captured, but not processed on a timely basis or incorrectly accounted for.
Thus the completeness assertion could relate to more than one defined risk. Thus, assertions do
not necessarily have a one-to-one correspondence with risks, but are still a helpful aid in ensuring
that audit procedures are related to the identified risks.

It may be necessary to design several procedures related to completeness to address the risk in
an account for the completeness assertion.

How You Use Assertions on Your Audit

2.34 Most of your tests of controls and substantive audit procedures are directed at specific
assertions. For example, observation of inventory provides strong, direct evidence about the
existence of inventory and it may provide some evidence about valuation of the allowance for
inventory obsolescence.

For this reason, to establish a clear link between your assessment of the risks of material
misstatement and further audit procedures, your risk assessment procedures should be per-
formed at the assertion level as well. This will directly assist with determining the nature, timing,
and extent of further audit procedures to obtain sufficient appropriate audit evidence.

For example, if the risk of obsolescence (a valuation risk) is important in valuing inventory, the
explicit use of the valuation assertion when assessing the risk, documenting the controls, and
designing for the audit plan further tests such as evaluating turnover by product, or selecting
specific items to test for valuation issues, will help establish the linkage of the risk and the
related audit procedures.

Observations and Suggestions

The conceptual audit risk model is expressed at the overall financial statement level. However,
in the conduct of your audit, you can apply the model at the account and assertion level. That
is, at the assertion level, audit risk is the risk that in an account or transaction stream, the
assertion is materially misstated and you fail to detect the misstatement.

This is helpful to keep in mind when designing tests. A receivables confirmation procedure may
provide no assurance about completeness and little about valuation, but may provide assurance
on existence. Other tests and procedures need to be designed to address the assertions not
addressed or weakly addressed by the confirmation.
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Certain accounts and assertions in accounts may be more susceptible to overstatement than
understatement, or vice versa. Consideration of this susceptibility can be helpful in designing
appropriate audit procedures to address the risk. For example, in auditing the accuracy of
inventory costing, both overstatement and understatement might be encountered, however if
testing the existence of inventories, overstatement might be the focus of the risk. Further, to test
the completeness of liabilities at year-end, it may be necessary to test subsequent payments for
unrecorded liabilities.

As a quick check, every assertion in an account may have a link to one or more of the auditor’s
procedures as a basis for the auditor’s conclusion. The absence of any procedure to address, say,
completeness or existence, may indicate an incomplete strategy.

Definition of Internal Control

2.35 As defined in paragraph 4 of ISA 315, Identifying and Assessing the Risks of Material
Misstatement through Understanding the Entity and Its Environment, internal control is a
process designed, implemented, and maintained by those charged with governance, management,
and other personnel to provide reasonable assurance about the achievement of the entity’s
objectives with regard to the reliability of financial reporting, effectiveness and efficiency of
operations, and compliance with applicable laws and regulations. Further, internal control over
safeguarding of assets against unauthorized acquisition, use, or disposition may include controls
relating to financial reporting and operations objectives. In summary, internal control objectives
fall into three categories: financial reporting, operations, and compliance with laws and regu-
lations. In general, when performing a financial statement audit, you are most concerned with
the client’s financial reporting objectives, which relate to the preparation of reliable published
financial statements. Only when operating and compliance activities affect financial reporting
are these aspects relevant to you.

How the Definition of Internal Control Is Relevant to Your Audit

A Process

2.36 Internal control is not one event or circumstance, but a series of actions that permeate
an entity’s activities. These actions are pervasive and are inherent in the way management runs
the business. As described more completely in chapter 3 of this publication, your understanding
of the client and its environment is audit evidence that ultimately supports your opinion on the
financial statements. An understanding of internal control assists you in identifying types of
potential misstatements and factors that affects the risks of material misstatement and in
designing the nature, timing, and extent of further audit procedures.

Implemented by Entity Personnel

2.37 Internal control is put in place by those charged with governing the client (for example,
the board of directors), management, and other client personnel. Client management is respon-
sible for adopting sound accounting policies and for establishing and maintaining effective
internal control. The results of your audit procedures may provide evidence about the effective-
ness of internal control, but these procedures are not part of the entity’s internal control. For
example, your detection of a material misstatement in the financial statements that was not
identified by the entity indicates that there may be a significant deficiency in internal control,
notwithstanding the fact that management of the entity expects the audit to identify and correct
such misstatements. The COSO framework indicates that the auditor is not an element in the
controls of the entity. Chapter 7 provides additional guidance on the evaluation and communi-
cation of control deficiencies.

The Achievement of Management’s Objectives

2.38 Every client establishes objectives it wants to achieve. In trying to achieve its
objectives, your client faces certain risks. Internal control helps the entity achieve its objectives
by mitigating the risk of “what can go wrong” in the pursuit of an entity’s objectives. Thus, there
is a direct link between your client’s objectives, the risk to achieving those objectives, and internal
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control. Your assessment of internal control effectiveness is a consideration of whether the
controls effectively mitigate financial reporting risks.

Observations and Suggestions

Many entities from different types of industries will share the same control objectives. For
example, all entities will want to make sure that their cash disbursements were for legitimate
business expenses that were properly authorized; businesses will want to make sure that all
legitimate revenue transactions get recorded.

However, the way in which the entity achieves these objectives—that is, the actual control
procedures themselves—can vary greatly. For example, the way in which a bank controls its
revenue transactions will be much different from the procedures followed by a retail sales
business. Even within the same industry, companies can satisfy the control objectives in revenue
using different controls.

When evaluating the design of internal control, focus on the achievement of control objectives,
not the presence or absence of specific control procedures. The benchmark for evaluating the
effectiveness of your client’s internal control is to determine whether the control policies and
procedures are capable of achieving control objectives.

Typically, your clients will not have stated explicitly all their control objectives. To help articulate
their implicit control objectives, consider financial statement assertions. For example, for revenue
transactions, implicit control objectives include ensuring that al/l valid sales are captured and
processed by the system (completeness assertion) and that only valid transactions are captured
and processed (occurrence).

2.39 An entity generally has a multitude of objectives and controls. You are not required to
gain an understanding of all controls, only those that are “relevant to the audit.” In most cases,
controls that are relevant to an audit pertain to the client’s objective of preparing financial
statements and disclosures for external purposes that are fairly presented in conformity with
generally accepted accounting principles. Relevant controls also may include controls over safe-
guarding company assets against unauthorized acquisition, use, or disposition. (ISA 315 par. 12)

2.40 Controls relating to operations and compliance objectives may be relevant to an audit
if they pertain to information or data the auditor evaluates or uses in applying audit procedures
or if they have an effect on financial reporting or disclosure. For example, the following may be
relevant to an audit:

a. Controls pertaining to nonfinancial data that management uses to operate the busi-
ness and that the auditor uses in analytical procedures (for example, production
statistics)

b. Controls over compliance with income tax laws and regulations that affect the income
tax provision, which pertain to detecting noncompliance with laws and regulations that
may have a direct and material effect on the financial statements

Observations and Suggestions

Often, the situations described in paragraph 2.40 are not easy to identify early in the audit process.
Rather, you may identify these situations only later in the audit while performing fieldwork. For
example, you may be performing an analytical procedure related to inventory and become aware
of production statistics that will help you create more reliable analytical procedures.

In those situations, be sure to consider the completeness and accuracy of the report you are using
to perform your analytical procedure. It is helpful to start by understanding, for example, how
the report was prepared, the source of the information used to prepare the report, and who or
by what means it was prepared. This background information will help you understand “what
could go wrong” in maintaining the completeness and accuracy of the report. This process may
cause you to identify as relevant some controls that you previously did not think were relevant
to the audit.

Auditing is iterative. The performance of certain procedures may cause you to revisit procedures
you performed or conclusions you reached earlier in the audit.
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The Top-Down Approach to Understanding Internal Control

2.41 Although not defined by the standards, you may use the “top-down” approach for
understanding internal control. This approach is a framework for applying risk assessment
procedures needed to understand the five components of internal control sufficient to assess the
risks of material misstatement of the financial statements and to evaluate the design of controls
relevant to an audit of financial statements. The top-down approach is helpful in driving both
audit effectiveness and audit efficiency. Illustration 2-1 describes this approach.

lllustration 2-1
Diagram of the Top-Down Approach
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Applying the Top-Down Approach

2.42 To apply the top-down approach, start with the financial statements at the “top” of the
diagram and work “down” to the individual controls.

® The top-down approach begins at the financial statement level and with your under-
standing of the overall risks of material misstatement.

® The next step is to identify the material accounts and classes of transactions in the
client’s operations that are significant to the financial statements. Identify the asser-
tions related to those accounts.

® At the assertion level, the risk of material misstatement (or “what can go wrong”) is
another way of stating the opposite or the reverse of the assertion. For example, the
risk associated with the completeness assertion may be phrased as the risk that not
all valid transactions are captured by the system.
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® Identifying what can go wrong allows you to understand control objectives. In this
example, “ensure that all valid transactions are captured” is a control objective that
relates to the completeness assertion and the risk is that not all valid transactions are
captured.

® Once you understand the control objective and the assertion, you then identify those
controls that mitigate the risk that the control objective and the assertion will not be
achieved.

2.43 The top-down approach will help you properly scope the audit. You are not required to
assess all the control activities that exist at the client. By focusing on control objectives related
to the assertions for material accounts and significant classes of transactions, the top-down
approach helps you identify and focus on key controls that meet the control objectives. (ISA 315
par. 20)

2.44 The top-down approach helps you better assess design effectiveness. If control objec-
tives are not being met, for example because of missing controls or poorly designed ones, then
a control deficiency exists and needs to be evaluated pursuant to ISA 265, Communicating
Deficiencies in Internal Control to Those Charged with Governance and Management. Addition-
ally, knowledge of the control deficiency will assist you in designing the nature, timing, and extent
of your substantive procedures to appropriately respond to those higher risks.

Observations and Suggestions

In addition, the top-down approach includes the early consideration of entity level controls such
as the control environment and common control processes across a complex organization, as well
as the effectiveness of IT general controls. By considering the effectiveness of these more
pervasive controls, or controls that affect other controls, you may be able to better plan your tests
to achieve a low risk at a more efficient cost. Conversely, when deficiencies are identified in such
controls, you might reconsider whether testing the more detailed controls that depend on these
controls is justified until such deficiencies are corrected.

Key Characteristics of Internal Control

2.45 It is important for you to understand the key characteristics of internal control that
serve as the foundation for the way in which you consider internal control in an audit. The
purpose of this section is to provide you with that understanding.

The Five Components of Internal Control

2.46 ISA 315 requires you to obtain an understanding of internal control relevant to the
audit. Components of internal control described in paragraph A51 of ISA 315 are presented in
the following and are consistent with the COSO integrated framework:

a. Control environment sets the tone of an organization, influencing the control con-
sciousness of its people. It is the foundation for all other components of internal control,
providing discipline and structure.

b. Risk assessment is the entity’s identification and analysis of relevant risk to achieve-
ment of its objectives, forming a basis for determining how the risk should be managed.

c. Information and communication systems support the identification, capture, and
exchange of information in a form and time frame that enable people to carry out their
responsibilities.

d. Control activities are the policies and procedures that help ensure that management
directives are carried out.

e. Monitoring is a process that assesses the quality of internal control performance over
time.

Appendix C, “Internal Control Components,” of this publication contains a discussion of the
internal control components.
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How to Use the COSO Framework

2.47 This division of internal control into five components provides a useful framework for
you to consider how different aspects of your client’s internal control may affect the audit. When
performing an audit, your objective in considering internal control is not to classify controls into
a particular component. Rather, your understanding of internal control centers around whether
and how a specific control has been designed and implemented to prevent or detect and correct
material misstatements.

2.48 The way in which an entity designs and implements internal control varies with its
size and complexity. If your client lacks some of the detailed control elements described in
appendix C of this publication, you may consider the absence of these control elements within
the context of the circumstances at the entity. For example, a small, relatively noncomplex entity
with active management involvement in the financial reporting process may not have extensive
descriptions of accounting procedures or detailed written policies. Therefore, the components of
internal control may not be clearly distinguished within smaller entities, but their underlying
purposes are equally valid.

Observations and Suggestions

Occasionally, this publication and the related auditing standards describe how the design of
internal control (and therefore your evaluation of the effectiveness of that design) may vary for
“smaller entities with active management involvement in the financial reporting process [em-
phasis added].”

When applying the guidance in these paragraphs and others relating to “smaller entities,” it is
important that you consider whether management truly is involved actively in the financial
reporting process. Similarly, you should not mistake an owner-manager’s active involvement in
the operations of the business with active involvement in financial reporting.

In general, if you base your conclusions about internal control design on the owner-manager’s
active participation in the financial reporting process, you will need to obtain audit evidence that
supports your conclusions about the owner-manager’s active participation in financial reporting.

While small entities may sometimes enjoy the benefits of more active and direct management
oversight, there is a corresponding risk of management override that must be considered.

Entity Versus Activity-Level Controls

2.49 Your client’s financial reporting risk (and therefore its controls) may relate
a. to specific classes of transactions, account balances, and disclosures, or
b. more pervasively to the financial statements taken as a whole.

2.50 Controls designed to address pervasive risks are referred to in this publication as
entity-level controls. Those that address risk related to specific classes of transactions, accounts,
and disclosures are activity-level controls.

2.51 For example, the control environment is pervasive to the entity and potentially affects
many assertions. In contrast, a control to ensure that all valid purchases are captured and
recorded is restricted to specific accounts and classes of transactions and thus operates at the
assertion level.

2.52 As described more completely in chapter 5, you should assess the risks of material
misstatement at both the financial statement and the assertion level. To appropriately make that
assessment, you will evaluate both entity- and activity-level controls.

2.53 Understanding whether a control is an entity- or activity-level control will help you
determine the following:

® The sequencing of your audit procedures. Because entity-level controls are pervasive,
it usually is more effective and efficient to evaluate the design and assess the
implementation of entity-level controls before evaluating activity-level controls. This is
because the failure to satisfy entity-level control objectives undermines any perceived
effectiveness of activity-level controls. As an example, suppose there may likely be good
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detailed controls over the revenues and cash cycle at the activity level. However, if
there is a weak control environment caused by recent management overrides of
controls, this factor could negate the potentially effective cash controls. Therefore, even
though you still need to understand the controls at the activity level, there is no point
in planning to test their operating effectiveness and rely on them.

® The nature of tests you may perform to gather audit evidence. Some entity-level controls
may not be documented directly. For example, elements of the control environment
include management’s operating philosophy, their integrity, and ethical values. The
range of audit procedures available to you to evaluate the design and implementation
of these elements will be much different from the procedures that you may perform to
evaluate other control procedures, such as the preparation of a bank reconciliation or
the matching of a shipping report to an invoice.

® An appropriate audit response. Your further audit procedures (that is, tests of controls
and substantive procedures) are performed at the assertion level. Strengths and
weaknesses in activity-level controls will shape the further audit procedures directed
at the related assertions. For example, if the client has well-designed and implemented
controls over the recording of all payables that exist at the balance sheet date, the
effectiveness of those controls will affect the design of your search for unrecorded
liabilities.
On the other hand, entity-level controls potentially affect many assertions. To the
extent possible, you will first try to relate entity-level controls to what can go wrong
at the financial statement level. For example, if the client has poor controls over the
preparation of all accounting estimates, you can determine which accounts and related
assertions are affected by estimates, and with that knowledge, adjust the nature,
timing, and extent of your audit procedures in those areas accordingly.

However, some entity-level controls may not be able to be related to what can go wrong
at the assertion level. Weaknesses in the design or implementation of these controls
may require you to develop an overall response to how you perform the audit. For
example, if your client has a weak accounting staff, that weakness may cause you to
reconsider how you staff the engagement.

Other Characteristics of Internal Control That May Affect Your Audit

Some Controls Are More Critical Than Others

2.54 Individual control policies and procedures are designed to achieve specific internal
control objectives. In any internal control system, some controls may be more critical to achieving
the control objective than others. For example, suppose that a controller uses an aging of accounts
receivable to prepare an estimate of a valuation allowance. That estimate is reviewed for overall
reasonableness and approved by the owner-manager of the company. The control performed by
the owner-manager is important, but you may determine that the controls over the completeness
and accuracy of the aging report are even more critical to achieving a reasonable estimate
because without reliable underlying information, the chances for preparing a reasonable esti-
mate are diminished greatly.

2.55 When planning the audit, it is helpful to identify those controls that are most critical
to achieving financial reporting objectives. By identifying these critical (or key) controls, you can
help ensure that the audit team gathers sufficient information about the design and implemen-
tation of the most significant aspects of the client’s internal control.

2.56 Key controls often have one or both of the following characteristics:

® Their failure could materially affect the assertion, but might not be detected in a timely
manner by other controls.

® Their operation might prevent other control failures or detect such failures before they
have an opportunity to become material to the organization’s objectives.

Complementary Controls

2.57 To evaluate the effectiveness of control design, the auditing standards direct you to
determine whether the control “individually or in combination with other controls” is capable of
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effectively preventing or detecting and correcting material misstatements. When considering and
evaluating a combination of controls, it is helpful to distinguish between controls that are
complementary and those that function jointly to achieve the same control objective.

2.58 In some instances, multiple control procedures are required to completely address a
given control objective.

2.59 For example, the City of Anytown collects a tax from each restaurant in the city based
on a percentage of revenue. There are a large number of restaurants in the city, many of which go
out of business and are replaced by new ones. One of the control objectives for the city is to make
sure that all restaurants will report their revenue (completeness) and pay the required tax
(accuracy). To address the completeness risk, the city has a list of all restaurants that paid the tax
in the previous year. Current year remittances are compared against this list to help ensure that
all restaurants required to pay the tax have paid. This control is only partly effective at achieving
the completeness control objective because it does not fully address the addition of new restaurants
or the closing of restaurants from the previous year. Information from this control needs to be
followed up to determine whether nonpayers represent closed restaurants. However, the city has
another control procedure that captures the granting of new restaurant licenses. These new
licensees are then monitored during their first year of operation to ensure that they comply with
a variety of city laws, including the requirement to pay the required tax. In this example, the
monitoring of new restaurants and the comparison of remittances to a list of existing restaurants
are complementary controls over completeness.

In this situation, each control has a direct but limited effect on achieving the control objective, but
in combination, the two controls do achieve the control objective. Because both of these control
procedures are necessary to completely satisfy the control objective, you should determine that both
of these controls have been implemented.

2.60 Complementary controls do not directly address a control objective but rather, they
enable the effective functioning of the controls that do directly address the objective. In general,
you should obtain an understanding of the design and implementation of controls that are
directly related to an assertion. However, the effectiveness of controls that are directly related
to an assertion may depend on other, complementary controls that are only indirectly related to
an assertion. As discussed more completely in chapter 6 of this publication, when designing tests
of controls for the purpose of relying on them as part of your audit strategy, you may consider
the need to obtain evidence supporting the effective operation of both (a) the controls directly
related to the assertion and (b) other, complementary controls on which these direct controls
depend.

2.61 For example, a credit manager may review an exception report of credit sales that exceed
the customer’s authorized credit limit. This control is designed to address risk related to
unauthorized credit sales. But the effectiveness of this control procedure depends on the com-
pleteness and accuracy of the exception report that is reviewed by the credit manager. That is,
evidence concerning the completeness and accuracy of the credit report is also relevant when
designing tests of the operating effectiveness of the credit manager’s review of the exception report.

Preventive Versus Detective Controls

2.62 Controls can be categorized as one of two types:

® Preventive controls are designed to identify misstatements as they occur and prevent
them from further processing. Preventive controls are performed more timely and help
ensure that misstatements are never recorded in the accounting records to begin with.
However, to design and perform preventive controls at each step in the processing
stream may be costly.

® Detective controls are designed to detect and correct misstatements that already have
entered the system. Detective controls often are cheaper to design and perform.
However, the drawback to detective controls is that they are performed after the fact,
sometimes well after the fact. The lack of timely performance of a detective control
could mean that misstatements remain undetected in the accounting records for
extended periods of time.

2.63 Whether preventive or detective, an effectively designed control contains both an
error-detection and a correction component. The fact that a control procedure can identify a
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misstatement does not make the control effective. It is the process of communicating identified
misstatements to individuals who can then make corrections that makes the control complete.

2.64 Preventive and detective controls can be equally effective at achieving control objec-
tives. However, as a practical matter, it is considered better by many controls experts to prevent
a misstatement from entering the accounting system rather than relying on detecting and
correcting one that has entered the system.

2.65 Most internal control systems rely on a combination of preventive and detective
controls, and it is common to build some redundancy into the system, in which more than one
control meets the same objective, especially when the inherent risk is high.

How IT Affects Internal Control

Observations and Suggestions

Understanding how your client uses and manages IT is central to understanding its internal
control. IT is used in many different ways, for example, to initiate transactions, store data, or
process information. How the technology is deployed can range from simple, off-the-shelf
PC-based applications to much more complex, globally interconnected systems.

The purpose of the following section of this publication is to help you understand the key aspects
of IT you may consider when gaining your understanding of internal control.

Information Capture, Storage, and Processing

2.66 Understanding how the client’s information system captures, stores, and processes
information is critical to gain an understanding of the client, evaluate the design of controls, and
design further audit procedures. Illustration 2-2 describes one common way in which your client’s
system may be configured. This diagram does not reflect all systems, but it is useful for the
discussion that follows.

® Inside the main box is the client’s IT system. The two ovals that reside outside the box
illustrate external parties that interface with the system. In this illustration, there are
two such parties: customers and suppliers.

® In this system, the diagram depicts four separate applications or modules order
management, customer relationship management (CRM), purchasing, and inventory
management.

® FEach of these application modules captures data and may perform some processing.
The application then accesses the central database to store the resulting information.
For example, if a customer places an order, the order management system captures the
relevant data, processes it, and then stores the resulting information in the database.

® Once the information has been stored in the database, it can be used by other
applications. For example, the inventory management system may query the database
for new orders and process this information to determine if the items are on hand or
to take further steps to process the order, such as sending the relevant information to
the warehouse.

® The client’s financial management system includes the general ledger and other
accounting functions such as billing, accounts receivable management, and cash
receipts and disbursements.

® The financial management system also interacts with the database to gather and store
relevant information. However, the financial management system can be accessed
directly through journal entries, bypassing the applications.

® How the previously mentioned steps occur in a given environment can vary, empha-
sizing the need for you to gain a clear understanding to identify risk and design your
audit tests.
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lllustration 2-2
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2.67 In a system, for example the one described in paragraph 2.66, it is critical that the
client retain the integrity of the information contained in the database. Illustration 2-2 shows
that only applications access the database. However, a database administrator will have the
ability to bypass the applications and make changes directly to the database. This functionality
is necessary to maintain the database, but left uncontrolled access or unmonitored changes, it
may expose the company to the risk of fraud or error through unauthorized data manipulation.

2.68 The reports you use during your audit may be generated from individual applications.
Alternatively, the client may have a separate report-writing application that accesses the
database directly. When evaluating controls, such as program change controls or when consid-
ering the completeness and accuracy of those reports, you may want to consider how those reports
were generated and how system changes are controlled and monitored.

Integration of Applications From Different Vendors

2.69 For a system such as the one in the preceding paragraph to function properly, data that
is captured and processed in one application must be properly “mapped” to the data used in other
applications. For example, the order processing system may use a unique customer number to
identify customers. The CRM system, which provides information about customers such as their
address and credit limits, will use the same customer number, assuming the data resides in the
same database. To function properly (for example, for the financial management system to
prepare an invoice) that unique customer number is used.

2.70 Problems can arise when the numbers assigned to the same customer are not the same.
In those situations they can be “mapped” in tables that translate the numbers in one system to
another. Without proper mapping, unlike applications, or those using different databases will not
be able to share necessary information.

2.71 When your client uses applications that are integrated during their development, the
risk related to improper mapping is reduced significantly. This is more commonly found when the
same vendor is responsible for different components of the system, such as Oracle Financials or
Systems Applications and Products. Typically called an application suite, they share a database,
so that each customer has one unique set of records, containing a number of data elements. Each
application module may not use all of the data elements that relate to a customer, but will access
those that are necessary.
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2.72 However, it is common for companies to use applications provided by different software
vendors. For example, in illustration 2-2, the company may have an order management and CRM
application provided by one vendor, a purchasing application from another vendor, and the
inventory management system may be a legacy system that the company has had for years.

Server-Client Configurations

2.73 When businesses first started using computers to process data, computer processing
was highly centralized. For example, a mainframe computer typically performed all of the
processing, which was monitored and controlled by a centralized electronic data processing
department. Over time, information processing became more decentralized. Later, as local
computers appeared on all users’ desks, a central server hosted various clients that could be other
servers or local desktops. As company information systems became more accessible, access was
granted to a wide number of users. In this configuration, information can be processed both
centrally and remotely. The client/server model is not implemented the same way in each
company, so you have to find out where processing actually occurs. In addition, a large number
of companies are using Internet-based systems that can change the configuration even more.

2.74 In general, the more visible or usable by outsiders a system is, the greater the risk from
threats such as

unauthorized access to applications or data.

incorrect or inappropriate processing of information, which then is communicated
throughout the entire system.

® Jack of physical access controls to computer equipment and other physical risks to the
system.

® transmission of computer viruses, which can destroy data.

Information Processed Outside the Accounting Applications

2.75 It is not uncommon for clients to process financial information outside the accounting
application, accessing the database to extract information, which they then process indepen-
dently. For example, accounting department personnel may be responsible for preparing infor-
mation for the notes to the financial statements. Where the accounting application does not
provide this information in a format suitable for preparation of the required disclosures, the
individual responsible for the disclosure may access the database and extract the raw data. He
or she imports this data into a spreadsheet, which is then used to sort, combine, or otherwise
manipulate the data to provide the necessary disclosure information.

2.76 The development and use of spreadsheets may not be supported by the formal IT
controls associated with purchased applications. Although auditors understand that spread-
sheets are nevertheless processes that should be controlled, in most instances

® people who develop and use spreadsheets are not trained application programmers.
® the spreadsheets often are not tested formally and can contain unknown errors.

® jtisimpossible to build in data checking routines (called programmed edit checks) such
as are found in applications, so errors are introduced easily and can be hard to track
down.

access to the spreadsheets (including the underlying formulas) is not controlled.
changes to spreadsheets are not controlled effectively.
several versions of the same spreadsheet may be in use at the same time.

For these reasons, depending on the nature and use of the spreadsheet, the risk to the client posed
by use of spreadsheets in its financial reporting process may be significant. Greater awareness
of the risk associated with spreadsheets has prompted development of procedures and processes
by entities to control them better, but due to the intrinsic nature of entering data into the cells
of a spreadsheet, no matter how well the client thinks the controls are working, there is a higher
risk of error when spreadsheets are being used.
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2.77 The term information system as used in this publication encompasses both formal
accounting applications and the ad hoc information systems that exist outside the accounting
application.

Observations and Suggestions

Understanding your client’s IT system will help you perform a more knowledgeable risk
assessment by identifying risk of fraud or error.

In addition, the client’s maintenance of information in electronic format may allow you to use
computer assisted auditing techniques to gather highly relevant and reliable audit evidence
about an assertion, for example, by examining an entire population of transactions or an account
balance.

Benefits and Risks of Using IT

2.78 How IT is deployed varies among entities. For example, your client may use IT as part
of discrete systems that support only particular business units, functions, or activities, such as
a unique accounts receivable system for a particular business unit or a system that controls the
operation of factory equipment. Alternately, other entities in the same industry may have
complex, highly integrated systems that share data and are used to support all aspects of the
company.

2.79 Your client’s use of IT creates both benefits and risks that are relevant for your audit.
Table 2-4 summarizes some of these benefits and risks.

Table 2-4
Benefits and Risks of Using IT
Benefits of Using IT Risks of Using IT
IT can enhance internal control because it IT poses specific risks to your client’s
enables your client to internal control, including
e consistently apply predefined busi- e reliance on systems or programs that
ness rules and perform complex cal- are processing data inaccurately, pro-
culations in processing large volumes cessing inaccurate data, or both.
of transactions or data. e unauthorized access to data that
e enhance the timeliness, availability, may result in destruction of data or
and accuracy of information. improper changes to data, including
e facilitate the additional analysis of the recording of unauthorized or
information. nonexistent transactions or inaccu-
e enhance the ability to monitor the rate recording of transactions.
performance of the entity’s activities e unauthorized changes to data in
and its policies and procedures. master files may be more difficult to
e reduce the risk that controls will be detect than similar changes to
circumvented. manual records.
e enhance the ability to achieve effec- e unauthorized changes to systems or
tive segregation of duties by imple- programs.
menting security controls in applica- o failure to make necessary changes to
tions, databases, and operating systems or programs.
systems. e inappropriate manual intervention
when security is not effective.
e potential loss of data or inability to
access data as required.

2.80 In addition to the benefits and risks described in table 2-4, you also may consider that
the client’s use of IT may affect the availability of information you need for your audit. When
client data is processed electronically, you may be

® prevented from using only substantive procedures to obtain audit evidence. For
example, if the required evidence regarding the transaction is not maintained or
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observable in the historical record, it may not be observable in the transaction record
that the transaction was authorized by management electronically, thus requiring that
the authorization systems and controls be examined.

® enabled to use electronic data extraction and other computer assisted audit techniques
to gather audit evidence, for example, by examining an entire population of an account
balance.

How Your Consideration of Fraud Is Related to the Consideration of
Internal Control

Observations and Suggestions

Many of the required procedures within ISA 240, The Auditor’s Responsibilities Relating to Fraud
in an Audit of Financial Statements, can provide you with audit evidence about the design and
implementation of internal control, particularly the control environment. To achieve both audit
efficiency and effectiveness, you should consider the requirements to understand internal control
and to assess fraud risk not as two separate and unconnected audit objectives, but rather, as two
objectives whose achievements are interrelated and reinforce each other.

The following section of this publication provides guidance on how you can integrate the ISA 240
requirements with the requirements to understand internal control.

2.81 Fraud is a broad legal concept, and auditors do not make legal determinations of
whether fraud has occurred. Rather, your interest primarily relates to acts that result in a
material misstatement of the financial statements. That is, you have a responsibility to plan and
perform the audit to obtain reasonable assurance about whether the financial statements are free
of material misstatements, including misstatements caused by fraud. (ISA 240 par. 3 and 5)

2.82 Ineffective controls or the absence of controls at your client provide an opportunity for
a fraud to be perpetrated. Thus, areas of overlap exist between your consideration of internal
control and your consideration of fraud.

2.83 The procedures you perform related to internal control may provide audit evidence that
is relevant to your assessment of the risks of material misstatement due to fraud. For example,
when evaluating the design of internal control or determining whether it has been implemented,
you may obtain audit evidence about the existence of events or conditions that indicate
opportunities to carry out a fraud. (These conditions are referred to as fraud risk factors.)

2.84 Conversely, the performance of audit procedures you perform to assess the risks of
material misstatement due to fraud may provide you with an understanding of internal control.
For example, ISA 240 directs you to make inquiries of management and others within the entity
about the risk of fraud. Responses to these inquiries and further corroborations may provide
audit evidence about the design of certain controls, whether those controls have been imple-
mented, or possibly their operating effectiveness.

2.85 Thus, audit procedures performed primarily for one objective (for example, under-
standing internal control) may provide evidence relating to another audit objective (for example,
assessing the risks of material misstatement due to fraud) and vice versa. For this reason, you
may choose to consider this relationship when planning and performing related audit procedures.
For example, knowing that inquiries of management relating to the risk of fraud at the entity
may provide evidence about certain elements of the control environment, you may consider
asking follow-up questions and obtaining further evidence that the controls were implemented
(that is, placed in operation), in addition to the questions specifically required by ISA 240,
directed toward achieving the second audit objective.

Considering Antifraud Programs and Controls

2.86 Paragraph 42 of ISA 240 requires you to communicate with those charged with
governance any other matters related to fraud that are, in your professional judgment, relevant
to their responsibilities. For example, the absence of programs or controls to address the risks
of material misstatement due to fraud that are significant deficiencies should be discussed with
those charged with governance.
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Key Concepts Underlying the Auditor’s Risk Assessment Process
Deficiencies in Internal Control

2.87 During the course of your audit, you may become aware of deficiencies in internal
control. A deficiency in internal control exists when a control is designed, implemented, or
operated in such a way that it is unable to prevent, or detect and correct, misstatements on a
timely basis, or when a control necessary to prevent, or detect and correct, misstatements in the
financial statements on a timely basis is missing. Table 2-5 summarizes the definitions of these

two types of deficiencies. (ISA. 265 par. 7)

Table 2-5

Internal Control Design and Operating Deficiencies

Design Deficiencies

Operating Deficiencies

A deficiency in internal control design
exists when either

a control necessary to meet the con-
trol objective is missing or

an existing control is not properly
designed so that, even if the control
operates as designed, the control ob-
jective is not met.

A deficiency in the operation of a control
exists when either

a properly designed control does not
operate as designed, or

when the person performing the con-
trol does not possess the necessary
authority or qualifications to perform
the control effectively.

2.88 You should evaluate identified deficiencies in internal control and determine whether
the deficiencies, individually or in combination, constitute significant deficiencies. (ISA 265 par.
7-8)

2.89 A significant deficiency is a deficiency or a combination of deficiencies in internal
control, that in the auditor’s professional judgment is of sufficient importance to merit the
attention of those charged with governance. (ISA 265 par. 6)

2.90 The evaluation of the severity of a deficiency is a matter of professional judgment that
depends on the magnitude of the potential misstatement resulting from the deficiency or
deficiencies.

Limitations of Internal Control

2.91 Internal control, no matter how effective, can provide an entity only reasonable
assurance about achieving the entity’s financial reporting objectives. Reasonable assurance is a
high level of assurance. The likelihood that an entity will achieve its objectives is affected by
limitations inherent to internal control. These inherent limitations include the realities that
human judgment in decision making can be faulty and that breakdowns in internal control can
occur because of human failures such as simple errors or mistakes. For example

® if an entity’s personnel do not sufficiently understand how an order entry system
processes sales transactions, they may design changes to the system that will erro-
neously process sales for a new line of products. On the other hand, such changes may
be correctly designed but misunderstood by individuals who translate the design into
program code.

® controls may be designed to automatically identify and report transactions over a
specified amount for management review, but individuals responsible for conducting
the review may not understand the purpose of such reports and, accordingly, may fail
to review them or investigate unusual items.

® individuals may perform procedures less attentively on some days than others, based
on, for example, the level of distractions, workload, and personal factors such as
attitude and health.

2.92 Additionally, controls, whether manual or automated, can be circumvented by the
collusion of two or more people or inappropriate management override of internal control. For
example, management may enter into undisclosed side agreements with customers that alter the
terms and conditions of the entity’s standard sales contracts that may result in improper revenue
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recognition. Also, edit checks in a software program that are designed to identify and report
transactions that exceed specified credit limits may be overridden or disabled.

2.93 By its nature, management override of controls can occur in unpredictable ways. To
address the risk of management override, you should

a. test the appropriateness of journal entries recorded in the general ledger and other
adjustments made in the preparation of the financial statements, including entries
posted directly to financial statement drafts. In designing and performing audit
procedures for such tests, the auditor should

i make inquiries of individuals involved in the financial reporting process about
inappropriate or unusual activity relating to the processing of journal entries and
other adjustments;

ii. select journal entries and other adjustments made at the end of a reporting
period; and

iii. consider the need to test journal entries and other adjustments throughout the
period.

b. review accounting estimates for biases and evaluate whether the circumstances
producing the bias, if any, represent a risk of material misstatement due to fraud. In
performing this review, the auditor should

i. evaluate whether the judgments and decisions made by management in making
the accounting estimates included in the financial statements, even if they are
individually reasonable indicate a possible bias on the part of the entity’s
management that may represent a risk of material misstatement due to fraud.
If so, the auditor should reevaluate the accounting estimates taken as a whole,
and

ii. perform a retrospective review of management judgments and assumptions
related to significant accounting estimates reflected in the financial statements
of the prior year. Estimates selected for review should include those that are
based on highly sensitive assumptions or are otherwise significantly affected by
judgments made by management.

c. evaluate, for significant transactions that are outside the normal course of business for
the client or that otherwise appear to be unusual given your understanding of the
client and its environment and other information obtained during the audit, whether
the business rationale (or lack thereof) of the transactions suggests that they may have
been entered into to engage in fraudulent financial reporting or to conceal misappro-
priation of assets.

(ISA 240 par. 32)

Audit Evidence

The Nature of Audit Evidence

2.94 Audit evidence is all the information you use to arrive at the conclusions that support
your audit opinion. Audit evidence includes both information obtained in the accounting records
underlying the financial statements and other information. Audit evidence is cumulative in
nature. For example, your evidence regarding payables begins with you performing risk assess-
ment procedures relating to the client and its environment, including its internal control. These
risk assessment procedures provide audit evidence to support your conclusion about the risks of
material misstatement for payables. Based on this risk assessment, you then perform further
audit procedures, which include substantive procedures and may include tests of controls. The
results of these further audit procedures provide audit evidence that, when considered in
conjunction with the evidence from risk assessment procedures, allow you to form a supportable
conclusion about payables. You then repeat this process for other accounts, classes of transac-
tions, and disclosures, and the aggregation of your conclusions provides a basis for your opinion
on the financial statements as a whole.
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2.95 You should design and perform audit procedures for the purpose of obtaining sufficient
appropriate audit evidence. Appropriate audit evidence is relevant and reliable. The procedures
that you perform on your audit provide audit evidence, but they are not the only source of audit
evidence. For example, previous audits and your firm’s client acceptance and continuance
procedures also may be sources of audit evidence. (ISA 500 par. 6)

2.96 You should determine what modifications or additions to audit procedures are neces-
sary if
® audit evidence obtained from one source is inconsistent with that obtained from
another, or

® you have doubts about the reliability of the information to be used as audit evidence.
(ISA 500 par. 11)

2.97 A lack of consistency among individual items of audit evidence may indicate that one
of the items is not reliable. For example, management may describe the company’s year-end
financial reporting process as following certain steps, but others at the company may describe
the process differently. When audit evidence obtained from one source is inconsistent with that
obtained from another, you should document how you resolved the inconsistency. (ISA 230 par.
11)

2.98 You may obtain more assurance from consistent audit evidence obtained from different
sources or of a different nature than from items of evidence considered individually. For example,
reading minutes of the board and other documentation and making inquiries of several indi-
viduals about matters included in disclosures usually provides more reliable evidence than that
provided by making inquiries of one individual.

Tests of Accounting Records

2.99 As described in subsequent chapters of this publication, you may perform tests of the
accounting records, for example, through analysis and review, reperforming procedures followed
in the financial reporting process, or testing the client’s reconciliation of significant accounts.
Performing these types of tests may allow you to determine that the accounting records are
consistent with one another and that they agree to the financial statements, which provides some
audit evidence. However, accounting records alone do not provide sufficient audit evidence on
which to base your audit opinion on the financial statements. Table 2-6 provides examples of
other information you may use as audit evidence.

Table 2-6

Examples of Information You May Use as Audit Evidence

The tests you perform on the client’s accounting records provide some audit evidence but not
enough to support an opinion on the financial statements. Other information that you may use
as audit evidence includes

® minutes of meetings.

® confirmations from third parties.
industry analysts’ reports.
comparable data about competitors.
controls manuals.

information you obtain from audit procedures, such as inquiry, observation, or inspection.

other information developed by or available to you that allows you to reach conclusions
through valid reasoning.

The Sufficiency and Appropriateness of Audit Evidence

Sufficiency of Audit Evidence

2.100 You are required to design and perform audit procedures to obtain sufficient appro-
priate audit evidence. The sufficiency of audit evidence relates to its quantity. For example, the
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auditor who tests 8 of the 12 monthly reconciliations between a general ledger control account
and the related subsidiary ledger will obtain more evidence about the operating effectiveness of
the control than the auditor who tests 2 of the 12 reconciliations. (ISA 500 par. 6)

2.101 Paragraph 26 of ISA 330, The Auditor’s Responses to Assessed Risks, requires you to
conclude on whether sufficient appropriate audit evidence has been obtained. The amount of
audit evidence you need to support your conclusion is affected by the risks of material mis-
statement and the quality of the audit evidence obtained as follows:

® The higher the risk of material misstatement, the more audit evidence likely to be
required to support a conclusion.

® The higher the quality of the evidence, the less that may be required. However,
obtaining more audit evidence may not compensate for its poor quality.

Appropriateness of Audit Evidence

2.102 The appropriateness of audit evidence relates to its quality. The quality of audit
evidence is a function of its relevance and its reliability in providing support for, or detecting
misstatements in, your audit.

2.103 Relevance of audit evidence. Tests of controls may provide audit evidence that is
relevant to certain assertions but not others. For example, tests of controls related to the proper
authorization of a transaction will provide evidence about the occurrence assertion but not about
the completeness assertion. Obtaining audit evidence relating to a particular assertion, in this
example, the occurrence of a transaction, is not a substitute for obtaining audit evidence
regarding another assertion, in this example, completeness.

2.104 Reliability of audit evidence. The reliability of audit evidence is influenced by its
source and by its nature. Reliability also depends on the individual circumstances under which
it is obtained, including its timing.

2.105 Generalizations about the reliability of various kinds of audit evidence can be made,
and these are presented in table 2-7. However, when considering such generalizations, keep in
mind that they are subject to important exceptions. Even when audit evidence is obtained from
sources external to the client, circumstances may exist that could affect the reliability of the
information obtained. For example, audit evidence obtained from an independent external source
may not be reliable if the source is not knowledgeable. While recognizing that exceptions may
exist, the following generalizations about the reliability of audit evidence may be useful:

® Audit evidence is more reliable when it is obtained from knowledgeable independent
sources outside the entity.

® Audit evidence that is generated internally is more reliable when the related controls
being used by the entity are designed and operate effectively.

® Audit evidence obtained directly by the auditor (for example, observation of the
application of a control) is more reliable than audit evidence obtained indirectly or by
inference (for example, inquiry about the application of a control).

® Audit evidence is more reliable when it exists in documentary form then evidence
obtained orally (whether paper, electronic, or other medium). For example, a contem-
poraneously written record of an audit committee meeting that described the actions
taken by the members to oversee the financial reporting process is more reliable than
a subsequent oral representation of the matters discussed at the meeting.

® Audit evidence provided by original documents is more reliable than audit evidence
provided by photocopies, facsimiles, or documents that have been filmed, digitized, or
otherwise transformed into electronic form.

The following generalizations about the reliability of audit evidence will be useful to you when
designing audit procedures.
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Table 2-7
The Reliability of Audit Evidence
Reliability of Audit Evidence
Consideration Generally More Reliable Generally Less Reliable

Source of evidence

Knowledgeable, independent
sources outside the entity

Sources inside the entity

Sources that are not
knowledgeable

Reliability of client’s
internal control (when
evidence is generated
internally)

Effective

Ineffective

How evidence is obtained

Obtained directly by the
auditor

Obtained indirectly or by
inference

Format of evidence

Documentary form, either
written or electronic

Oral or otherwise
undocumented

Availability of evidence

Original evidence available
for inspection

Evidence available only as a
photocopy or facsimile of

original

2.106 You may obtain more assurance from consistent audit evidence obtained from
different sources or of a different nature than from audit evidence considered individually. For
example, if the company lacks documentation to support its intent with regard to equity
securities (which affect how those securities are classified and presented in the financial
statements), you may have no choice but to rely on management’s verbal statements regarding
their intent. Verbal statements may be less reliable than a written record, but if you obtain
statements or representations from several sources, and these statements or representations are
consistent with the client’s past history of selling equity investments, you may find the
consistency from different sources to be persuasive.

2.107 An increased quantity of audit evidence cannot compensate for audit evidence that
lacks relevance. For example, a confirmation of the existence of an account receivable is not
directly relevant to the valuation of the allowance account. Increasing the number of receivables
confirmations may not provide you with any additional evidence relating to their collectability
and the allowance for doubtful accounts.

Determining Whether You Have Obtained Sufficient, Appropriate Audit Evidence

2.108 Whether sufficient appropriate audit evidence has been obtained to reduce audit risk
to an acceptably low level and, thereby, enable the auditor to draw reasonable conclusions on
which to base the auditor’s opinion, is a matter of professional judgment.

Assessing and Responding to Risk in a Small Business Audit

2.109 The guidance provided in this publication applies to all audits regardless of the size
of the audited entity. However, the nature of a smaller entity, the environment in which it
operates, and its internal control may differ from larger entities. These differences may create
different types of risks, which in turn may require different audit strategies. Auditor judgment
always is needed to apply the guidance provided in this publication to specific situations,
including those that may be unique to a small business.

Characteristics of a Small Business

2.110 It is difficult to precisely define a small business. As the term is used in this
publication, it refers to an entity that has one or more of the following characteristics:!

! These criteria were adapted from volume II of COSO’s “Internal Control over Financial Reporting—Guidance
for Smaller Public Companies” document.
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One line of business and few product lines

A single location

Led by founders or a small group of owners who dominate management of the business

Limited in-house accounting resources

Financial reporting systems built on less sophisticated, general purpose bookkeeping
software and supplemented with spreadsheets for sub-ledgers and other accounting
records

Less complex, typically undocumented transaction processing systems

Fewer personnel, many having a wider range of duties

Internal Control at a Small Business

2.111 Small businesses face certain challenges in implementing effective internal control,
particularly if management of the business views internal control as something to be “added on”
rather than integrated with core processes. These challenges to implementing effective internal
control include

® management’s ability to dominate activities. This increases opportunities for improper
management override of processes to appear that financial reporting objectives have
been met.

obtaining qualified accounting personnel to prepare and report financial information.

management’s view that the primary value of internal control is in preventing the
misappropriation of assets while underestimating the importance of control objectives
related to financial reporting.

® obtaining sufficient resources to achieve adequate segregation of duties.

® informal, largely undocumented decision-making processes, including risk assessment
and the monitoring of internal control.

® attracting independent, outside parties with financial and operational expertise to
serve on the board of directors and on the audit committee.

® controlling IT. Controls over information systems, particularly application and general
IT controls, present challenges for smaller businesses.

® ad hoc, undocumented entity-level control policies and procedures.

Observations and Suggestions

Smaller companies often increase reliance on the control environment, as there is more direct
oversight and reinforcement of the “tone at the top” by management. Management may rely more
on its control environment and their own active participation in or monitoring of the controls over
financial reporting. For example, active management oversight may partially compensate for
inadequate segregation of duties. For example, management may provide a monitoring and
oversight function that would preclude the occurrence of a material skimming of cash receipts,
but might not be sufficient to preclude all skimming.

In those instances where management involvement may compensate for deficiencies in the
design of other controls, consider that

® management’s involvement in the operations of the business (for example, in managing
relationships with significant customers, or obtaining financing) is not the same as its
involvement in the controls over financial reporting.

® management’s active involvement in controls also increases the risk of management
override of controls and the manipulation of financial reporting.

While there may be less direct reliance on control activities in smaller companies, there are
certain foundational control activities that need to be in place in every company. Both smaller
and larger companies will have similar control activities including reconciliations of material
accounts, approvals of large transactions, and various input controls.

2.112 Companies should implement a control structure to reduce risk to an acceptable level.
Sometimes, smaller companies do not perceive that they have sufficient resources to fully
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implement segregation of duties or other controls that are more preventive in nature. Thus,
smaller businesses may rely more on detective rather than preventive monitoring and personal
involvement by top management in setting a control environment that brings in sufficient
competence and trust to assist in reducing risk. This is illustrated broadly in illustration 2-3. All
companies, regardless of size, need to have all five components present and functioning, but the
relative reliance on each component may be different in smaller companies than it is in larger
companies.

lllustration 2-3

Hypothetical Configuration of Internal Control Larger Versus Smaller Companies

B Control Environment [0 Risk Assessment
[J Control Activities [ Monitoring
Information and Communication

Larger Company Smaller Company

2.113 Notwithstanding the challenges faced by smaller companies in documenting and
implementing effective internal control, the fundamental concepts of good control are the same
whether the company is large or small. Fundamental controls, such as reconciliations, manage-
ment review, and basic input controls, remain the same. The COSO framework does not set up
a lower standard for small businesses in the form of measures to achieving effective internal
control that only apply to small businesses. All components of internal control should be in
place—in some form or another—to achieve effective internal control.

2.114 Auditors of small businesses face certain challenges in gathering information about
internal control design and implementation, assessing control risk and evaluating deficiencies
in internal control. These challenges include those situations where the client

® Jlacks sufficient documentation of its internal control, particularly, entity-level control
policies, performance of control activities, including monitoring of control performance,
or policies and procedures for accounting for nonrecurring transactions.

is highly susceptible to management override of internal control.
lacks adequate segregation of duties.

lacks sufficient in-house accounting experience, especially in dealing with nonrecur-
ring transactions, new or complex accounting standards, or new business practices.
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Audit Strategy for Audits of a Small Business

2.115 Audit strategies used on larger entities may not be practical for audits of a small
business. For example, auditors of a large business with significant in-house resources may be
able to rely on client personnel, including its internal auditors, to provide assistance during the
audit. Auditors of a small business that lacks such resources would not be able to adopt a similar
audit strategy.

2.116 Auditors of a small business may encounter certain challenges that affect their audit
strategy. These challenges include

® accounting records that require significant adjustments prior to the start of significant
auditing procedures.

significant transactions with unaudited related parties.

internal controls that include one or more of the characteristics described in paragraph
2.114.

® the need to adapt standardized audit practice aids developed for larger entities to the
conditions that exist on a small business audit.

Observations and Suggestions

The unique demands of a small business audit typically require significant involvement of the
most experienced auditors during the audit planning process. More experienced auditors will be
able to make important judgments about audit strategy, including

® the nature, timing, and extent of risk assessment procedures designed to gather
information about the client and its environment.

the assessment of risks of material misstatement.
the nature and extent of the auditor’s documentation of assessed risks.
the nature and extent of the documentation of the client’s internal control.

the choice of further audit procedures that are clearly linked to assessed risks.

the allocation of audit resources to those areas of the audit that present the most risk.

The significant involvement of the most experienced auditors early in the audit process should
improve both audit quality and efficiency.

Summary

2.117 Chapters 3—6 of this publication describe an audit process that revolves around the
assessment and response to the risks of material misstatement. This risk of material misstate-
ment begins with the risk that a misstatement exists in an account balance, class of transactions,
or disclosure without consideration of internal controls. This inherent risk exists independently
of the client’s internal control.

2.118 For example, suppose that the client has transactions with related parties that should
be disclosed in the financial statements. There is a risk—irrespective of any controls—that the
person who prepares the financial statements will omit the disclosure or draft one that is
incomplete or not understandable.

However, suppose the client has implemented internal controls over financial reporting. These
controls have been designed and operate in a way that will either prevent or identify and correct
the misstated or omitted related party disclosure. For example, the person responsible for
preparing the disclosure may be properly trained and supervised, and client management may
review the draft disclosures to make sure they are complete and understandable. In this way, the
client’s internal control mitigates the risk that is inherent in the account balance, class of
transactions, or disclosures.

2.119 The client’s internal control is bounded by two important thresholds: accounting
materiality and reasonable assurance. Internal control—no matter how well designed and
operated—can provide reasonable (but not absolute) assurance that the financial statements are
free of material misstatement.
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2.120 Thus, the risk that the financial statements are materially misstated—before con-
sidering the performance of any audit procedures—is a function of inherent risk and the risk that
the client’s internal control will fail to either prevent or detect and correct a material misstate-
ment.

2.121 Both the risk assessment procedures and the further audit procedures allow you to
gather audit evidence, which supports your opinion on the financial statements.

2.122 The performance of risk assessment and further audit procedures also is bounded by
two thresholds: audit materiality and reasonable assurance. Audit materiality is the maximum
amount that you believe the financial statements could be misstated and still fairly present the
client’s financial position and results of operations.

Reasonable assurance is the fundamental threshold you use to design and perform your audit
procedures. Reasonable assurance is a high—but not an absolute—level of assurance. To obtain
reasonable assurance, the auditor should obtain sufficient appropriate audit evidence to reduce
audit risk to an acceptably low level and thereby enable the auditor to draw reasonable
conclusions on which to base the auditor’s opinion.

2.123 The ideas presented in this chapter are the key concepts underlying the risk
assessment process that is central to every audit. Chapters 3—7 of this publication describe that
process in detail. The next chapter builds on your understanding of these key concepts to
introduce the first step in the risk assessment process, the performance of risk assessment
procedures.
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Planning and Performing Risk Assessment Procedures

Observations and Suggestions

INlustration 3-1

Planning and Performing Risk Assessment Procedures
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This chapter focuses on planning an audit of financial statements and performing risk assessment
procedures.

Your risk assessment procedures include gathering information about a wide range of matters to
enable you to understand your client. Some of these matters relate directly to the financial
reporting process, but many of them relate to the broader business issues such as the current status
of the client’s industry and its business objectives and strategies. Your client’s internal control is
an integral part of its business and as such, your risk assessment procedures will also address
the relevant portions of the internal control system.

As sufficient information is gathered, you will begin to form an understanding of the client and
how the specific conditions and circumstances pertaining to the client may affect the preparation
of the client’s financial statements.

Ultimately, the information you gather and the resulting understanding you gain about the client
provide audit evidence to support your assessment of the risks of material misstatement and your
opinion on the financial statements.

In the early stage in your audit you will gain an understanding of the client and its environment,
including internal control. This understanding should be sufficient to allow you to determine a
performance materiality and to identify and assess the risks of material misstatement. To form
a meaningful understanding of your client, you will perform risk assessment and other proce-
dures to gather the information you need.

This chapter provides guidance on how to gather information about your client and how to use
that information to understand the client in a manner that allows you to appropriately assess
the risks of material misstatements. This understanding of your client provides audit evidence
that is necessary to support your risk assessments.

Audit Planning

3.01 Audit planning is not a discrete phase of the audit, but rather an iterative process that
continues throughout the engagement to its completion. A revision of the overall audit strategy
or the audit plan may be necessary as a result of evidence obtained from the performance of
planned audit procedures. Any modifications to your initial audit strategy should be documented.

An audit strategy developed before you have an understanding of the business and the risks of
material misstatement may require updating, or it may require a whole new strategy.

Forming an Overall Audit Strategy

3.02 Forming an overall audit strategy is an integral part of audit planning. You should
establish an overall audit strategy on each engagement that sets the scope, timing, and direction
of the audit that guides the development of the audit plan. Table 3-1 describes some elements
of an overall audit strategy. In addition to the matters in table 3-1, you also should consider the
experience you have from performing other engagements by the engagement partner for the
client, as well as the results of preliminary audit activities, such as client acceptance and
continuance procedures. (ISA 300 par. 7-8)

Table 3-1
Developing an Overall Audit Strategy

The overall audit strategy involves

the determination of Examples of which include
the characteristics of the audit that e the basis of reporting.
define its scope. e industry-specific reporting requirements.

e the locations of the client.

the reporting objectives of the e deadlines for interim and final reporting.
engagement related to the timing of e key dates for expected communications
the audit and the required with management and those charged with
communications. governance.
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The overall audit strategy involves

the determination of Examples of which include
factors significant to directing the e appropriate materiality and performance
audit team’s efforts. materiality levels.

e preliminary identification of areas where
there may be higher risks of material mis-
statement.

e preliminary identification of material loca-
tions and account balances.

e plans, if any, to obtain evidence about the
operating effectiveness of internal control
at the assertion level.

e how the entity uses IT to capture, store,
and process information and whether the
use of an IT expert is necessary for the en-
gagement.

e recent, significant, and entity-specific de-
velopments related to the client’s industry,
financial reporting requirements, or other
relevant matters.

3.03 Your overall audit strategy helps you determine the resources necessary to perform the
audit, which include

® the human resources to assign to specific audit areas, such as the use of appropriately
experienced team members for high-risk areas or the involvement of experts on
complex matters.

whether an IT expert should be part of the engagement team.

the resources to assign to specific audit areas, such as the number of team members
necessary to observe the inventory count at material locations, the extent of review of
other auditors’ work, or the audit budget in hours to allocate to high-risk areas.

® when these resources are assigned, such as whether at an interim audit period or at
key cut-off dates.

® how such resources are managed, directed, and supervised, such as when team briefing
and debriefing meetings are expected to be held, how engagement partner and
manager reviews are expected to take place (for example, on-site or off-site), and
whether to complete engagement quality control reviews.

Observations and Suggestions

Establishing an overall audit strategy varies according to the size of the entity and the
complexity of the audit.

In audits of small entities, a very small audit team may conduct the entire audit. With a smaller
team, coordination and communication between team members is easier. Consequently, estab-
lishing the overall audit strategy need not be a complex or time-consuming exercise.

For example, the auditor of Ownco developed her audit strategy for the year X2 audit at the
completion of the X1 audit. Based on a review of the audit documentation she highlighted the
issues identified in the X1 audit and prepared a brief memo of the overall audit strategy for X2.
At the beginning of the X2 audit, she updated and changed the strategy developed in X1 based
on discussions with the owner-manager.

Appendix A, “Considerations in Establishing the Overall Audit Strategy,” of this publication is
a useful practice aid regarding this issue. It was reproduced from an appendix to ISA 300,
Planning an Audit of Financial Statements.
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The Audit Plan

3.04 An audit plan is a more detailed, tactical plan that addresses the various audit matters
identified in the audit strategy. You should develop and document an audit plan for every audit.
The audit plan includes the nature, timing, and extent of the audit procedures to be performed
by your engagement team members. (ISA 300 par. 9)

3.05 Each successive phase of your audit depends on the results of the audit procedures that
precede it. For example, your determination of the nature, timing, and extent of your substantive
procedures depends on the results of your tests of controls (if any), which in turn depend on the
results of your risk assessment. Table 3-2 lists the items that, at a minimum, should be included
in your audit plan. (ISA 300 par. 9)

Table 3-2
Items to Be Included in Your Audit Plan

Your audit plan should include the following:

® A description of the nature and extent of planned risk assessment procedures. Because
these procedures normally are the first procedures you perform to gather audit evidence
to support your opinion, you typically will plan your risk assessment procedures first or
early in the audit.

® A description of the nature, timing, and extent of planned further audit procedures at the
relevant assertion level for each material class of transactions, account balance, and
disclosure. The plan for further audit procedures should reflect your decision whether to
test the operating effectiveness of controls, and the nature, timing, and extent of planned
substantive procedures. Because your design of further audit procedures depends on the
results of your assessment of the risks of material misstatement, you may not develop your
plan for further audit procedures until you have completed your risk assessment proce-
dures.

® A description of other audit procedures to be carried out for the engagement to comply with
ISAs (for example, seeking direct communication with the entity’s lawyers). Your plan for
these procedures will evolve over the course of the audit as you begin to gather audit
evidence.

Observations and Suggestions
It is common for example audit plans to include a step for audit planning. Example forms also
are used to facilitate the documentation of the matters listed in table 3-2.

When using these example forms and checklists, it is important to remember the iterative nature
of planning. The completion of example forms once, at the beginning of the engagement, is
inconsistent with the notion that planning is an iterative process, reassessed continuously
throughout the engagement.

Performance Materiality

3.06 As part of developing an overall audit strategy, you should determine a materiality
level for the financial statements as a whole, which is used to help you plan your audit. This
materiality is used to determine performance materiality, which helps you make judgments
about

a. the identification of risks of misstatement,
b. the assessment of whether those risks are material, and

c. the determination of the nature, timing, and extent of further audit procedures.
Properly designed further audit procedures increase the likelihood that you will detect
any material misstatement that exists in the financial statements.

(ISA 320 par. 10-11)
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3.07 Performance materiality may be different from the level of materiality determined for
evaluating audit results. Because it is not feasible for you to anticipate all the circumstances (for
example, final net income) that may influence your determination of materiality at the comple-
tion of the audit, the materiality level you use for planning purposes may differ from the
materiality level you use to evaluate audit findings. Performance materiality does not establish
a threshold below which identified misstatements always are to be considered immaterial when
evaluating misstatements. The circumstances related to some identified misstatements (for
example, misstatements due to fraud) may cause you to evaluate them as material even though
they are below performance materiality.

See chapter 7, “Evaluating Audit Findings, Audit Evidence, and Deficiencies in Internal Control,”
of this publication for a further discussion of materiality used to evaluate audit findings.

3.08 Your judgments about materiality include both quantitative and qualitative informa-
tion. However, it ordinarily is not practical to design audit procedures to detect misstatements
that qualitatively could be material unless you have identified specific risks of qualitative
misstatements. For this reason, the materiality used for planning purposes is primarily deter-
mined using quantitative considerations.

3.09 The determination of materiality for planning purposes is a matter of your informed,
professional judgment and is affected by your perception of the financial information needs of
users of the financial statements. You may apply a percentage to an appropriate benchmark, such
as total revenues, income before taxes, or net assets, as a step in determining materiality for the
financial statements as a whole.

3.10 The relative appropriateness of a benchmark used to establish performance materi-
ality depends on the nature and circumstances of your client and, in particular, who the users
of the financial statements are and how they use the financial statements. For example, income
before taxes may be an appropriate benchmark for a for-profit entity but may be inappropriate
for a not-for-profit entity or for an owner-managed business where the owner takes much of the
pretax income out of the business in the form of compensation. For asset-based entities, an
appropriate benchmark might be net assets. Other entities might use other benchmarks. Table
3-3 provides a list of factors that may be relevant when determining an appropriate benchmark
for performance materiality.

Observations and Suggestions

As indicated in paragraph 3.10, the determination of performance materiality depends on the
nature and circumstances of the client, including how the financial statement users use the
financial statements. What may be an appropriate benchmark (or base) for determining perfor-
mance materiality for one entity may not be appropriate for another.

For example, the auditor of a for-profit entity may use a benchmark of 5 percent of income before
taxes as a starting point for determining performance materiality. (However, auditors of for-profit
entities operating near breakeven usually would not use income before taxes as a basis.) Users
of a not-for-profit organization typically do not make judgments based on the organization’s
profit, and accordingly, the auditor of the organization may use revenues as a base for deter-
mining performance materiality. Governments may find it more appropriate and relevant to its
users to use a percentage of expenditures as a base for determining materiality.

Similarly, users of the financial statements of a mutual fund may be most interested in the value
of the assets being managed by the fund, and the auditor may use a base of total or net assets,
rather than income before taxes, as a starting point for determining performance materiality.

As noted in chapter 2, “Key Concepts Underlying the Auditor’s Risk Assessment Process,” it is
unlikely that a single benchmark and percentage or rule-of-thumb could adequately reflect user
perspectives for all entities and circumstances.
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Table 3-3

Considerations When Determining a Benchmark for Performance Materiality

Factors that may affect the identification of an appropriate benchmark include

® the elements of the financial statements (for example, assets, liabilities, equity, income,
and expenses).

® whether there are financial statement items on which, for the particular entity, users’
attention tends to be focused (for example, profit, revenue, or net assets).

® the nature of the entity, where it is in its life cycle, and the industry and economic
environment in which it operates.

® the size of the entity, its ownership structure, and the way it is financed.
® the relative volatility of the benchmark.

3.11 When choosing an appropriate benchmark for determining performance materiality,
you may consider the circumstances underlying the benchmark and make any adjustments you
consider necessary.

For example, suppose that the auditor of Young Fashions determined that total revenue was an
appropriate basis for determining performance materiality. However, during the audit period, the
company acquired a manufacturer of children’s clothes, which had a significant effect on the
revenues during the year. Because of the unusual circumstance that gave rise to the revenue
increase in the current period, the auditor determined that rather than using current period
revenues, a more appropriate benchmark would be normalized revenues based on past results for
the aggregate of the two companies that are now together.

3.12 Other factors that you may consider when evaluating the underlying circumstances of
a chosen benchmark for performance materiality include the following:

® Who the users of the financial statements are and what they are likely to consider
important

Prior periods’ financial results and financial positions
The period-to-date financial results and financial position
Budgets or forecasts for the current period

Significant changes in the client’s conditions, or the conditions of the industry and
economy as a whole

Observations and Suggestions

Ultimately, you should plan and perform your audit to obtain reasonable assurance about
whether the financial statements are free of material misstatement. Reasonable assurance is a
high level of assurance.

The danger in setting performance materiality too high is that you will not gather sufficient
relevant audit evidence to provide that low risk of material misstatement. For that reason, it is
important to consider carefully the benchmarks used to determine performance materiality for
the financial statements as a whole and also for particular items or elements.

Lesser Performance Materiality for Particular ltems

3.13 In some instances it may be appropriate to establish a lower threshold performance of
materiality for particular items that is less than performance materiality for the financial
statements as a whole. For example, given the specific circumstances of the client and the needs
of the users of its financial statements, you should establish a lower threshold for one or more
particular classes of transactions, account balances, or disclosures if a lesser amount than
performance materiality could reasonably be expected to influence the economic decisions of
those users. (ISA 320 par. 9-10)
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3.14 In making judgments about whether a lower materiality threshold is appropriate
for particular classes of transactions, account balances, or disclosures, you may consider
factors such as

® whether the accounting standards, laws, or regulations affect users’ expectations
regarding the measurement or disclosure of certain items.

® the key disclosures in relation to the industry and the environment in which the client
operates.

® whether attention is focused on the financial performance of a particular business
segment that is separately disclosed in the financial statements. (For example,
revenues might be used to determine royalty payments. As such, revenues might be
audited to a higher degree of precision than otherwise appropriate.)

3.15 To identify those particular classes of transactions, account balances, or disclosures for
which it may be appropriate to reduce performance materiality, it may be helpful to consider the
views and expectations of those charged with governance. However, it is a matter for the auditor’s
professional judgment.

Observations and Suggestions

Performance materiality is often the mechanism by which the lower materiality threshold is
applied to the class of transaction, account, or disclosure to assist in the design of effective,
efficient audit procedures.

When performance materiality is reduced for an account, balance, or disclosure then tolerable
misstatement used to test a sample from the population is also reduced.

Note that the guidance provided in paragraph 3.15 applies only to the reduction of materiality.
The views and expectations of management typically do not determine initial levels of perfor-
mance materiality but may elicit considerations that the auditor had not initially thought about.

Gathering Information About the Client and lts Environment

3.16 Obtaining an understanding of your client and its environment, including internal
control, is an essential part of every audit. It is a dynamic process that allows you to exercise
professional judgment related to

® assessing risks of material misstatements;
® determining materiality and performance materiality;

® considering the appropriateness of the client’s selection and application of accounting
policies and the adequacy of its financial statement disclosures;

® identifying areas where special audit consideration may be necessary (for example,
related-party transactions);

developing expectations for performing analytical procedures;

responding to the assessed risks of material misstatement, including designing and
preforming further audit procedures; and

® evaluating the sufficiency and appropriateness of audit evidence obtained.

3.17 It is not acceptable to simply deem risk to be “at the maximum.” The risk assessment
procedures you perform to gather information and obtain an understanding of the client provide
a measure of audit evidence that supports your risk assessment. In turn, your risk assessments
support your determination of the nature, timing, and extent of further audit procedures such
as your substantive procedures. Thus, the results of your risk assessment procedures are an
integral part of the audit evidence you obtain to support your opinion on the financial statements.
However, risk assessment procedures by themselves do not provide sufficient appropriate audit
evidence on which to base your audit opinion. (ISA 315 par. 5)
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Breadth and Depth of Your Understanding

Observations and Suggestions

It can be helpful to think of your understanding of the client consisting of two components:
breadth and depth.

The breadth of your understanding describes its span, those aspects of the client and its
environment about which you should have some understanding. The depth of your understanding
describes the level of knowledge you should have about the subject matter.

Breadth of Understanding

3.18 As described in more detail in paragraphs 4.02—.25 of this publication, your under-
standing of the client should encompass the following:

® Relevant industry, regulatory, and other external factors, including the financial
reporting framework

® The nature of the client, including its operations, ownership, and governance struc-
tures, types of investments that it is making or plans to make (including those to
accomplish specified objectives), and the way it is structured and how it is financed to
enable you to understand the classes of transactions, account balances, and disclosures
to be expected in the financial statements

® The client’s objectives and strategies and resulting business risks that may result in
risks of material misstatement

® The client’s measurement and review of the entity’s financial performance

3.19 You should obtain an understanding of internal control relevant to the audit. The
breadth of your understanding extends to all five components of internal control, and other
controls you determine to be relevant to the audit. Paragraphs 3.48—.109 of this publication
discuss the breadth of your understanding of internal control in more detail.

Depth of Understanding

3.20 You should use your judgment to determine the depth of the understanding about your
client and its environment, including internal control to identify and assess the risks of material
misstatement to provide a basis for designing and implementing responses to the assessed risks
of material misstatement. Typically, that understanding

® is less than that needed by management to manage the entity, but
® sufficient enough to allow you to

— assess the risk that specific assertions could be materially misstated (for ex-
ample, what could go wrong) and

— plan and perform further audit procedures, which may include tests of controls,
substantive analytical procedures, tests of details, or any combination of the
three.

3.21 When obtaining an understanding of controls that are relevant to your audit, you
evaluate the design of a control and determine whether it has been implemented:

a. Evaluation of control design. Evaluating the design of a control involves determining
whether the control—either individually or in combination with other controls—is
capable of effectively preventing, or detecting and correcting, material misstatements.

b. Determination of whether a control has been implemented. Implementation of a control
means that the control exists and that the entity is using it.
(ISA 315 par. 13)

Chapter 4, “Understanding the Client, Its Environment, and Its Internal Control,” of this
publication provides a more detailed discussion of your required understanding of your client’s
internal control.
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Performing Procedures to Gather Information

Observations and Suggestions

ISA 315, Identifying and Assessing the Risks of Material Misstatement through Understanding
the Entity and Its Environment, requires you to obtain an understanding of your client and its
environment, including internal control. The procedures you perform to gain that understanding
are referred to as risk assessment procedures.

For this publication we have separated the process of obtaining an understanding of your client
into two steps: (1) gathering or updating information and (2) using that information to develop
an understanding of the client. In practice the two parts are often performed together. The
following sections describe the procedures you perform to gather information. Chapter 4 of this
publication describes the requirements for using the information gathered to form an under-
standing of the client.

The separation of the process is done just for the convenience of presenting the material and
should not be construed to imply a linear process of discrete steps. Obtaining an understanding
of the client, its environment, and its internal control is a continuous dynamic process of
gathering, updating, and analyzing information throughout the audit.

3.22 The audit procedures you perform to obtain an understanding of the entity, its
environment, and its internal control are referred to as risk assessment procedures. Risk
assessment procedures include

a. inquiries of management and others at the client,
b. analytical procedures, and

c. observation and inspection.
(ISA 315 par. 6)

3.23 Risk assessment procedures are designed to gather and evaluate information about the
client and are not specifically designed as substantive procedures or as tests of controls.
Nevertheless, in performing risk assessment procedures, you may obtain evidence about relevant
assertions or the effectiveness of controls.

Observations and Suggestions

When risk assessments involve the gathering and weighing of evidence, you can take credit for
these procedures and reduce other audit procedures and still achieve the objectives of the audit.
When used as audit evidence, such procedures should include support for the assessments. For
example, a practice aid listing example risk factors and prompting for risk level ratings may also
prompt for the documentation of the procedures performed, evidence examined, and conclusions
reached to support these assessments.

The Risk Assessment Procedures

Inquiry of Management and Others

3.24 Although much of the information you obtain by inquiry can be obtained from
management, accounting personnel, and others involved in the financial reporting process, it is
often helpful to direct inquires to others within the entity. For example, people who work in
production, sales, or internal audit, as well as individuals employed at different levels within the
organization can provide you with a different perspective that helps identify risks of material
misstatement. Inquiries of others can also help corroborate or provide additional details to the
statements and representations made by management and accounting personnel. Table 3-4
provides examples of other individuals within the entity who might be able to help you identify
and assess the risks of material misstatement.
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Table 3-4

Examples of Inquiries of Others Within the Entity

Inquiries of These Individuals
(Outside of Management the
Financial Reporting Process)

May help you understand

Those charged with governance

the environment in which the financial
statements are prepared.

whether they have knowledge of any fraud
or suspected fraud.

how they exercise oversight of the entity’s
programs and controls that address fraud.
their views on where the company is most
vulnerable to fraud.

how financial statements are used.

Internal audit personnel

the design and operating effectiveness of
internal control.

internal audit activities related to internal
control over financial reporting.

whether management has responded satis-
factorily to internal audit findings.

their views on where the company is most
vulnerable to fraud.

Employees involved in the initiation,
processing, or recording of complex or
unusual transactions

the controls over the selection and applica-
tion of accounting policies related to those
transactions.

the business rationale for those transac-
tions.

IT systems users

how IT users identify changes to IT sys-
tems and how frequently those changes oc-
cur.

how users work around IT systems for
those circumstances where the IT system
does not support them.

how logical access to data and applications
is controlled.

how remote access to the system is con-
trolled.

excessive system down time and other indi-
cators that the system is not functioning

properly.

In-house legal counsel e litigation.
e compliance with laws and regulations.
e fraud or suspected fraud.
e warranties.
e post sales obligations.
e arrangements such as joint ventures.
e the meaning of certain contract terms.
Marketing, sales, or production e marketing strategies.
personnel e sales trends.
e production strategies.
e contractual arrangements with customers.
e any pressures to meet budgets or change

reported performance measures.
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3.25 Paragraph 17 of ISA 240, The Auditor’s Responsibilities Relating to Fraud in an Audit
of Financial Statements, states that the auditor should make inquiries of management and
others in the entity relating to fraud. As a matter of audit effectiveness, it is helpful to integrate
these inquiries with the ones described in paragraph 3.24.

Analytical Procedures

3.26 ISA 520, Analytical Procedures, requires the use of analytical procedures in planning
the audit. The objective of these procedures is to help you understand the client and its
environment and, ultimately, to assess the risks of material misstatement. As such, you should
consider the analytical procedures performed during audit planning to be a risk assessment
procedure that provides some broad audit evidence to support your opinion on the financial
statements. (ISA 315 par. 6)

Observations and Suggestions

When you perform analytical procedures during planning, it is common to use data that is
aggregated at a high level. For example, you might base your analysis on total revenues rather
than revenues by product line or geographic region.

Analyses that rely on highly aggregated data typically provide only a broad initial indication of
whether a material misstatement may exist. Accordingly, in such cases, consideration of other
information that has been gathered when identifying the risks of material misstatement together
with the results of such analytical procedures may assist the auditor in understanding and
evaluating the results of the analytical procedures.

3.27 Please refer to paragraphs A7-A9 of ISA 315 for additional guidance on the perfor-
mance of analytical procedures in planning the audit.

3.28 The results of analytical procedures may help you obtain an understanding of the
entity. For example, analytical procedures may be helpful in identifying the following:

® The existence of unusual transactions or events, which may indicate the presence of
significant risks (which are described in more detail in paragraphs 5.30-.37).

® Amounts, ratios, and trends that might indicate matters that have financial statement
and audit implications. For example, an unexpected amount, ratio, or trend may be the
result of a misstatement that was not prevented or detected and corrected by the
client’s internal control.

Observations and Inspection of Documents

3.29 You may use observation and the inspection of documents to support the responses you
receive to your inquiries of management and others. Additionally, your observations and
inspections will provide you with further information about the entity and its environment that
you might not otherwise obtain.

3.30 The procedures you perform to observe activities and inspect documents typically
include
observing client activities and operations.
visiting the client’s premises and plant facilities.

inspecting documents, records, and internal control manuals.

reading reports prepared by management (such as quarterly management reports and
interim financial statements).

® reading minutes of board of directors’ meetings and other documents prepared by those
charged with governance.

® tracing transactions through the financial reporting information system.

Risk Assessment Procedures for IT Controls

3.31 Table 3-5 provides examples of risk assessment procedures you may perform to assess
the design and implementation of IT controls (general controls and application controls).
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Table 3-5

Examples of Risk Assessment Procedures to Assess the
Design and Implementation of IT Controls

Risk Assessment Procedure Application for IT Controls
Inspection e Inspecting change management policies and proce-
dures
e Inspecting documentation of change management
controls

e Inspecting log files to determine what user access
rights were associated with movement of new ob-
jects to production environment

e Review of a system-generated administrative ac-
cess rights list

Observation e Conducting a walk-through review of the entity’s
data center to observe physical and environmental
controls and general orderliness of the data center

e Observing automated controls being performed for
situations that are required per the design of the
control

Inquiry e Interviewing personnel to determine if responsi-
bilities regarding performance of control activities
are understood and the person(s) are capable of
effectively performing the control(s)

Reperformance e Performing a function within an application (usu-
ally a test environment) to confirm the existence
of an automated control

A Mix of Procedures

3.32 You are not required to perform all the procedures noted in paragraph 3.22 for each
aspect of the client’s internal control and its environment listed in table 1-1. However, in the
course of gathering information about the client, you are required to perform all the risk
assessment procedures in accordance with ISA 315 paragraph 6.

Other Procedures That Provide Relevant Information About the Client

3.33 Obtaining information from sources outside the entity. Information from sources
external to the client may be helpful in understanding the client and identifying risks of material
misstatement. Examples of information sources external to the client that may be helpful include

® external legal counsel.

® experts that the client has used who may be relevant for financial reporting purposes
(for example, a valuation expert). Please refer to ISA 620, Using the Work of an
Auditor’s Expert, for guidance relating to the client’s use of an expert. ISA 540, Auditing
Accounting Estimates, Including Fair Value Accounting Estimates, and Related Dis-
closures, also may provide relevant guidance relating to the client’s and auditor’s use
of an expert to provide information relating to fair values.

reports prepared by analysts, banks, or rating agencies.
trade and economic journals.

regulatory or financial publications.

reports from service organizations used by the client (see ISA 402, Audit Consider-
ations Relating to an Entity Using a Service Organization).
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3.34 Assessing the risks of material misstatement due to fraud. ISA 240 requires you to
perform certain audit procedures to assess the risks of material misstatement due to fraud. Some
of these procedures also may help you gather information about the entity and its environment,
particularly its internal control. For this reason, it is helpful to

® coordinate the procedures you perform to assess the risks of material misstatement
due to fraud with your other risk assessment procedures and

® consider the results of your assessment of fraud risk when identifying the risks of
material misstatement.

3.35 Other information. When relevant to the audit, you also should consider other knowl-
edge you have of the client that can help you assess risk. This other information may result from
the following:

® Your client acceptance or continuance process
® Other engagements performed by the engagement partner for the client
(ISA 315 par. 7-8)

Discussion Among the Audit Team

Observations and Suggestions

The gathering of information about aspects of the client and its environment, in and of itself, does
not provide audit evidence to support your assessment of risks. When the information gathered
is supported by observations and other forms of corroboration, that information becomes audit
evidence. From that evidence of the client and its environment, you form the basis for your risk
assessment.

In addition to the objectives described in paragraph 3.36, the required discussion among team
members also may be used to exchange information about the client and its environment that
the team has gathered and to form a common understanding of the client that will be useful for
assessing risks of material misstatement. The discussion also provides an opportunity for more
experienced team members, including the engagement partner, to share their insights about the
client.

ISA 240 directs you to perform a similar discussion among team members to specifically address
the risks of material misstatement due to fraud. You are not required to have two separate
discussions—the discussion described in paragraph 3.36 can be held concurrently with the
discussion required by ISA 240. However, because of the unique characteristics of fraud (for
example, it is a result of an intentional act), it is recommended that you clearly distinguish
between your discussion of possible material misstatements due to error and your discussion of
how and where the client’s financial statements might be susceptible to material misstatement
due to fraud.

3.36 You and your audit team should discuss the susceptibility of the client’s financial
statements to material misstatement. The objectives of this discussion are for team members to

® oain a better understanding of the potential for misstatements in the specific areas
assigned to them and

® understand how the results of the audit procedures they perform may affect other
aspects of the audit, including the decisions about the nature, timing, and extent of
further audit procedures.

(ISA 315 par. 11)
Table 3-6 lists the items that may be the topics of your discussion.
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Table 3-6

Topics for Audit Team Discussion

You and your audit team should discuss the susceptibility of the client’s financial statements to
material misstatements. The extent of this discussion is influenced by the roles, experience, and
information needs of the audit team. Matters you may discuss include

® areas of significant risks of material misstatement, including susceptibility to fraud or
error.

unusual accounting procedures used by the client.

important control systems.

significant IT applications and how the client’s use of IT may affect the audit.
areas susceptible to management override of controls.

materiality at the financial level and performance materiality.

how performance materiality will be used to determine the extent of testing.

the application of generally accepted accounting principles to the client’s facts and
circumstances and in light of the entity’s accounting policies.

® the need to
— exercise professional skepticism throughout the engagement.

— remain alert for information or other conditions that indicate that a material
misstatement due to fraud or error may have occurred.

— follow up rigorously on any indications of a material misstatement.

3.37 You should exercise your professional judgment to determine logistical matters relat-
ing to the audit discussion, such as who should participate, how and when the discussion should
occur, and its extent. The engagement partner and other key members of the audit team may be
involved in the discussion.

3.38 When considering who should participate in the discussion, you also may determine
that an IT expert or other individual possessing specialized skills should be included.

Observations and Suggestions

Multiple discussions among the audit team may help facilitate an ongoing exchange of infor-
mation that will allow for a more effective assessment of risks of material misstatement and
tailored responses to those risks.

Gathering Information About Internal Control

3.39 On all audits you should evaluate the design of your client’s internal control relevant
to the audit of the financial statements. The procedures you will perform to make this evaluation
generally are more complex and comprehensive than those necessary to obtain an understanding
of the other elements of the client and its environment listed in paragraph 3.18. The following
sections of this publication provide guidance on planning and performing risk assessment
procedures directed toward gathering the information necessary to evaluate the design of
internal control.

Observations and Suggestions

You should evaluate the design and implementation of your client’s internal control on all audits,
even if you intend to design a substantive audit approach and not rely on the operating
effectiveness of controls when designing further audit procedures.

Evaluating internal control design involves more than assigning a value (for example, effective
or ineffective) to control risk. Understanding your client’s internal control also involves a
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subjective consideration of what could go wrong in your clients’ processing of its financial
information.

See paragraph 4.29 of this publication for an example of how an auditor might consider the
qualitative aspects of internal control design.

Understanding what could go wrong is critical if you are to design and perform further audit
procedures that are clearly linked to assessed risks, which is why you should evaluate internal
control even when you plan a purely substantive audit. Paragraphs 5.24—.25 of this publication
describe and provide examples of how your qualitative assessment of internal control design and
implementation affect the nature, timing, and extent of substantive procedures.

Management’s Documentation of Internal Control

3.40 The form, content, and extent of an entity’s documentation of its internal control may
affect your assessment of the design of the client’s internal control and the nature of your audit
procedures. Because of these effects, you may consider the client’s documentation when planning
your risk assessment procedures and evaluating the design of the client’s internal control.

Observations and Suggestions
An entity’s documentation of internal control generally achieves two types of objectives:

a. Documenting the design of internal control, for example, through accounting manuals,
flowcharts, or descriptions of company policies or control procedures. This type of
documentation will help you evaluate the design of the entity’s controls.

b. Documentation of the performance of the control, which can help you determine
whether the control has been implemented.

It helps to carefully distinguish between these two types of documentation when gaining an
understanding of the client’s internal control. You often can overcome a lack of detail in the
documentation about the design of internal control, for example, by performing inquiries or
observations to understand design. However, if the client has not provided documentation
showing the performance of the control, it usually is difficult to determine that the control has
been implemented (that is, that client employees are applying the control). For example, if the
required approvals for all checks over $1,000 are not evidenced, it is difficult to establish that
the control was performed.

3.41 Management’s documentation of internal control can vary greatly among entities. The
quantity of documentation at some entities may be limited; at others it may be more extensive.
It may be helpful to think of documentation as existing along a continuum between these two
extremes, and neither totally nonexistent nor totally complete. Some smaller companies and
organizations may have an accounting or procedures manual, and some may have flowcharts or
narratives of procedures.

3.42 In general, the quantity and appropriateness of management’s documentation may
have several implications for your audit. For example, insufficient or inappropriate documen-
tation may

® limit your ability to assess controls design and to gather audit evidence that the
controls are placed in operation.

® result in the need for you to create some documentation about the client’s internal
control in order to document your understanding of the design of internal control.

® indicate to you that the client’s controls are largely ad hoc or not communicated or
understood and, therefore, may not operate consistently throughout the year.

Your Ability to Assess Control Design

3.43 Risk assessment procedures related to understanding internal control consist of
inquiry, observation, and the inspection of documentation. The client’s lack of sufficient or
appropriate documentation of internal control may restrict your ability to obtain audit evidence
by inspecting documents. For example, if your client has not documented its ethical values, you
will have to rely on inquiry and observation to understand the design of this important element
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of the company’s control environment. In some instances, observation of a control may not be
possible, and you will have to determine whether corroborative inquiries made of multiple
sources is sufficient to determine whether a control has been implemented. The lack of
appropriate evidence that a control is in place and operating effectively may preclude the auditor
from relying on that aspect of controls when designing an audit strategy. See paragraphs
3.112—-.114 for a further discussion on the limits of inquiry as a risk assessment procedure.

Observations and Suggestions

Risk assessment procedures provide you with direct information about internal control design.
Indirect information also may be a valuable source for gathering information about your client’s
internal control.

Indirect information is all other information available to you that may indicate a change or flaw
in the design (or operation) of controls. It can include, but is not limited to, (1) operating statistics,
(2) key risk indicators, (3) key performance indicators, and (4) comparative industry metrics.

Indirect information can help you identify deviations from normal or expected results that may
signal a control change or failure and warrants further investigation. Indirect information does
not, however, provide an unobstructed view of control operation, thus it is less able than direct
information to identify deficiencies in internal control. Existing deficiencies may not yet have
resulted in errors significant enough to be identified as deviations, or the indirect information
may have lost its ability over time to identify deviations. Indirect information is therefore limited
to the level of evidence it can provide on its own, especially over a long period of time.

The value of indirect information in monitoring depends on several factors, including the
following:

® Jts level of precision. More-precise indirect information is better able to identify
anomalies that indicate a control failure.

® The degree of variability in the outcomes. Indirect information is better able to identify
anomalies in processes that typically generate consistent, predictable results.

® The adequacy of the follow-up procedures. The skills and experience of people respon-
sible for investigating anomalies, and the diligence with which they conduct their
follow-up procedures, affect the ability of indirect information to identify a control
failure.

® The length of time since the operation of the underlying controls was last validated
through persuasive direct information. As time passes and operating environments
change, indirect information loses its ability to detect control failures. Periodically
reestablishing the control baseline using direct information helps evaluators validate
or modify the nature, timing, and extent of indirect information.

The Auditor’s Documentation of the Design of the Entity’s Internal Control

3.44 You should document the key elements of your understanding of the client’s internal
control, including each of the five components of internal control. When management has
documented the design of its internal control, you may choose to use management’s documen-
tation as a basis for documenting your understanding of internal control design. For example, if
the client has prepared flowcharts and other documentation related to the process and controls
for significant transactions, you may use that documentation as a base from which to describe
your understanding of internal control. (ISA 315 par. 32)

3.45 When management’s documentation is insufficient or inappropriate for audit purposes,
you will need to create more documentation than you would have had management’s documen-
tation been greater or otherwise more appropriate.

Observations and Suggestions

You may wish to encourage your clients to develop basic documentation in advance of your audit.
In consultation with its auditor, an entity can develop basic procedures and control documen-
tation that may be more cost effective than if the documentation was developed by the auditor.
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As described in paragraphs 3.131-.132, you may use information obtained from prior periods as
audit evidence in the current period, provided that you can determine whether changes have
occurred either in the client’s processes or its controls. The client’s maintenance of its documen-
tation of its controls will help you identify changes in subsequent audits, which also may be more
cost effective than if you maintain the documentation. In addition, client employees need the
documentation to understand the system.

The Design of the Communications Component of the Entity’s Internal Control

3.46 The communication component of an entity’s internal control involves providing an
understanding of individual roles and responsibilities pertaining to internal control. It includes
the extent to which personnel understand how their activities in the financial reporting
information system relate to the work of others and the means of reporting exceptions to an
appropriate higher level within the entity. Open communication channels help ensure that
exceptions are reported and acted on. Your understanding of the design of the client’s internal
control includes evaluating whether the client’s communication methods are capable of meeting
these control objectives.

3.47 Communication may be written or oral. Absent sufficient or appropriate documenta-
tion of internal control, evaluation of internal control design will include a determination of
whether management can meet its internal control communication objectives with oral com-
munication alone. That determination is a matter of informed professional judgment that
depends on a number of factors, including

® the nature of the entity, including its size and the relative complexity of its operations
and financial reporting systems.

® the relative effectiveness of the oral communication, which may be influenced by,
among other factors, its content, frequency, and the individual providing the communication.

Observations and Suggestions

Most clients will need some level of documentation of controls for effective communication of
internal control roles and responsibilities. This need for documentation is especially true for
business continuity, when personnel with key internal control responsibilities leave, retire, or are
absent from work.

Under the COSO framework, internal control is not the responsibility of the auditor, and, in fact,
COSO principles state the auditor is not an element of internal control. As such, the lack of
adequate documentation about internal control design can be a control deficiency, and if it rises
to the level of a significant deficiency, it should be communicated to management and those
charged with governance. Chapter 7 provides additional guidance on evaluating control defi-
ciencies and communications to management about internal control matters.

Making an Initial Determination of the Overall Scope of Your
Evaluation of Internal Control

3.48 You do not have to evaluate the design of all your client’s controls, only those that are
relevant to the audit. Early in the audit process, you will need to identify those controls that in

your professional judgment are relevant and therefore should be included within the initial scope
of your understanding. (ISA 315 par. 12)

3.49 Your professional judgment about whether a control, individually or in combination
with others, is relevant to the audit may include factors such as
® materiality.
® significance of the related risk.
® the size of the entity.
°

the nature of the client’s business, including its organization and ownership charac-
teristics.

® the diversity and complexity of the client’s operations.
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applicable legal and regulatory requirements.
circumstances and the applicable component of internal control.

® the nature and complexity of the systems that are part of the client’s internal control,
including the use of service organizations.

® whether and how a specific control, individually or in combination with other controls,
prevents, or detects and corrects, material misstatements.

3.50 It is common for some redundancy to be built into a system of internal control. When
several control activities all achieve the same control objective, it may not be necessary to obtain
an understanding of each of the control activities.

3.51 For example, one of the control objectives at Ownco is to ensure that all purchases are
properly authorized. Several distinct control activities all achieve this objective, including the
procedures related to issuing and accounting for purchase orders and the review of all cash
disbursements over a stated amount.

In this situation, the auditor does not have to evaluate all of the control activities related to the
given control objective. Rather, the auditor will use judgment to determine the control (or
combination of controls) that achieve the objective and may limit his or her evaluation to that
control, or combination of controls.

Thus, some auditors prefer to start with control objectives and identify and understand the specific
controls that satisfy the control objective.

Consideration of the Client'’s IT Systems

3.52 To plan your audit you will want to obtain an understanding of the effect of IT on
internal control. Information that may be useful for this purpose includes the following:

® The role of IT in the initiation, recording, processing, and reporting of transactions. You
will want to identify and obtain an understanding of financial reporting and infor-
mation systems that are, directly or indirectly, the source of financial transactions or
the data used to generate financial transactions and financial reporting. These
information systems may include

— packaged applications,
— custom developed applications, or

— end-user computing (for example, spreadsheets) that are used for accounting
functions or transaction cycles (for example, revenue recognition) that drive
accounting data (for example, revenue and A/R entries).

® How the client manages IT. This includes the person(s) and third parties that support
the IT infrastructure (applications and supporting networks and servers), and the
person(s) that have responsibility for managing the deployment and integrity of the IT
infrastructure. In general, you would expect to see staffing and skills commensurate
with the complexity of the deployed systems and the entity’s information system’s
needs.

3.53 How your client uses IT to process financial information affects its internal control. For
example,

® multiple users may access a common database of information. In these circumstances,
a lack of control at a single user entry point might compromise the security of the entire
database, potentially resulting in improper changes to or destruction of data.

® when IT personnel or users are given, or can gain, access privileges beyond those
necessary to perform their assigned duties, a breakdown in segregation of duties can
occur. This breakdown could result in unauthorized transactions or changes to pro-
grams or data that affect the financial statements.

The following paragraphs describe those characteristics of IT use that most typically affect a
financial statement audit.
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General Versus IT Application Controls

3.54 As discussed previously, controls can operate at two levels, either at the specific
assertion level, or more pervasively, at the entity level, with the potential to affect many different
accounts and assertions.

3.55 IT general controls. General controls are policies and procedures that relate to many
applications and support the effective functioning and continued proper operation of information
systems. For example, your client’s administration of passwords can potentially affect many
applications. If passwords for a given user can be stored on that person’s unsecured computer,
the effectiveness of internal control may be compromised because anyone who gained access to
the computer could inappropriately gain access to the application, the related data, or both.

3.56 General controls are internal controls generally implemented and administered by an
organization’s IT department. The objectives of general controls are to
® ensure the proper operation of the applications and availability of systems.
® protect data and programs from unauthorized changes.
® protect data from unauthorized access and disclosure.
°

provide assurance that applications are developed and subsequently maintained, such
that they provide the functionality required to process transactions and provide
automated controls.

3.57 General controls commonly include controls over data center and network operations;
system software acquisition, change, and maintenance; access security; and application system
acquisition, development, and maintenance. These controls apply to all types of IT environments.
Table 3-7 provides examples of general controls.

3.58 Application controls. Application controls are applied only to specific applications (for
example accounts payable, payroll, or the general accounting application). Application controls
apply to the processing of individual transactions. These controls help ensure that transactions
occurred, are authorized, and are completely and accurately recorded and processed. Table 3-7
provides examples of application controls that may be relevant to your audit.

3.59 Application controls help ensure

® proper authorization is obtained to initiate and enter transactions.
® applications are protected from unauthorized access.

® users are only allowed access to data and functions in an application they should have
access to.

® errors in the operation of an application will be prevented—or detected and corrected—in
a timely manner.

application processing operates as intended.
application output is protected from unauthorized access or disclosure.

® reconciliation activities are implemented when appropriate to ensure that information
is complete and accurate.

® high-risk transactions are appropriately controlled.
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Table 3-7

Examples of General and Application Controls

Example General Controls Example Application Controls
Examples of such general controls that Application controls that may be relevant to
may be relevant to your audit are the audit include those relating to

e program change controls that in- e the rights granted to specific users to
clude how changes are made to in- — access the application or data.
formation systems, applications, — delete transactions or data that
and supporting infrastructure. had previously been processed by

e controls that restrict access to pro- the application.
grams or data. — originate a new transaction or re-

e controls over the implementation of cord (for example, authorized ven-
new releases of packaged software dor, approved customer, or new
applications. employee). ) )

e controls over system software that e the integrity of data input into the
restrict access to or monitor the system.
use of system utilities that could e the completeness and accuracy of the
change financial data or records processing of data.
without leaving an audit trail. e the integrity of reports and informa-

tion that are the products of the
processing.

Observations and Suggestions

Many small- to medium-sized entities choose not to develop a formal access or security
framework that describes in detail which individuals should be granted access to which
information or applications. As a matter of convenience, entity management may decide that it
is faster and easier to grant all users access to all applications and data.

A lack of access control typically is a control deficiency of some magnitude and, depending on the
circumstances, may even be a significant deficiency if it is broad enough and serious enough to
create a risk that access to the accounting system is “wide open.” Lack of access controls should
be considered when you evaluate the risks of material misstatement at the entity level. In many
cases, a lack of access controls or security may preclude reliance on general and application
controls and may preclude reliance on manual (user) controls that depend on information
processed by IT. Typically, you will seek to understand what mitigating controls might be in place
when you identify a lack of access control.

Access Controls

3.60 Logical access controls may reside at various levels within an IT system. For example,
assume that a company’s website is maintained on the same network that stores the company’s
applications and data. To prevent unauthorized logical access, the company may have several
different layers of access controls, for example, it may deploy

® 3 firewall to control access from the external Internet users to the company’s network.

® access controls that reside on the company’s main computer that control overall access
to the system.

® application-level access controls that control the access to individual applications.

® access controls over the database, which limit the applications and individuals who can
access data.

3.61 A system needs to be analyzed to understand how access is controlled and the
effectiveness of the control. Different approaches can be equally effective in achieving control
objectives for IT. Once the initial access to applications and data has been assigned to individuals,
the ongoing management and maintenance of these access assignments is a critical component
of the control. For example,
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® it is common for the software vendor to have universal access to the company’s system
for a short time after installation to help transition the company to a new system. Once
the vendor ceases to help in the transition, the vendor’s access to the system should
be removed.

® employees who leave the company should have their access privileges terminated.

individuals who change jobs should have their access reevaluated to ensure that they
are granted access only to the data and applications they need to perform their new
jobs.

3.62 Unauthorized access to computer equipment also may pose a risk to the company. For
example, an individual with physical access to the company’s server may be able to inappro-
priately manipulate data. For this reason, the company will want to control the physical access
to its server and other critical hardware components, for example, by keeping such equipment
in a locked space.

Observations and Suggestions

Logical access controls may affect the risks of material misstatement in that they can be
structured to restrict access to system components such as networks, applications, databases, and
end-user computing such as spreadsheets supporting the financial reporting process.

In certain circumstances, the absence of effective logical access controls (for example, access
rights to the financial database or access rights to the general ledger) could increase the risks
of material misstatement so significantly that a prudent auditor would assign a control risk of
maximum for all of the output produced by a business application.

Program Change Controls for Off-the-Shelf Programs

3.63 The objective of program change controls is to help ensure that new or modified
programs operate as designed and that they are appropriately tested and validated prior to being
placed into production. Program change controls should include changes related to

® the operating system, including updates and patches,
® applications,

® database schemas, and

® how the database presents data to the application.

3.64 Even in circumstances where your client uses unmodified, off-the-shelf programs and
does not modify these programs, this control objective still is relevant. For example, your client
will want to ensure that

® updated versions of operating systems or application software are properly installed.

® new or modified applications, even if received from the vendor, are tested to ensure they
function properly and capture and process the data properly from prior versions before
being put into production.

® users are involved in a meaningful way in testing new applications or new versions of
existing applications.

Documentation of Mapping of Data Among Different Applications

3.65 As described in paragraph 2.73 of this publication, when a company uses applications
developed by different software vendors, data among applications may need to be mapped. It is
common for an application vendor to take responsibility for mapping the data to ensure the
application integrates properly with the company’s system. In other circumstances, company
personnel may map the data. Regardless of who performs the task, the mapping or interface
between the applications must be documented. Without adequate documentation, the company
will have difficulty adding other applications or making other modifications to the system. The
importance of general controls over new system development or changes to systems includes
controls that require documentation of the mapping and testing to ensure the mapping is
implemented correctly.
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3.66 For example, this might not be a significant risk or issue if the new program is the next
version of the existing software, but more of an issue if the new program is an upgrade from
several versions back, is from a different vendor, or is self-developed software. In such cases it
may not be appropriate to simply rely on the claims of the vendor or developer regarding
importing data from other applications. The completeness, classification, and accuracy of the data
may need to be tested before relying on the new software.

The Relationship Between Manual and IT Application Controls

3.67 IT application controls almost always require a complementary manual control to be
effective. For example, one of your client’s control objectives may be to ensure that items are
shipped to customers only if the customer provides a purchase order. Toward that end, your
client’s IT system may produce an exception report of all shipments for which no purchase order
was ever received. By itself, production of the exception report does not satisfy the control
objective. To achieve the objective, the client must have a complementary manual control (that
is, an individual to perform a timely review of the exception report and follow-up on all reported
items).

Similarly, effective functioning of an IT control may depend on the effective functioning of a
manual follow up component. For example, suppose the IT system compares key information on
a sales order to an approved purchase order. Any differences are identified and placed in a
suspense file. That control procedure is effective only if the suspense file is reviewed on a timely
basis and the items identified are investigated and resolved in an appropriate manner.

3.68 The effective functioning of a manual control may depend on the effective functioning
of certain IT controls. For example, a sales manager periodically reviews the commissions paid
to sales people to determine whether the amounts paid seem reasonable. To perform the review,
he or she uses a sales report that breaks down sales volume by sales person per month. In this
example, the manual control procedure (reviewing commissions paid for reasonableness) depends
on the completeness and accuracy of the information provided to the sales manager about sales
volumes. Thus, the IT controls related to the accuracy and completeness of this information are
relevant to the audit, even though the information itself does not flow directly to the financial
statements. Both the manual procedure and the IT controls are relevant.

3.69 Because of the close relationship between manual and IT controls, your understanding
of the client’s internal control includes consideration of both types of controls.

Consideration of IT When Determining the Skills Needed to Perform the Audit

3.70 The use of professionals possessing IT skills is a significant aspect of many audit
engagements. An IT professional may help to

® determine the effect of IT on the audit;
® identify and assess IT risks;

® understand IT controls;
°

identify IT control deficiencies that would prevent you from relying on controls to
modify the nature, timing, and extent of your substantive procedures;

design and perform tests of IT controls; or
® design and perform substantive procedures or dual-purpose tests covering both; for
example, using computer assisted auditing techniques (CAATS).

3.71 Table 3-8 describes examples of the factors you may consider when determining
whether an IT professional is needed on your audit team.
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Table 3-8

Examples of Factors to Consider Regarding Use of an IT Professional

75

Likelihood of Needing an IT Professional on the Audit

Factor

More Likely

Less Likely

Complexity of the client’s IT
systems

Relatively complex IT
systems and custom
applications

Relatively simple IT
systems and purchased
software

Changes to existing systems

Significant changes

Minor, if any, changes

Implementation of new
systems

Implementation of
significant new systems

Minor or no new systems

Data sharing

Significant sharing of data
among systems

Little sharing of data
among systems

E-commerce activities

Significant

Minimal

Use of emerging
technologies

Significant use of emerging
technologies to process
financial information

Minimal use of emerging
technologies to process
financial information

Availability of audit
evidence

Significant audit evidence
available only in electronic

Most or all audit evidence
available in hard copy

form

Observations and Suggestions

The more complex the entity’s systems and IT environment, the more likely that an IT
professional should be an integral part of the audit team during the planning process and may
need to be involved in performing the audit. In these cases, an IT professional with sufficient
understanding of financial statement audit objectives and methodology may be helpful in
determining the need to use additional professionals possessing a sufficient understanding of the
technologies being used by the entity in support of its financial processes to understand the effect
of IT on the audit.

3.72 When using an IT professional on your engagement, it may be appropriate to include
that professional in your audit team discussions to help design those segments of the audit
strategy and plan that include the IT audit objectives, resources required, and the timeline.
Specific objectives that may be established for the IT professional may include

® assessing the entity-level IT functions and controls.

® assessing the role of third parties including inherent risk and adequacy of mitigating
controls.

® documenting the role of IT applications used to support one or more financial
statement accounts, financial statement preparation, and the reporting process. This
may include the preparation of documentation to depict the flow of financial infor-
mation from transaction initiation through various stages of processing and reporting.

® assessing activity-level inherent risk and the adequacy of mitigating controls for one
or more IT applications used to support one or more financial statement accounts,
financial statement preparation, and the reporting process.

® identifying relevant IT processes that support the relevant applications and inherent
general control risks, and the adequacy of controls to mitigate these risks.

® planning and performing tests of IT controls.
® identifying opportunities to leverage CAATSs in the execution of tests for fraud and
substantive procedures.

3.73 It is common for companies to operate several different IT systems, some of which may
integrate directly with the accounting system and others that are stand-alone. For the purpose
of planning the scope of your risk assessment procedures, it is helpful to obtain an understanding
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of the number and types of IT systems the client uses and which of these systems are relevant
to the audit. Your consideration of IT systems includes standalone, PC-based applications that
process information used in the financial reporting process.

3.74 Ordinarily, IT systems that are relevant to the audit are those that capture, store,
access, or process data that is used in the preparation of financial information. On the other hand,
systems that pertain exclusively to nonfinancial information that is not used by management in
the financial reporting process normally are not within the scope of your audit. However, the
example previously mentioned shows the possibility of such systems’ effect on the financial
statements even when it is not readily apparent.

3.75 For example, Young Fashions uses the following IT systems to manage its business:

® (ustomer relationship management. This system maintains a database of customer
contact information, purchase history, outstanding orders, approved credit limits, and
other information needed by sales personnel to service the account. The system captures
sales and return information, which it stores and makes available to the company’s
general accounting software. The system runs off of the company’s main server.

® Garment design system. The company’s designers use a computerized garment design
system, in addition to hand drawings, to help design fabrics and individual garment
product lines and to determine the quantities and types of materials to order. The system
is a standalone, which is producing information that is used by the system only for
production planning purposes.

® (Communications systems. The company has several systems that manage its in-house
network and its website, including the e-commerce function. This system captures sales
made over the Internet. To date, the company has not been successful at integrating this
system with its customer relationship management system or its accounting system. As
a result, Internet sales are entered manually into the accounting system (via journal
entry) and into the customer relationship management system (by the sales reps).

® Accounting system. The company has an off-the-shelf general accounting software
package. Except for sales, this system is used to capture all routine business transac-
tions, process these transactions, and maintain the general ledger.

® [Utilities, Online Analytical Processing (OLAP), and Standalone User Systems. The
company uses several utilities and OLAP programs to access data maintained either in
the customer database or the various databases maintained by the general accounting
system. Certain individuals within the company use these applications to access data
for further analysis. Some of these spreadsheets are used to prepare accounting
processing in a spreadsheet program, financial statement disclosures, or other financial
information.

3.76 By obtaining an overall understanding of the various IT systems, the auditor of Young
Fashions is better able to plan which of these systems is relevant for the audit and how the use
of these systems will affect the audit. For example, controls over the garment design system are
used for operational purposes only and have no interaction with financial information. All other
systems are involved in the capture, storage, access, or processing of financial information, either
directly or indirectly. These systems are relevant to the audit, and the auditor should perform the
risk assessment procedures to include obtaining additional information about the general and
application specific controls related to them.

Observations and Suggestions

Your initial determination of which IT systems are relevant to the audit may change as the audit
progresses. For example, you may decide to use the information produced by the garment design
system to perform analytical procedures relating to purchases or cost of sales.

In that case, when you use information produced by the client’s IT system to perform audit
procedures, you should obtain audit evidence about the completeness and accuracy of that
information, which may require you to evaluate the controls over the system that produces that
information. (ISA 500 par. 8)

This may be effectively and efficiently done in conjunction with your required overall assessment
of the COSO information and communication components.
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Consideration of Controls at a Service Organization

3.77 Services provided by a service organization are relevant to the audit of a user entity’s
financial statements when those services and the controls over them affect the user entity’s
information system, including related business processes relevant to financial reporting. Al-
though most controls at the service organization are likely to relate to financial reporting, other
controls also may be relevant to the audit, such as controls over the safeguarding of assets. A
service organization’s services are part of a user entity’s information system, including related
business processes, relevant to financial reporting if these services affect any of the following:

a. The classes of transactions in the user entity’s operations that are significant to the
user entity’s financial statements.

b. The procedures within both IT and manual systems by which the user entity’s
transactions are initiated, authorized, recorded, processed, corrected as necessary,
transferred to the general ledger, and reported in the financial statements.

c. The related accounting records, supporting information, and specific accounts in the
user entity’s financial statements that are used to initiate, authorize, record, process,
and report the user entity’s transactions. This includes the correction of incorrect
information and how information is transferred to the general ledger; the records may
be in either manual or electronic form.

d. How the user entity’s information system captures events and conditions, other than
transactions, that are significant to the financial statements.

e. The financial reporting process used to prepare the user entity’s financial statements,
including significant accounting estimates and disclosures.

[, Controls surrounding journal entries, including nonstandard journal entries used to
record nonrecurring, unusual transactions, or adjustments.

(ISA 402 par. 3)

3.78 The nature and extent of work to be performed by the user auditor regarding the
services provided by a service organization depend on the nature and significance of those
services to the user entity and the relevance of those services to the audit.

(ISA 402 par. 4)

3.79 The objectives of the user auditor, when the user entity uses the services of a service
organization, are to

a. obtain an understanding of the nature and significance of the services provided by the
service organization and their effect on the user entity’s internal control relevant to the
audit, sufficient to identify and assess the risks of material misstatement.

b. design and perform audit procedures responsive to those risks.
(ISA 402 par. 7)

3.80 For example, many entities use a service organization to process their payroll trans-
actions, and for some entities—particularly, not-for-profit entities—payroll is a significant class
of transactions. Typically, the payroll processor merely records and processes the transactions and
data and does not initiate or authorize payroll. If the entities put into place user controls related
to both the information it sends to the payroll processor and the information it receives from the
processor, the auditor may choose to gain an understanding of these controls rather than rely on
the ones at the payroll processor. However, from a practical standpoint, it is often cost effective to
seek assurance from a service organization control type 2 report when it is available and relevant.

3.81 When obtaining an understanding of the user entity, the user auditor should obtain an
understanding of how the user entity uses the services of a service organization in the user
entity’s operations, including the following:

a. The nature of the services provided by the service organization and the significance of
those services to the user entity, including their effect on the user entity’s internal
control

b. The nature and materiality of the transactions processed or accounts or financial
reporting processes affected by the service organization
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c. The degree of interaction between the activities of the service organization and those
of the user entity

d. The nature of the relationship between the user entity and the service organization,
including the relevant contractual terms for the activities undertaken by the service
organization

(ISA 402 par. 9)

3.82 When obtaining an understanding of internal control relevant to the audit in accor-
dance with ISA 315, the user auditor should evaluate the design and implementation of relevant
controls at the user entity that relate to the services provided by the service organization,
including those that are applied to the transactions processed by the service organization. (ISA
402 par. 10)

3.83 The user auditor should determine whether a sufficient understanding of the nature
and significance of the services provided by the service organization and their effect on the user
entity’s internal control relevant to the audit has been obtained to provide a basis for the
identification and assessment of risks of material misstatement. (ISA 402 par. 11)

Observations and Suggestions

Usually, the most effective and efficient way to determine the effect a service organization has
on your audit is to focus on the complementary user entity controls maintained by your client.
A type 2 report under ISA 402 typically includes a discussion of complementary user entity
controls the service auditor believes should be in place at your client. This information will be
helpful to your evaluation of the design of the client’s controls over transactions processed by the
service organization.

If the user auditor plans to use a type 1 or type 2 report as audit evidence to support the user
auditor’s understanding about the design and implementation of controls at the service orga-
nization, the user auditor should

a. evaluate whether the type 1 report is as of a date, or in the case of a type 2 report, is
for a period that is appropriate for the user auditor’s purposes;

b. evaluate the sufficiency and appropriateness of the evidence provided by the report for
the understanding of the user entity’s internal control relevant to the audit; and

c. determine whether complementary user entity controls identified by the service
organization are relevant in addressing the risks of material misstatement relating to
the relevant assertions in the user entity’s financial statements and, if so, obtain an
understanding of whether the user entity has designed and implemented such controls.

3.84 In certain situations, the transactions processed and the accounts affected by the
service organization initially may not appear to be material to your client’s financial statements.
However, the nature of the transactions processed may require you to obtain an understanding
of those controls. For example, assume that a service organization provides third-party admin-
istration services to an entity that is self-insured with regard to health insurance benefits to its
employees. Although the administrative transactions processed by the service organization may
not appear to be material to the user organization’s financial statements, the user auditor may
need to gain an understanding of the controls at the third-party administrator because improper
processing may result in a material understatement of the liability for unpaid claims.

Observations and Suggestions

Outsourcing

It has become increasingly common for entities to outsource some of their operations to
third-party service providers. Your client’s outsourcing of all or a portion of its information system
does not relieve you of your responsibility to understand the controls related to those outsourced
functions.
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However, it may be difficult to determine whether the functions that your client has outsourced
are part of its information system or constitute your client’s engagement of an expert to provide
a service. This distinction is important because

® if your client has outsourced part of its information system, you should obtain an
understanding of the processes and controls directly related to the outsourced system, as
described in paragraph 3.79.

® on the other hand, if your client has engaged an expert, you do not need to obtain an
understanding of the controls maintained by that expert but instead would consider the
controls maintained by the client related to the expert’s work, including those related to

— the selection of the expert (for example, reputation, qualifications, or certifications).
— the accuracy of data supplied to the expert.
— the review of the experts work and conclusion that results are reasonable.

To determine whether your client has outsourced a portion of its information system or has
engaged an expert, it is helpful to refer to the definition of an expert. As defined in the auditing
literature (ISA 620 par. 6), an expert is “an individual or organization possessing expertise in a
field other than accounting or auditing...” Using that definition, your client’s use of a third-party
payroll processor would constitute the outsourcing of a portion of its information system. The
payroll processor is not an expert because payroll is a common function within the field of
accounting and auditing.

As a general rule, if a client is using an expert, it is in a discipline that requires some sort of
certification or licensure other than a CPA (for example, attorneys, actuaries, appraisers,
valuation experts, engineers, or geologists). For example, a client that uses an appraiser to
determine the fair value of an asset would be engaging an expert, not outsourcing a part of its
information system.

The role assumed by the third party is also critical. An outsourced IT function is generally an
extension of entity operations, and, as such, the vendor is not acting in the role of an expert.

Consideration of Multiple Operating Units or Business Functions

3.85 Internal control may apply to the entity as a whole or to any of its operating units or
business functions. Determining which operating units or business functions should be included
in your understanding of internal control is a matter of informed professional judgment. In
general, if a segment or operating unit of the company could have a material effect on the income
statement or the balance sheet, the unit’s controls may be relevant.

3.86 Factors that may influence your judgment about whether to gather information and
evaluate the controls of a particular operating unit or business function include

® the significance of the transactions initiated, authorized, recorded, or processed by the
operating unit or business function.

® the risks of material misstatement of specific assertions related to the operating unit
or business function.

Observations and Suggestions

Once you have made an initial determination of the overall scope of your risk assessment
procedures, you will then be able to begin gathering information about specific control objectives
and related controls.

Remember that your understanding of the client and assessment of the risks of material
misstatement will evolve as the audit progresses and you obtain results from your audit
procedures.

This publication distinguishes between controls that operate at the entity-level and address risks
to the financial statements as a whole, and those that operate at the activity-level and address
risks of misstatement of specific assertions.

(continued)
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The auditing standards do not dictate the order in which you gather information and obtain an
understanding of these two categories of controls. However, in most cases it usually is more
effective and efficient to gain an understanding of entity-level controls first before the activity-
level controls.

Entity-Level Controls That Are Relevant to Your Audit

3.87 There are several categories of entity-level controls that are relevant to your audit. The
following section discusses these categories in the following order:

® Elements of the five control components that are defined by ISA 315 as being relevant
to the audit

Antifraud programs and controls, the understanding of which is required by ISA 240
IT general controls
Controls related to significant financial statement level risks

Other entity-level controls that you determine are relevant

Elements of the COSO Control Components

3.88 On each audit, you should obtain an understanding of certain, specified elements
relating to each of the five COSO components of internal control. (Chapter 2 of this publication
describes these components in detail.) Table 3-9 summarizes those elements that operate at the
entity-level and for which you may gather information.

Table 3-9

Examples of Entity-Level Controls Elements of the
COSO Components for Which You May Gather Information’

COSO Control

Component Control Description

Control Environment e The attitudes, awareness, and actions of those charged
with governance concerning the entity’s internal con-
trol and its importance in achieving reliable financial

reporting
Management’s Risk e How management considers risks relevant to financial
Assessment Process reporting objectives and decides about actions to ad-
dress those risks
Information and e How the information system captures events and con-
Communication ditions, other than classes of transactions, that are sig-

nificant to the financial statements

e The procedures the client uses to prepare financial
statements and related disclosures, and how misstate-
ments may occur

e How the entity communicates financial reporting roles
and responsibilities and significant matters relating to
financial reporting

Monitoring e The major types of activities that the entity uses to
monitor internal control over financial reporting, in-
cluding the sources of the information related to those
activities, and how those activities are used to initiate
corrective actions to its controls

! Nonentity-level components and other information elements are mentioned elsewhere in this chapter.
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IT General Controls

3.89 IT general controls are policies and procedures that relate to many applications and
support the effective functioning of application controls by helping to ensure the continued proper
operation of information systems. IT general controls commonly include controls over

® data center and network operations;

® gsystem software acquisition, change, and maintenance;
® access security; and
°

application system acquisition, development, and maintenance.

Antifraud Programs and Controls

3.90 Your client may have antifraud programs and controls that are relevant to the audit.
If so, you may evaluate whether they are suitably designed and placed in operation to address
identified risks of material misstatement due to fraud.

3.91 At the entity level, your client may have established broad programs designed to
prevent, deter, and detect fraud (for example, programs to promote a culture of honesty and
ethical behavior). These controls typically function at the financial statement level and often
require you to develop an overall response to how you plan, staff, and conduct the audit.

Controls Related to Significant Financial Statement Level Risks

3.92 Significant risks are risks of material misstatement that require special audit con-
sideration. One or more significant risks arise on most audits, and the controls related to these
risks are relevant to the audit. At the financial statement level, significant risks often relate to
significant nonroutine transactions and judgmental matters such as estimates. Paragraphs
4.65-.66 of this publication provide guidance on the controls related to nonroutine transactions
and judgmental matters. Chapter 5, “Risk Assessment and the Design of Further Audit Proce-
dures,” of this publication provides more detailed guidance on the identification of significant
risks. (ISA 315 par. 28)

Other Entity-Level Controls That May Be Relevant to Your Audit

3.93 Other entity-level controls that typically are relevant to your audit include those
relating to the following:

® The selection and application of significant accounting policies. Management is re-
sponsible for adopting appropriate accounting policies. Risks of material misstatement
of the financial statement arise if management’s selection or application of its ac-
counting policies is inappropriate. Paragraphs 4.68—.69 of this publication provide
guidance on controls relating to the selection and application of significant accounting
policies.

® The participation of those charged with governance. The responsibilities of those
charged with governance are of considerable importance. Their participation in the
financial reporting process affects your client’s overall control consciousness. Para-
graphs 4.70-.71 of this publication provide guidance on controls relating to the
responsibilities of those charged with governance.

Observations and Suggestions

The risk assessment standards use the term those charged with governance. Governance
describes the role of a person or persons entrusted with the supervision, control, and direction
of the entity. In a smaller entity, the responsibilities of governance may reside with only one
individual, the owner-manager.

This publication uses the phrase those charged with governance simply to be consistent with the
standards. The use of the word those should not be construed to mean that all entities must have
a group, independent from management, responsible for governing the entity.
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Activity-Level Controls That Are Relevant to Your Audit

3.94 The following section discusses activity-level controls that are relevant to your audit
in the following order:

® Elements of the five control components that are defined by ISA 315 as being relevant
to the audit

Activity-level antifraud controls, the understanding of which is required by ISA 240
Controls related to significant assertion level risks

Other activity-level controls that you determine are relevant

Observations and Suggestions
Distinguishing Between a Process and a Control

The steps in a financial reporting process are different from the controls related to that process.
Understanding these differences will help you design appropriate audit procedures to obtain your
understanding of internal control.

Processes

The processing of financial information is transformative in nature. Data or information is
changed as a result of a process. For example, an entity may process its sales transactions, and
one of the steps in the process may involve preparing an invoice based on the number of units
shipped and the price per unit. The extension of unit prices by number of units sold is a process.
When information is processed, the risk of misstatement is introduced. For example, the
calculation of an invoice may be based on incorrect prices.

Controls

In contrast, the primary objective of a control is not to transform information. The objective of
a control is to either (a) prevent or (b) detect and correct misstatements that may be introduced
as a result of performing a process. For example, if one of the things that could go wrong in
preparing an invoice is the use of an incorrect price, a procedure involving the check of invoices
to make sure that correct prices have been used is a control.

Elements of the COSO Components and Antifraud Controls

Information Systems and Control Activities

3.95 Your knowledge of the presence or absence of control activities obtained from under-
standing the control environment and other control components assists you in determining
whether it is necessary to devote additional attention to obtaining an understanding of control
activities. Ineffective control environments and unreliable accounting systems may overshadow
any benefit of examining controls activities in any significant detail.

3.96 However, when the auditor finds it appropriate to examine relevant control activities,
an audit does not require you to obtain an understanding of all the information processing and
activity-level controls related to each class of transactions, account balance, and disclosure in the
financial statements or to every relevant assertion. Rather, your understanding of activity-level
controls should be focused on significant classes of transactions and accounts.

3.97 Information systems. For those significant classes of transactions, you should obtain an
understanding of

a. how significant transactions are initiated, recorded, processed, and reported and the
related accounting records, supporting information, and specific accounts. (ISA 315 par.
18)

b. how the incorrect processing of transactions is resolved.

c. if applicable, control activities relating to authorization, segregation of duties, safe-
guarding of assets, and asset accountability.
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Observations and Suggestions

Determining which transactions are significant at your client is a matter of professional
judgment. Factors you might consider in determining whether a class of transactions is signifi-
cant for financial statement purposes include

® the volume of transactions and

® the relative importance of the transactions to the company’s day-to-day operations and
to the financial statements.

Examples of significant classes of transactions on many audits include revenue or sales
transactions, purchases, payroll, cash receipts, and cash disbursements.

3.98 Antifraud controls. You should treat assessed risks of material misstatement due to
fraud as significant risks and obtain an understanding of the entity’s related controls, including
control activities, relevant to such risks. (ISA 240 par. 27)

IT Application Controls

3.99 Under paragraph 21 of ISA 315, you should obtain an understanding of how the client
has responded to risks arising from IT. As such, you may obtain an understanding of IT
application controls. Such controls are manual or automated and typically operate at a business
process level and apply to the processing of transactions by individual transactions. Application
controls can be preventive or detective and are designed to ensure the integrity of the accounting
records. They relate to procedures used to initiate, record, process, and report transactions or
other financial data. For example, application controls help ensure that transactions occurred,
are authorized, and are completely and accurately recorded and processed. Another example is
edit checks of input data, numerical sequence checks, and manual follow-up of exception reports.

Observations and Suggestions
IT application controls may include those relating to

® data input controls over transactions (including those rejected) to determine that they
are authorized and that transactions accepted are processed correctly and completely.

® output controls that assess whether input errors are reported and corrections are made
or data is resubmitted, preventing the possibility of incomplete or inaccurate data.

® testing packaged software updates before they are put into production. For example,
testing that key reports from both the old and new software reflect the same infor-
mation is one way to test the completeness and accuracy of information transfer
between the software packages.

® using a more formal process for selecting new applications, for example, consideration
of application controls, security requirements, or data conversion requirements.

® storing critical applications or data in secure locations or on secured file servers.

However, without good IT general controls where they are relevant, the auditor will have little
basis to rely on application controls.

Revenue Recognition
3.100 Revenue recognition demands special audit consideration on many audits. ISA 240
states that the auditor should evaluate the types of revenue, revenue transactions, or assertions

that give rise to the risk of material misstatement due to fraud, based on the presumption that
there are risks of fraud in revenue recognition.
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Table 3-10

Controls Over Revenue Recognition

Revenue recognition issues pose significant risk to auditors. The following revenue recognition
controls are considered relevant to the audit:

1. Policies and procedures for the following:
a. Receiving and accepting orders
b. Extending credit
c. Shipping goods
d. Relieving inventory
e. Billing and recording sales transactions
f. Receiving and recording sales returns
g. Authorizing and issuing credit memos
2. Procedures for determining the proper cutoff of sales at the end of the accounting period

3. The computer applications and key documents used during the processing of revenue
transactions

4. The methods used by management to monitor its sales contracts, including the following:

a. The company’s policy about management or other personnel who are authorized to
approve nonstandard contract clauses

b. Whether those personnel understand the accounting implications of changes to con-
tractual clauses

c. Whether the entity enforces its policies regarding negotiation and approval of sales
contracts and investigates exceptions

5. The application of accounting principles

6. The entity’s financial reporting process to prepare the financial statements, including
disclosures

Controls Related to Significant Activity-Level Risks

3.101 Significant risks are risks of material misstatement that require special audit
attention. You should obtain an understanding of the controls, including control activities, related
to these risks. Paragraph 5.37 of this publication provides additional guidance on identifying
significant risks at the assertion level. (ISA 315 par. 29)

Identify Other Controls That Are Relevant to the Audit

Circumstances When Substantive Procedures Alone Will Not Provide Sufficient
Appropriate Audit Evidence

3.102 In some circumstances, substantive procedures alone will not provide sufficient
appropriate audit evidence about an assertion. In those circumstances, you should evaluate the
design and implementation of controls related to that assertion. Further, as described in chapter
6, “Performing Further Audit Procedures,” of this publication, you should test these controls to
obtain evidence of their operating effectiveness. (ISA 315 par. 30 and ISA 330 par. 8)

3.101



Planning and Performing Risk Assessment Procedures 85

Observations and Suggestions

Circumstances where “substantive procedures alone will not provide sufficient appropriate audit
evidence” typically arise when significant transactions (for example, revenues, purchases, cash
receipts, or cash disbursements) are initiated electronically or when data is stored or processed
electronically without manual intervention or a paper “audit trail.”

It is your understanding of the client’s information system that enables you to identify these
circumstances.

The Identification and ExaT/)Ies of Circumstances When Substantive Procedures
Alone Will Not Provide Sufficient Appropriate Audit Evidence

3.103 In some cases, your client may initiate, record, process, or report a significant amount
of information electronically. In those circumstances, it may not be possible to design effective
substantive procedures that, by themselves, are capable of providing sufficient, appropriate audit
evidence.

3.104 Risks of material misstatement may relate directly to the recording of routine classes
of transactions or account balances. Such risks may include risks of inaccurate or incomplete
processing for routine and significant classes of transactions such as sales. When determining
whether substantive procedures alone are sufficient to gather the appropriate audit evidence you
may consider the following:

a. Characteristics of available audit evidence. When the processing of a significant
amount of client’s information is highly automated with little or no manual interven-
tion, audit evidence may be available only in electronic form. When audit evidence
exists only electronically, a paper audit trail may not exist. Absent this paper trail, your
ability to determine whether the electronic information provides appropriate and
sufficient audit evidence usually depends on the effectiveness of controls over its
accuracy and completeness.

b. Greater risks of material misstatement. The risks of material misstatement may be
greater if information is initiated, recorded, processed, or reported only in electronic
form and appropriate controls are not operating effectively. For example, inappropriate
transactions may be initiated or electronically stored information may be altered when
there is little or no manual intervention on the initiation or processing of transactions.
Because of this increased risk, you may determine that it is not possible to reduce audit
risk to an acceptable level solely by performing substantive procedures.

3.105 For certain finished goods of its JY Sport line, Young Fashions initiates purchase
orders based on predetermined rules of what to order and in what quantities. These rules are
programmed into its IT system and transactions are entered into automatically, without further
approval or any other type of manual intervention. No other documentation of orders placed for
these goods is produced or maintained, other than through the IT system. Any differences between
the amounts received and ordered should be identified and reconciled at the time the shipment
is received (and the purchase order is matched to the receipt of goods).

In this example, audit evidence for purchase orders is available only in electronic format. However,
evidence of the receipt of goods is available. The auditor may be able to perform substantive audit
procedures to address some assertions but not others. For example, obtaining confirmations of
purchases from suppliers may provide evidence concerning the occurrence of the transaction and
its amount. The inventory count process also provides evidence of existence of inventory quantities.
Houwever, to reach a conclusion concerning whether all valid purchase orders were captured by the
system (a completeness assertion) the auditor may have no better choice than to rely on the controls
relating to the IT system in conjunction with controls related to the receiving process. Because an
unfilled purchase order does not give rise to a liability, the auditor assessed the risk of a
misstatement associated with such a situation to be low.

3.106 Ownco makes retail sales online. The company’s IT system authorizes the transaction,
invoices the customer, and collects the amount due by charging the customer’s credit card.

As with the previous example, the auditor may not be able to obtain evidence relating to the
completeness assertion for revenue without testing the controls related to the IT system.
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Controls Over Processes Not Directly Related to Financial Reporting

3.107 Ordinarily, controls that are relevant to an audit pertain to the preparation of the
client’s financial statements and may include controls over safeguarding of assets against
unauthorized acquisition, use, or disposition. Similarly, compliance with regulatory requirements
or laws may have financial implications, so the effectiveness of a company’s programs over
compliance may be relevant.

3.108 Controls relating to the client’s operations and compliance with laws and regulations
may be relevant to your audit as serious noncompliance may misstate information or data that
is reported to shareholders. An example is the risk of unmeasured costs that may arise due to
fines. On the other hand, the auditor generally examines the programs the client places into effect
to achieve these objectives and the results of regulatory actions to assess their effectiveness
rather than the auditor testing compliance directly.

3.109 For example, controls pertaining to nonfinancial data that management uses in
monitoring its financial reporting results or that you use in analytical procedures (for example,
production statistics) or controls pertaining to detecting noncompliance with laws and regulations
that may have a direct and material effect on the financial statements (for example, controls over
compliance with income tax laws and regulations used to determine the income tax provision) may
be relevant to your audit.

Perform Risk Assessment and Other Procedures

Performing Risk Assessment Procedures to Gather Information About Internal
Control

3.110 To obtain the necessary understanding of internal control, you should perform risk
assessment procedures, which include

a. inquiries of management and others within the client who, in your professional
judgment, may have information that is likely to assist in identifying risks of material
misstatement;

b. analytical procedures; and

c. observation and inspection.

Note: See paragraphs 3.77-.84 for guidance on when the entity uses a service organization to
process transactions.

(ISA 315 par. 6)

3.111 In addition to these risk assessment procedures, when you perform other procedures
they may help you identify risks of material misstatement. For example, you read analysts’
reports or make inquiries of the client’s legal counsel.

Observations and Suggestions

The auditing standards describe the procedures listed in paragraph 3.22 as risk assessment
procedures. In fact, these procedures are designed to gather the information that then allows you
to understand internal control. The procedures described are information-gathering procedures.
The performance of these procedures does not provide you with the requisite understanding of
internal control, only the information necessary to form your understanding. An understanding
of internal control is a function of information gathering and its subsequent analysis and
synthesis.

Inquiries and Their Limitations

3.112 Inquiry may allow you to gather information about internal control design, but
inquiry alone is not sufficient to determine whether the control has been implemented. Thus,
when inquiry is used to obtain information about the design of internal control, you may
corroborate the responses to your inquiries by performing at least one other risk assessment
procedure in order to determine that client personnel are using the control. That additional
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procedure may be further observations of the control operating, inspecting documents and
reports, or tracing transactions through the information system relevant to financial reporting.
When no other procedure is more effective, corroborating inquiries, combined with observations,
consideration of past actions, or other evidence supporting the inquiries, may together provide
sufficient evidence.

3.113 When audit evidence is not available from any other sources, corroborative inquiries
made of multiple sources may still have significant value when determining whether a control
has been implemented. For example, making inquiries of the owner-manager about the imple-
mentation of the company’s code of conduct will not, by itself, allow the auditor to obtain a
sufficient understanding of that aspect of the control environment. However, corroborating the
owner manager’s response with additional inquiries of company personnel or a survey in
conjunction with observations or other evidence the auditor may gather through other audit
procedures that support the veracity of the inquiries, may provide the auditor with the requisite
level of understanding. For example, ISA 500, Audit Evidence, notes that corroboration of
evidence obtained through inquiry is often of particular importance. In the case of inquiries about
the control environment and “tone-at-the-top,” the information available to support manage-
ment’s responses to inquires may be limited. In these cases, further inquiries or surveys of
company personnel are often designed to provide further evidence regarding the implementation
or the effectiveness of such controls. Observing behaviors, understanding management’s past
history of carrying out its stated intentions with respect to control environment issues such as
ethical policies and fraud intolerance, and management’s ability to pursue a specific course of
intended action may provide relevant information supporting the results of the inquiries.

Even in the case of very small businesses where there are, for example, only two or three
employees, inquiries may be supplemented with auditor observations or other evidence sup-
porting the results of inquiries.

3.114 Much of the information you obtain by inquiry can be obtained from management and
those responsible for financial reporting. However, inquiries of others within the entity, such as
production and internal audit personnel, and other employees with different levels of authority,
also may be useful. Paragraph 3.24 and table 3-4 provide additional guidance on making
inquiries of others within the entity.

Analytical Procedures

3.115 Paragraphs 3.26 and 3.28 provide guidance on how analytical procedures may help
you gather information and gain an understanding of the client, its environment, and its internal
control. The application of analytical procedures may lead you to identify unusual transactions
or events, which may indicate the presence of significant risks (as discussed in chapter 5 of this
publication). Paragraph 3.92 addresses controls related to significant risks.

Observation and Inspection
3.116 Observation and inspection may support inquiries of management and others and
also provide information about internal control. Such audit procedures ordinarily include
® observing entity activities and operations;

® inspecting documents (business plans and strategies), records, and internal control
manuals;

® reading reports prepared by management, internal auditors, and those charged with
governance (such as minutes of board of directors’ meetings); and

® visiting the client’s premises and plant facilities.

3.117 The observation of the performance of a control procedure may not be possible when
the control is performed on an as-needed basis, and you are not present to observe it. For example,
the way in which management responds to a violation of the company’s code of conduct is an
element of the control environment that you cannot plan to observe.

3.118 When inspecting the documentation of a control, it is helpful to distinguish between
the documentation of the design of the control and evidence of its performance, which addresses
the implementation of the control. For example,
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® awritten code of conduct describes the design of an element of the control environment.
However, by itself, it does not provide evidence about how the control has been
implemented.

® the sign-off by the accounting staff that a reconciliation was performed will help you
determine whether the control was implemented. However, the sign-off does not allow
you to understand the design of the control and how the procedure should have been
performed. It also does not establish what the signer did to review the transaction,
other than to sign.

Other Procedures

Procedures Performed to Assess Misstatements Caused by Fraud

3.119 ISA 240 directs you to perform certain audit procedures to assess the risks of material
misstatement due to fraud. Some of these procedures will complement your understanding of the
implementation of internal control. These audit procedures include the following:

a. Inquiries of management and others within the entity about the risk of fraud,
knowledge of any fraud or suspected fraud, programs and controls to mitigate fraud
risks (ISA 240 par. 17-19)

b. Inquiries of management about whether and how they communicate to employees its
views on business practices and ethical behavior (ISA 240 par. 17d)

c¢. Communications from management to those charged with governance regarding
its processes for identifying and responding to the risks of fraud in the entity (ISA
240 par. 17¢)

d. Audit procedures relating to revenue recognition performed in response to the pre-
sumption that revenue recognition is a fraud risk (ISA 240 par. 26)

e. Audit procedures performed to obtain an understanding of the entity’s financial
reporting process and the controls over journal entries and other adjustments (ISA 240
par. 32a)

f. Audit procedures performed to evaluate the business rationale for significant unusual
transactions (ISA 240 par. 32¢)

Walkthroughs

Observations and Suggestions

Evaluating the design of a control involves considering whether the control is capable of
effectively preventing, or detecting and correcting, material misstatements. Implementation of
a control means that the control exists and the client is using it. Risk assessment procedures to
obtain audit evidence about the design and implementation of a control may include inquiring,
observing, inspecting documentation, and tracing transactions through the information system.
This activity is commonly referred to as a walkthrough. The following commentary on walk-
throughs describes a process as rigorous and thorough as any other audit procedure you perform
to gather audit evidence. Walkthroughs need to be well-planned and performed with due care and
an appropriate level of professional skepticism. To perform a thorough walkthrough, you would
plan to

® make inquiries of people who actually perform the procedure, not just someone at a
supervisory level.

® corroborate the responses to inquiries by performing additional procedures such as the
inspection of relevant documents or accounting records, or corroborating inquiries
made of others.

Merely tracing information through the client’s accounting system is not considered a walk-
through. A properly performed walkthrough will allow you to confirm the design of controls over
the processing of the information and to gain some evidence that the controls exist and that client
personnel are using them.
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It is relatively easy to document a set of controls that should be in place, but the walkthrough
provides evidence that the design reflects the way the control works. Anecdotal evidence indicates
that differences between documented and implemented controls may be more common than
expected.

3.120 The purpose of a walkthrough is to help

® confirm your understanding of key elements of the client’s information processing
system and related controls.

® cvaluate the effectiveness of the design of internal control.

® determine whether certain controls have been implemented.

3.121 A walkthrough generally is designed to provide evidence regarding the design and
implementation of controls. However, a walkthrough may be designed to include procedures that
are also tests of the operating effectiveness of relevant controls (for instance, inquiry combined
with observation, inspection of documents, or reperformance). See paragraphs 6.64—.67 of this
publication for additional guidance on the use of walkthroughs to gather evidence about the
operating effectiveness of controls.

3.122 There are several ways to perform a walkthrough to achieve your audit objectives. For
example, you could

® gselect a single transaction and trace its processing through the company’s information
processing system and all the way through to its reporting in the financial statements.

® jdentify the key steps in the client’s processing of a class of transactions, from initiation
through to financial reporting. For each of these steps, you then perform risk assess-
ment procedures to gain an understanding of the design of the process and the related
controls and to determine that the controls have been implemented. At each step in the
process you would perform the procedures for a given transaction, but not necessarily
the same transaction at each step.

3.123 Although inquiries of management and those involved in the financial reporting
process ordinarily are a significant component of a walkthrough, they are not the only component.
Walkthroughs provide more reliable and relevant audit evidence when you corroborate responses
of a single individual with inquiries of others, observations of the performance of control
procedures, and inspection of accounting records and other documentation.

3.124 Inquiries related to the following may be helpful in gaining the necessary under-
standing of internal control:
® The individual’s understanding of the client’s stated procedures and controls

® Whether the processing and control procedures are performed as required and on a
timely basis

® Specific situations in which the individual or others do not perform the company’s
prescribed control procedures

® The individual’s understanding of the information processing and control procedures
performed on information (a) before he or she receives it and (b) after he or she has
transferred the information to the next processing step

3.125 You may corroborate the response to your inquiries through observation and inspec-
tion, or by, for example,

® observing the individual perform their assigned information processing or control
procedure.

® reperforming the information processing or control procedure using the same docu-
ments and information technology that company personnel use to perform the proce-
dures.
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Using Service Auditors’ Reports to Gather Information About Controls at a

Service Organization

3.126 As described in paragraph 3.77, in some situations, you may need to gain an
understanding of the design and implementation of controls at a service organization. To gain
this understanding you may wish to obtain at least a type 2 report from the client’s service
organization. Table 3-11 summarizes the objectives of the two types of service auditor reports and
how you might use these on your audit. When the audit strategy is to rely on the controls at a
service organization, a type 2 report under ISA 402 (design and implementation and effective-

ness) is necessary.

Table 3-11

Summary of Service Organization Control Reports

Title

Contents

Relevance to User Auditors

Reports on management’s
description of a service
organization’s system and
the suitability of the design
of controls (type 1 service
organization report)

Includes manage-
ment’s description of
the service organiza-
tion’s system and a
report by the service
auditor that includes
an opinion on
whether such de-
scription is fairly
presented and re-
lated controls are
suitably designed to
achieve specified con-
trol objectives

Is as of a specified
date

e Assists the auditor in
obtaining a sufficient
understanding of the
nature and signifi-
cance of the services
provided by the ser-
vice organization and
their effect on the
user entity’s internal
control relevant to
the audit

Report on management’s
description of a service
organization’s system and
the suitability of the design
and operating effectiveness
of controls (type 2 report)

Includes all elements
of a type 1 report
and also includes the
service auditor’s
opinion on whether
the controls included
in the description
were operating effec-
tively

Is for a specified pe-
riod

e Has the same utility
as a type 1 report
and also provides evi-
dence of the operat-
ing effectiveness of
the relevant controls
to support the user
auditor’s risk
assessment
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3.127 Illustration 3-2 summarizes the process for gath